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CS II Tiberius TOMOIAGA PhD*** 

 

 
Abstract: Nowadays, not only has the way fights are carried out changed 

significantly, but also education and the decision making system have changed 

dramatically. On the one hand, there are attempts to assist decision-making by 

using various tools, including computerized ones, in order to limit the errors and 

the time needed to make them, but on the other hand, the popularization of these 

instruments creates another type of asymmetry, the enemy having detailed 

knowledge of these and being able to use them for their own benefit. The paper 

aims to make a review of what military decision-making act represents and the 

influences that the commander’s education and experience can have in limiting or, 

on the contrary, increasing the asymmetry of conflicts. 

Keywords: decisional culture, asymmetry, education, decision making system, 

military decision making, operational experience. 
 

MILITARY DECISION MAKING 

Organizations need accurate and timely information to enable their 

leaders to make effective decisions. This is especially true for military 

organizations, where decisions have an impact not only on economic 

resources, but also on people’s lives themselves. Operation in a volatile, 

unsafe environment, marked by chaos and uncertainty, complicates the 
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ability of commanders and their team to synchronize available knowledge 

and incorporate innovation into their information systems. 

Computer-based decision support systems can help to evaluate 

available information and model the possible outcomes of alternative 

courses of action for comparison. Such systems, however, must balance the 

need for timely results with the desire to model the complexity of the 

operational environment as accurately as possible. 

Decisions in the military, similar to decisions in civil organizations, 

are ranging from the trivial ones (what time there is a certain meeting) to 

critical ones (whether to risk some life to conquer a particular objective). In 

this context, military decision-making can also be interpreted as making 

command-control decisions. This category involves the integration of real-

time information to a higher level in order to decide the best way to use 

force in combat where there is a high degree of uncertainty and great time 

pressure. 

Currently, military decision-making research tends to focus either on 

the cognitive aspects of team or individual decision-making, on the design 

of computer models that establish a probabilistic relationship between the 

actions taken and the effects obtained and then their use in modeling and 

optimization of the course of action selection, or on the theory of games that 

seek to develop a mathematical model to understand the decision-making 

process. Computer modeling also supports simulation and war games that 

allow users to try out new operational or organizational concepts and 

discover possible deficiencies before they are put into practice.  

For military decision-makers, there are a number of robust processes 

and tools to support decision-making. The way of thinking specific to the 

military has led to the development of models and processes to support 

decision-making such as the OODA loop (observe, orient, decree, and act) 

developed by the US Air Force, the Military Decision Making Process of 

the US Army, the Estimate Process and the Seven Questions developed by 

the British Army. 

Although not all decision makers have to make life and death 

decisions, most of them have begun to focus on using this type of model in 

business decision making to improve this process.  

Also, SWOT, PERT, etc. are increasingly used as support in making 

informed decisions.  
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One of the favorite models of the US military used in decision support 

is Military Decision Making Process (MDMP). This model is an optimized 

approach that assumes that even in a complex situation there will be a 

course of action that the decision-maker will address. It is a process that 

takes time to deliberate and analyze alternatives using a set of evaluation 

criteria. 

Strategic planning is a key element in the decision-making process 

and the achievement of the set objectives. Also these processes receive 

some assistance, as outlined below, that can be used both in a personal and 

in the business or government issues. This consists of a set of questions 

arranged in a given order, which may have an iterative and cyclic character. 

They are divided into two groups: first to define the strategic framework of 

the situation (where? what? and why?), and the second to define a specific 

plan within the framework defined previously (how? when? and who?) 

(figure 1). 

 
Figure 1: Strategic planning model 

 

The two groups are linked by the question "who? ", a question that 

manages the concept of risk and course of action. 

"Where?" defines elements such as present location and future 

destinations, current situation and vision. "What?" is the mission, the reality 

of what is going to be done. "Why?" defines the values, the identity of the 

planner. "How?" is the method or the plan through which missions will be 
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achieved. "When?" refers to time, timing and coordination to achieve the 

mission successfully. In most cases, time and synchronization are critical. 

"Who?" mainly defines the roles, the team, the organizational structure, the 

staff network. "Which?" defines the selection, the direction of action. After 

setting up several possible variants through which the proposed vision can 

be achieved, it is necessary to choose one in order to establish the action 

plan.  

One of the factors with major influence on decisions is the risk. It has 

to be identified, evaluated, mitigated and managed so that decisions are 

taken in conditions that ensure the best chances of success. Risks vary from 

situation to situation; there is no template, so risk management is done as 

situations evolve.  

Risk management is critical because, if performed unwittingly or 

based on inaccurate or incomplete information can lead to the failure of the 

operation. On the other hand, the "100% sure" approach is not always an 

optimal way to progress and evolution. Most situations call for risks.  
 

THE INFLUENCE OF EDUCATION AND OPERATIONAL 

EXPERIENCE ON CONFLICT ASYMMETRY  

The contemporary military environment is constantly changing and, as 

a result, the challenge has arisen for professional soldiers to act creatively 

and rationally. Not only are the military equipment and technologies 

constantly changing, but also the rules of engaging in combat, the 

temperament of contemporary soldiers and the operational environment, so 

that the old requirement for soldiers to obey the orders no longer works. 

Experience gained in recent conflicts shows that a soldier's activity is 

no longer limited to fighting and causing loss to the enemy, but also requires 

other skills and qualifications, not all of them military in nature. In the 

current operational environment, the soldiers have to think on their feet and 

make decisions during the action, so they can better enforce national 

interests, the safety of their men and to enforce international conventions.  

The need for such courses arose because the existing education system 

did not prepare the military to be able to manage the current challenges. 

They were educated what to think, but not how to think. Developing this 

way of thinking should lead to the education of the new generation of 

soldiers in the spirit of certain autonomy in decision-making. 
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However, although this type of critical thinking course does exist in 

the curriculum of many military education institutions, it is hard to tell 

whether these skills are being developed or just being trained in using tools 

that help this kind of decision-making. This also arises from a common 

paradox that, on the one hand, it is attempted to develop an independent way 

of thinking and, on the other hand, it is attempted to impose a certain control 

on the way of thinking by imposing a set of parameters and guidelines. For 

this reason, the use of tools to help the decision-making process, at the time 

when the experience gained reaches a certain critical level, will only restrict 

autonomy and flexibility in thinking, which will increase the existing 

asymmetry at this level compared to terrorist and paramilitary groups. 

Luck rarely plays an important role in the success of military opera-

tions. Often, the quality of the commanders’ decisions and their experience 

offer to a numerically inferior army the upper hand over a numerically 

superior army, as was the case in the war in the Falkland Islands. 

Also, all the experience and quality of the commanders’ decisions 

may make a poorly equipped army gain advantage over a technologically 

superior army.  

An example of this case was the decision of the Iraqi Republican 

Guard to avoid direct conflict with the much-technologically superior army 

of the US-led coalition, instead of initiating a psychological war of attrition 

with the help of the civilian population. What should have been a short and 

precise war turned into a lasting and exhausting operation. Also in this case, 

the concept of guerrilla war, though not quite new, combined with the use of 

Improvised Explosive Devices, proved to be an exceptional idea.  

Another example was given by the Vietnamese General Vo Nguyen 

Giap who was often referred to as a military genius due to his highly 

effective military decisions. His attacks on several of the enemy’s interests 

not only forced the French army – far superior in number and technology – 

to disperse its forces into smaller units that could easily be attacked by the 

Vietnamese forces, but also led to a very tiring psychological war many 

years later when the US military decided to protect southern of Vietnam 

from the communist regime. Another one of Vo’s strategy was to choose the 

moment of offensive action in such a way so as to obtain a maximum 

negative impact on public opinion in enemy countries. The moment of 

assault on Dien Bien Phu was obviously chosen to coincide with the 1954 
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Geneva Conference where the territories of Indochina were divided and 

dispersed. The news referring to the brutality of the attack had a major 

impact not only on French public opinion but also on the public opinion of 

other colonial countries. The impact was so great that it is suspected that 

President Eisenhower ignored the cabinet’s recommendations to send troops 

to help France in the fight against communism, precisely because of the 

negative public opinion that the attack had in the US. 

These two strategies were used with devastating effects in the Tet 

offensive, which, despite failing to meet its objectives, was considered a 

turning point in the involvement of Americans in the Vietnam War. There 

are numerous documents describing the strategy chosen by Giap, namely to 

continue a prolonged war with special effects on the morale of American 

soldiers and the perception of US public opinion. By the simultaneous 

attack on several cities, he left the impression that the American troops were 

fighting an enemy who had unlimited resources, while the siege of the 

American forces gave the impression that these were easy targets for the 

Vietnamese soldiers. The propaganda value of these actions has often been 

cited as a reason for the withdrawal of the US Army from Vietnam. Osama 

bin Laden and other terrorist leaders have often mentioned Vietnam as a 

model of the type of victory pursued, a strategy of demoralizing those at 

home and inducing a desire to withdraw. Though effective, the costs of this 

strategy meant a colossal loss of human lives and was an enormous burden 

on the country’s production capacity. This kind of decisions is not the 

product of a specific military process, but rather motivation to defeat the 

enemy (indeed Giap was not a professional military). 
 

CONCLUSIONS 

Fighting an enemy in a situation where the future of men in uniforms 

and a whole nation depends on the decision of a few must be addressed 

using all the intellectual resources available to officers and soldiers. 

Reducing these intellectual resources to a checklist of elements, as the well-

known models (MDMP) do, will not lead to a clear chance of victory. 

This is even more sensitive and can lead to the mentioned 

asymmetries, as there are currently many military education institutions that 

promote training programs with international participation based on existing 

alliances. These programs promote and teach operational procedures in use 
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to ensure a certain degree of homogeneity in alliance decision-making, but 

often these procedures are not secret and can be easily accessed by the 

enemy and used to their advantage.  

Another element that can destabilize decision-making is that alliances 

may change over time. Nations that until recently struggled together will 

later try to annihilate each other using the same methods previously used 

jointly. 

Limiting the decision-making capacity of officers and soldiers to a set 

of rules and tools such as those presented (MDMP, for example) can put 

militants at a disadvantage when they face an inventive enemy, and this can 

lead to extraordinary human and material costs needed to win the war. 
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Abstract Many political and military analysts from NATO and non-NATO 

countries agree, almost unanimously, that for the last 10 years the world has 

entered a dangerous state of turmoil. From the resurgence and extreme aggression 

of Islamic fundamentalism to the emergence of new nuclear weapon holders in 

state-dictatorships and culminating with the political, propaganda, economic and 

military aggression of the Russian Federation (Georgia-2008, Ukraine - 2014 - up 

to date) - all these developments must give reasons to worry to the responsible 

world leaders. 

In this complicated geopolitical context, Romania as a European member-

state of the European Union and of NATO has the obligation to remain vigilant on 

a permanent basis, contributing in good faith to the collective defence, while 

strengthening its internal democracy. 

An important role must also be played by the current Romanian military 

leaders, who have to give up shyness and passivity, to present courageously to the 

political leaders, of course within the provisions of the Constitution and the laws of 

the country, the serious problems facing the Romanian Armed Forces and 

consequently, Romanian defence. 

Keywords: military leaders, NATO, EU, Islamic fundamentalism, the 

Russian Federation, Romanian Armed Forces. 
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1. Introduction 

I think it is appropriate to take a look at the political map of the world. 

We will find, without much surprise, that on all continents there are issues in 

dispute between states, some of them with potential for imminent military 

confrontation, and others in already hot war zones. In almost all areas of 

conflict, the great powers are present, having direct interests in the political, 

economic, military and other nature field, caring to a minimum extent about 

humanitarian considerations and the fate of the populations - an object of 

bargaining and pressure. 

Various political and military analysts, including Romanians, draw 

attention to the main dangers threatening the peace of the world, among 

which the Russian Federation, North Korea, the Islamic State and some 

resurgent and terrorist movements in the Middle East, Africa and South 

America. 

These are also added the old and new separatist and autonomist 

movements that haunt Europe with a destructive effect on European unity, 

peace and well-being of more than 500 million people. A legitimate question 

arises - who is it that wants and why the destruction of the political and 

military unity of the EU and NATO. The answer is not too hard to guess. 
 

2. Europe, Asia, US and the Russian Federation policies 
 

2.1. The Russian Federation 

The Russian Federation under the current authoritarian leadership of 

President Vladimir Putin (accompanied by a welded siloviki team) quickly 

and resolutely intends to return to the status of a great power, to the parity 

with the US, aspiring to the step by step revival of the former USSR, at first 

by making itself heard to the former Soviet republics, and later expanding 

political, economic and military influence on its “close vicinity” that can be 

up to Berlin and then to the Atlantic. 

Only those who are naive and unfamiliar to world-wide geopolitical 

games do not see that the Russian Federation’s political, propaganda, cyber, 

economic and military actions are continually and aggressively directed 

against the West, aiming at destroying the political and military cohesion of 

the EU and NATO. 
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It is worth studying the books of Russian authors such as Mark 

Solonin1 and Victor Suvorov2 to find that Russians and Russian politics 

have not changed over the past 300 years.3 Although they have the largest 

territory in the world, with immense resources, they want even more. 

The powers of the West, headed by the United States, should be more 

and more aware of whom they are dealing with and taking defensive 

measures in time. 

From my article published in the Review of Military Sciences, of the 

Military Sciences Section of the Romanian Academy of Scientists, no. 

3/2017, entitled “The Russian Federation and the rest of the world”, I 

brought to attention some of the main coordinates of the Eastern Empire4 

policy, of which I will only mention some ideas. 

Thus, it can be taken from publicly available information, that the 

Russian Federation has had, has, and will have an aggressive behaviour, first 

and foremost towards its neighbours and not only (see also the interview 

given by Armand Goşu, published on Hotnews.ro, 06.11.2017)5: 

- Maintaining and amplifying conflicts between the Caucasus states; 

- Direct military aggression against Georgia; 

- The annexation of Crimea in 2014 and the de facto breakdown of the 

East of Ukraine, by hybrid warfare, but also by direct aggression; 

- The destruction of Chechnya and its capital; 

- The full involvement in Syria in favour of Bashar al Assad’s 

dictatorial regime and support for North Korea and Iran to hold nuclear 

weapon delivery vectors; 

- The proliferation of threats of the use of force against the Baltic 

States, Poland and Romania; 

- Opening new military bases abroad; 

                                                 
1 Mark Solonin, Butoiul şi cercurile, Editura Polirom, Bucureşti, 2012. 
2 Victor Suvorov, Spărgătorul de gheaţă, Editura Polirom, Bucureşti, 2010 şi Ziua M, 

Editura Polirom, Bucureşti, 2011. 
3 Gheorghe Calopăreanu, Regionalizarea securității în Europa Centrală, Editura 

Universității Naționale de Apărare „Carol I”, București, 2011, pp. 22-75. 
4 Major General (rez.) Associate Professor Constantin Mincu, PhD, Federaţia Rusă şi restul 

lumii, Revista de Ştiinţe Militare, Nr. 3/2017. 
5 Armand Goşu, Interviu, site: www. Hotnews.ro, 06.11.2017. 
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- The unprecedented intensification, after 1991, of aviation bombing 

and nuclear submarines in the vicinity of the United States, Great Britain, 

the Nordic countries, etc. 

- Deploying large-scale military exercises near the Western border of 

the Russian Federation, with more than 100,000 troops and a few thousand 

tanks and armoured carriers, although Russian officials have declared 

serenely (in the known moskirovka style) that there were at most 13,000 

soldiers. These were the combined military exercises West - ZAPAD, 2017, 

which took place between September 14-20, 20176. 

- The expulsion or murder of opposition politicians, journalists and 

some of the Russian secret services defected agents. The best known is the 

case of Alexander Litvinenko, assassinated in London in November 20067. 

It is worth considering the analysis made by the political-military 

analyst Iulian Chifu, made in the solid and well-documented material “The 

Mosaic of Security Threats to the Abrupt Changes of the Trends of 

Evolution, Down to the Black Sea”8: 

- The Black Sea region is directly affected by global security threats - 

most notably are nuclear and cyber, with a major impact - but especially as 

outlook for the evolution of European crises, especially those of rethinking 

the future of Europe that divides or creates cohesion, creates faults or ranks 

2 and 3 countries among the members in the European Union; 

- In the wider Black Sea region, the latest developments show sudden 

changes in states’ trends of evolution, especially in the frozen conflicts 

area, where Ukraine in self-created turmoil and crisis through Saakashvili, 

speculated by the opposition but creating vulnerabilities easy to speculate by 

the Russian eastern neighbour, and Armenia signals publicly sensitive 

feelings, options, and strategic orientations at the population level. 

- The space for negotiation and dialogue on the perspective to solve 

crisis driven of a race to the nuclear weapon mounted on a carrier rocket 

capable of reaching any place in the world has narrowed terribly after the 

repeated defiance of the North Korean leader. 

                                                 
6 http://adevărul.ro/international/rusia/zapad-2017. 
7 Alan S. Cowell, Moartea unui spion, povestea lui Alexandr Litvinenko, Editura Litera 

International, Bucureşti, 2009. 
8 Iulian Chifu, blogs/iulian.chifu1/19septembrie2017. 
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- Such an irresponsible defiance is all the more dangerous as the US 

cannot let North Korea reach the point of operationalization of such a 

capability which would pave the way for a regime to blackmail the 

international community by violating non-proliferation agreements. 

A particularly worrying aspect is the improvement and use of digital 

or cyber weapons by several states and already evidently by the Russian 

Federation which has directly got involved in influencing electoral 

processes in the United States, Britain, France, Germany and other states. 

For Russia, the neighbouring state of Ukraine has already become a test pole 

by blocking industrial processes and by taking over major critical 

infrastructure systems. So, Dan Coats, director of the US National 

Intelligence, argued, with clear evidence, that Russia “has taken on an 

increasingly aggressive cyber stance”. 

Many of the weapons faced by the West today have been refined, 

developed and tested by Russia hackers in the war waged by Ukraine. 

Among the main threats mentioned in his report9, Coats presented possible 

digital threats to US critical infrastructure, including, or primarily, power 

grids, public utilities, or the command structure of protection bridges and 

gates of high security facilities, which thus would open up and create 

enormous threats to the population, including loss of lives. 

By massive cyber-attacks on the Ukrainian energy systems in 

December 2015 and 2016, with thousands of people left without power for 

hours, Russia passed a red line, causing huge material damage and loss of 

life (in hospitals, nurseries, kindergartens and in other places). It is a clear 

demonstration of this limitless and unscrupulous war. 

Another recognized expert, John McAfee, a leading specialist in the 

US antivirus industry10, points to major, often deadly, threats: 

• At least four countries have cyber weapons capable of destroying 

another country’s electricity grid: China, the US, Russia and Israel. 

• China is undoubtedly the country with the most powerful cyber 

weapons. The Chinese understood four decades ago that electronics and 

computers are essential to the future of weapons. 

                                                 
9 Dan Coats, US National Intelligence Director, Presentation at the Cybernetics Summit, 

Washington DC, September 2017.  
10 HotNews.ro, Interview Vlad Barza taken to the American Antivirus Industry Specialist 

John McAfee, February 23, 2017. 



 

 

 

THE INVOLVEMENT OF ROMANIAN MILITARY LEADERS  

IN THE INSTITUTIONAL STRENGTHENING AND COUNTRY DEFENCE  

IN RECENT GEOPOLITICAL CIRCUMSTANCES 

 

15 

• If a country did start a cyber war to destroy another state, the 

consequences would be catastrophic because we risk general destruction 

(author’s note - here, Russia does not get involved in moral processes and 

tries to destroy cyber and military Ukraine). 

• What would happen if America went completely out of power? We 

would all die, we would not have food, communications or emergency 

services, we would return to the Stone Age. A recent study presented to the 

Congress estimated that in two years 90% of Americans would die if we 

were out of electricity (author’s note, the dramatic effects will also be on the 

population of any attacked country). 

• Will there be a destructive attack on another state? It is too 

dangerous, and I think the world would not survive even if the attack were 

on a single country, because it would be retaliation. The difference between 

classical and cyber weapons is that it costs you a lot to build a nuclear 

bomb, but when a country builds a cyber weapon, it can make a million 

copies at a minimum cost because it merely involves digital data. 

• Against fake news we cannot struggle with artificial intelligence 

software. If we, humans, are not able to judge what is false and what is not, 

how can we build software to do that? 

• The various “Internet of things” devices are marketed with little care 

for informational security and no account is taken of how hackers think. 

The mentioned interview - instructive and full of lessons is a wider 

one, and whoever is interested may study it entirely. 

We must, however, take note that the complex and topical issue of 

cyber-attacks and cyberwar cannot be clarified in a simple journal article. 

The goal is only to raise the awareness on these issues of those 

interested and to find the most effective protection solutions. 
 

2.2. Europe 

It is possible to elaborate, on the basis of the political events of the 

past 4-5 years, various possible scenarios of the evolution of the European 

Union over the next ten years. 

The study of some of the papers, statements and positions taken by the 

main actors in the European construction goes from the optimistic scenario 

to the relatively short term accomplishment of a full political integration 
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into the so-called “United States of Europe”11, to the variable of a more and 

more visible dissolution, due to a complexity of political, economic, 

financial, social and cultural factors. At this point, it is difficult to appreciate 

which trend has chances of success. 

However, I think it is necessary to make an inventory of some of 

the causes that have weakened EU cohesion: 

• The existence of an undemocratic and non-transparent structure for 

decision-making and the maintenance of a marginal role for the European 

Parliament; 

• Practically, decisions are dictated by Germany and France affecting 

everyone and requiring other important European states to sometimes 

associate with them; 

• Not solving the economic and financial difficulties that arose with 

the 2008-2012 crisis; 

• De facto imposing a two-speed Europe by deepening the gap 

between Western European and Central European countries; 

• Excessive bureaucracy and regulations that have frightened the 

business environment, but also ordinary citizens; 

• Weakening the solidarity between European states and the assertion 

of national interests, to the detriment of EU treaties and founding principles 

(Great Britain - the Brexit process, Hungary, the Czech Republic, Slovakia, 

Poland, but also other member countries); 

• The questioning of the existence and expansion of the Schengen area 

due to the migrants’ crisis and reintroducing controls at the EU’s internal 

borders; 

• Existence of political, economic and financial relations with non-EU 

countries (especially with the Russian Federation), affecting the legitimate 

interests of other Member States, neglecting the common interest (examples: 

Germany, France, Italy, Greece, and Hungary); 

• Addressing the complex energy file from a purely national 

perspective, according to the “each one stands alone” principle (see “Nord 

Stream” case); 

                                                 
11 Constantin Mincu, Uniunea Europeană – Evoluţii posibile în următorii zece ani, Revista 

de Ştiinţe Militare a Academiei Oamenilor de Ştiinţă din România, Nr. 3/2016. 
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• Recently, abandoning the EU’s neighbouring countries - the 

Republic of Moldova, Ukraine and Georgia (probably to save Russia); 

• Overcoming the interests of large multinational corporations at the 

expense of smaller companies and citizens; 

• Great Britain’s exit from the EU deepens the crisis and creates 

conditions for other failures; 

• Resuscitation, often violent, of autonomous and secessionist 

tendencies in some European countries (Catalonia in Spain, Piedmont and 

Veneto in Italy and others); 

• Generalized disinterest in common defence policies and the 

manifested weakness of military forces in member countries (as regards 

effective budgets, weapons systems, coherent policies, etc.). 

There are some signs of optimism in presenting Jean-Claude Junker’s 

speech of 17 September 2017 in the “European Union situation” statement 

from which we recall: 

• Solidarity, equality, and the rule of law as an absolute reference, and 

the replacement of brutal force with the force of law and justice - a great 

achievement of historic Europe in the first half of a common and peaceful 

European century. 

• President Junker says he has grasped the successive criticisms of 

recent EU developments; 

• Without a Eurozone parliament that divides, it does not jointly 

unite all of Europe at a single speed; 

• The need for a profound institutional reform to give the EU 

personality and strength; 

• We will have to give back to the states those skills that are required, 

after thorough analysis. 

How the European Union will respond to the causes that have 

weakened it as an organization will give meaning to evolution - closer 

integration or dissolution. 

What the “Union” will be in the first semester of 2019 when Romania 

will take over the organization’s half-year Presidency remains to be seen. 

However, it is clear from previous experience that the presidency of the 

smaller states could not in any way influence the important events, these 

being the self-assumptions of the main powers - Germany and France. 
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2.3. Asia 

• The entire Asian continent from Japan to the Ural Mountains and 

from the Northern Arctic Ocean to Southern India faces many economic, 

political, military and demographic issues. 

There is a perception that world public opinion is not aware yet of the 

major global threats that can be generated from the vast continent. Thus, we 

can make an inventory, even if a brief one: 

• The North Korean file. The dictatorial regime in North Korea 

continues to defy the international community by developing its nuclear 

capabilities and transport vectors to the target. Direct threats are targeting 

the US, Japan, South Korea and Australia. It should be noted that recent 

evidence shows that this country was strongly supported by Russia and 

China for the development of its military programs. 

• China - taking advantage of its enormous economic power, its 

demographic potential and its resources, it is becoming more and more 

powerful as a global military force, operating sophisticated weapons 

systems and expanding its military presence in foreign countries. In the case 

of China, it remains clear how far the “alliance” with Russia will go (policy 

coordination at the UN and in other international organizations, military 

intelligence exchange, joint military manoeuvres, etc.). 

• The Middle East is characterized by instability, war and major 

conflict expansion potential, mainly in Syria, Iraq, Afghanistan, Iran, and 

recently in Lebanon and Saudi Arabia. Although it suffered important 

defeats and losses, the self-declared “Islamic State” continues to produce 

casualties in the area, but also in other countries in Europe and the United 

States. 

• As a conclusion - almost all of the Asian states have problems with 

their neighbours, from border disputes, to controlling the ever more limited 

economic resources. 
 

2.4. The United States of America 

The world’s main power, at this time, also has many problems, first 

and foremost, of credibility among the world’s countries after the Trump 

Administration was installed. It has created the impression that the US acts 

emotionally and unpredictably, leading to major conflicts at any moment. 

This issue of global importance must be carefully followed by all the 
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countries of the world, including by the Romanian political and military 

leaders. 
 

3. Possible and necessary involvement of Romanian military 

leaders in institutional strengthening and country defence  

The short presentation of potential dangers made above, including 

military ones, is aimed at bringing to the attention the need for permanent 

vigilance from Romanian political and military leaders who should be aware 

that they have no respite and that in case of neglect, Romania may have 

major security and defence problems. 

At this point, we can make an inventory as accurately as possible with 

arguments, on legal, economic, financial, human resources and defence 

equipment dysfunctions in the last thirty years, as follows: 

• The political factor (President, Parliament, Government, and 

Ministry of Defence) treated with disinterest and with great superficiality 

the problems of the Defence. There have been long periods in which no one 

has spoken about Defence and no reasonable and necessary efforts have 

been made for training and equipment. 

Defence budgets were on paper between 0.4% of GDP (Văcăroiu 

government) and 2% of GDP in 2017. In reality, the actually allocated 

budget did not exceed 0.9% - 1.1% of GDP without anyone realizing it and 

solving the problem (the Supreme Defence Council of the Country, 

Parliament, Government, Defence Minister, etc.). 

• The indigenous industrial defence base has been destroyed, 

knowingly remaining small islands and marginal production entities 

(concrete details may be provided if needed). 

• The current status of the Army is at the level of failure, with low 

chances of return. In this respect, some arguments can be given: 

- The so-called Armed Forces reform has resumed to a single 

dimension - the destruction of many military units and the massive 

reduction of troops; 

- These irresponsible and anti-national reductions have not been 

offset, as promised, with modern weapons equipment and systems; 

- Defence budgets have been reduced without a rational basis; 

- Active and reserve militaries are daily attacked and insulted, since 

2010, by the voice of top politicians in the state (it is a world premiere); 
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- In the army’s top military functions (and other institutions) those 

who are increasingly aggressively promoted are the obedient and politically 

supported people, instead of professionals and those who still believe in 

patriotism and moral values; 

- It has been obsessively repeated, since 2002, that we no longer need 

to have an army due to NATO’s defence. This is simply stupid. NATO can 

defend us if we are able to defend ourselves. In fact, many foreign analysts 

tell us this quite bluntly (see statements by STRATFOR founder - George 

Friedman); 

- Older or newer weapon systems and equipment are devoid of normal 

maintenance and repair work (for example, the RTP/RMNC Military 

Communications Network has been abandoned since 2008 to date, reaching 

over 3,000 parts and subassemblies with repair needs and rapidly 

approaching the total collapse, under the gentle contemplation of the 

“responsible” persons); 

- The main provisions of the "National Strategy for the Defence of the 

Country” 12 are not systematically followed, with the pen in hand, to see 

what has been achieved and what not (and who are the political and military 

officials who regard the document as a mere paper); 

- “The Guide of National Strategy for the Defence of the Country for 

the period 2015-2019” has remained a theoretical document, with no 

practical relevance; 

- Multiannual endowment plans are a myth, a legend and have never 

worked. Each Government and every defence minister is changing 

everything and scraping it from scratch. It is well-known that a complex 

system of weapons or equipment cannot be achieved in one year. For some, 

10-15 years are needed, with rhythmic budget allocations, to the level 

required by plans and projects. But who can understand the phenomenon?! 

Until now, no government has understood or wanted to understand; 

- The Romanian Armed Forces is as low as possible in important 

chapters for deterrence and reprisal, for example: multirole combat aircraft, 

attack helicopters, anti-tank means, tanks and armoured transponders with 

enhanced capabilities for hitting and survival in combat; 

                                                 
12 National Strategy for the Country’s Defence for the period 2015-2019 (June 09, 2015). 
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- The fighter’s equipment is still obsolete and far from modern 

standards; 

- The force at peace (on paper 70,000 troops, in fact fewer) represents 

only 0.33% of the country’s population, one of the lowest percentages in the 

Northern Hemisphere. Who cares?! 

• The role of current Romanian military leaders: 

- The short presentation above brings to attention only a small part of 

the problems faced by the army; 

- We do not offer advice to current military leaders, but we urge them 

to review their job description to better understand what responsibilities 

they have; 

- It is already necessary to leave aside the shyness of the current 

political leaders and to give up total indifference to the vital problems of the 

country’s defence. One way of action could be a detailed and honest 

presentation of the Chief of Defence Staff to Parliament on “The Real 

Status of the Romanian Armed Forces”. If the leaders of the two 

Chambers refuse (as expected) the report can be made public, assuming 

responsibility for the institutional and personal consequences. 

In conclusion, we find data and information from public sources that 

the Defence of the Country has been left with the knowledge and bad faith 

of losing out in the 28 years. Unfortunately there are no signs that the 

situation could improve in the short and medium term, despite the 

development of planning documents and laws. When the Prime Minister in 

office declares serenely on September 12, 2017 that Romanian MoD has 

achieved until that date only 8.5% of the 2017 Endowment Plan, nothing 

remains to be said. 
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Abstract: The Schengen Area was initiated following extensive discussions 

between France, Luxembourg, Germany, Belgium and the Netherlands. It was 

officially established through an agreement signed in Schengen, Luxembourg, on 

14th of June 1985. 

The signing of the Schengen agreement followed on the 19th of June 1990 

and its enforcement started in 1995, removing the internal frontier controls among 

signing states, creating a single external frontier, with clear and common rules 

with respect to visas, migration, asylum, police cooperation, judicial or customs 

etc. 

Keywords: the Schengen Area; European Union; migrants; migration 

routes; extradition; Frontex; Europol. 
 

As we have shown in the summary above, Schengen Area was 

initiated after extensive talks among several states in Western Europe. Thus, 

24 European states adhered to this structure, determining a certain freedom 

of movement of the people in the member states without internal controls, 

from Portugal to Poland, from Greece to Finland, etc. 

Crossing the borders of a country can be assimilated to a sort of 

journey within a country. 

Still, border control within the internal borders comprised in the 

Schengen Area can be introduced for limited periods in time, due to public 

order of national secularization, decision that is made at the level of each 

Schengen member state. 

                                                 
* General (Retired Police Quaestor), member of the Academy of Romanian Scientists, e-

mail: xwx52@yahoo.com 
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Once border controls were eliminated at internal borders, the hazards 

for the internal security of the countries involved grew due to the fact that 

thus criminals were harder to follow and all the more so in the case of 

Jihadist returning to Europe. 

All these and especially the latest terrorist events in the area seriously 

affecting public order and safety in most countries of Western Europe show 

the weakness of public order and intelligence institutions, largely due to the 

current situation of European political leaders, including the 17 European 

institutions acting in the field (Frontex, Cepol, Europol, Eurojust, Olaf etc.). 

The Schengen Acquis was completely accepted by Romania and 

Bulgaria, after adhering to the European Union as both states submitted the 

Preliminary Declaration for Schengen Evaluation, started in 2008 for 

several well established domains. 

There were a lot of stages to go through, namely: questionnaires with 

questions; filling them up; evaluation visits; making and editing a report; 

recommendations; the Decision of EU Council of eliminating internal 

border controls in case of unanimous vote in JAI Council and the last stage, 

publishing the decision made in EU Official Journal. 

Unfortunately, at the consultations from Budapest in 2012, Germany, 

Finland and Austria opposed the favorable decision. 

Although in 2011, on January 28th, Romania submitted the final 

technical report, the decision was postponed even if the EU Parliament 

endorsed it; the reason invoked was the un-accomplishment of justice 

reform. 

In March 2013, JAI Council did not clarify the situation even if Mark 

Gray, spokesperson of European Commission stated that the two countries 

complied with the established requirements. 

The Slovakian Minister of Foreign Affairs stated in 2016 that 

„Romania fulfilled the conditions imposed”. 

The same was true about the director of the Division of Strategic 

Analysis in Poland, etc. 

European Commission supported in 2014 Romania’s joining 

Schengen Area. 

After 2015, most EU countries reintroduced internal borders controls 

because of the intensification of terrorist attacks in Europe. 

Thus, Schengen Area remained only an empty name: 
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- controls were reinstituted; 

- barbed wire fences were reintroduced (Hungary); 

- other measures were taken preventing a real union. 

Thus, several questions were born, among which: 

- Why making the decision is postponed indefinitely? 

- Why this is the case for Romania and Bulgaria only? 

- Why did Romania have to come, according to Romanian Prime 

Minister statement, to the last term, that in 2019, when other European 

states adhered in a few months? 

The question that remained unanswered is the following „is Schengen 

Area still a present issue when it is constantly penetrated by migrants and 

terrorists but it cannot comprise Romania too?” 

All these while Romania’s external border is second in length 

following that of Finland. 

The current situation in Europe, characterized by a continuous wave 

of unprecedented terrorist attacks and serious disturbance of public order is 

only due to the policies embraced by European leaders. 

Annihilating the tyrants in Northern Africa and the Middle East was a 

serious strategic error committed by the USA and the EU. Actually, they did 

not follow a coherent strategy up to the end and neither do they do it at 

present, thus managing to remove two tyrants but creating a chaos of epic 

dimensions, unseen before, determining the return of some states to the 

tribal conditions, provoking total disorder and unprecedented migrating 

flows towards Europe.   

The EU demonstrated that it is unable to take care of its own citizens 

unlike the USA that allows migrants within its borders only after rigorous 

selection (see also the Visa Lottery in 2018). 

Chancellor Merkel’s invitation at free migration to Germany was 

completely uninspired, determining serious allegations from the analysts in 

the field. 

The EU was humiliated by Erdogan’s demands of „closing the tap” 

and contain the refugees’ flow in exchange of several millions of euros, plus 

speeding up the process of Turkish adhering to the EU. 

European leaders make speeches on commemorative occasions while 

terrorists keep on committing bloody unprecedented terrorist acts in places 

such as Nice, Paris, Brussels, London etc. 
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After Romania and other states refused to accept their quota of 

refugees, Romania and Eastern Europe were labeled as racist bastions and 

were threatened to be cut off their share of funds for development. 

We may remind them that unfortunately Romania did not collect any 

taxes on the profit that rose to over 50 billion euros made by foreign 

companies in Romania and that out of all natural resources we only still 

hold 3.5%, theoretically, the rest of them being taken by European states in 

exchange for practically nothing. 

There are several works on the topic of the current situation in 

Northern Africa and the Middle East that demonstrate the chaos created and 

its consequences in the long run that are disastrous to the old European 

continent: 

- Peter Mansfield, A History of the Middle East, regarded as being the 

best documented synthesis in the field; 

- Michael Weiss, Hassan Hassan, ISIS Ascension; 

- Loretta Napoleoni, ISIS. Caliphate of Terror; 

- Robert Leiken, Islamists of Europe, the most thorough study in the 

field, presenting the serious situation in 8 states and 30 cities in Europe 

during several years. 

There are a few revealing examples that do not allow room for 

uncertainties. 

Thus, in France, 8% of the Muslims coming from Northern Africa 

represent 8% of the country’s population with two important cities: 

Rotterdam and Marseille reaching up to 30% Muslims with over 1,600 de 

mosques, rapidly rising and, according to DST information, 40,000 French 

people converted to Islam in a few years, plus the return of almost 1,000 

ISIS Jihadists to France. 

Great Britain has 6% Muslims and over 2,000 Christian churches 

demolished and over 2,000 mosques under construction. 

Germany has 6% Muslim population, 32,000 extremists and 18,000 

people converted to Islam in latest years. 

Bulgaria is the European state with almost 14% Muslims and 1,300 

mosques. 

Romania has 63,000 Muslims (according to population census in 

2012), concentrated in Dobrogea, quite well integrated. 
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Saudi Arabia built most mosques in Europe and world-wide and, over 

1,500, and continuously sponsored terrorists, including „White Al Qaida” in 

the Balkans, together with bin Laden, terrorist acts in Spain and some in the 

Middle East. 

Migration through Romania was also a fact, but the migration routes 

also had to be taken into consideration, respectively: 

- Morocco, Spain, France; 

- Tunisia, Libya, Italy, Greece; 

- Turkey, Greece, Bulgaria, Serbia, Occident and a secondary route 

towards Romania; 

- Turkey, Black Sea, Romania (secondary route); 

- Ukraine – Romania and Moldova – Romania, secondary routes. 

Thus, according to data obtained from Romanian Border Police in the 

last three years, we could say that without doubt we are situated on 

secondary routes and the data about migrants are transmitted to the 

European institutions in the field: Frontex, Europol etc. 

Analyzing the operative situation at Romanian borders (according to 

the appendix) we could notice that the Romanian Border Police did their 

duty, denying those hypotheses of Romanian borders being crossed 

indiscriminately.  

The route of drugs towards Europe, from Afghanistan, passes through 

the North of Turkey, Balkan Peninsula, namely through: Kosovo, Albania 

towards the West, ensuring over 80% of the necessary for consumption 

amounting to over 700 billion euros every year. 

An investigation of USA Congress made in 2001 with respect to the 

interval 1990 – 2000 established that „banks from the USA and Europe 

laundered yearly between 500 billion and 1,000 billion dollars coming from 

international criminal activities.”1 

Throughout the ’90s, in the USA, between 2.5 and 5 trillion dollars 

coming from criminal activities and corruption were laundered in American 

banks and launched into circulation through the financial circuits in the 

USA.2 

                                                 
1 Daniel Estulin, Stăpânii din umbră, Editura Meteor Press, Bucureşti, 2001, p. 93 
2 Idem pct. 1, p. 94 
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Another author3 states that every year, organized crime represents 

over 20% of world commerce. 

In conclusion, we might say that we need a true consensus in the 

domain of internal and external policy, we need to consolidate external 

borders, and we need to efficiently manage the migrants’ flow, including a 

policy of stability from the economic and social points of view in the states 

where migrants are coming from. 

Romania has proven to have safe borders, despite EU reproaches, as 

well as a stable public order, without terrorist attacks or other serious issues 

related to population security. 

We could not state the same thing about the situation in Europe. 

Actually, the following lines are more valid than ever: „To reap what you 

have sown is called agriculture.”/ „To be surprised at the crops because you 

do not understand what you have sown is called imposture.”  
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access 

cases 

14,788  

illegal 

crossing 

cases 

 

                                                 
3 Miguel Pedrero, Corupţia marilor puteri, Editura Litera Internaţional, Bucureşti, 2008, p. 

130. 
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THE IMPLICATIONS  

OF THE POLITICAL, ECONOMIC AND SOCIAL CONTEXT  

ON HUMAN RESOURCES FOR DEFENCE 
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Abstract: In this article the author briefly presents some aspects related to 

the influence of the political, economic and social context on the human resources 

destined for the defence of the country. Some elements are shown regarding a 

realistic, quantitative and qualitative assessment of citizens capable of military 

service in peacetime, in crisis situations and in war, in the context of an 

emphasized demographic decline and a massive emigration process. 

Keywords: human resources for defence, value indicators, population of 

Romania, demographic decline, stage of education of the young generation. 
 

1. The need for approaching the topic 

From 1990 until today (March 2018), Romania has gone through a 

relatively long way of profound transformation in all areas of social life 

(politics, economy, finance, banking, education, health, defence, etc.). 

Some of these transformations have had beneficial effects in the short 

and medium term and others were as negative as possible, even dangerous 

for the Romanian state. 

It is not our intention to make a thorough inventory of positive and 

negative aspects, in this paper, we actually intend to focus on those 

phenomena that have affected and affect the country’s defence, namely: 

economy and finance, education degradation and the sharper demographic 

                                                 
* Entitled member of the Academy of Romanian Scientists, Member of the Honorary 

Council of the Academy of Romania Scientists, Scientific Secretary of the Military 

Sciences Section, Phone: 0722.303.015, email: mincu_constantin@yahoo.com. 
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decline, as well as the state of the army as the founding institution of an 

allegedly strong and independent state. 

In the context, the topic related to the demographic evolution is 

considered to be of maximum relevance given the reality of the dramatic 

decrease of the population of the country from 23,206,720 citizens on 1 July 

1990, to 19,660,000 in 2017 (minus 3,546,720)1. For the last fifteen years I 

have not met any study on the serious negative effects on defence stemming 

from the depopulation of the country. 

I will try to make a small and modest analysis on this subject. 
 

2. Economy and finances 

The economy of a state is the pivot of its existence and permanence, 

with the emphasis on the positive (few) and negative (many) elements of 

globalization imposed at an increasingly accelerated pace by the great 

economic powers of the world, which are also under the influence of 

multinational corporations (MNCs), more and more greedy and destructive 

to the world’s natural environment. 

If we take into account annual GDP per capita, we notice huge 

discrepancies between the countries of the world, such as: 134,400 USD 

(Liechtenstein), 108,800 USD (Luxembourg), 84,490 USD (Norway), 

47,380 USD (USA), and the last 180 USD - Burundi and R.D. Congo. 

Romania with an annual GDP per capita of 7,540 USD is among 

the last countries in Europe in this respect. Why are we in this situation? 

Here are some possible answers: 

- The knowingly and reckless destruction, in the past 28 years, of the 

national industrial patrimony worth some 1,600 billion EUR (public 

sources); 

- In 2017 only 30% of Romania’s GDP was achieved from industrial 

activity; 

- Acquiring some chaotic and irresponsible loans, which reached 110 

billion EUR in 2018, of which 54 billion EUR - public debt, with no 

infrastructure or investment (“official” data show lower numbers); 

- The cheap alienation of industrial assets and natural resources (oil, 

gas, aluminium, gold, rare metals, etc.); 

                                                 
1 Statistical Yearbook of Romania, 2016, National Institute of Statistics (In Romanian: 

Anuarul statistic al României, 2016, Institutul Național de Statistică). 
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- The (politically controlled) compensation performed by NAPR 

(National Authority for Property Restitution) granted to former owners or 

“endowed” buyers of litigation rights worth a total of 14.7 billion EUR, of 

which 70% were fraudulently over-estimated (in fact, here are the money 

from privatization, external loans and European funds); 

- The destruction of the Romanian capital banking system by the 

direct “contribution” of Romanian governments and political parties, so that 

today 80% of the banks operating in Romania are foreign, with no interest 

in the development of the country in which they operate; 

- Reducing the country’s foreign reserves to 32 billion EUR and the 

gold reserve to 103.7 tonnes, caused by the huge external debt and the 

overwhelming interest payments to the main players of globalization (the 

IMF and the World Bank); 

- Many other causes that have been and are identified by some 

Romanian economists and finance specialists with a higher sense of justice 

and animated by patriotism. 

Let us bring to light some credible data, published in November 2014, 

by the National Bank of Romania (NBR) Deputy Governor – Professor 

Florin GEORGESCU, Ph.D., on the NBR website2: 

Where did we start from and where are we now?  

In 1989  In 2014  

GDP was 42.6 billion, 

equivalent to the EUR 

GDP in 2014 was 150 billion EUR 

(3.5 times higher than in 1989) 

• Industry: 46.2% • Industry: 25.2% 

• Agriculture: 14.4% • Agriculture: 5.5% 

• Constructions: 5.5% • Constructions: 7.0% 

• Other fields: 37.5% • Other fields: 62.3% 

Number of employees = 8.2 

million people 

Number of employees = 4.4 million 

people (-46%) 

Number of retirees = 3.7 million 

people 

Number of retirees = 5.2 million 

people (+ 41%) 

Dependency rate = 2.2 

employees/ retiree 

Dependency rate = 0.85 employees/ 

retiree 

                                                 
2 Professor Florin Georgescu, Ph.D., Deputy Governor of the National Bank of Romanian, 

Study „Capitalul în România anului 2015”, București, 24 noiembrie 2015. 
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State-owned and cooperative 

state property to a lesser extent  

Public capital - 17% and private - 83% 

(43% autochthonous - 40% foreign) 

No public debt and foreign 

exchange reserves of 1.5 billion 

USD 

The net public debt was 54 billion 

EUR (36% of GDP) 

 

The mentioned study notes that from the year 2000 until 2015, the 

income inflows of the Romanian employees abroad compensated only 

partially the outflows of foreign capital gains in Romania (thus, in 2013, 

there were 3.2 billion EUR inflows and 5,9 billion EUR outflows). 

Net national income3 is mainly distributed in favour of capital, work 

incomes are limited. Thus, for work in Romania was granted (2014) 39.7% 

and in France 62.5%. 

The privatization of state-owned companies’ social capital was a 

failure for Romania. 7,500 companies (out of which more than half have 

disappeared) have been privatized for which 7 billion EUR were cashed out 

(out of which 2.3 billion EUR, representing 40%, resulted from the 

privatization of Romanian Commercial Bank - BCR). For the privatized 

enterprises, an average price of 667,000 euro/per enterprise (without BCR) 

was obtained, which can be said to have been given almost free of charge. 

The 7 billion EUR of privatization have quickly slipped through the 

messy fingers of the state. 

The amounts returned to former owners (descendants, etc.) in goods 

and in money amounted to 14.7 billion EUR and the process is not 

completed. It is probably going to take another 100 years. 

From the synthesis data presented, it is clear that the Romanian 

state, by its authorities, has taken care of the management of the public 

money and the economy, to the exclusive benefit of those who also 

benefited from the privatization and the restitution process. 

In this second part, I have introduced some issues in economics and 

finance because they have a decisive influence on citizens’ lives, the 

stability of the country and, of course, the allocation of reasonable defence 

                                                 
3 Net national income is calculated as the difference between gross and fixed capital 

consumption (amortization and depreciation). 
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resources, rhythmically, according to the commitments assumed as a NATO 

member state. 
 

3. The situation in Education  

In the 28 years that have passed since the events of December 1989, 

the Romanian education at all levels has undergone a large number of so-

called reforms, constituted according to the wishes of the numerous 

Ministers of Education and Research who have been in charge of this 

important ministry. Direct and often violent political influences have shaken 

the education system by politicizing inspectors and executives’ functions, 

by promoting teachers and educators who are unprepared and often bored 

and lacking motivation. 

In recent years, major changes have occurred from six to six months, 

with negative effects on students and pupils. These frequent changes were 

not supported by impact studies, were not publicly debated, and the “over-

packed” curricula did not take account of new demands on the labour 

market. 

According to the data provided by the National Institute of Statistics 

(NIS), the situation of graduates on levels of education (2014/2015) was: 

gymnasium - 33.5%, high school - 34.1%, vocational education - 2.1%, 

post-secondary and foremen education - 6.4%, higher education - 23.9%. 

The numbers show that no handicraftsmen are trained in Romania, 

they have disappeared after the famous “reforms”, with major negative 

consequences for the economy, but also for the young people who choose to 

enlist in the army. 

Educational specialists have concluded that Romanian education is 

still down to reality in social and economic life, so 40% of gymnasium 

graduates are declared (based on tests) functional illiterates, that is, they do 

not understand a text that they are struggling to read, they have poor digital 

skills, especially those in rural areas, and are totally deprived of the 

motivation to learn. 

Recent national tests have shown that 66% of 8th grade students have 

received marks under five in mathematics, being the most shameful score in 

the last twenty-eight years. 

To these very weak results we can consider that all the Ministers of 

Education and Research, the County Inspectorates and most of the teachers 
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and educators, some poorly trained, and others bored and unmotivated, have 

brought their fair share of “contribution”. Responsibility also lies with the 

parents who are not interested in the scholastic “performance” of their 

children and pupils “stolen” by concerns other than the study. 

It should be noted that history classes have gradually disappears from 

the curricula leaving behind doubtful texts that grossly falsify the facts of 

the forefathers, texts produced by individuals who have developed a natural 

hatred towards Romania. 

All these facts and phenomena endanger the Romanian society, 

offering individuals lacking training and moral sense, without any trace of 

patriotism. 

It goes without saying that one of the most affected institutions is the 

Army, which is forced to fill its ranks with young people who no longer 

believe in anything and let themselves drift away to nowhere. 
 

4. Demographic decline 

The Romanian specialists in demographic issues, as well as those 

from the National Institute of Statistics, consider that Romania has entered 

an irreversible trend as regards the dramatic decrease of the country’s 

population since 1990. This profoundly negative phenomenon is happening 

under the eyes of the “authority” of political decision-makers who, instead 

of becoming aware of the danger, take increasingly inappropriate measures 

that lower birth rates and increase the number of deaths at younger ages. 

I suggest to analyse the figures provided by NIS4: 

TOTAL MALE FEMALE %M %F 

1 July1989 = 23,151,564 11,422,474 11,729,092 49.3 50.7 

1 July 1990 = 23,206,720 11,449,147 11,757,573 49.3 50.7 

1 July 1995 = 22,680,951 11,123,977 11,556,974 49.0 51.0 

1 July 2000 = 22,435,205 10,968,854 11,466,351 48.9 51.1 

1 July 2005 = 21,319,673 10,384,483 10,935,190 48.7 51.3 

1 July 2010 = 20,246,798 9,856,669 10,390,129 48.7 51.3 

1 July 2015 = 19,819,477 9,681,929 10,137,548 48.9 51.1 

                                                 
4 National Institute of Statistics, 2016, Bucharest. The largest population in the history of 

Romania, within current borders (23,206,720) (In Romanian: Institutul Național de 

Statistică, 2016, București. Cea mai mare populație din Istoria României, în actualele 

granite (23.206.720)). 
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According to the NIS in 2017 the population of Romania was 

19,660,000, of which M = 9,567,420 (48.7%) and F = 10,092,580 (51.3%), 

resulting in a decrease compared to 1990 of 3,546,720 people. 

The causes of this dramatic decline are numerous, due especially to 

the wrong policies and the carelessness of the government, among which we 

could mention: the departure from the country for good, rising mortality 

rates and declining birth rates (negative growth since 1990, which reached -

2% in 2017). 

From a demographic-military point of view, we are particularly 

interested in the age range of 20-54-year-old people. Here is what happened 

in 2015 (NIS source): 

AGE GROUPS TOTAL MALE FEMALE 

20-24 1,103,201 570,830 532,380 

25-29 1,388,899 724,043 664.856 

30-34 1,325,448 681,897 643,551 

35-39 1,552,329 791,691 730,638 

40-44 1,520,318 779,348 740,970 

45-49 1,581,134 809,804 771,330 

50-54 1,094,774 550,424 544,350 

From these age groups, young people of both sexes can be recruited to 

complete the army in peacetime, in crisis situations and in war. 

The emigration phenomenon has a negative impact, especially 

accelerated after 2010. 

The figures provided by the authorities are contradictory because there 

was no concern to know and try to slow down the process of leaving to 

make a living abroad (by social-economic means). Thus, the figures, 

according to the source, fluctuate between 3.5 million and 4.5 million, of 

which 60-80% are youngsters aged between 25 and 39. About half of these 

youngsters are fit for military service, but it is almost impossible for 

Romania to rely on them if needed. 

However, there is a NIS statistics with the countries where the 

Romanians emigrated: UK - 28.3%, Italy - 20.8%, Spain - 14.8%, Germany 

- 13.3%, Belgium - 5.9%, Austria - 4.3%, Denmark - 2.2%, other countries - 

10.4%. 

If the phenomenon of massive depopulation is not stopped, it is 

assumed that, in the optimistic version, Romania will have only 16 million 
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inhabitants in 2040 and in the pessimistic version 14.5 million. The current 

governors do not show signs of understanding and they do not even care, 

applying the dictum “after us the flood may hit”. 
 

5. The demographic-military factor and its influence on the 

dimensioning of human resources for defence 

For Romania, the strengthening of defence structures (primarily the 

Army, but also the other components of the National Defence, Security and 

Public Order System) is a vital condition of statehood, of maintaining 

sovereignty and national integrity. 

A general analysis of recent global, regional and zonal events has 

shown a worrying increase in risks, threats and vulnerabilities, including 

some in our geographical area. 

Romania, unfortunately, is located near some turbulent areas, 

including from a military point of view (Ukraine-Russia, Turkey - with 

some neighbours, the Western Balkans and the Middle East). 

It would have been expected from the national power structures 

(President, Parliament, Government, Ministries, Central and Local 

Authorities) to become aware during the 28th anniversary of the Revolution, 

of the role of the Defence and of the Armed Forces in maintaining the 

Romanian State. On the contrary - the actions of these decision-makers were 

firmly directed towards the destruction and humiliation of the small 

remaining Army. 

Let us stop a little on the demographic-military component of the 

Romanian Defence, in the current geopolitical context. 

Thus, in 1989, there were 340,000 soldiers in the army, representing 

1.48% of the population, and 820,000 reservists representing the 3.6% of the 

total population were on the mobilization lists. 

Now, in 2018, there are only 60,000 soldiers (out of 70,000 provided 

for peacetime), accounting for only 0.30% of the population, the lowest 

level among the Northern Hemisphere countries (only in 2017 left the Army 

8,000 soldiers without being replaced until this date). It is estimated that in 

2018 there are 80,000 reservists representing 0.35%. 

It was thus under the gentle - contemplative glances of political and 

military decision - makers, that many central structures, headquarters and 

units were assigned only 35% of what they needed, the biggest deficit being 
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for officers, due to the lack of correlation for years of the schooling numbers 

with the dynamics of the Army’s natural leaving. The word irresponsibility 

is already too gentle. 

Various self-entitled “political-military analysts” believe that the 

Romanian Armed Forces are too large, arguing that a small, cheerful and 

well-armed army is better suited. 

But the Army today is just small, not cheerful (poorly paid and 

attacked daily by the officials of the Romanian state) and poorly endowed 

with modern technology. 

During the course of modern history, the army’s effectives 

depended (for us and for others) on several factors: 

- The human-technical ratio of a given period. It is considered that 

the modern technique requires fewer troops. This truth works up to a certain 

minimum limit, which in Romania has already been exceeded; 

- The place where Romania finds itself in relation to the more or less 

peaceful intentions of some neighbours; 

- The risks and threats existing in the region as a result of hot or 

frozen conflicts; 

- As an eastern border state of NATO and the EU, there are some 

greater responsibilities than, to say, in the Netherlands (let us consider the 

demarcation between the German Federal Republic and the German 

Democratic Republic during the Cold War5 and existence at the contact of 

NATO and of the Warsaw Treaty). 

Foreign and some (fewer) Romanians specialists have come to the 

conclusion that, at peacetime, states can afford armies of between 0.8-1% of 

the population, in order not to affect economic development and not to 

burden too much the budget. Already Ukraine, Russia and Turkey are fit 

into this frame. 

At war, depending on the scale of operations, states can increase their 

effort to 5% of the population and in critical situations even to 10%. 

The fact that the Army has only 60,000 soldiers, of which only 2/3 are 

ready to fight, shows the lack of proper judgement and the carelessness of 

former and current political decision-makers. 

                                                 
5 Gheorghe Calopăreanu, Regionalizarea securității în Europa Centrală, Editura 

Universității Naționale de Apărare „Carol I”, București, 2011, pp. 25-71. 
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Given the above-mentioned realities and the fact that we are close to 

zero in terms of modern weapons (but we have wishes unspecified in time) 

it would have been necessary to have an army between 120,000 and 140,000 

soldiers (fighters, not abundantly planted civilian clients in the central 

structures of Ministry of National Defence - MoD), and the deployable 

number, in the first phase, should be at least 400,000 people. It would have 

been an effort, but the defence of State and Statehood costs all over the 

world. Considering that a young man fit for the military service, who is 

unemployed, consumes resources without doing anything useful, there 

would still be a plus to the minimum wage that a professional soldier would 

receive and two problems would be solved, a social and a military and 

defence one. 
 

6. Some aspects on the current state of the Army 

Analysing the current situation in complete objectivity, without 

passion and without exaggeration, we can take note of a series of negative 

facts and events that have caused an inappropriate state of Defence and of 

the Army: 

- The so-called reforms have actually consisted of a single dimension - 

the dismantling of many military units and the massive reduction of 

peacetime effectives (4.5 times); 

- These irresponsible reductions have not been compensated so far, as 

promised, with modern equipment and systems; 

- The yearly budgets of the MoD were on paper between 1.2-1.4% of 

GDP, but in reality, by perverse manoeuvres of political and government 

factors, they were not more than 0.9-1.1% of GDP (with an exception - in 

Văcăroiu government they were 0.4%). It did not matter at all that by the 

NATO Accession Treaty (2004) Romania committed itself to defence 

expenses of 2.28% of GDP; 

- Although with the consent of the parliamentary political forces it 

was decided to ensure 2% starting in 2017, in fact the year 2017 ended with 

1.2%; 

- an “original” action started in 2010 when the attacking and insulting 

of active and reserve troops started by the President of Romania and the 

Prime Minister followed by a cohort of other politicians, journalists and 

“analysts”; 
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- The attacks were resumed with even more fury in January 2017 and 

have been going on until today, with clear signs that they will continue. For 

this reason, the morale of the units has dropped dramatically, with important 

consequences, in the event of a military conflict (perhaps exactly that was 

intended and is still intended). I do not know a case from a country in the 

Northern Hemisphere where politicians at the head of state do this in an 

anti-national way, with incalculable consequences; 

- It has been obsessively repeated since 2002 that we no longer need 

an army so badly, due to NATO’s defence. This is actually utterly stupid; 

NATO can defend us if we are able to defend ourselves; 

- Older or newer weapon systems and equipment lack possibilities for 

normal maintenance and repair work, being close to collapse; 

- There is a process of reducing the inventory of equipment and 

materials, some up to zero; 

- The planned destruction of domestic production capabilities in the 

defence field has been taking place and continues to take place; 

- Our army’s situation is quite bad with respect to important issues, 

such as the capacity of deterrence and retaliation, e.g. multi-role combat 

aircraft, attack helicopters, antitank means, tanks and armoured carriers with 

more hitting impact capacity and survival in battle; 

- The equipment of fighters is still obsolete and away from modern 

standards. 

The main provisions of the “National Strategy for Country 

Defence” and those in the “National Strategy for Country Defence Guide 

for the period 2015-2016” are not taken seriously by the decision makers, 

being considered simple essays without effect. 

To sum up, the data and information from public sources shows that 

the country’s defence was deliberately ignored in the last 28 years. 

Unfortunately, there are weak signals that the situation may improve in the 

short and medium term, despite the development of defence planning 

documents and laws, which are ignored immediately after approval or 

promulgation. 
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Abstract: The Great Romania was a dream started by Mihai Viteazul, 

continued by the ruler Alexandru Ioan Cuza and accomplished by King Ferdinand. 

There was an impressive blood tribute given by the Romanian people, above 

one million dead, civilians and military, the country was devastated, the 

infrastructure was destroyed and so on; but this state of being did not impress the 

great world powers too much. 

Instead of being compensated, Romania was left to pay two billion lei in 

gold; in addition Austrian and Hungarian minorities in Romania were in given 

exaggerated protection. 

Nevertheless, the Great Union („Marea Unire”) remains a bright page the 

history of Romanian people. 

Keywords: Great Romania; Romanian intelligence services; Conducting 

Council; National Guard; Intelligence Office; Military Branch; Hungarian and 

Soviet guards; massacres; war compensation. 

 

The Great Romania was a dream started by Mihai Viteazul, 

continued by the ruler Alexandru Ioan Cuza and accomplished by King 

Ferdinand. 

Great Romania had a surface of 295.049 km², and including the 

Romanians in all Romanian provinces, nowadays it would have got to 30 

million inhabitants, so it would have been on the 5th position in Europe. 

                                                 
* General (Retired Police Quaestor), member of the Academy of Romanian Scientists, e-
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The large amount of bloodshed by the Romanian people, of over one 

million people, military and civilians, the country devastated by fights, the 

ruined infrastructure and the famished population did not impress too much 

the world’s great powers. 

At the Peace Conference, Romania was acknowledged as having 

suffered less than half of the damages, that is, 31 billion lei in gold, as 

compared to the 72 billion that was actually true. 

Great Powers refused to grant Romania compensations from 

Germany; moreover, Romania was forced to take over 500 million golden 

crowns of the external debt of the Austro-Hungarian Empire, the payment of 

a billion golden crowns for the Empire’s goods and estates left in 

Transylvania and Bucovina, plus the payment of 230 million francs as 

freedom quota.1  

This may have been the tribute for entering the war next to the Great 

Powers and the huge sacrifices made by the Romanian people.2 

These were also added the loss of Romanian thesaurus, deposited by 

the National Bank of Romania in tsarist Russia and confiscated by the new 

power from USSR. 

Beside these unpleasant effects, the above-mentioned author3 refers 

also to the fact that the „Transylvania’s Union with Romania, endorsed on 

June 4th 1920 at Trianon, comprises special provisions regarding the 

exaggerated protection of minorities. 

The same was true about the peace treaty with Austria. 

Even more than that, during negotiations, Hungarian troops intensified 

their attacks upon the Romanian troops to the West of Apuseni Mountains, 

but in a few days, troops belonging to the Romanian Army occupied 

Budapest, which willingly admitted all Romanian territorial demands in 

exchange for ceasing hostilities. 

                                                 
1 Alin Spânu, Istoria serviciilor de informaţii/contrainformaţii româneşti în perioada 1919-

1945, Casa Editorială Demiurg, Iaşi, 2010, p. 41. 
2 Gheorghe Calopăreanu, Regionalizarea securității în Europa Centrală, Editura 

Universității Naționale de Apărare „Carol I”, București, 2011, pp. 42-57. 
3 Alin Spânu, Istoria serviciilor de informaţii/contrainformaţii româneşti în perioada 1919-

1945, Casa Editorială Demiurg, Iaşi, 2010, p. 41. 
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Special issues were also caused by Russian divisions in their 

withdrawal from Moldova, as they looted and abused Romanian population, 

resulting in the need to order armed intervention. 

An especially significant role in making Great Romania was played by 

the intelligence / counter-intelligence services, together with some of the 

politicians of the age. 

At the beginning of the war for building Great Romania the Army had 

within its Headquarters only one intelligence bureau, made up of only 14 

military personnel, plus other aids. 

This lack of specialists in this vital domain relying on collecting 

intelligence about the enemy showed its repercussions at the beginning of 

the campaign in 1916, when there were terrible defeats, certainly, also due 

to a lack of endowment and preparation adequate for the present 

circumstances. 

The military mission in France made significant amends in this field 

and thus, on February 20th 1917, General Constantin Prezan, Chief of 

General Staff approved „Instructions for the Organization and Functioning 

of Intelligence Service, similar to that in the French Army. 

At the same time, the covert structure called „Secret Service” was 

founded, directly under the leadership of General Staff. 

Following the founding of Conducting Council, as an administrative 

entity for Transylvania, it also comprised a Military Section, the equivalent 

of the Ministry of War, which cumulated the activity of the army and public 

security under the command of Ştefan Cicio-Pop. 

This organization included National Guards and an intelligence bureau 

necessary for setting up the defense against organized terrorist attacks 

against Romanian population as well as the support provided for the 

Romanian army that had started its offensive towards Budapest. 

Thus, on December 10th 1918, Military Section sent towards territorial 

structures an order regarding the making and filing a report that was to 

include: 

- the current state of Romanian, Hungarian, and Sasz guards 

(number, deployment, military value etc.); 

- identifying military and food rations warehouses, their state; 

- the links with neighboring guards, other events in the field; 

- the state of Romanian and allied troops; 
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- the state and deployment of officers in the national guards; 

- collecting confidential military and political news; 

- identifying and pursuing suspect people. 

The Intelligence Bureau of Military Section also provided the 

instruction for intelligence officers that had to answer to the following 

demands: 

- data regarding Hungarian troops: Hungarian guards; Romanian 

troops, allied troops, Romanian guards; 

- movements, transports, concentration of troops etc.; 

- political situation and other information necessary in the field. 

The General Security Sub-inspectorate in Transylvania was 

subordinated to the Conducting Council, Internal Affairs (Section 2) and 

comprised the missions of Police and Security. 

The commander was Eugen Bianu. 

The functions of this structure were the following: 

- control over all foreigners from Transylvania; 

- subversive issues (espionage, plotting); 

- proposals of expelling dangerous foreigners; 

- investigation and pursuit of suspects; 

- study of Romanian and foreign newspapers on issues regarding 

security of the state; 

- daily reports or any time needed. 

After 1922, all these functions were taken over by the Ministry of 

Interior and directly subordinated to D.P.S.G. in Bucharest. 

We mentioned above that at the beginning of the War in 1916, 

Romanian Army was not prepared from the point of view of collecting 

intelligence and counterintelligence. 

Following the help given by France, through the new organization, the 

Intelligence Structure of the Army identified all enemy military units on the 

Romanian battlefield, between Nistru – Black Sea, namely: army corps (4, 

6, 8, 11, 13, 17, 21, 26, 18 German; D 15 Turkish, Tosef Army (Bulgarian); 

D1, D12 mixed (Bulgarian – German) + D1 Cv. 

On April 29th 1919 the intelligence structures of the Army were 

reorganized and at the end of October 1918 the Great General Staff was 

founded subordinating Section 2 Intelligence, with its two bureaus. 
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After 1918, Hungary and Bulgaria allotted large funds for the 

compartments of gathering military intelligence regarding Romania aimed 

at the following: classical espionage, denigrating Romania’s image; 

revisionist interests; guerrilla operations, terrorist operations (USSR). 

Terrorist attacks were conducted especially in Basarabia and Bucovina 

from the USSR, with violent actions in 1918 – of force crossing the 

Nistrului in Hotin area – Soroca and not only. 

In 1919, 13 terrorist cores were annihilated and 327 people from the 

USSR were arrested. 

In the next year, 22 cores with 202 people were arrested. 

On Nistru 3,002 attackers were captured, at the price of hundreds of 

gendarmes losing their lives besides 800 grăniceri, soldiers being killed 

31,056 civilians. 

Serious terrorist attacks were also made by Hungary in Transylvania. 

Even in the presence of General Berthlot in Arad, the Hungarian 

„Steel Helmets Căştile de Oţel” massacred over 300 peaceful people with 

machine guns. 

On September 25th 2018, the officers of R7 Infantry Mountain Troops 

were shot, including the Romanian delegations on the trains to Alba Iulia. 

At Beiuş, a team of secui Hungarians made Romanian authorities and 

notabilities dig their own graves and assassinated them. 

On January 1st 1919, the same lowlifes shot at a train full of soldiers 

from R16. 

Five prisoners of war were maimed. 

The commander of Bg 3V was shot by the Hungarians. 

On April 15th 1919, 18 Romanian soldiers were tortured and killed. 

We could go on mentioning such examples of revenge from 

Hungarian troops... 

For instance, there were the atrocities made by Hungarians, as seen 

from the works „Fapte din umbră” or „Acţiunile separatiste care vizează 

România”4; when in 1989, the same Hungarians mocked at the policemen 

from Harghita and Covasna, and then cut off their heads and played football 

with them. 

                                                 
4 Anghel Andreescu, Colectiv, Acţiunile separatiste care vizează România, Editura Rao, 

Bucureşti, 2016. 
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The Center from Solnoca – one of the towns in Hungary where those 

who made terrorists acts in Transylvania were trained. 

In 1924, Hungary and the USSR made economic treaties as well as 

treaties regarding intelligence for regaining Transylvania. 

After that, during World War 2, Horty obtained from Hitler, through 

the Dictate from Wien, that part of Transylvania, which meant renewed 

revenge acts specific to the ancient migratory peoples. 

We should never forget the killing orgies they made in Transylvania, 

in Trăsnea, Ip etc. 

Romanian intelligence /counter intelligence faced enough problems in 

Bucovina too after it became part of Romania and they even made 

suggestions for strengthening the Romanian character in the area for 

countering the subversive propaganda such as: 

- sending Romanian schoolteachers who loved their country and 

people to the places with minority population for educating pupils together 

with Romanian priests; 

- setting up kindergartens with worthy principals that might instill in 

them the Romanian national spirit; 

- preparing and training committed clerks to the purpose above. 

If the heterogeneous population in Bucovina accepted the new 

Romanian government, considered as being temporary, five years after the 

union with Romania, the town of Cernăuţi did not accept the introduction of 

Romanian as official language. 

In the South of Romania, Dobrodgea had to suffer most during World 

War 1, having as administrators the Bulgarian army that forced the 

population to embrace Bulgarian values through its terrible acts. 

Special issues for the intelligence structures were also to be found in 

Cadrilater, especially in Caliacra and Durostor, where armed gangs 

terrorized the Romanians in order to force Romania give in this province to 

Bulgaria. 

Maybe this was also a reason why, through a High Royal Decree, the 

Directorate of Police and General Security (in Romanian abbreviated 

D.P.S.G.) established four General Sub-inspectorates of Security: in 

Chişinău, Cernăuţi, Cuj, Constanţa, in order to identify and annihilate anti-

Romanian actions. 
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These serious issues were mentioned in some important works in the 

age, such as: „Mişcarea subversivă în Basarabia” – by Zamfir Husărescu, 

that shows the clandestine crossings, espionage, smuggling, sabotage 

against Great Romania; „Mişcarea Revoluţionară bolşevică de la Tatar – 

Bunar”, about the Bolshevik attempt to destabilize the Romanian state in 

1924 and, last but not least „Mişcarea revoluţionară comunistă din România 

în cursul anilor 1918 – 1926 şi legătura cu Internaţionala a II-a”, which 

mentions the ways of acting and neutralizing Soviet agents. 

Buzatu, member of Romanian Academy of Scientists, talked about the 

importance of activity conducted by Romanian intelligence services. 

„This happened first and foremost because Romania did not have 

ambitions of expansion and world domination, continental or regional, and 

second of all because there was a need to obtain only data that might 

contribute to preventing intempestive military aggression and neutralize 

internal subversive actions that endangered the system of government and 

the rule of law.”5 

An important role in forging Great Romania was played by French 

geographers, led by Robert Ficheaux, who went to Romania and made notes 

of mountain villages and towns with Romanians in Transylvania omitted on 

purpose by Hungary and thus radically changing the quota of Romanian 

population that was actually a majority in Transylvania. 

This led in turn to radical changes of the suggestions made by 

Hungary to the Great Powers at Paris. 

„Romanians entered in 1918 the world’s lawful state of facts at the 

moment which determined the Peace Conference in Paris, between 1919 – 

1920 to do nothing but validate the decision of Great National Assembly in 

Alba Iulia, just as it did with the similar decisions made at Chişinău and 

Cernauţi. 

Therefore Transylvania is an integral part of Romania and this is a 

given fact beyond any possible discussions.”6 

„The Great Union in 1918 was and still is the most precious page in 

Romanian history.”7 

                                                 
5 Idem pct. 1, p. 110 
6 Ioan-Aurel Pop, Transilvania. Starea noastră de veghe, Şcoala Adeleană, Cluj-Napoca, 

2016, p. 12. 
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Abstract: In the information society, information - as a weapon, target and 

strategic raw material is at the root of all decisions. 

Information warfare has become an area of exceptional research and 

development, for which increased attention is paid, but also the resources needed 

for research and implementation, due to the rapid advances in information 

technology in recent decades. 

The conflict in cyberspace or cyber-war has become a phenomenon at the 

confluence of several forms of confrontation between these actors, such as 

imagistic warfare, psychological warfare, information / counter-information 

warfare, cyber-terrorism, network-based warfare, electronic war, cybercrime, etc. 

Cyberspace has become the fifth dimension of the military confrontation so 

that in the information warfare, we can define, depending on the states of peace, 

crisis, conflict (war) or the post-conflict period, some specific phases of cyber 

confrontation.  

The common feature in the cyber-space confrontations is the continual 

antagonistic ratio established between cyber-threatening threats (terrorism, 

espionage, sabotage, subversion and organized crime) and information security. 

NATO has developed policies and strategies and set up bodies and 

institutions in the field of cyber defense. Romania has acted in accordance with 

European and NATO measures by developing similar documents and creating 

specific national cyber security structures. 

Keywords: information warfare, cyber war, virtual space, cyber security, 

cyber terrorism, electronic warfare, information security. 
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In the informational age, the war no longer exclusively concerns the 

military domain. In the information competition, which is as old as the 

human conflict, states, institutions and individuals are trying to increase and 

protect their own information base, while trying to limit the opponent’s. In 

the information society, information - as a weapon, target and strategic raw 

material is the basis for all decisions. 

Moreover, it is obvious that, in the information age, information has 

become an integral part of human competition. The actor who possesses 

better abilities to compile, understand, control and use information will hold 

superiority and ultimately gain substantial advantages over other 

competitors. 

Modern military actions represent a dynamic process with two 

components that are mutually conditioned: the energy component and the 

information component. The action of the energy component aims at 

destroying or neutralizing an adverse physical system. 

The information component aims at procuring, processing and 

transmitting information in order to ensure the effectiveness of energy 

action. 

Compared to the destructive one, the informational component is 

characterized by a much lower energy consumption. Therefore, it is 

considered that information is a real weapon of combat, a fourth weapon. 

In the literature, information is approached both as "a strong weapon 

as well as a preferred target”1, or it is stated that "information may be the 

most feared weapon in technological developments in the battle space…”2. 

The Information assurance in the military environment is strictly 

dependent on information and communication technology, and modern 

communications and information components have become the primary 

support of military systems, especially the specific information systems for 

command and control (C4I, C4I2, C4ISR, C4ISTAR etc.). 

The information revolution has led to the emergence of a new type of 

war in which neither the size of the forces nor their mobility can determine 

                                                 
1 Cornerstones of Information Warfare, Department of the Air Force, Washington DC, 1995, 

p. 2. 
2 Peter Grier, „Information Warfare”, Air Force Magazine, No. 3, March 1995, p. 23. 
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the outcome. This is primarily due to the new technologies, the way of 

collecting, storing, processing, transmitting and presenting information, and 

secondly, how organizations are prepared to take advantage of the huge 

amount of information available in information and communication 

systems. 

Information and communication technology (ICT), especially the 

Internet, has been an increasingly important aspect of political and 

economic social life for two decades worldwide and is the backbone of the 

global information society today.  

Their evolution and development have brought many benefits to 

individuals, as well as to a number of public and private institutions and 

actors, but at the same time allowed us to witness the positive impact of 

social networks in the Arab Spring riots in 2011, or to increased use of e-

commerce among business people and individuals. 

However, ICT has also brought serious threats of cyber attacks, 

demonstrated in recent years through cyber spying and cybercrime in virtual 

networks within the ecosystem in which we live. 

The vulnerabilities of ICT-based systems depend on several factors 

among which I consider that the number and quality of users (security 

culture) are very important. In this respect, I analyzed some statistical data 

that would allow me to draw some conclusions as follows: 

- on 31 December 2017 out of 7,515,560,214 inhabitants of the globe3 

there were 4,156,932,140 Internet users4, meaning over 55% of the world’s 

population; 

- The distribution of internet users across the globe shows that all 

continents (geographic areas) use this service in different percentages5, as 

follows: Asia: 48.7%; Europe: 17.0%; Africa: 10.9%; Latin America: 

10.5%; North America: 8.3%; Middle East: 3.9%; Oceania / Argentina: 

0.7%. 

The latest International Telecommunication Union (ITU) report shows 

that of the over four billion people using the Internet in the world, eight of 

the top ten countries in the top-most states are European. 

                                                 
3 Statisticile lumii în timp real, [http://www.worldometers.info/ro/]. 
4 Internet World Stats, [http://www.internetworldstats.com/stats.htm]. 
5 Ibidem. 

http://www.worldometers.info/ro/
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According to the ITU ranking, Denmark is the most "connected" 

country in the world, ranking in Top 10 being completed by South Korea, 

Sweden, Iceland, UK, Norway, Holland, Finland, Hong Kong and 

Luxembourg. 

As a European country, Romania has been experiencing an 

exponential evolution in ICT since 1989. Now in Europe, among the top 

countries with most Internet users, Romania is in the top 60. It is worth 

mentioning that Romania ranks 58th in the top Worldwide, which includes 

166 states, because although the speed of connections is among the best, we 

are "depressed" at the penetration rate6, Romania ranks sixth out of 20 

countries in a quarterly ranking by the American company Akamai 

Technologies on Internet connection speed, managing to surpass the US and 

UK in this area. The ranking drafted for the July-September 2013 period 

was achieved based on the maximum connection speed in traffic through in 

the company's global network7. 

The United States was only 13th, one of the reasons being the 

country’s large surface, making it difficult to install optic-fiber cables all 

over the country. 

Romania was outrun by Hong Kong, South Korea, Japan, Singapore 

and Israel. The seventh is Latvia.  

Akamai Technologies explained that small countries are succeeding in 

installing faster technology needed for the high-speed Internet. 

Bulgaria ranks 12th, with a connection speed of 37 megabits per 

second, more than twice the global average and the United Kingdom ranks 

16th at a speed of 35.7 megabits per second, 3.9% lower than in the 

previous quarter, but 27% faster than a year ago. 

Almost 70% of people aged 16 to 74 in Romania, equivalent to 10.6 

million users, used the Internet in 2016, up 1.2 percentage points from the 

previous year, while 65% of households in the country had access to the 

home network, according to data from the National Institute of Statistics 

(INS)8. 

                                                 
6 hotnews.ro. 
7 https://www.bloomberg.com/. 
8 http://www.insse.ro/cms/sites/default/files/com_presa/com_pdf/tic_r2016.pdf. 
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The explanation of these Romanian performances is that due to the 

fact that in Romania the Internet was adopted much later than in some 

economically developed countries, it allowed skipping the early 

technologies that were slower and the best performing technologies were 

adopted directly. 

The number of Internet users and their proportion in the global 

population has risen at an unimaginable rate, which entitles us to say that we 

are in the informational era. 

The security of virtual space has become one of the most pressing 

security challenges of the 21st century, given its importance for everyday 

life, government, national security, business and citizens alike. The cyber 

world and associated technologies created, on the one hand, more social, 

cultural, economic and political opportunities for all and on the other hand 

its borderless nature has brought with it threats in the form of cyber-attacks 

and Informatics criminality9.  

The cyber-conflict is strictly determined by the informational and the 

network-based one and is a concrete form, customized for the crisis and war 

periods. It must not be mistaken for hacker actions or accidental infection of 

computer networks with computer viruses. It consists of a system of actions 

aimed in particular at disrupting or "blinding" by all means the adverse 

informational networks, the protection of their own, the misinformation of 

the opponent and his information intoxication. 

If we admit that cyberspace is a space in which a complex 

confrontation with important state or non-state actors can take place, such as 

international terrorism or cross-border crime, then cyber conflict or cyber 

war is a phenomenon at confluence of several forms of confrontation 

between these actors, such as: imagistic war (media); psychological warfare; 

information / counter-information warfare; cyber terrorism; network-based 

war; command and control war; electronic warfare; cybercrime, etc. 

The study of the means and methods of computer attack, as well as the 

identification of the purposes of these offensive actions, allows us to 

analyze and characterize threats from cyberspace, starting from the TESSO 

classical threats of the cyberspace. 

                                                 
9 Col. (r.) prof. univ. dr. Gheorghe BOARU, Securitatea cibernetică în Uniunea 

Europeană, Revista Academiei de Ştiinţe ale Securităţii Naţionale nr.2/2017, p.65. 
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With the onset of cyber war, in response to computer aggressions, the 

specialists sought to define new cyber defense solutions that materialized in 

a complex set of offensive and defensive actions. In this framework, 

defensive actions to respond to IT security incidents, developed by 

specialized structures known as the Computer Emergency Response Team 

(CERT), have been developed and implemented at both civilian and military 

level. 

At European level, there are key EU agencies, including the European 

Defense Agency (EDA), which work to develop the EU’s cyber defense. 

Moreover, it is essential for the EU to achieve the objectives it set in 

the Digital Agenda for Europe (2010), and equally significant, the driving 

force of such an agenda - the Europe 2020 strategy. 

The EU Cyber Security Strategy (EUCSS) recognizes that "it is 

primarily the responsibility of Member States to deal with security 

challenges in the virtual space”10, but also that the EU must play a key role 

as an actor in its own right within this „game”. 

In the same spirit of approach (EUCSS) states that "Cyber-security 

can only be solid and effective if it is based on fundamental rights and 

freedoms as enshrined in the Charter of Fundamental Rights of the 

European Union ..." 11. 

To this end, it is clear that the EU can be a mediator to provide a 

platform or even a bridge between the different cyber security domains, to 

create the necessary conditions for an effective implementation of a cyber 

security culture within the Member States. 

At national level, in February 2015, the National Strategy on the 

Digital Agenda for Romania 2020 was approved, in full agreement with the 

European actions, which defines four domains of action, of which only the 

first domain is mentioned: e-Governance, Interoperability, Cyber Security, 

Cloud Computing and Social Media. 

This document has taken on and adapted to the specifics of our 

country the elements of the Digital Agenda for Europe. The Digital Agenda 

                                                 
10 Cybersecurity Strategy of the European Union, Brussels, 7.2.2013, JOIN (2013) 1 final, 

p.4, [http://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf], 

accessed on 10.03.2018. 
11 Cybersecurity Strategy of the European Union, op. cit. 
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thus defines the major role that the use of ICT must play in achieving the 

Europe 2020 objectives. 

In Romania, the general framework of cooperation that brings together 

those authorities and public institutions with responsibilities and 

competences in the field of cyber security is represented by the National 

Cyber Security System (SNSC). SNSC’s activity is coordinated at strategic 

level by the Supreme Council of National Defense. 

The unitary coordination of SNSC elements is ensured by the Cyber 

Security Operational Council (COSC). Depending on the specific 

competencies in the field of national security and defense, each of the 

institutions represented in the COSC cooperates with the international 

bodies of the EU, NATO, OSCE, etc. 

The Government of Romania, through the National Cyber Security 

Response Center - CERT-RO12 - ensures, according to its competence, the 

elaboration and the promulgation of the public policies for prevention and 

counteraction of the incidents within the national cyber infrastructures. 

As a national-specific element, in the sense of Cyber Security Strategy 

of Romania, cyber defense is defined as "cybernetic actions in a timely 

manner against threats to cyber-specific infrastructures specific to national 

defense" 13 .    

It is worth highlighting that, in this area of cyber security, the 

Romanian approaches are in full agreement with the European ones but also 

with the NATO requirements. 

The following aspects are considered in the formulation of cyber 

defense strategies: 

- the multi-disciplinarity of the INFOSEC domain: it addresses issues 

related to staff, physical and document security, IT security and industrial 

security; 

- the ability to react is responsive to the most diverse and 

unpredictable forms of cyber aggression; 

                                                 
12 Government Decision no. 494/2011 regarding setting up the National Response Center to 

Cyber Security Incidents - CERT-RO.  
13 HG nr. 271/2013 for endorsing the Romanian Cyber Security Strategy and the National 

Action Plan regarding the Implementation of National Cyber Security, Annex no.1 at 

Romanian Cyber Security Strategy. 
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- cyber defense is also a complementary form of cooperation between 

people, organizations, alliances and states to combat cyber crime. 

Defense against cyber-attacks is particularly complex and involves 

much more than simply using simple procedures or a single protection 

system. As an immediate response to computer aggression, the specialists 

sought to define new cyber defense solutions that materialized in a complex 

set of offensive and defensive actions. 

If offensive actions are more of a military nature, it is recognized that 

defensive measures are the result of an effective collaboration of civil 

society with military organizations.  

Thus, at present, it can be said that the defensive actions to respond to 

IT security incidents have best developed and implemented at both civilian 

and military level. 

At present, NATO and Member States are at risk of cyber-attacks that 

may affect their physical or information assets, their international actions or 

their public image. Such attacks can be carried out for the purpose of 

misinformation, electronic espionage to obtain global competitive 

advantage, clandestine change of sensitive data within theaters of 

operations, or to alter or interrupt the operation of national critical 

infrastructures such as energy, water, fuel, communications, banking or 

transport, which are essential to the functioning of society and the economy. 

At military level, they may target sabotage, subversion, espionage or 

terrorism, and are materialized in the exploitation / challenge of leakage of 

information, preventing missions, causing anomalies in the course of 

operations, etc. 

As a rule, such acts may be motivated by gaining illicit gains or 

political advantages, and may be committed by persons, organizations or 

states that are capable of executing, inciting, transporting, transmitting or 

sustaining a threat by conducting actions and using automated processes to 

support / develop this capability. Depending on the actors involved and their 

motivation, cyber-attacks can be categorized as cybercrime, cyber terrorism 

or cyber-war. 

Briefly speaking, our digital infrastructures have become national 

strategic assets and are now exposed to major security risks. The 

expeditionary nature of modern army missions, the deployment of 

operations based on the Network Enabled Capability (NEC), to allow 
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interoperability of coalitions, brings a new era of threats and challenges to 

the security of military operations. 

The cyber war also determines the development of new strategies and 

new doctrines of organizing and conducting actions, able to answer new 

questions such as: what types of forces are needed, where and how they 

unfold, how they can hit the enemy, where and when computer and 

communications systems are positioned, what kind of computers, sensors, 

networks and databases are being used. 

As the innovation of the war, cyber war became for the twenty-first 

century what "lightning war" (blitzkrieg) was for the twentieth century. 

Simplifying it to a minimum, cyber war is an extension of the importance of 

past actions to obtain information in the war: possession of superiority 

through command and control systems and realization of the opponent’s 

surprise by discovering, locating, and misleading it. 

The common feature of cyber-space confrontations is the continual 

antagonistic ratio established between cyber-threats - terrorism, espionage, 

sabotage, subversion and organized crime, on the one hand, and 

information security on the other. These threats manifest themselves in a 

very broad environment, offered by the information warfare, in an intense 

conceptual and action interference between electronic warfare, that of 

hacker, psychological, economic and a complex typology of computer 

attacks. 

Given that it is a Defense Alliance, NATO identified and recognized, 

even at the beginning of the past decade, the gravity of cyber threats and the 

importance of protecting information networks. 

Cyber defense appeared on NATO agenda at the Prague Summit in 

2002 and was subsequently confirmed as a priority at the Riga Summit in 

2006. A policy in this field was agreed on for the first time by the Heads of 

states and governments at the Bucharest Summit in April 2008. 

The rapid evolution of the attacks and their sophisticated character 

determined the placement of the theme at the center of NATO’s security 

agenda. Thus, the Lisbon Summit (2010) adopted a Strategic Concept that 

mentions cyber threats, pointing out that "they can directly target the 

security of vital national infrastructures and reach levels that could 
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jeopardize «prosperity, security and national and Euro-Atlantic 

stability»"14. 

Accordingly, this type of challenge requires that the Alliance develop 

its capacity to prevent, detect and defend against them, to recover from their 

emergence, to strengthen and coordinate national cyber defense 

capabilities. 

Analyzing the essence of the Lisbon Summit, we find that while the 

Strategic Concept set the NATO Strategy for the next decade, the Summit 

Declaration provided for an in-depth review of the current allied policy 

aimed at adapting it to the security environment. 

The next step was at the Wales Summit (2014), where NATO Heads 

of State and Government confirmed, empowered and endorsed the new 

Enhanced Cyber Defense Policy that underlines the fact that cyber defense 

is part of NATO's basic collective defense. 

I believe that particularly important for the field dealt with in this 

article, is the NATO Summit in Warsaw (8-9 July 2016) to which the 

Heads of State and Government participating in the North Atlantic Council 

meeting drew up a joint statement with 139 points, of which some (points 5, 

47, 70) refer even to the types of threats that I have mentioned in this article, 

from state and non-state actors - from military forces, but also from the side 

of terrorist, cyber-attacks or hybrids. 

The importance attached to this issue at NATO level is also 

demonstrated by the fact that at the Warsaw Summit some issues discussed 

at the Summits in Bucharest (2008), Lisbon (2010), Chicago (2012) and 

Wales (2014). 

Cyber -attacks can directly affect information flows flowing in the 

military command and control systems, and in Warsaw it was said that "It is 

increasingly important to develop our ability to understand, pursue and, at 

the same time, anticipate the actions of potential adversaries, through 

Information, Recognition and Surveillance (IRS) capabilities, and 

comprehensive information exchange agreements. These are essential to 

enabling timely and informed political and military decisions. We have set 

                                                 
14 NATO, Apărarea cibernetică, [https://nato.mae.ro/node/435]. 
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the appropriate capabilities to ensure the speed of response to our forces 

with the highest degree of promptness"15. 

NATO officials believe that cyber-attacks pose a clear challenge to 

Alliance security and could be as damaging to modern societies as 

conventional attacks. It was reminded on this occasion that NATO has a 

defensive mandate and that "cyber-space is considered as a field of 

operations in which NATO must defend itself as effectively as in the air, on 

the ground or at sea" 16.  

In the same context, the participants at this summit, who, in my 

opinion, were most relevant to the field of cyber defense, voiced their 

support for NATO’s widespread deterrence and defense actions in which 

cyber defense will continue to be integrated into the planning operational 

and Alliance operations and missions, and that they will work together to 

contribute to their success. 

The statements made by participants highlight this: "We are 

continuing to implement NATO’s cyber defense policy and to strengthen 

NATO’s capabilities in cyber defense benefiting from state-of-the-art 

technologies. We reaffirm our commitment to acting in accordance with 

international law, including the UN Charter, international humanitarian 

law and human rights legislation, as the case may be"17.  

The NATO Defense Ministers meeting held in Brussels on 14 

February 2018 also aimed at implementing the decisions previously made at 

the Warsaw and Wales Summits on defense and deterrence, discussions on 

the size the design of stability and the fight against terrorism as well as 

NATO-EU cooperation. 

Military analysts believe that the outcome of the talks will help shape 

the framework for addressing this issue at the NATO Summit in Brussels in 

July 2018. 

During the talks, the Romanian President welcomed the progress 

made in the implementation of the Forward Presence, stressing the need for 

"by decisions to be adopted at the Brussels Summit this year to ensure unity, 

                                                 
15 WARSAW SUMMIT DECLARATION, adopted by the chiefs of state and government 

participating in the Reunion of North Atlantic Council in Warsaw (8-9 July 2016), line 47, 

[https://www.mae.ro/node/36635]. 
16 WARSAW SUMMIT DECLARATION, op. cit., pct. 70. 
17 WARSAW SUMMIT DECLARATION, op. cit. 

http://nato.int/cps/en/natohq/official_texts_133169.htm?selectedLocale=en
http://nato.int/cps/en/natohq/official_texts_133169.htm?selectedLocale=en
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consistency and consolidation of allied measures on the Eastern Flank as 

part of NATO's deterrence and defense posture"18. 

I consider and hope that the political-military activities that have taken 

place and which will follow at NATO, EU and national level will contribute 

to the development of international / national norms and / or regulations that 

raise the level of responsible behavior of states and measures to increase 

confidence in cyberspace. 
 

Conclusions 

I believe that the specific threats to cyber security, which have become 

increasingly serious in recent years, are also due to the fact that they are not 

limited by borders and that they are constantly increasing in frequency and 

degree of sophistication, but also in their universal membership of the cyber 

space. The security risks which involves cyber-attacks and the global nature 

of their effects call for joint international cooperation efforts to ensure the 

security of the information systems of the Alliance's member states. 

Documents drawn up by NATO member states reaffirm the principles 

of Allied security indivisibility as well as prevention, detection, resilience, 

recovery and defense. They remind that NATO’s fundamental responsibility 

in the field of cyber defense is to defend its own networks and that Alliance 

assistance must be addressed in accordance with the spirit of solidarity, 

underlining the Allies’ responsibility to develop relevant capabilities in to 

protect their own national networks. 
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Abstract: The article briefly presents a few of the arguments that ground the 

concept of high security, the cyber process of security management, the main 

components of the security of national management system, the place and role of 

national security management, the issue of determining optimal security, the 

mathematical relation (expression) of determining the level of national security 

function of preservation, functional re-adjustment, secure functioning. 
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The development of security concept, both practical and theoretical, 

especially pertaining to inter and trans-disciplinary research is ever more 

obvious and visible in all domains and at all levels (political-military, 

economic, social, cultural, environmental etc.). 

The last two decades witnessed the emergence of a lot of collocations 

connected to security among which we could mention: sufficient security; 

opportune security; obligatory security; optimal security; minimum security; 

maximum security; absolute security; vital security; total security etc. As we 

consider that some of these phrases are too farfetched or too formal, in 

instances such as total security and maximal security, we will propose the 

phrase high security, a quality concept that has to do with quality 

management and with the fact that security is a quality feature of systems, 
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organizations, processes, etc. Therefore, high security or high quality 

security is a real, scientifically grounded concept. We consider that the 

arguments on which this concept is based are the following: 

- quality, namely high quality are two features that are necessary and 

sufficient to the security concept; 

- maximal, total and absolute are features and desiderates really hard 

to reach/achieve; 

- high quality may be associated to the request for completeness of 

security, being at the same time a reflection of encompassing its qualitative 

aspects, namely: the timely response to attacks/threats; deterrence, 

preventing and combating threats and diminishing consequences /effects; 

- high security is, actually, a measure / extent of the quality of security 

that reflects its image, efficacy and efficiency, bringing it closer to the 

desiderates of full, complete, or optimal security and corresponds in a much 

better way to the cyber character of security as a strongly structured, 

informational, actional, technological and behavioral energetic-

informational process that ensures conducting the activity in security and 

physical, psychological, and informational protection of information. At the 

same time, it provides regulations for maintaining the state of organization, 

measures for compensating, re-structuring, and adapting the system 

/organization/nation etc. in order to increase their degree of organization and 

their level of security. 

The level of security accomplished depends on costs and an optimal 

value of security can be determined on the basis of the criterion made by the 

ratio between cost / risk taken.1 

The management of national security has to ensure an internal and 

external policy of reducing the identified risks and threats, as well as that of 

national vulnerabilities. It consists of a series of measures (figure no. 1) that 

are social, organizational, economic, legal, political, military, cybernetic, 

technical, ecological and religious that might be coherent in order to ensure 

                                                 
1 Siteanu E., Naianu B.P., Ilie G., Fiabilitatea produselor tehnice, Editura Aisteda, 

București, 2000, p. 131. 
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a highly qualitative functioning of society on the whole and a high level of 

security.2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This series of measures (figure no. 1) are elaborated by a national 

management system; the security of this system has four main components: 

processual component; physical component; information component; 

personnel component 3 and the other dimensions: 

                                                 
2 Gheorghe Ilie, Risc și securitate, articole, comunicări și prelegeri, Vol. I, Editura UTI 

Press, București, 2015, p. 33. 
3 Cătălin Zisu, Liviu Scrieciu, Alexandru Mihalcea, Capacitatea operațională a sistemelor 

manageriale, Editura Militară, București, 2008, pp. 178-180. 

Figure no. 1. Picture of the cyber-process of security management 
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- legal; 

- organizational; 

- physical; 

- scientific; 

- economic;  

- information; 

- political-military; 

- cultural; 

- environmental. 

The concept of high security gives security the quality of putting 

together a series of aspects of scientific, legal, processual, organizational, 

physical, information, and personnel-related nature in highly qualitative 

environments. In this respect it is necessary to have efficient, viable 

mechanisms, adaptive and perfectible, in order to counter a series of threats 

predicted and treated by assuming a rational risk within the limits of a 

reasonable cost.4 

The management of national security is meant to prevent triggering 

the causes of risks and to minimize the human, material, and financial loss 

in order to ensure national safety, security and stability (figure no. 25). 

The high quality of the personnel within the security system, the high 

professionalism, the quality of the security strategy and the measures taken 

represent a guarantee of ensuring a high level of national security at a cost 

that was assumed by the decision factors. 

 

 

 

 

 

 

 

 

 

 

                                                 
4 Gheorghe Ilie, Op. cit., p. 13. 
5 Ibidem, p. 32. 

Figure no. 2. Place and role of the management of national security 
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The management of national security has the role of influencing 

/reducing risks and threats through a rational policy (both internal and 

external) that might take advantage of each opportunity that emerged, 

prevent them, detect in a timely manner the moment of triggering them, 

delay them and stop hostile (insecure) actions, as well as ensure resuming 

the activities that were disturbed /stopped by the insecure (destabilizing) 

effects, ending the management cycle with post-factum analysis (figure no. 

46). 

 
NOTE: 

R1 and R2 are the risks taken; R1>R2 

C1 is the minimal cost for R1 

C2 is the minimal cost for R2 

S1 is the optimal security for R1 

S2 is the optimal security for R2 risk level. 

If the costs for ensuring national security are not higher than C2 then 

S2 will be the optimal level of Security. However, if there are higher 

financial resources available for a R3 security risk (so that R3<R2) then at a 

value of expenses C3>C2, optimal security will be S3>S2. 

 

                                                 
6 Gheorghe Ilie, Op. cit., p. 35. 
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Starting from the association between the concept of quality and that 

of security we could determine the cyber model of accomplishing high 

security, in a similar manner to the cyber model of optimal security 

elaborated by Ilie Gheorghe.7 

The essence of security is the dynamic balance between the threats 

and vulnerabilities to all those threats as well as a state or a result of 

coherence of elements and actions developed in the respective system, 

organization and processes. Metasecurity is a post-security or a security that 

is transformed from the initial security, a dynamic security or a super-

security, a way of emerging from the state of classical security and passing 

                                                 
7 Siteanu E., Naianu B.P., Ilie G., Op. cit., pp. 139-140. 
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into a new type which is different from what it was in its previous stage, a 

security that will provide a plus or a minus of security. Thus, security is also 

a process in which metasecurity is a new state of the old security, depicted 

in relation (1) as ±Ms.8 

Knowing the security components (figure no. 5), security can be 

expressed through the relation: 

(1) 

From this expression (1) it follows that security is an internal function 

of the system, process, organization, nation, etc. and metasecurity is a new 

configuration of security that may mean a plus or a minus of security end 

even in some situations /circumstances, a state of insecurity such as, for 

instance, Romania’s adhering to the EU with respect to agricultural issues 

(the mechanical, indiscriminate adjustment of Romania’s agriculture to 

EU’s constraints). 

 

 

 

 

 

 

 

 

 

 

 

 

Passing from a state of security (insecurity) to a new state is very 

complicated, but necessary and compulsory, given the circumstances of 

current civilization. In the figure below (Figure no. 1), we actually suggest 

the principle of this type of dynamic processual metamorphosis from the 

security space, as well as from the insecurity space (actually, one and the 

same), which would also be one of the means of acknowledgement and 

understanding the metasecurity concept. 

                                                 
8 Eugen Siteanu, Metasecurity – a concept of intempestive geometry, Annals Series on 

Military Sciences, Volume 9, 2017, Issue 1, pp. 42-61. 

Figure no. 5. Components of security 
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In the process of transformation (passing from the state of security and 

insecurity) in place at t1 (time) to the one in place at t2, and from the one in 

place at t2, to a new state, that in place at t3 etc., the entire internal elements 

are kept and they are added the newly introduced ones. In our case, the 

security risk, defined on the junction between threats (red) and 

vulnerabilities (violet) is taken over, through the transformation process, and 

incorporated, holistically, in the security state (metasecurity) resulted from 

the transformation process, at t2, then t3, …, tn. 

In conclusion, we may say that security is at the same time science, art 

and practice as well, all of them having a strong social, political-military, 

cultural, economic, demographic, environmental etc. impact as the main 

issues concerning mankind may be solved first of all by ensuring the 

security of the society generally speaking, and especially of all 

organizations, which presupposes an appropriate and efficient management 

of human (individual) security, organizations, systems and human society in 

equal measure. 
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Conceptual delimitations 

ETHICS according to DEX represents all norms of moral conduct 

which rule human relations and attitude towards society, of a particular 

social class, of state, country, family etc.  

The range of norms based on which a human group is ruling its 

conduct to differentiate what is legitimate and acceptable in achieving its 

goals; morality 

INTEGRITY represents the feeling of dignity, justice and 

consciousness, which governs the human conduct; honesty; morality; 

probity.  
ANTICORRUPTION is the fight against corruption. 

 

What is an anticorruption management system? 

It is obvious that the fight against corruption, both on national level 

and on the level of European Union, needs an integrated strategic approach 
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which has both prevention and repression role and which may be supported 

by a coalition. This includes interested parties of the (1) State and govern-

ment institutions, (2) business environment and businessmen and also in-

creasingly (3) on behalf of citizens and organizations of civil society, such 

as NGOs, organizations of academic research and lobby groups which push 

the political agenda towards their needs, such as environment protection, 

promotion of the environment rescue policies, promotion of human rights – 

individual freedom, peace, disarmament, equality, integrity and fight against 

corruption. 

The implementation of an anticorruption management system needs 

leadership and intervention from the top management, whereas the policy 

and program must be communicated to the entire staff and external parties 

such as contractors, suppliers and partners of mergers of companies. Thus, it 

supports the reduction of the risk of occurrence of bribery and may prove to 

your management, employees, owners, sponsors, clients and other business 

partners that you have enforced anticorruption safety measures and a good 

practice internationally acknowledged. Also, in case of criminal 

investigation, it may provide you with the evidence of taking the steps 

necessary to prevent corruption. 

The anticorruption management system, based on a range of measures 

and means of control, including on directory lines of support, presents the 

prerequisites related to the following issues: 

• Adopting a policy and procedures of fight against corruption; 

• Proving its commitment by the management structures; 

• Training in the spirit of fight against corruption; 

• Appointing a person who may supervise the conformity to this 

policy; 

• Evaluation of corruption risks related to some projects or some 

commercial partners; 

• Implementation of financial, commercial or contractual control 

means, as well as in the field of procurement; 

• Initiation of procedures of reporting, supervision, inspection, and 

audit; 

• Amending actions and of continuous improvement. 
 

Corruption and anticorruption in Romania 
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If the corruption phenomenon is considered partly a consequence of 

communist past, anticorruption is an effort mainly constituted with external 

support and pressure. The adhesion of Romania to EU and NATO 

represented the first step taken by the government of Romania towards 

building a legal and institutional frame. Although the process was difficult 

due to political pressures – considering that the former nomenclature was an 

important factor in the post-communist transition and still has a visible role 

– the anticorruption frame, which includes the National Anticorruption 

Directorate or the National Agency for Integrity, has started to perform 

changes since the middle of 2000. However, the global indicators of 

perception of corruption (like European Commission, by Mechanism of 

Cooperation and Verification) constantly show the fact that Romania does 

not need a wider legislative or institutional frame, but more efforts and 

political will to fight against corruption.  

The International Anticorruption Academy (IACA-International Anti-

Corruption Academy) is the first international organization in the field of 

fight against corruption, with legal international personality. IACA operates 

based on the incorporation agreement opened for signing in September 2010 

and officially became an international organization on 8th March 2011 with 

the goal of significantly supporting the fight against corruption. The seat of 

IACA is in Laxenburg, near Vienna. 

IACA was initiated based on joint efforts of UN Office for Drugs and 

Criminality (UNODC), Austria and European Anti-Fraud Office (OLAF). 

IACA is operating as a center of excellence in the field of international 

cooperation in the fight against corruption, but also for the promotion of 

education, professional training and academic studies and has an important 

contribution to the efficient implementation of UN Convention against 

Corruption (UNCAC).  

Among the objectives of Academy, we could mention: 

• Approaching the corruption phenomenon in a wide and 

interdisciplinary manner; 

• Professionalizing the anticorruption activity so as to reach the most 

modern standards; 

• Performing a significant improvement of efficiency of institutions, 

organizations and individuals hired in the prevention and fight against 

corruption; 
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• Performing studies related to efficiency of anticorruption strategies 

and activities; 

• Consolidating the existing dialogue, collaboration between the 

interested parties; 

• Building partnerships with the interested parties involved; 

• Performing searches with a view to elaborating strategies and 

efficient anticorruption activities; 

• Developing standards and good practices in the field of 

anticorruption research and education. 

The Academy intends to improve the knowledge and skills of 

individuals as well as the transparency and responsibility of institutions and 

organizations. 

IACA is operating based on voluntary contributions of the parties to 

this agreement, contributions coming from private sector and other donors, 

participation fees, fees for organization of workshops and technical support, 

income from such contributions etc. 

The training programs elaborated by IACA, including Master Program 

in the field of anticorruption include different cultural traditions and focus 

on the state requirements. Such programs cover a wide range of lectures, 

seminars, specific events, conferences and other training activities. The 

Academy will also organize on-line courses and provide other on-line tools. 

Such programs invite the representatives of governmental agencies, 

international organizations, anticorruption agencies, authorities of law 

enforcement and judicial authorities, non-governmental organizations, civil 

society and private sector. The Academy intends to determine and maintain 

a global network of professionals. 

The Academy is hiring academicians, specialists and other experts 

acknowledged on international level. They will organize searches in the 

field of anticorruption, instructions and assistance in investigations. The 

Academy shall promote exchanges between academics, students, public 

officers and practitioners in the private sector, as well as between experts 

and representatives of organizations of civil society on global level. 

The anticorruption education is another component of National 

Anticorruption Strategy 2016-2020, meant to develop within the young 

generation and civil society skills such as integrity, morality, ethical skills 

and conducts.  
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Within the young generation, integrity should be developed since 

childhood, the development of ethical feelings, a civic and moral culture 

being necessary to any normal society. The fight against corruption must 

start early in life and continue up to maturity, in all social environments, 

institutions of education, business environment, public institutions.  

The attitude of each of us facing corruption must be firm. The power 

of personal example by contagion cannot eradicate the phenomenon, but it 

may reduce it, so as to turn integrity into virtue. A society generates 

conducts, perverts characters or not, provides patterns, whereas the models 

must be built, based on ethical attitudes, integrity and competence, 

regardless whether we refer to training institutions or civil society.  
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“Hybrid warfare is designed to rule a country before it realizing that 

the conflict has begun” James Sherr1 

“Hybrid wars combine the lethal conflict between states with fanatical 

and prolonged warfare” Frank G. Hoffman2 

 
Abstract: In the future there will be no wars similar to those of the past, but 

a new kind of war, the Hybrid Warfare, which is different from the others, since its 

internal elements are based on principles much changed than previous ones. These 

are extensive wars, encompassing virtually all fields: political, economic, social, 

cultural, military and mental. Under the terms of the current geopolitical and 

military situation, soldiers are subjected to intense stress, emotional type 

engrammic conditioning and dysfunctions with consequences on psychicological 

balance, on the health status, psychological features that can be influenced by both 

classical, conventional and by Mind Control type methods. Currently, in different 

armies, influencing the human psyche has become a true “weapon”3 and we show 

that concepts such as PSYOPS (Psychological Operations), the MindWar 

(Psychological Warfare) with their extensions Strategic MindWar and 

Transcendent Warafre are manifestations of the Psycho-Informational Distal 

Influence (PsiDI) in accordance with the cybernetic theory of quantum 

consciousness4,5,6,7,8, and make references to it as a possible offensive-defensive 
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weapon. We will show you the place and role of Psycho-Informational Distal 

Influence (PsiDI) in Romanian military organization, a clearly defined 

organizational structure, and we propose to integrate it into Joint Military 

Operations for Crisis Response, as a resilience factor to the hybrid actions of a 

potential adversary. 

Keywords: Hybrid warfare, PSYOP, psychological operations, 

psychological warfare, Strategic mindwar, transpersonal warfare, Psycho-

Informational Distal Influence. 

 

According to Chivvis (2017) “hybrid warfare” refers to the use by 

Russia of a diversified range of subversive tools, many of which are non-

military. Moscow is acting in favour of its nationalist interests using hybrid 

warfare to divide and weaken NATO, to undermine the pro-Western 

governments, to create pretexts for war, to annex territories and to secure 

their own terms access to the European Economic Area. 

There is now a tendency to generalize the definition of “hybrid 

warfare” starting from temporal and geopolitical specifics, in relation to the 

characteristics of each new conflict that concerns the West. Moreover, there 

are opinions that, in substance, there is no “war” in the true sense of the 

word but specific forms of destabilisation actions, diversions carried out to 

prepare the ground for future actions that may also contain elements specific 

to the armed fight. For the purposes of the above, Hoffman9 defined the 

hybrid warfare from the specifics of the Lebanon conflict in 2006 between 

Israel and Hezbollah, defining (2007) a Hybrid adversary as: “Any opponent 

who simultaneously uses and adapts a mixture of conventional weapons, 

irregular tactics, terrorism and criminal behavior in the battle space in order 

to achieve the desired political goals.” Besides, Hoffman cites Russell W. 

                                                                                                                            
York, 1993. 
5Jibu, M., Yasue, K., “Introduction to quantum brain dynamics in Nature”, Cognition and 

System ed, Carvallo, M. Kluwer Academic, 1993A. 
6Hameroff, S. Ultimate Computing. North-Holland, 1987. 
7Pribram, K., Brain and perception: holonomy and structure in figural processing. Hillsdale, N. 

J. Lawrence Erlbaum Associates, 1991. 
8Globus, G., The Postmodern Brain in Benjamin Books, Philadelphia, 1995. 
9 Hoffman, G.F. “Conflict in the 21st Century: The Rise of Hybrid Wars”, Arlington, VA: 

Potomac Institute for Policy Studies, 2007, pp. 14, 58. 
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Glenn, who in All Glory Is fleeting (2008)10 supports “The Conflict of the 

21st century has so far been characterized by what could be called a hybrid 

warfare.” In the same vein of ideas on the origins of the term hybrid 

warfare, McCuen11 started in defining it from the internal conflicts 

caracterstic to the construction of the Iraq and Afghanistan, and more 

recently, the hybrid war was generalized as a phenomenon emerged from 

the specifics of Russian activities in Donbas and Crimea. Experts use the 

term “hybrid warfare” in different ways. A few related terms are currently 

being used including “gray zone Strategies”, “competition short of conflict”, 

“active measures” or “new generation warfare”. Despite the subtle 

differences, all these terms indicate the same thing: Russia uses several 

instruments of power and influence, with a focus on non-military ones to 

exert their national interests outside its borders, often at the expense of 

interests of the US and its allies. 

In this context, the Deputy Secretary for the Department of Defense 

special operations, Theresa Whelan showed that: “The unconventional 

nature of conflicts has changed fundamentally, as a result of new 

technologies and techniques in the twenty-first century. In many ways, we 

had to take it from scratch” 12. 

Damien, van Puyvelde, (apud Tuc c., 2017)13 indicates that “... any 

threat may be hybrid as long as is not limited to a single shape and size of 

war. When any threat or use of force is defined as hybrid, the term loses its 

value and causes confusion rather than clarifies the “reality” of the war.” 

In the context of hybrid warfares, in particular at the level of the 

population, the results need to be addressed in terms of success/failure and 

not in military terms of victory/defeat. In order to win hybrid warfares you 

need to succeed on the three decisive battlegrounds: conventional 

                                                 
10 Glenn, R. W. “All Glory Is Fleeting: Insights from the Second Lebanon War” Santa 

Monica, CA: RAND, 2008, p.73. 
11 Mc Cuen McCuen, John J. “Hybrid Wars.” Military Review. Mar/Apr 2008, Vol. 88 

Issue 2, pp. 107-113. 
12 Jianu, M. “Putin's tactics became the matter of study for the Pentagon”, 16 Mai 2017, 

http://www.business24.ro/international/rusia/tactica-lui-putin-a-devenit-materie-de-studiu-

pentru-pentagon-1583709. 
13 Tuc, C., (2017) “Hybrid War: The Perfect Enemy” în DEFENCE-IN-DEPTH/Research 

from the Defence Studies Department, King's College London 

https://defenceindepth.co/2017/04/25/hybrid-war-the-perfect-enemy/. 
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battlefield; the battlefield of the conflict zone of the indigenous population, 

the home front and the battlefield of international community (McCuen, 

2008). 

Mahda, E. (2016)14  shows that: “...a hybrid war is a confrontation 

between States, where one of those States are trying to subordinate the other 

by various means: economic, informational, historical memory. That is a 

war in which military actions are not the priority, but only have the role of a 

catalyst.” Mahda also claims that Russians are hiding the true sense of the 

word hybrid warfare behind the variety of definitions, for the specifics of 

this warfare is one much more subtle. The fight is not for territories but for 

the minds, thoughts and attitudes of the citizens of the countries concerned. 

In the U.S. armed forces (Bremseth, 2001)15 it is highlighted that the 

real challenge for the United States is not asymmetric warfare, but the 

Transcendent Warfare (Transpersonal Warfare), a new form of war that 

“transcends” all known models and it is claimed that the first nation or 

group or entity, which updates the requirements of transcendent warfare, 

will possess a strategic advantage, which might prove insurmountable! 

At the level of current general knowledge, Transcendent Warfare 

(Transpersonal Warfare)16 appears unthinkable or even impossible, because 

the concept goes beyond the parameters set by the daily reality. However, 

the performances observed and the results of the scientific research go 

beyond the existential reality and the unanimously accepted and known 

principles of current science17. 

                                                 
14Free Europe Radio, interview conducted by Liliana Barbăroşie, May 17, 2016. 

https://www.europalibera.org/a/27738877.html. 
15Bremseth, L. R. (United States Navy, Commander) „Unconventional Human Intelligence 

Support: Transcendent and Asymmetric Warfare Implications of Remote Viewing”, April 

28, 2001, Mental Phenomena. Journal of. Scientific Exploration. Volume 10, Number 1 

(2001):1-23. http://www.rviewer.com/Bremseth.pdf, accessed on November 28th, 2012. 
16Manolea, A. “The possible war of the future: transcendent warfare”, în Proceedings. The 

9th International Conference Strategies XXI, ‘Technologies - Military Applications, 

Simulations and Resources’ ISSN 2285-8318, Volume 1, National Defense University 

“Carol I” Publishing, 2013, pp. 363-367. 
17Manolea, A. „Cercetarea experimentală a influenţei psihoinformaţionale distale” (in 

Romanian Experimental research of distal psychoinformational influence), în Proceedings. 

The International Conference STRATEGII XXI: Complexitatea şi dinamismul mediului de 
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In terms of mental quantum coupling it is emphasized that a person’s 

cerebral activity can be influenced by another person’s mental, without 

physical or sensory contact18. The phenomenon of cerebral connectivity 

between subjects spatially and sensory isolated is scientifically 

demonstrated19 so that the Psycho-Informational Distal Influence (PsiDI)20 

is an integrating concept that comprises an extension of communication and 

subliminal influence in action’s kinetic field. It can be considered an 

offensive-defensive weapon that manifests itself without material support 

and acts subliminally, transcendentally, in operations of knowledge, 

influence, domination and control of the adversary, both on the psycho 

emmotional and somatic level. 

Some of the purposes of using the influence of Psycho-Informational 

Distal Influence at all stages of the hybrid warfare and the belligerent action 

may be: the alteration of the enemy’s psycho emotional capabilities, which 

are necessary for fighting actions; reducing the enemy’s decision-making 

capabilities at all levels from commanders to the company; significant 

diminishing of the enemy’s combative will; providing specific protection for 

their own troops. 

In the context of the taxonomy of military actions and the system of 

military actions’ domains in the armed fight, the actions of Psycho-

Informational Distal Influence (PsiDI) have the following characteristics: 

operate in the space of the human psyche; it does not require material 

interventions in the operational field; it is carried out by operators remote 

from the targets; actions cannot be intercepted or jammed by electronic tools 

of war, thus the secret is ensured during the conduct of distal influencing 

                                                                                                                            
securitate, ISSN 2285-9462,  Editura Universităţii Naţionale de Apărare „Carol I”, 2015, 

pp. 154-163. 
18Manolea, A. “Items required to elaborate experiments on distal psycho-informational 

influence”, în Proceedings. 2013-04. Strategic changes in security and international 

relations in the early 21st century, ISSN 2285-8415, Editura Universităţii Naţionale de 

Apărare „Carol I”, 2013, pp. 585-592. 
19Manolea, A. “Brain to brain connectivity during Distal Psycho-informational Influence 

sessions, between spatially and sensory isolated subjects”, în Procedia - Social and 

Behavioral Sciences ISSN: 1877-0428, no. 05/2015; 187:250-255. DOI: 

10.1016/j.sbspro.2015.03.047, ISSN: 1877-0428. 
20Manolea, A. Amplified states of consciousness. Warlike action and psycho-informational 

distal influence, Editura Universitară, ISBN 978-606-28-0609-5, Bucureşti, 2017. 
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actions; actions have a specific physiognomy within the military actions 

deriving from specificity of their own actions and other structures. 

As a resilience to the hybrid actions of a potential adversary, we 

believe that, in addition to other measures, it is necessary to acomplish 

operations of Psycho-Informational Distal Influence (PsiDI). In order to 

achieve this, we believe that the place of a Psycho-Informational Operations 

Office would be within the Psychological Action Department (PSYOPS) of 

Special Operations Forces as shown in Figure 1. 

  
Figure. 1 Position of the Psycho-Informational Operations Office in the 

Psychological Operations Section (Manolea, A. 2017) 
 

The organizational chart for Distal Psycho-Informational Operations 

Office may be that represented in Figure 2. It would comprise the Operative 

Component consisting of the Research, Evaluation and Synergy 

Compartment, the Protection Compartment, and the initial and continuous 

Special Training Compartment of our own staff21. 
 

                                                 
21 Manolea, A. “Considerations on distant psycho –informational influence in warfare”, în 

Proceedings. 2013-04. Strategic changes in security and international relations in the early 

21st century, ISSN 2285-8415, National Defense University „Carol I” Publishing, 2013, pp. 

577-584. 
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Figure 2 Components of the Psycho-Informational Operations Office 

(Manolea, A. 2017) 
 

In our opinion, an approach that can draw directions of action, identify 

practical possibilities for the application of ways with unimagined and less-

known valences, demonstrate different aspects of the possibility of the 

human being to Psycho-Informational Distal Influence is a first step to 

creating an effective framework for effective management of specific 

protection measures against hazards and threats, including limiting their 

effects to the level of multitude of elements of national security; creating an 

effective framework for the effective management of specific measures at 

the level of a multitude of hybrid warfare elements, both of protection 

against specific Psycho-Informational hazards and threats, including 

limiting their effects and also of defensive/offensive nature. 
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Abstract: 1989 momentum triggered the Romanian escape from 

Communism. Thus, the situation started to change in the Romanian-Russian 

relations when Russia got smaller and Romania took the chance to make a 

different political turn and entered a step-by-step way toward democracy and 

western values. Meanwhile, on the way to nowadays, a lot of changes were 

produced in their bilateral relations moving between cooperation to confrontation, 

many of them being mainly the result of two factors: Romanian shift to the Euro-

Atlantic structures, policies and modus vivendi and Russia’s aggressive foreign 

policy in its vicinity. As direct consequence, in the past two decades and a half 

from the collapse of the USSR, Romanian – Russian relations on the whole 

oscillated between tension and negative passivity on the grounds of former difficult 

historical legacy. 

In our paper we will present some key moments and their consequences on 

Romanian-Russian political-military relations. 

Key words: tensions, cooperation, Romania-Russia, political-military 

relations, passivity, aggression. 

 

Introduction 

Romania and Russia have common historical religious roots in 

Orthodoxy and their ethno-cultural similarities, but between them there is a 

complicated common history of diplomacy and war, which by its nature 

created anxiety in the Romanian-Russian relationship due to the existence of 

unresolved issues: the problem of the Romanian treasure which was 
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deposited in Moscow in 1916-1917 and not fully recovered, or the territorial 

dispute, consequence of the Molotov-Ribbentrop Pact (1939), when the 

territories of Bessarabia and Northern Bukovina were transmitted to the 

USSR, as well as the effects still felt by the Romanian nation of the 45th 

years of Bolshevik Communism. 

Under the historical conditions created, the 1989 moment that 

triggered the liberation from communism of the states of Eastern Europe 

found Romania positioned as a satellite of the USSR. After the collapse of 

the USSR, Russia became smaller and the situation began to change in 

bilateral relations, especially when Romania entered the post-communist era 

and advanced to democracy and Western values. As a direct consequence of 

the Euro-Atlantic road of the Romanian state and the sinuous evolution of 

Russian foreign policy in the post-communist period, in the last two 

decades, the Romanian-Russian diplomatic relations oscillated between 

negligence and negative passivity against the backdrop of difficult historical 

legacy. 
 

1. The bilateral framework for political cooperation 1989-2014  

In the late 1980s and early 1990s, the disintegration of the Soviet 

Union was already signalled by the political changes in the former 

communist states, which later in 1991 led to the dissolution of the Soviet 

“empire”, the Romania’s position being quite sensitive in this context. 

Although there were those signs predicting the collapse of the “big bear”, it 

was also clear that Russia, the successor of the Soviet Union, would remain 

a great power within the international system in our immediate 

neighbourhood. 

This state of affairs made it possible for Romanians to be captured by 

the Soviet aura between 1989 and 1991, with Romanian politics clearly 

being still subordinated to communist ideology. This statement is supported 

by the first Communiqué issued by the Council of the National Salvation 

Front (the new power in Bucharest after the abolition of the communist 

regime), who, on 22 December 1989, proclaimed the principles that would 

guide the post-communist Romanian politics. Among these, illustrative for 

the state of confusion in which the Romanian politicians of the time were, 

the objectives and priorities of the foreign policy of the new Romanian 



 

 

 

 
Mirela ATANASIU, PhD 

 
88 

democratic state were stated in the following manner: “The entire foreign 

policy of the country should serve to promote good neighbourhood, 

integrating into the process of building a united Europe, a common home of 

all peoples of the continent. We will honour Romania’s international 

commitments and, above all, those related to the Warsaw Treaty”1. 

Apparently, the objectives of Romanian foreign policy were divergent, with 

the European Union and the Warsaw Treaty being two organizations that 

promoted opposing principles. From a geopolitical point of view, the 

mentioning in the same document of the United Europe and the Warsaw 

Treaty captures the exact situation in which Romania was caught at that 

time - in a “grey” area of security, in other words, at the junction between 

the East and the West and in geopolitical uncertainty. 

In April 1991, Romania signed a Treaty of Good Neighbourhood, 

Cooperation and Friendship with the USSR; its Article 4 stipulated that 

“Romania and the Union of Soviet Socialist Republics will not participate in 

any alliance directed against the other”2, while the USSR collapsed only a 

few months later. However, the act was not ratified by the Romanian 

Parliament, but the intention to validate such an act was an inertial sign of 

the former long-standing Soviet influence over the Romanian politicians of 

the time surprized by the imminent collapse of the big Russian colossus and 

fearing the novelty brought by democracy. Of course, if the treaty had been 

ratified by the Romanian parliament, our state could not have been a 

member of NATO. 

In the second part of 1991, more urgent aspects of practical nature 

influenced the evolution of the Romanian-Russian relations, namely the 

declaration of independence of the Republic of Moldova in August 1991 

and the conflict in the former Yugoslavia. Romania was the first country to 

officially recognize the independence of the Republic of Moldova and also 

supported the European ideals of the Balkan countries. However, 

                                                 
1 The Communique to the Country of the Council of the National Salvation Front, published 

in the Official Gazette of Romania No. 1 of December 22, 1989, Part I (In Romanian: 

Comunicatul către ţară al Consiliului Frontului Salvării Naționale, publicat în Monitorul 

Oficial al României nr.1 din 22 decembrie 1989, Partea I). 
2 Mioara Anton, Documente Diplomatice Române, România şi Tratatul de la Varşovia. 

Conferinţele miniştrilor Afacerilor de Externe şi ale adjuncţilor lor (1966-1991), Seria a 

III-a, Editura Alpha Mdn, Bucureşti, 2009, pp. 1218-1221. 
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immediately after the dissolution of the USSR, the bilateral political and 

diplomatic relations were resumed in the new format, the diplomatic and 

consular representations of the USSR in Romania being considered 

diplomatic and consular bodies of the Russian Federation, and the 

diplomatic mission of our country in Moscow being considered Embassy of 

Romania in the Russian Federation. 

Undoubtedly, the successor of the Soviet Union remained a great 

power within the international system, but it was not clear what the new 

Russia would be. Romania’s position was rather uncertain in this context. In 

fact, the relations between Russia and Western entities (especially USA and 

NATO) seemed to relax in the 1990s, when the Russian state joined the 

North Atlantic Cooperation Council (1991) and the Partnership for Peace 

(1994) and participated in the Council NATO-Russia (2002), most of the 

geopolitical and military strategists considering that Russia had decided to 

rally to the Western structures.3 But recent history has shown that this 

orientation has proved to be just a myth, as the former Soviet republic has 

begun to rebuild its political intimidation techniques towards its smaller and 

weaker neighbours. 

At the beginning of the 1990s, Romania acted in the inertial thinking 

of a former communist country, governed by geopolitical fear, thus trying to 

create good relations with its stronger neighbour by signing a basic political 

treaty with Russia. The signing of this settlement was delayed by Russia’s 

refusal to mention in the diplomatic act that it agreed to condemn the 

Ribbentrop-Molotov Pact and to resolve the issue of the Romanian treasury. 

In addition, in 1992-1993, the relations between the two states became tense 

when they supported opposing parties in the conflict in Trandsnistria due to 

different national interests in relation to the respective issues. In fact, I 

consider that the moment of self-proclamation of the Republic of 

Trandsnistria in 1992, when Russia openly supported the separatist forces, 

was the first demonstration of the post-communist future hegemonic 

intentions of Kremlin. 

                                                 
3 Gheorghe Calopăreanu, Regionalizarea securității în Europa Centrală, Editura 

Universității Naționale de Apărare „Carol I”, București, 2011, pp. 24-44. 
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On 4 July 2003, in Moscow, the Treaty on Friendship and 

Cooperation Relations between Romania and the Russian Federation was 

signed, with a joint declaration “condemning the Ribbentrop-Molotov Pact, 

Romania’s participation in the Second World War alongside Hitler’s 

Germany” and announcing “the establishment of a joint commission ... to 

solve the study problems arising from the history of bilateral relations, 

including the Romanian treasury”4. This major event has changed the trend 

of the Romanian-Russian bilateral relations, being considered as an 

opportunity “to resume the political and diplomatic dialogue and to create 

favourable conditions for economic and cultural cooperation”5. After 

signing the agreement, the economic and political contacts became more 

active. 

The situation became clearer in the bilateral relations between 

Bucharest and Moscow, when Romania had the chance to make a political 

turn as a result of the Romanian diplomacy of the time by joining the NATO 

PfP Program in 1994 and also by signing a strategic partnership with USA 

in 1997. The accession to NATO in 2004 and other subsequent Romania-US 

bilateral co-operation strengthened the Romanian position outside Russian 

influences (the Agreement on the Activities of American Forces on the 

Territory of Romania entered into force on 21 July 2006, the Agreement 

between Romania and the US on the US missile defence system in Romania 

entered into force on 23 December 2011, the Joint Statement on the 

Strategic Partnership for the 21st Century adopted between Romania and 

the United States on 13 September 2011 in Washington, followed by 5 

bilateral meetings which last took place on 26 seasons 2016, which 

mentioned the implementation of the joint declaration on partnership 

mentioned above). Thus, with the participation in the Euro-Atlantic military 

bloc, the Romanian national security was no longer threatened by a hostile 

                                                 
4 Law no. 24/2004 for the ratification of the Treaty on Friendly Relations and Cooperation 

between Romania and the Russian Federation, signed in Moscow on 4 July 2003, 

published in the Official Gazette no. 194 of 4 March 2004 (In Romanian: Legea nr. 

24/2004 pentru ratificarea Tratatului privind relaţiile prieteneşti şi de cooperare dintre 

România şi Federaţia Rusă, semnat la Moscova la 4 iulie 2003 publicată în Monitorul 

Oficial nr. 194 din 4 martie 2004). 
5 Nadezda Feyt, „Russian-Romanian relations in the 21st century”, in Political Science and 

International Relations, Romanian Academy, Ed. XI, No. 2, Bucharest, 2014, p. 54. 
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state, as it came under the protection of Article 5 of the Treaty of 

Washington. Of course, joining the EU in 2007 has also been a guarantee 

for our Western ways and a means to escape the Russian influence. Thus, 

with Romania’s participation in NATO and the EU, it was clear that our 

political, security and economic interests were related to the general 

interests of these organizations. 

In 2005, the Romanian President had two visits (in February and May) 

to Moscow, and this should have had a positive impact on bilateral relations, 

but a speech in September delivered by President Basescu in the US in 

September6 triggered diplomatic tensions between Romania and the Russian 

Federation. Another hot topic was Russia’s dissatisfaction with the location 

of American military bases on Romania’s territory, which President Putin 

considered to be an obvious sign of the Romanian Euro-Atlantic inclination. 

Due to these diplomatic frictions, the interests of our countries in economic 

relations suffered in the years to come. 

Vladimir Putin said in his speech at the 43rd Munich Conference on 

February 12, 2007 “Today we are witnessing an exaggerated use of force - 

the military force - in international relations, a force that pushes the world 

into an abyss of permanent conflicts”7. He was also dissatisfied with the fact 

that after the adoption of the Treaty on Conventional Armed Forces in 

Europe (CFE) signed in 1999 “only four states have ratified this document, 

including the Russian Federation”8. Romania, at the time of the speech, was 

already a member of NATO, so it was among the countries that did not 

ratify CFE because the Alliance “refuses to ratify the treaty as long as 

Russia refuses to withdraw its troops from the Moldovan and Georgian 

                                                 
6 In September 2005, in the United States, President Traian Basescu delivered a speech at 

Standford University, where he praised the Russian Federation as treating the Black Sea as 

a "Russian lake" because it does not want to internationalize the issues in the area. See: 

„Retrospectiva declaraţiilor lui Traian Băsescu despre Rusia”, in Jurnalul, 30 June 2011, 

available online at: http://jurnalul.ro/stiri/politica/retrospectiva-declaratiilor-lui-traian-

basescu-despre-rusia-583299.html, accessed on 19.05.2018. 
7 „Putin’s Prepared Remarks at 43rd Munich Conference on Security Policy”, transcript, 

Washington Post, February 12, 2007, available online at: http://www.washingtonpost.com/-

wp-dyn/content/article/2007/02/12/AR2007021200 555.html, accessed on 13.05.2018. 
8 Idem. 
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territories”9. After signing a federal decree on July 1410, in December of the 

same year, Russia suspended the application of the treaty. Thus, after 

joining NATO and Euro-Atlantic policy, the Romanian-Russian relations 

were marked by the general reciprocal approach between Brussels and the 

leaders of Moscow. 

A moment of brief political confluence of the Romanian-Russian 

interests was the refusal of both states to recognize Kosovo’s independence 

towards Serbia on February 17, 2007, which helped to improve the bilateral 

cooperation of the moment. Romania still supports its position on this issue, 

although there have been diplomatic pressure against it, initiated by other 

NATO and EU member countries. 

Also, in April 2008, before the Russian military incursion into 

Georgia, the first and only moment to date when a Russian President visited 

Romania after the fall of communism was when Vladimir Putin attended the 

Russian-NATO Council organized on the occasion of the Bucharest 

Summit11. The meeting between Vladimir Putin and Traian Basescu in 2008 

positively influenced bilateral relations by intensifying contacts between the 

two countries. President Putin said at the bilateral meeting with his 

Romanian counterpart that “since the visit in Moscow in 2005, relations 

have grown tremendously, especially in the economic sphere, and economic 

                                                 
9 CFE Treaty’s Contribution to Euro-Atlantic Security, North Atlantic Treaty Organization, 

March 29, 2006, available online at: https://www.nato.int/cps/en/natolive/official_texts_-

54709.htm, accessed on 12.05.2018. 
10 The circumstances invoked by Putin for his decision were “failure of former Warsaw 

Pact states to adjust the treaty framework to account for their accession to NATO, the 

existence of too many NATO parties in the CFE Treaty, the negative impact of NATO's 

exclusive group mentality, the deployment of U.S. forces in Bulgaria and Romania, the 

failure of CFE Treaty parties to comply with their 1999 Istanbul political commitments, 

such as early ratification of the Adapted Agreement, and the absence of Estonia, Latvia and 

Lithuania from the CFE Treaty”. See details at: Duncan B. Hollis, „Russia Suspends CFE 

Treaty Participation”, in Insights. American Society of International Law, Volume 11, Issue 

19, July 23, 2007, available online at: 

https://www.asil.org/insights/volume/11/issue/19/russia-suspends-cfe-treaty-participation, 

accessed on 05.05.2018. 
11 Post-communist Romanian presidential visits in Moscow were 4 (1991, 2003, February 

2005 and March 2005). See: http://www.mae.ro/bilateral-relations/4506#78, accessed on 

14.04.2018. 
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exchanges have reached nearly five billion dollars”12. On the same 

occasion, T. Basescu was invited to visit Russia again. Even though this 

seemed a good sign for high-level bilateral cooperation, Russia’s next 

political-military move to Georgia again put Romania and Russia in 

opposition to the newly created issue. 

Entering military forces in Georgia, Putin did exactly the opposite of 

what he had preached on various occasions, including the Munich 

Conference and the NATO Summit in Bucharest on preserving security and 

cooperation and respect for international law. In response, Western 

specialists considered that “Putin’s interest in reviving a large Russia - an 

unity of peoples in Belarus, Ukraine and Russia - seems to have taken shape 

after the Georgian War of 2008”13. In fact, Georgia’s invasion by Russia’s 

land, air and naval forces on 8 August 2008, and the proclamation of the 

independence of Georgian separatist provinces in South Ossetia and 

Abkhazia had drastic political, economic and security consequences for the 

countries in the vicinity of the Russian Federation, deteriorating the 

relations between the Moscow regime and Western democracies and leading 

to serious convictions abroad. Of course, Romania was in the same position 

with the West. Thus, global relations with Moscow worsened again. 

Some of the sensitive issues that have damaged the Romanian-Russian 

relations were recorded in the Military Doctrine of Russia in 2010 as the 

main foreign military dangers14, and Romania was the subject of some of 

them, namely the placement on Romanian territory of NATO military bases 

and discussions about hosting elements of the US missile shield as part of 

NATO facilities. 

                                                 
12 „Putin catre Basescu: Relatiile romano-ruse s-au dezvoltat mult de la vizita dvs. la 

Moscova”, Bucharest Summit 2-4 November 2008, April 3, 2008, available online at: 

http://www.summitbucharest.ro/ro/doc_212.html, accessed on 14.04.2018. 
13 Shaun Kenney, Russian Identitarian Philosophy and its Influence upon Putin's Russian 

Federation, University of Virginia, January 2, 2018, p. 71. 
14 The Military Doctrine of the Russian Federation, approved by Russian Federation 

presidential edict on 5 February 2010, Carnegie Endowment, available online at: 

https://carnegieendowment.org/files/2010russia_military_ doctrine.pdf, accessed on 

15.04.2018. 
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In 2013, bilateral talks were redirected to other levels of cooperation. 

Thus, two intergovernmental legal documents were signed - the Agreement 

between the Government of Romania and the Government of the Russian 

Federation on the Establishment and Conditions of Operation of the 

Romanian Cultural Institute in Moscow and the Russian Centre for Science 

and Culture in Bucharest and the Cooperation Program in the fields of 

culture, media, youth, sport and tourism, as well as a cooperation document 

at the level of the ministries of foreign affairs of Romania and the Russian 

Federation. In the same year, a Memorandum of mutual trust between the 

Russian Security Council and the National Security Department of the 

Administration of the President of Romania was signed. These initiatives 

seemed to show a real intent on both sides to relaunch their political 

relations. But unfortunately, some intentions, although seeming real, are not, 

because the 2014 Ukrainian crisis intervened and Russia again changed the 

rules of the game at the regional level. 
 

2. Romanian-Russian post-Crimea relations  

Following the unlawful Russian military intervention in Ukraine and 

the violation of its sovereignty and territorial integrity in April 2014, the 

Alliance suspended all practical cooperation between NATO and Russia, 

including the NATO-Russia Council. However, the Alliance agreed to 

maintain open channels of communication in the NRC and the Euro-

Atlantic Partnership Council from the ambassadors’ level upwards, in order 

to allow the exchange of views, first of all, on this crisis15. Also the 

Romanian authorities condemned the annexation of Crimea and Russia’s 

aggression in eastern Ukraine, with Romanians sharing fears among other 

East European countries that they could be the targets of the future Russian 

aggression. 

In fact, this is also expressed in the National Defence Strategy of 

Romania for the period 2015-2019 regarding Russian policy concerns: 

“Today, the region is marked by active conflicts and the deterioration of 

relations between NATO and Russian Federation ... Russia’s actions in the 

Black Sea region, violating international law, doubting the international 

                                                 
15 NATO-Russia Council, North Atlantic Treaty Organization, updated June 16, 2017, 

available online at: https://www.nato.int/cps/ic/natohq/topics_50091.htm, accessed on 

25.03.2018. 
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order, maintaining frozen conflicts and annexing the Crimea, reappeared in 

the consciousness of NATO the fulfilment of its fundamental collective 

defence mission and the validity of the security architecture agreed with 

Russia at the end of the 20th century. ... The Russian Federation is trying to 

strengthen its regional superpower status and its actions affect the regional 

stability and the European path of Ukraine, the Republic of Moldova and 

Georgia”16.  

This perception of fear could be a direct consequence of the fact that 

among the countries in the eastern flank, Romania is in the geographical 

proximity of the Crimean Peninsula, annexed by Putin, and of East Ukraine 

destabilized by Russia. Therefore, in response to Russia’s aggression in 

Ukraine, “Romania has supported a robust line within the EU towards 

Russia”17, claiming sanctions because the emergence of current crises 

following the Russian intervention “has only confirmed such a perception of 

it”18. Not only do Romanian leaders and politicians have this perception, but 

this is also true about the Romanian public opinion on the whole. In fact, a 

survey by INSCOP showed in 2015 that 66.2% of Romanians said they had 

rather negative feelings about Russia. 

The number of Romanians who declared positive feelings about 

Russia fell by 11.6 points since the takeover of Crimea by Russia19. Also, in 

the same poll, it was shown that “64.4% of Romanians considered that the 

conflict situation in Ukraine was dangerous for Romania. The geographical 

proximity of this conflict, as well as a strong reflection in the Romanian and 

                                                 
16 National Strategy for the Defense of the Country for the Period 2015-2019 - A Strong 

Romania in Europe and the World - Presidential Administration, Bucharest, 2015, pp. 5, 

12-13 (In Romanian: Strategia Naţională de Apărare a Ţării pentru perioada 2015 ‐ 2019 ‐ 

O Românie puternică în Europa şi în lume ‐, Administrația Prezidențială, Bucureşti, 2015, 

pp. 5, 12-13).  
17 Cristian Ghinea, Romania. EU-28 Watch, Issue No. 11, Romanian Center for European 

Policies, 2015, available online at: http://eu-28watch.org/issues/issue-no-11/romania/, 

accessed on 24.02.2018.  
18 Ibidem. 
19 February 2015 - Evaluation of the Ukraine conflict. The Romanian attitude of other 

countries, INSCOP Research, 2015, available online at: http://www.inscop.ro/februarie-

2015-atitudinea-romanilor-fata-de-alte-tari-evaluarea-conflictului-din-ucraina/, accessed on 

24.03.2018. 
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international media of the harsh scenes of war, are a factor that strongly 

contributes to the level of concern of Romanians to this problem. Only 

17.9% of respondents consider that this conflict is not dangerous for 

Romania, while 17.7% do not know or answer this question”20. In the same 

context, “the political decision ... on the increase of budgetary allocations 

for the army is welcomed by 69.7% of the population in the context of the 

concerns raised by the situation in Ukraine”21. The main idea of the survey 

is that Romanians prefer Western countries more, probably due to at least 

two factual realities: Russia’s aggressive attitude towards the former 

communist countries that have crossed the European path and the Romanian 

collective mentality that has stored the idea that the Western countries 

provide prosperity to both their own citizens and to many Romanians who 

find themselves in the West with well paid jobs, which helps them to 

support their families in the country of origin. 

However, a Eurobarometer survey conducted in 2016 showed that 

53% of Romanians have positive opinions about Russia22. So we can think 

that Romanians fear that Russia could act the same way on their territory, 

but the population does not have a special problem with their neighbours as 

long as they prove to be peaceful. The negative perception of surveys could 

also be largely due to mass media news that negatively promotes all Russian 

actions. 

In the same key, in May 2014, direct diplomatic tensions intervened in 

bilateral relations when Romania decided not to allow Russian Deputy 

Prime Minister Dmitri Rogozin’s plane to fly over the Romanian territory 

on his way to the Republic of Moldova and, as a result, Moscow sent a 

protest note to Bucharest. Romania acted on the basis of Article 1 (1) of 

Decision 2014/145/CFSP on restrictive measures against persons in 

connection with acts that undermine or threaten the territorial integrity and 

sovereignty of Ukraine. 

Since March 2014, the EU, the US and other Western countries have 

imposed a series of sanctions on the Russian economy, the freezing of goods 

                                                 
20 Idem. 
21 Idem. 
22 Future of Europe, Special Eurobarometer 451, European Commission, October 2016, p. 

16. 
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belonging to certain persons, and the banning of certain commercial 

transactions. As shown in the EU news bulletin, the EU has imposed23: 

a) Restrictive measures for Russia: in March 2014 - travel bans and 

asset freezes against persons involved in actions against Ukraine’s territorial 

integrity - and in July 2014 - economic sanctions regarding sectoral 

cooperation and exchanges with Russia and cooperation economic; 

b) Diplomatic measures: suspending Russia’s participation in the G7, 

suspending negotiations on Russia’s accession to the OECD and the 

International Energy Agency and cancelling the EU-Russia bilateral 

reunion; 

c) Restrictive measures on economic exchanges with the Crimea and 

Sevastopol. 

As for the US sanctions against Russia, I do not mention them here 

because Romania is not the subject of their action or their effects. 

On 10 March 2015, citing the de facto violation of the CFE Treaty by 

NATO, Russia formally announced that it had “completely” stopped its 

participation24. However, the NATO-Russia Council meetings were 

resumed in 2016, and the first meeting in 2017 took place on 30 March. 

Today, we can see an increased militarization of actors interacting in 

the international relations system, starting with the percentage of GDP 

allocated to defence expenditure, the deployment of military bases of major 

military powers around the world, a new arms race and the deployment of 

advanced anti-missile shields. 

In the new aggressive geopolitical context, Romania gives increased 

priority to national defence, an action expressed in: increasing national 

military spending, modernizing military facilities and human resources 

training, investing in the defence industry, and cooperating more actively 

with NATO and its strategic US partner. 

                                                 
23 EU sanctions against Russia over Ukraine crisis, European Union Newsroom, available 

online at: https://europa.eu/newsroom/highlights/special-coverage/eu-sanctions-against-

russia-over-ukraine-crisis_en, accessed on 25.03.2018. 
24 „The Trump Effect? Germany Urges Europe for New 'Peace Treaty' With Russia”, 

Sputnik News, 26.11.2016, available online at: https://sputniknews.com/world/-

201611261047864471-europe-russia-peace-treaty/, accessed on 13.05.2018. 
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However, the active engagement with the United States and NATO by 

hosting a critical element of NATO's anti-missile defence architecture - 

Aegis Ashore sited at Deveselu has made Russia call Romania a “clear 

threat” and an “outpost” of NATO25. In this context, any security assurance 

must be taken into account by Romania, because it alone cannot face its 

bigger neighbour. 

NATO responded promptly to Russia’s threats by the voice of the 

Secretary-General in his speech at the 63rd annual session of the NATO 

Parliamentary Assembly in Bucharest in September 2017, Jens Stoltenberg, 

saying the Alliance would increase its land, naval and air presence in 

Romania, and the brigade stationed there (Multinational Division South East 

of Craiova, author’s note) is part of NATO’s response to increasing Russia’s 

presence in the Black Sea26. These actions are foreseen to take place in the 

context of the Tailored Forward Presence initiative in the Black Sea, its 

land component being located in Romania, the air structure being 

constituted by the British Typhoon battleships, and the maritime component 

involves the use of Bulgarian and Romanian ports for visits of allied naval 

forces compounds27. Also, among the national actions taken to improve 

Romania’s defence capabilities, there are many other investments in the 

Romanian military bases, for example, a massive investment of 50 million 

euros is made at the “Mihail Kogalniceanu” military base near the port of 

Constanta, where several hundred US troops and military equipment are 

currently stationed and the number is set to increase. The US Army has also 

used this base to support its military operations in Iraq. Thus, Romania 

currently hosts several important NATO strategic assets: the missile shield, 

a multinational brigade and a NATO Integration Force Unit. 

                                                 
25 „Russia calls Romania a 'clear threat' and NATO outpost for hosting US missile shield”, 

in Independent newspaper, February 9, 2017, available online at: 

https://www.independent.co.uk/news/world/europe/russia-romania-clear-threat-nato-

outpost-us-anti-missile-shield-putin-tensions-a7571031.html, accessed on 23.02.2018. 
26 Speech by NATO Secretary General Jens Stoltenberg at the Plenary session at the NATO 

Parliamentary Assembly in Bucharest, 9 October 2017, available online at: 

https://www.nato.int/cps/en/natohq/opinions_147635.htm, accessed on 12.02.2018. 
27 Ulla Schmidt (special rapporteur), Special Report. Advancing stability in the Black Sea 

region, NATO Parliamentary Assembly, Committee on the Civil Dimension of Security, 

October 7, 2017, p. 5. 
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Also, in August 2017, Romania started another stage of endowing its 

armed forces for the period 2017-2026, launching multi-annual funds worth 

9.8 billion euros28. In 2017, the purchase of seven “Patriot” sol-air missile 

systems was approved by the Romanian Senate, and the first system was 

already paid to US suppliers. All systems will be delivered by 2019 and the 

first will become operational in 202029. In the same idea, the Romanian 

Defence Minister presented that in 2018, the Romanian Armed Forces 

endowment campaign continues with modern weapons and equipment. For 

example, the acquisition of 227 conveyors related to the PIRANHA 5 

platform and 45 AH-1Z Viper attack helicopters30. In the same idea, there 

are initiatives such as the manufacturing of the Sikorsky UH-60 Black 

Hawk helicopter in Romania, the replacement of Puma helicopters with 

newer ones, the purchase of HIMARS missiles or multifunctional corvettes. 

                                                 
28 Cosmin Pam Matei, „Cum au marcat francezii în lupta pentru înzestrarea armatei 

române”, in Cotidianul, 25 August 2017, available online at: 

https://www.cotidianul.ro/cum-au-marcat-francezii-in-lupta-pentru-inzestrarea-armatei-

romane/, accessed on 12.12.2017. 
29 Specifically, Romania will buy seven modernized Patriot units consisting of seven AN / 

MPQ-65 radar sets, seven AN / MSQ-132 control stations, 13 antenna groups, 28 M903 

launch stations, 56 Patriot MIM-104E missiles, 168 Patriot Advanced Capabilty-3 (PAC-3) 

and seven EPP III power generators. According to the Defence Security Cooperation 

Agency in the US, Romania will also purchase communications equipment, test tools and 

equipment, support equipment, technical documentation, training equipment, spare parts, 

and service personnel training, technical and logistic support and related items. Thus, the 

total amount of the program amounts to $ 3.9 billion. The main contractors are Raytheon 

Corporation in Andover, Massachusetts and Lockheed Martin in Dallas, Texas. See details 

at: Radu Eremia, Valentin Bolocan, „Cum funcţionează sistemul de rachete Patriot, pentru 

care Camera Deputaţilor urmează să dea votul decisiv”, in Adevărul newspaper, 21 

November 2017, available online at: http://adevarul.ro/news/ eveniment/cum-functioneaza-

sistemul-rachete-patriot-camera-deputatilor-urmeaza-dea-votul-decisiv-1_5a13168b5ab6 

550cb85b41ba/index.html, accessed on 04.01.2018. 
30 Valentin Bolocan, „În 2018, MApN are programe masive de înarmare pentru toate 

categoriile de forţe: blindate, rachete, corvete, camioane, arme de asalt şi elicoptere”, in 

Adevărul newspaper, 10 January 2018, available online at: 

http://adevarul.ro/news/eveniment/In-2018-mapn-programe-masive-inarmare-categoriile-

forte-blindate-rachete-corvete-camioane-arme-asalt-elicoptere-

1_5a55fda7df52022f755d70b4/index.html, accessed on 12.02.2018. 
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In March 2018, the restrictive measures on Russia’s actions that 

undermine or threaten Ukraine’s territorial integrity, sovereignty and 

independence were prolonged until 15 September 2018, and other EU 

measures applied in response to the same subject are economic sanctions in 

force until 31 July 2018 referring to specific sectors of the Russian economy 

and restrictive measures in response to the illegal annexation of Crimea and 

Sevastopol, limited to Crimea and Sevastopol, currently in force until June 

23, 201831. Of course, Romania - a member state of the EU - respects the 

sanctions imposed on Russia. However, the new actions taken on 26 March 

2018 by most European countries to expel Russian diplomats from their 

countries did not improve their relations with Russia. Romania is among 

these states which announced the expulsion of a Russian diplomat. 

After Vladimir Putin’s victory in the 18th March elections, Russia is 

unlikely to move away from the increasingly authoritarian government 

model. However, the long-term president (the fourth mandate) faces a 

delicate act of balancing actions between increasing Russia’s influence on 

the international arena, while avoiding a more prominent escalation of 

tensions with the West.  

It is obvious that the ambition of the Russian President is to give 

Russia the importance of the USSR during the Cold War and for this it 

resorts to military, propaganda and economic means. This idea was 

supported by President Vladimir Putin’s speech on the state of the nation on 

March 1, 2018, when he presented new “invaluable” Russian weapons, 

under development or testing, insisting that these weapons (lasers, 

submarines, new hypersonic weapons system) would give Russia the ability 

to launch “unstoppable” nuclear attacks on the US. 

In 2018, the diplomatic relations between Russia and Romania met 

140 years of existence. In the future, Romania and Russia need to have a 

more pragmatic relationship than they have had so far, based more on 

respect, trust and, above all, on successful collaborations. Neither of the 

                                                 
31 „EU prolongs sanctions over actions against Ukraine's territorial integrity until 15 

September 2018”, Council of the EU Press Release, 12.03.2018, available online at: 

http://www.consilium.europa.eu/en/press/press-releases/2018/03/ 12/eu-prolongs-sanctions-

over-actions-against-ukraine-s-territorial-integrity-until-15-september-2018/pdf, accessed 

on 24.03.2018. 
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countries is immune to errors, but in important times they need to know how 

to work efficiently. 
 

Conclusions 

The Russian-Romanian relations have deep historical roots.32 In the 

Romanian collective mentality, Russia is most often associated with the 

occupation of Bessarabia and the communist regime. Instead, Romanians 

should also look at positive elements such as the role played by Russia in 

gaining Romanian independence from the Ottoman regime or in 

modernizing the country in the nineteenth century. 

The main neuralgic points identified in the Romanian-Russian 

relations are as follows: 

- The elements of the US missile shield placed on the territory of 

Romania and our participation in the Western security community; 

- Republic of Moldova where both Romanians and Russians have 

ethnic communities and historic interests; 

- the ecumenical confession - dispute between the Moldavian 

Metropolitan Church attached to the Patriarchate of Moscow and the 

Metropolitan Church of Bessarabia attached to the Patriarchate of 

Bucharest33; 

- Historic Revisionism and the Molotov-Ribbentrop Pact, including 

the “Great Moldova” geopolitical scenario; 

- The issue of the Romanian treasury; 

- The Black Sea - a space full of “frozen conflicts” and an area of geo-

economic and geopolitical contradictions. 

Russia has always had the advantage of its wide geopolitical 

dimensions (territory, rich resources, population, military power, cultural 

impact, the impact of ideology, etc.) compared to its neighbours, while 

Romania had no choice but to obey or avoid the Russian imperialist posture 

in its vicinity. Thus, Romania has conducted a prudent and even passive 

negative policy towards its strong neighbour, and whenever the Romanian 

                                                 
32 Gheorghe Calopăreanu, Regionalizarea securității în Europa Centrală, Editura 

Universității Naționale de Apărare „Carol I”, București, 2011, pp. 44-75. 
33 Judgement of the Case of Metropolitan Church of Bessarabia and Others v. Moldova, 

Application no. 45701/99, Strasbourg, December 13, 2001, p. 6. 
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political leaders tried to obtain some rights or advantages, it was very 

difficult to get something by diplomatic means. The frictions between 

Bucharest and Moscow have been inherited from past history, such as the 

intentions of recognizing the Republic of Moldova as a former territory of 

Romania, which the Russians considered as “a territorial action against 

them”34. 

The Revolutions of 1989-1991 against the Soviet order dramatically 

changed the political, economic, axiological and cultural map of the world. 

Thus, after the collapse of communism and the disappearance of the bipolar 

equation of international life, Romania was in a changed geopolitical space 

that allowed Western democratic participation in society. But things did not 

go easy for Romania. It had to fight extremely hard to win a proper place in 

the West and play an important role among the Black Sea countries, but 

instead lost his focus on building trust and relationships in his 

neighbourhood. In the process, the changes that have taken place in 

Romania’s internal political transition to adapt to the new democratic 

scenario have been characterized by searches of identity and crises. The 

same phenomenon happened in Romania’s foreign policy as well as in 

bilateral relations with Russia. Romania had to manage the relationship with 

Moscow rationally and not get away from it. 

The first years after the collapse of the USSR could have been to the 

benefit of both states, but the start was lost in mutual relations, resulting 

only in stagnation and regression. Since the end of the Cold War, the 

relations between the two sides have been grounded on the principles of 

cooperation in some areas of common interest, but they have not had a 

uniform path from this point of view, because moments of disagreement and 

tension have not been exceptional because of their deep-rooted problems in 

the past. Moreover, after the USSR collapsed, new problems arose in the 

Romanian-Russian bilateral agenda, because their foreign policies had 

different directions and the shared elements became less numerous. In this 

context, they began to show different political interests: Romania came out 

of communism and Russia was seeking its new posture, both of which were 

                                                 
34 Conspect of Conversations with V. I. Potapov, Chief of Romanian Sector of CPSU CC 

Section, Wilson Center, October 27, 1978, p. 5, available online at: 

http://digitalarchive.wilsoncenter.org/document/114158, accessed on 06.01.2018. 
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taking place in the new unipolar world that the US was leading. Meanwhile, 

things have changed, Russia has regained much of its power and, along with 

it, its old habits, and has begun to get involved in the fate of the former 

communist states (Georgia, the Republic of Moldova, Ukraine), and beyond 

(Syria) using the less “orthodox” instruments it still had: diplomacy, 

propaganda, even the military instrument in its raw form, which triggered 

dissatisfaction and worries among the Western community and beyond. 

At present, Romania has to build bilateral relations with Russia, given 

the following assumptions: 

- Russia is a neighbouring country, with a centralized military 

decision, situated more closely geographically speaking than NATO that 

represents a coalition of the will of 29 member states; 

- although Russia is not as strong as it used to be during the 

communist era, it proved to be able to use all its available means – military 

arm, financial instruments, security services, cultural connections, 

propaganda, political connections and cyber-capacities – upon what is 

regarded as a western invasion on its border areas and a threat to its interests 

in the world; 

- nowadays, Russia regards Romania as a continuation of US power 

and NATO – its main declared enemy – interests; 

- NATO military support depends on Romanian continuous allegiance 

to all the conditions of the Alliance, especially those related to the budget; 

- In case Romania were found guilty of” initiating illegal military 

action against Russia, NATO would have the right not to intervene; 

- Diplomacy means soft power, therefore Romania should use it to its 

advantage. 

The issue of Romanian-Russian relations, historically inherited, must 

be solved in such a way not to include winners or losers and place both 

parties in a win-win situation. We consider that cooperation starting from 

the common shared elements (common historic context, geography and 

religion) is a domain that so far has been neglected, misinterpreted or 

politically used in an unjust manner by both parties involved. Also, the 

economic potential and complementariness (even if asymmetric in 

proportions), the relative geographical proximity, the presence of both state 

in vicinity of the Black Sea and the maritime-riverine connections should be 
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reasons for the strong connections between the two states. Despite all these, 

maybe in the future, Romania and Russia will play a significant role in their 

mutual trade, benefitting both partners even in the context of unsolved 

bilateral issues, the extension of business contacts and increasing the 

activity of commercial partner activities having to become the main moving 

force for developing the relations between Romania and Russia. 
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Abstract: Health systems in EU Member States are funded through public 

contributions or direct contributions. Each Member State has developed its own 

funding mechanisms. These funding systems are constantly undergoing changes as 

these countries are in constant evolution and change, both in terms of the disease 

profile and the resources needed for their healing and / or alleviation. 
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Introduction 

There are currently no health systems in Europe that are funded 

exclusively from public or private resources, with funding being made from 

many sources, both public and private.  

Thus, health systems at European level are funded from multiple 

sources, combining state funding, public and private health insurance, co-

payment or direct payment of medical services by patients.  

Although these funding systems differ from country to country, there 

is a need for a comprehensive health financing mechanism, a well-prepared 

and adequately funded workforce, reliable information on which to base 

decisions and policies in health, as well as the logistics and technology 

needed to deliver quality medicines and medical services.  

The Military Health System is the structure of the Ministry of 

National Defense which provides medical assistance to military personnel 

but also to retired military personnel and their dependents. Its mission is to 

provide health support for the entire range of military operations and to 

support the health of all those entrusted with care.  

                                                 
* Col. Cojocaru Gabriel is an officer in the Ministry of National Defense and a PhD student 

at "Carol I" National Defense University.  
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The healthcare system in Romania is financed from public and 

private financial resources, the majority being the public ones, most of 

which are managed by the National Fund for Social Health Insurance 

(FNUASS).  

Although funding from public financial resources is an important 

source of funding for the health system, in Romania, as in most of the 

countries in Europe, the main source of public health revenues is health 

insurance contributions. Thus, like most of the EU Member States in 

Romania also there is a social health insurance system with income from 

health insurance rates collected in a single fund. 

Through national legal regulations, EU Member States have imposed 

a social security contribution obligation so that these systems can achieve 

their primary objective of providing health care to the population, including 

those categories of people who are unable to contribute to the establishment 

of health insurance funds. The current mechanisms underlying the coverage 

of health care costs in the EU Member States are based on social solidarity1.  

According to this principle, all citizens, regardless of the income 

they earn, have the right to health protection. The financing of health care in 

Romania is provided mainly from the FNUASS budget, supplemented by 

sums from the state budget, as well as from the Ministry of Health's own 

revenues. In the case of private ones, most of the financial resources come 

from direct payments, co-payments or service charges.  

Illnesses due to a work accident or occupational disease are covered 

by the state social insurance budget of the Risk Fund for Work Accidents 

and Professional Diseases managed by the National House of Public 

Pensions.2 

Currently in Romania, health insurance is the main funding system 

for the health care of the population that provides access to a basic medical 

services package on a fair and non-discriminatory basis to any insured 

person. 
 

                                                 
1 Financing the health system in Romania, in https://ro.blastingnews.com/economie/2017/-

01/finanțarea-sistemului-de-sanatate-in-romania-001394085.html, accessed on 10.12.2017. 
2DECISION No. 118 of 6 March 2012 on the approval of the Statute of the National House 

of Public Pensions, in http://www.mmuncii.ro/pub/imagemanager/images/file/Legislatie/-

HOTARARI-DE-GUVERN/HG118-2012.pdf, accessed on 11.12.2017. 
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Challenges of the Military Health System 

Military health institutions are among the first in Romania (after the 

Hospital in Sibiu -12923 and Colţea Hospital - 17044). Thus, the first was 

the "Dr. Alexandru Augustin" Military Emergency Clinical Hospital, Sibiu - 

17425, "Dr. Victor Popescu" Military Emergency Clinical Hospital, 

Timişoara - 17546, "Regina Maria" Military Emergency Clinical Hospital, 

Braşov - 17917, "Dr. Iacob Czihac" Military Emergency Clinical Hospital, 

Iaşi - 18308, "Dr. Ştefan Odobleja" Military Emergency Clinical Hospital, 

Craiova - 18319, "Dr. Carol Davila" Emergency Military Central University 

Hospital, Bucharest - 183110, "Dr. Alexandru Popescu" Military Emergency 

Hospital, Focşani, 183211, "Ion Manu" Military Emergency Clinical 

Hospital, Piteşti - 188112. Unfortunately, the last years were the most 

difficult for the Romanian military health system.  

In this respect, we recall that, only in the period 2009 – 2012, at 

international level, a series of challenges were manifested, in which state 

actors were subjected, in turn, to a series of attempts to overcome the state 

of fragile economies, of disproportionate unemployment rates caused by the 

                                                 
3The first Romanian hospital was opened 721 years ago in Sibiu, in 

http://www.tribuna.ro/stiri/actualitate/primul-spital-romanesc-s-a-deschis-acum-721-de-ani-

la-sibiu-86271.html, accessed on 13.12.2017. 
4Medical days of the Colţea Clinical Hospital, in https://www.coltea.ro/, accesed at 

14.12.2017. 
5Hospital History - "Alexandru Augustin" Military Emergency Hospital, Sibiu, in 

http://www.spitalmilitarsb.ro/istoric.htm, accesed at 14.12.2017. 
6260 years of Romanian military medicine, in http://www.smutm.ro/?top=1_2, accesed at 

14.12.2017. 
7"Regina Maria" Military Emergency Clinical Hospital, Brașov, in 

http://www.smbv.ro/?page, accesed at 14.12.2017. 
8 History of Military HOSpital, Iasi, in http://www.smuis.ro/istoric.htm, accesed at 

14.12.2017. 
9 Presentation - "Dr. Ştefan Odobleja" Military Emergency Clinical Hospital, in 

http://www.smucraiova.ro/ index101t.html, accessed on 14.12.2017. 
10 Central Military Hospital - 187 years in which the tradition went further, in 

http://www.scumc.ro/despre-noi/istoric/. 
11 Military Emergency Hospital, Focșani, in http://www.smufocsani.ro/Despre_noi.html, 

accessed on 14.12.2017. 
12 “Dr. Ion Jianu” Military Emergency Hospital,  Piteşti, in http://www.smupitesti.ro/, 

accessed on 14.12.2017. 

http://www.spitalmilitarsb.ro/istoric.htm
http://www.spitalmilitarsb.ro/
http://www.spitalmilitarsb.ro/istoric.htm
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http://www.smuis.ro/istoric.htm
http://www.smuis.ro/istoric.htm
http://www.smuis.ro/istoric.htm
http://www.smucraiova.ro/index101t.html
http://www.smucraiova.ro/
http://www.smucraiova.ro/index101t.html
http://www.institutiimedicale.ro/spital/spitalul-militar-ion-jianu-pitesti/
http://www.institutiimedicale.ro/spital/spitalul-militar-ion-jianu-pitesti/
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closure of large enterprises in our country and labor migration, poor health 

systems, underfunded and uncorrelated to the challenges of the millennium 

(pandemics, earthquakes, floods, heat, etc.) and dysfunctional financial 

systems unable to support the efforts of the concluded partnerships.  

Military medicine could not evolve separately either in an enclave, 

isolated from the troubles of the last few years of democracy and the 

strategic documents drawn up in the medium and long term in this field of 

activity had an unique mark due to incorporation of adaptability, validity 

and legitimacy implications, all of which are consistent with a set of 

objectives, analyzed and predicted to be operational, but which did not take 

into account a certain variable - the uncertainty. 

Perhaps in no other area of social protection was there a more 

prolific start like the one of military medicine, benefiting from the 

professionalism, consistency and expertise that, at that time, physicians 

trained in prestigious schools in the world owned. 

Thus, the prerequisites for the emergence of the concept of 

organizational policy in the medical-military field, as an aptitude of the 

elite, were created as an interface with the social needs, based on the 

dynamics of the equitable distribution of resources. The current state of the 

medical-military field allows the assertion that it has elements indispensable 

to the necessity of operationalization of all evolutionary processes taking 

place on this level.  

From the perspective of public health vulnerabilities, the 21st century 

began with a series of challenges for the academic, medical and, last but not 

least, military world.  

Unlike the concerns in the civic scientific area, the Romanian 

medical-military infrastructure, connected and perfectly adapted to the 

strategies and personnel policies of similar structures within the other 

NATO and EU member states, enjoys a high degree of domestic and 

international appreciation.  

The position of the medical-military organization in the hierarchy of 

the national security system depends, to a great extent, beyond the historical 

situation, on the degree of motivation of its representatives, by the extent to 

which they relate, from the perspective of equivalence and compensation to 

the rest of society. 
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Without history, structure, hierarchy, norms, legality and freedom, 

we cannot talk about evolution. The development of society is based, to a 

large extent, on the ability to adapt to the environment through 

organizational culture.  

Military physicians of all specialties over time have overcome 

geographical and social barriers, becoming recognized personalities in the 

domestic and international medical world.  

The military medical mission is that of promoting education and 

mentoring in the medical-military field so as not to disappoint those who, 

entering the gates of a hospital or ambulatory specialty, put their hopes in 

the capabilities of rapid diagnosis and medical treatment quality.  

In order to be successful, the stages of a permanent, integral 

transformation have to be carried out at the same time on the economic, 

academic, legal and political dimension, ensuring, equally, by putting 

strategies on the principles of competences and values, the coherent 

development of the elites, with roots inside the organization. 

Unfortunately, the health system in Romania continues to face 

structural and funding challenges: inefficient spending; the lack of a 

sustainable long-term funding structure; a system focusing on hospital care, 

with few primary and ambulatory care services; the repeated overrun of the 

budget allocated to pharmaceutical products limits the introduction of 

innovative medicines; electronic systems are not fully functional; poor 

governance, etc.13  

While much of Romania’s population is self-assessing as enjoying 

good health, life expectancy at birth remains almost six years below the EU 

average and is one of the lowest in the EU. There have been some 

unfavorable trends, including the increase in mortality rates for the most 

common causes of death (cardiovascular disease and lung, breast and 

colorectal cancer), an increase in new HIV / AIDS cases and a decrease in 

immunization rates.  

Excessive episodic drinking among men is a serious public health 

problem, with the highest level in the EU, but without any national program 

                                                 
13 European Semester 2017: Country Report for Romania - Health, Conf. Dr. Diana Loreta 

Păun https://ec.europa.eu/romania/sites/romania/files/conferinta_de_lansare_a_raportului_-

de_tara_-_semestru_european_ 2017_-_diana_paun.pdf, accessed on 16.12.2017. 

https://ec.europa.eu/romania/sites/romania/files/conferinta_de_lansare_a_raportului_de_tara_-_semestru_european_2017
https://ec.europa.eu/romania/sites/romania/files/conferinta_de_lansare_a_raportului_de_tara_-_semestru_european_2017_-
https://ec.europa.eu/romania/sites/romania/files/conferinta_de_lansare_a_raportului_de_tara_-_semestru_european_2017_-_diana_paun.pdf
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in place to combat it. In positive terms, the number of people who smoke 

daily is in line with the EU average and the adult obesity rate is the smallest 

in Europe. However, behavioral risk factors contribute to more than 40% of 

the general burden of disease in Romania.14  

The Romanian health system is characterized by low funding and 

inefficient use of public resources, with the lowest per capita spending as a 

share of GDP in the EU. There is no universal coverage, although the 

uncovered population has access to a minimum package of services. There 

are also inequalities regarding access to services between rural and urban 

populations, but also for vulnerable groups. Recent efforts include the 

creation of community care centers to improve access, including to the 

Roma population.  

"Out of pocket" spending represents one fifth of total healthcare 

expenditure and includes direct payments and unofficial payments. The 

latter are considered to be widespread and substantial, but still difficult to 

estimate, preventing reliable calculations for assessing the real share of 

private health spending. Cost-related accessibility is the main reason for the 

unprecedented reported healthcare needs.15  

The efficiency of the healthcare system is limited by delays in the 

transition from hospital care to ambulatory care and medical primary care. 

Strengthening primary health care is on the policy agenda of 1990, but 

primary and community health care services are still insufficient and under-

used and there is still inadequate use of inpatient care and specialized 

ambulatory care, including assistance provided within emergency services at 

hospitals. 

Efforts to improve the system are hampered by the lack of 

information. There is insufficient data to assess the quality of assistance and 

the assessment of medical technology is still at an early stage of 

development. There are no clear criteria for resource allocation and 

insufficient evidence is available to improve the cost-effectiveness ratio. 

                                                 
14Health in Europe and the voluntary exchange program, in http://www.europuls.ro/-

2018/02/04/starea-de-sanatate-europa-si-programul-de-schimburi-voluntare/, accessed on 

16.12.2017. 
15 State of Health in the EU Romania, Health Profile in 2017, in https://ec.europa.eu/-

health/sites/health/ files/state/docs/chp_romania_romanian.pdf, accessed on 17.12.2017. 
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There is also no system in place to ensure a fair distribution of health 

institutions and human resources across the country to overcome 

inequalities between rural and urban areas.  

However, there are a number of initiatives made so as to improve the 

health care system. The national health strategy in Romania sets strategic 

objectives in the field of public health and healthcare services and is 

supported by the development of eight regional plans to reorganize medical 

services and direct investments to disadvantaged areas. A National 

Authority for Health Quality Management16 has been set up and the new 

government addresses health care workforce conditions and access to 

medicines. 
 

National Health Strategy 2014-2020 

The National Health Strategy 2014 - 2020 was adopted for the need 

to align with European health standards. This is intended to provide a 

general framework of action to eliminate weaknesses identified in the health 

sector by: reducing existing major inequalities in health; optimizing the use 

of resources in health services in terms of increased cost-effectiveness using 

evidence-based medicine and last but not least, to improve the 

administrative capacity and the quality of management at all levels. The 

strategy is a framework allowing a firm articulation to the European context 

and strategic directions set out in the "Europe 2020" (Health 2020) of World 

Health Organization European Region and falls in the seven flagship 

initiatives of the EU. The strategic document is drawn up in the context of 

the programming of EU funds for the period 2014 - 2020 and represents a 

vision document justified by the need to meet compliance provided by the 

position of Commission Services on the development of the Partnership 

Agreement and programs in Romania for 2014 - 2020, as well as country 

recommendations made by the European Commission on the health sector.  

At the same time, the general framework for the development of 

health policies for the period 2014 - 2020 took into account the reform 

measures proposed in the "Functional Analysis of the Health Sector in 

Romania" by the World Bank experts. The Ministry of Health sees the 

National Health Strategy 2014 - 2020 as a catalyst document meant to 

                                                 
16 National Authority for Health Quality Management, in http://anmcs.gov.ro/web/, 

accessed on 17.12.2017 
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stimulate progress and development in the Romanian health system in 

priority areas.17 

 

Conclusions 

Although the National Health Strategy 2014 - 2020 includes specific 

measures to address poor health outcomes and there were some positive 

outcomes, long-term implementation will be crucial to sustaining these 

developments. A comprehensive approach to the functioning of electronic 

systems and the labor force strategy have not yet been developed (in 

December 2016, the National Human Resources Health Plan was launched).  

The general objectives of the health care provided in the sanitary 

units in the network of the Ministry of National Defence are the following: 

promoting the health of the army personnel; preserving and developing the 

physical and mental capacities of the assisted personnel in order to fulfill the 

specific tasks assigned to them; assessing health and aptitude features for 

military career as part of medical-military expertise; the provision of 

quality, efficient medical services in order to restore as soon as possible the 

health of the assisted persons; maintaining the hygienic-sanitary conditions 

in the military units to the standards established by the legislation in force; 

identifying risk factors with an impact on the health status of army 

personnel and implementing the necessary measures to reduce and eliminate 

them; promoting the concept of healthy human medicine through health 

education programs in conjunction with a balanced work and living regime, 

as well as physical education18. 

                                                 
17 National Health Strategy 2014-2020, in http://www.ms.ro/strategia-nationala-de-sanatate-

2014-2020/, accessed on 06.01.2018 
18 Order no. 110 of October 15, 2009 for the approval of the Instructions on healthcare and 

pharmaceuticals in the Ministry of National Defense in peacetime, in http://www.legex.ro/-

Ordin-110-2009-100091.aspx, accessed on 21.12.2017 
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Abstract: Effective counter-terrorism is not a new security responsibility for 

Romanian security forces. Terrorism was a threat to Romania's national security 

before 1989 and was for years under the communist regime, but anti-terror elite 

forces avoided its attacks. However, the Cold War terrorism is different from 21st 

century terrorism. 
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Introduction 

After the fall of communism and after the terrorist attacks in the 

United States, since September 11, 2001, the lethality and virulence of the 

terrorists' intentions and their goals have changed. Attacks in the US, Spain, 

the UK and others have urged Romania to transform its global security 

system to be able to combat terrorism and terrorist networks, as well as 

other asymmetric security threats and challenges, in an effective and 

collaborative manner, in order to effectively avoid, counteract and combat 

terrorism1. 

Like many other countries in the world, Romania has become aware 

of the importance of national institutions with a role in preventing and 

countering terrorism. This fact actually supports Romania's security 

objectives and starts international cooperation. Romania, in its "National 

                                                 
* Col. Cosmin PÎSLARU is an officer in the Ministry of National Defense and a PhD 

student at the National Defense University "Carol I" 
1 Matei, Florina Cristina, Romania's Anti-Terrorism Capabilities: Transformation, 

Cooperation, Effectiveness, in https://calhoun.nps.edu/bitstream/handle/10945/37818/04_-

matei_2012-04.pdf?sequence=1&isAllowed=y. 
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Security Strategy"2, an essential document, also states that one of the main 

lines of action is to strengthen the institutional system to ensure national 

security in order to be effectively accountable to a wide range of risks and 

threats, including terrorism. In order to accomplish the fundamental interests 

of Romania, an integrated approach is needed so as to achieve a superior 

organizational stage: designing a mechanism among institutions to prevent 

and counteract terrorism, which could respond to the specific challenges of 

the current security context, national procedures and international coopera-

tion. This integrated approach covers the interests and needs for Romania's 

internal security by strengthening the self-protection mechanisms against 

cross-border threats, including terrorism and the adoption of the principle of 

solidarity and the involvement of Romania in a policy that takes a stand on 

international terrorism through concrete measures intended to ensure the 

country's contribution to the fight against international terrorism in the 

context of multilateral cooperation. 

 

National Strategy for Preventing and Combating Terrorism 

Immediately after the terrorist attacks of September 11, 2001, the 

President of Romania at that time convened the Supreme Council for 

Country’s Defense (CSAT) in an emergency session and adopted the 

Resolution on Romania’s participation alongside NATO member states to 

fight international terrorism.3 

The impact of these attacks attracted the world’s attention on a 

serious threat - sometimes minimized or ignored - that has bad global 

effects, directly affecting vast regions. At the same time, terrorism 

represents a general denial of the rules, principles and values that 

characterize the human relationship in a civilized world, a serious threat to 

national security of states, as well as a major challenge to international 

stability, with a negative impact on the whole global system. 

                                                 
2  Strategia Națională de Securitate, in http://old.presidency.ro/static/ordine/CSAT/-

SSNR.pdf. 
3 Claudiu Degeratu, Romania’s Participation in the Fight Against International Terrorism: 

Implications for Civil-Military Relations and the Security Sector Reform, in 

https://link.springer.com/chapter/10.1007%2F3-7908-1656-6_13. 
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From this perspective, states that are the main guarantors of 

fundamental human rights, are forced to identify and use more effective 

methods and techniques of regulation and to make efforts to prevent and 

combat terrorism. It is necessary for the states to put aside all political 

differences that impede the international consensus in the theoretical and 

practical treatment of the terrorist phenomenon. 

This new approach has been explicitly assumed by the entire 

international community in the context of consensual developments. It is 

imperative to strengthen international cooperation to counter terrorism on 

the basis of a deeper view, in accordance with active approaches in 

countering explicit forms of terrorism that must be accompanied by 

activities designed to prevent the emergence and development of such 

phenomena. 

The above developments are illustrated by mutations in the structure of 

national security policies and mechanisms in almost all states, as well as in the 

strategic priorities and orientations of certain bodies our country is a member 

of. 

Romania as a whole and each of its institutions / structures with 

attributions included in the general approach to preventing and combating 

terrorism has achieved important results and has accumulated valuable 

experience. 

Romania's fundamental interests now require integration to achieve a 

superior organizational step: designing a mechanism between institutions in 

order to prevent and disrupt terrorism, which should respond to the specific 

challenges of the security context through national approaches and 

international co-operation. 

This approach takes into account the interests and needs for the 

internal security of the Romanian society, which calls for the strengthening 

of this mechanism of self-protection against cross-border threats, including 

terrorism, but also the adoption of the principle of solidarity and the 

involvement of Romania in a political attitude against international 

terrorism (also included in the Euro-Atlantic accession documents). 

Based on Romania's fundamental interests and objectives, the 

Supreme Council for Country’s Defense supports the creation of a national 

system for preventing and disrupting terrorism. Thus, in April 2002, the 

Supreme Council for Country’s Defense approves the National Strategy for 
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Preventing and Combating Terrorism, a fundamental doctrinal document 

which strengthens its mechanisms of self-protection against the terrorist 

phenomenon and exploits the interests and the security needs of the 

Romanian society.4 

The national strategy for preventing and combating terrorism is 

based on: 

1. The current legal framework: the Romanian Constitution; internal 

rules and regulations to be applied in the event of terrorism or terrorism 

issues; general and specific provisions on the organization and functioning 

of the main institutions within the national system for preventing and 

combating terrorism. 

2. Relevant international documents and regulations in the field of 

terrorism and related cross-border threats: UN documents; conventions and 

other documents concerning terrorism and other related activities agreed 

upon within the EU and the Euro-Atlantic organizations in which Romania 

is a Member State; the bilateral and multilateral agreements on terrorism 

signed by Romania. 

3. National Security Strategy of Romania. 

4. Specific and global assessment of developments relevant to 

national and international security, taking into account the current threats 

and terrorist activities; 

5. Analyses of the international, legal and functional doctrine on the 

terrorist prevention and countering, developed by the Romanian, European 

and American partners; 

6. Internal and external scientific studies on terrorism. 

At the same time, the National Strategy for Preventing and 

Combating Terrorism is the main document that establishes the conceptual 

basis and specifies: the definition of the terrorist phenomenon, in a unitary 

perspective, appropriate to the integrated operational approaches; the main 

aspects that can properly support and lead the activities of preventing and 

combating terrorism: (evaluations on creation, support, encouragement and 

actions; categories of entities involved, associated, favorable or potentially 

resorting to terrorist activities, the specific objectives and approaches; the 

threats and aggressions at the national and international level; the current 

                                                 
4  Antiterorism&Contraterorism, in https://policesay.wordpress.com/2011/03/04/16/. 
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and predicted vulnerabilities of the national system, the mechanisms for 

protection against terrorism). 

At the same time, the main objectives of Romania regarding the 

prevention and counteraction of terrorism are specified here; the integrated 

and unified vision of the measures to be taken in the coming years. 

The National Strategy for the Prevention and Combating Terrorism is 

expressed in the following instruments: General Protocol on the 

Establishment and Functioning of the National System for Preventing and 

Combating Terrorism; special interdisciplinary programs setting out the 

organization and rules of cooperation and objectives within the functional 

mechanisms in which two or more institutions / bodies develop certain 

counter-terrorist measures. 

The implementation of the National Strategy for the Prevention and 

Combating Terrorism, and subsequent operational measures do not have a 

fixed deadline. The above-mentioned documents will be analyzed and 

reviewed by the representatives of the institutions / bodies within the system 

annually or whenever necessary. 

Derogations from the National Strategy for the Prevention and 

Combating Terrorism, as well as subsequent proposals, will be subject to the 

approval of the Supreme Council for Country’s Defense.5 

According to the Strategy, terrorism refers to the credible activities 

and threats of illegal actions having the following main characteristics: they 

are deliberately launched by individuals or other type / social structure 

motivated by completely hostile attitudes and concepts towards other 

entities by perceiving that the relations with the latter have arisen in 

intolerable conflicts and in the desire to act aggressively; the use of violent 

and / or destructive means and methods that are directed against individuals 

and / or material factors that are important to social life; they deliberately 

resort to the widespread propagation of anxiety, insecurity, fear and panic 

(terrorist activities are conducted in such a way as to ensure a tremendous 

psychological impact, to make the public aware of their goals); have explicit 

or implicit political objectives in order to influence a particular entity; they 

                                                 
5 National Strategy for the Prevention and Countering of Terrorism, in http://www.sri.ro/-

upload/combatingterrorism.pdf. 
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are carried out independently of a state of war or, in the event of war, armed 

conflicts are not subject to war conventions. 

The above-mentioned definition refers to terrorism as a kind of social 

manifestation, making a distinction between it and other acts of violence. 

Illegal acts through which terrorism is expressed, sustained or favored, 

control methods and legal sanctions against specified, defined authors, are 

explained both in the domestic legal framework and in the international 

regulatory instruments agreed by Romania. 

Many entities can be found in relation to generating, favoring or 

performing terrorist acts: authentic terrorist entities, made up of individuals 

or social structures whose characteristics and actions are the subject of 

actions described as terrorism; entities of a political, economic or cultural 

nature that are controlled by terrorist entities and which apparently operate 

under the laws of their native or current territories. Thus, the donor entities 

do not directly coordinate terrorist actions but provide terrorist organizations 

with human, financial, logistical or financial resources, political support, or 

any other kind of support; conditional entities that support the terrorist 

organization for several reasons, but only on condition that they perform 

certain actions for their benefit; infiltrated entities which, by specific means 

and methods, develop within the terrorist entity as controllable and reliable, 

and are used by terrorist entities in order to control certain elements through 

which they can make their activity known; ideologically compatible entities 

are generally circles, groups or organizations that, without expressing 

themselves as sponsoring entities with specific interests in supporting 

terrorism and without coordinating such activities, provide terrorist 

organizations with resources and assistance. The associated / favorable 

entities are, in general, factors, structures, groups and organizations that, 

through their actions, support the terrorist organization solely on the basis of 

material interests (such as corrupt officials in state or financial institutions); 

the target entities are the objectives of the terrorist entities (states, 

organizations and international bodies); operational objectives are 

individuals or material factors directly affected by terrorist actions. 

The Strategy highlights the general objectives in preventing and 

combating terrorism. Thus, the analysis of terrorist activities, set up in a 

systemic approach, leads to the following major objectives of the national 
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fight against terrorism: to identify, monitor and permanently assess the risks 

and threats and the vulnerabilities of the national security system. 

Actions, intentions, general context and endogenous / exogenous 

phenomena can ascertain all these threats against national security. These 

elements may appear inside our country or abroad, generating specific 

actions or supporting such terrorist activities. 

Another important objective is to protect the national territory 

(citizens, national targets, residents and foreign targets within the country) 

against terrorist activities. This involves all the necessary categories of 

institutional action, such as: preventing the outbreak of internal terrorism; 

eliminating the risks that the terrorist cells represent to the international 

sector. 

By acting independently or in cooperation with other foreign / local 

cells, these organizations could enter Romania and attack targets within our 

country's borders. 

At the same time, important objectives of the Strategy are: protecting 

citizens and national objectives abroad against terrorist-related actions, 

whatever their nature or outcome; preventing the involvement of Romanian 

citizens and foreigners residing in Romania in activities related to 

international terrorism, regardless of their field of operation or their 

objectives; to participate in international efforts to prevent and counter 

terrorism in different geographical areas. 

The Strategy underlines the importance of: active contributions to 

bilateral and multilateral initiatives for the identification and performance of 

the most effective diplomatic acts, regulations and other legal provisions, as 

well as an international  mechanism of cooperation between institutions 

aimed at preventing terrorism and countering further terrorist activities; the 

implementation within the national legal framework and within the current 

internal and external state activities of the obligations assumed by Romania 

internally or deriving from the international agreements to which Romania 

is a party; information sharing and law enforcement cooperation on 

potential or actual terrorist activities and actions or actions that encourage 

terrorism; engaging with armed forces specialized in joint military 

operations in accordance with UN resolutions to ensure international 

security and stability objectives in preventing and combating terrorism. 
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Conclusions 

In our opinion, the decreasing of terrorist threats is a common 

international problem. Society becomes vulnerable, criminals abusing of the 

highest democratic values: the reduction of personal freedom and public 

control mechanisms. 

Under conditions of freedom and tolerance, radicals who do not 

recognize the values of democracy face resistance in their activities. 

Islamists are convinced of the effectiveness of violent methods when they 

see the lack of trust in the West. However, Islamophobia will become 

inevitable if Muslim leaders do not implement supervision of the fanatics, 

and Western leaders will not cease to justify principles such as freedom of 

speech. This also applies to terrorists motivated by other ideologies. 

We can conclude that, in general, the conditions for fighting 

terrorism in Europe today are the following: we fight against terrorism, 

jihadism and radical Islam, but we do not fight religion (Islam and 

Muslims); we defend the values of democracy and the values of secularity 

of states; counter-terrorism measures must be implemented in such a way as 

to prevent divisions into society from the point of view of ethnicity or 

confessional affiliation. 

The common European growth, the unity of the Member States and 

the effective cooperation of the EU institutions will largely determine the 

scenarios of economic development at EU level. It is necessary to take 

account of these common challenges of the EU's foreign policy, such as 

immigration, Middle East conflicts and terrorist threats. The foreign policy 

agenda can also be significantly influenced by international events such as 

international price fluctuations, the Palestinian independence issue and the 

results of negotiations with Iran or North Korea. 

 

 

BIBLIOGRAPHY 

 

 

*** Strategic Concept for the Defense and Security of the Members of the 

North Atlantic Treaty Organization, November 2010 

MUREŞAN M., VĂDUVA G., Războiul viitorului, viitorul războiului, 

Editura UNAp, Bucureşti, 2004; 



 

 

 

 

THE FIGHT AGAINST TERRORISM IN ROMANIA’S VISION  

AND ITS STRATEGIC PARTNERS 

 

123 

TITEL I., Riscuri asimetrice la adresa securităţii naţionale şi regionale, 

Teză de doctorat, UNAp „Carol I”, 2014; 

VASILE B. și colab, Sistem de răspuns la terorism, Editura Militară, 

București, 2014. 

 

 

 



 124 

 

 

 

IoT CHALLENGES & EVOLUTION 
 

Mircea Constantin ŞCHEAU, PhD Candidate* 

 

 
Abstract: As a result of rapid social changes, the fundamental human right 

to information is increasingly linked more closely to the right of access to 

broadband services. The Internet is no longer just a technology, it becomes a way 

of life, one of the primary sources of all data categories, and perhaps the most 

common method of maintaining connectivity. In this context, the European Union 

Agency for Network and Information Security (ENISA) defines the Internet of 

Things (IoT) as "a cyber-physical ecosystem of sensors and interconnected action 

elements that allow intelligent decisions" [3]. However, IP protocols are no longer 

a sine qua non requirement of the IoT ecosystem, and therefore the word "Internet" 

in the meaning of IoT should be viewed as a generalization involving the notion of 

connectivity and should not be interpreted strictly technically. In another 

expression, the Internet of Things is presented as the entire amount of devices, 

vehicles, buildings and other electronics, software, and embedded sensors that 

communicate and exchange data [6]. In IoT environments, a "thing" is a physical 

or virtual object capable of being identified and integrated into communications 

networks, and it is imperative that all things be endowed with this connectivity 

capability alongside other optional features such as detection, recording, storage 

and processing of data, the execution of applications and / or functions required, 

Artificial Intelligence (AI), Machine Learning (ML), etc 
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1. Regulatory, evaluation and certification IoT 

IoTs may also be viewed as non-traditional computerized devices 

connected to the Internet, directly or indirectly, which may be classified 

according to the field of use in personal, service and control systems for 

public or private transport, smart homes, electric energy and building 

management systems, infrastructure systems, smart business, healthcare 

systems, industrial, space, etc. There is no complete list of possibilities 

created by Internet of Things technologies but practical value will be fully 

demonstrated when incorporated or separated applications and devices work 

together inside and outside the different sectors of a future "smart city", 

even if the reality of the years 2018 demonstrates that society is far enough 

from a harmonized system and that many segments are limited to Consumer 

Internet of Things (CIOT) only. The power energy system can be improved 

and the construction of a network or an intelligent infrastructure could 

reduce all costs in comparison to the traditional ones. Econometric modeling 

provides answers to many questions and the percentages relating to benefits 

can be calculated quite precisely. The field of passenger and freight 

transport would be more easily monitored and the decisions that need to be 

taken would be based on the observations and feedback provided in real 

real-time both by providers and by beneficiaries. In the health field, 

demographic trends suggest major challenges and clinical assistance related 

to prevention, early identification, treatment and in-hospital or remote 

monitoring could be greatly improved. Technical availability must be 

corroborated with the staff availability and other information that can lead to 

the saving of many lives. The desire to build completely autonomous 

agricultural farms is an indication that robotic farming is growing rapidly. In 

order to cope with environmental challenges, at this stage, field sensors 

provide information on ground humidity, temperature, wind speed, etc. In 

the new experiments, all sorts of devices capable of identifying and 

eliminating types / sets of weeds harmful to the crops / cultures concerned 

are used. It aims to maximize productivity and improve the food 

traceability. In the field of construction, intelligent buildings offer increased 

comfort, safety and optimum design at low cost. I listed only a few of the 

potential benefits of IoT under the conditions of responsible management. 
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In the first two decades of the second millennium, an entire 

ecosystem of institutions and organizations was created to focus on products 

testing, but reports have concentrated mainly on verifying the features 

declared by manufacturers in the presentation catalogs, performances have 

received more or less favorable reviews, depending on the outcome. 

However, in order to evaluate the software quality much experience is 

needed as well as access to both the documentation and the source code of 

the device firmware. Only the manufacturer has these information, the usual 

consumer having no significant accessible way regarding the security 

evaluation of any IoT device. This asymmetry of information between the 

consumer and the manufacturer relating to the safety of a product leads to a 

vicious cycle [3] and transparency can be seen as a notion on the edge 

which can be discussed only philosophically. In this situation, the role of the 

state institutions or of the international organisms is stated to be a 

regulatory, participatory or only a decorative one. It is considered that the 

effective involvement can determine the long-term evolution of this concept 

within a society and there are countries where the employed vision exceeds 

the simple proposals stage or the assistance: 

•  promoting a clear IoT policy; 

•  removing barriers and accepting a catalyst status; 

•  assuming the role of strategic expert and support for scalable 

demonstration projects to provide the environment and infrastructure needed 

for developers who are trying to implement new applications; 

•  building collaborative relationships with other experts from 

various fields and with regulatory authorities in order to draw up a roadmap 

for an IoT infrastructure;  

•  involving research communities and providing support for the 

development of standards to facilitate interoperability and security against 

cyber-crime and terrorism; 

•  including studying the concept in school curricula, educational 

sectors and prioritizing efforts to develop a skilled workforce; 

•  ensuring real-time access to innovative applications, paying 

attention first of all to the energy and transport sectors; 
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•  developing a flexible and proportional model so as the areas 

affected by IoT might react quickly and effectively to technological changes 

and to balance taking into account the potential benefits and/or damage; 

•  developing collaboration with private entities and international 

partners to agree on best practices relating to security and confidentiality 

based on "default security"; 

•  creating an advisory body bringing together the private and public 

sectors with the aim to coordinate the funding and support granted to 

relevant technologies, to promote public dialogue, and to oversee the 

potential risks and vulnerabilities associated with IoT implementation [15]. 

IoT communications systems are based on the ability to transmit and 

receive the information units in a structured manner even though the 

networks may have different sets of properties related to management, 

security, resilience, or Quality of Service Networking (QoS). Protocols 

ensure interoperability, whether distinct from each other or not, with 

different characteristics and they have defined their own standards: short-

range radio, such as ZigBee, Bluetooth / Bluetooth Low Energy (BLE), Wi-

Fi / Wi-Fi HaLow, RFID), long-range radio such as LoRaWAN, SigFox 

NarrowBand-IoT (NB-IoT) or LTE-M or on-IP, such as SMS, LiDar, Radar 

etc. [3] For scenarios in which data flows produced by the source devices 

owned by individual users can be made available to third-party data 

consumers (e.g., private data networks, including WI-FI, etc.), an "access 

token" can be used as proof of the authorized use of the system without 

requiring exposure or any other credentials. Resource owners may have 

subscribed to a Machine-to-Machine (M2M) service and third-party 

applications may be of the Web category used by the resource owner or 

another user who has permission to access the resource [11]. Analysis 

extended and to Sensor-to-Machine (S2M) and User-to-Machine (U2M). 

 
Figure no. 1: IoT Standard Model [5] 
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The idea of "evaluation and certification" is beginning to become 

more and more important. Based on the standard IoT model, a set of tests 

can be arranged to highlight some of the components’ vulnerabilities in 

terms of reliability and service quality. The service ecosystem is the set of 

services, platforms, protocols and other technologies needed to provide 

capabilities and to collect data from the final points. The information is 

stored on servers, rendered to the user as values, parameters or commands, 

and may also be transmitted to authorized third parties. The endpoint 

ecosystem includes low-complexity devices that connect the digital world 

with the physical world through multiple types of networks and that 

includes sensors, digital locking systems for access areas, automotive 

telematics systems, industrial control systems and much more. The tools 

collect metrics (e.g. physical, chemical, biological metrics or information 

about network and applications) from the physical environment in which 

they were planted and provide data to different services, receiving orders or 

other specific instructions [4]. In order for IoT to evolve efficiently, the 

availability challenges need to be addressed - ensuring constant connectivity 

between services and endpoints, identity - authentication of services, 

endpoints and beneficiary customer, privacy - risk reduction for individual 

end users (e.g.  automobiles, medical devices, etc.) and security-ensuring 

that the integrity of the system can be verified, monitored and corrected. 

Using the same operating language and common communication protocols 

between devices and / or components of different structures can lead to 

more rapid implementation of the same standards and to greater protection 

for the whole assembly. Managing processes and transmitting information 

in a controlled environment are essential conditions for ensuring a normal 

operating regime. If we talk about microprocessors, hard and soft producers 

will have a hard word to say in this case, and the competition related to the 

imposition on the market the most competitive products will be quite fierce. 

The scope of application is very broad and it is expected that the financial 

results of the companies will be proportional to the market share held, the 

effect sought at the population level being to increase confidence and a 

better understanding of the phenomenon. The establishment of a normal (or 

not) behavior is one of the biggest challenges in managing endpoints in a 

distributed IoT network, and this is not only important from a security 
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perspective but also from the perspective of reliability. Often, the abnormal 

behavior may indicate a firmware or hardware problem and may be a signal 

of a possible exposure. Solving presupposes the ability to inspect and make 

decisions accordingly. 
 

2. IoT Security 

Until the beginning of the year 2016, IT security related to IoT was a 

concept that was mainly approached theoretically. The frequency of major 

incidents till that moment had been reduced, and maybe that was why it had 

not been given proper attention: in the year 2009 in Puerto Rico, repeated 

acts of energy theft occurred with the implementation of smart meters, and 

only in 2015 did the automotive industry receive a troubling wake-up call 

when it was demonstrated that it could be controlled on several vehicles 

simultaneously. However, everything changed between 2016 and 2017 

when a large number of IoT devices became victims of massive Distributed 

Denial of Service (DDoS) attacks and many individuals, small private 

companies, multinational companies, or even national / international 

institutions suffered. Perimeter cameras, webcams, and affected routers 

made the security of IoT become a priority [13] and debates were launched 

in public space on issues related to restricting access to a device, the 

management transfer of ownership on a system, data auditing, Security 

Development Lifecycles versus Security Maturity Models, Secure Hardware 

versus Open Hardware, etc. One of the events attracted public attention in 

particular because it involved part of the country’s representative sports 

team [17] and all these cumulative incidents determined a clear 

repositioning of the phenomenon in question [18]. Must data be private? Do 

the data have to be secure? Is it important to receive timely data and in a 

secure manner? Is it necessary to restrict the access to devices and / or their 

control? Is it necessary to  update the devices’ software? Should the 

property on the device to be managed or transferred in a safe manner? Do 

the data need to be audited? The answers to the set of questions led to the 

same conclusions in the specialized publications. It is estimated that to the 

global level IoT security spending will reach US $ 1.5 billion in 2018 and 

will exceed US $ 3 billion by 2021 [20], even if a study conducted under 

controlled conditions by a team within a university has revealed the fact that 
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in about 30 minutes control over almost any wide-ranging IoT device can be 

taken with tools accessible to a simple internet search [10].  

If we were to enumerate and try to classify some types of attacks 

according to their importance and the possible negative influence they can 

exert on the IoT medias I think that those on the first places are those acting 

against the network connections between the controllers and the actuators, 

against the sensors, modifying the values read by them or the threshold 

values / settings, against the separate actuators, modifying their normal 

settings or against the IoT management systems. Methods may include 

routine injection into command and control consoles, manipulation of power 

/ voltage sources, alteration of acquired / captured metrics, exploitation of 

communication protocols vulnerabilities, implantation of a ransomware, or 

launch of a DDoS using the IoT botnet. 

It can no longer be ignored that in the year 2018 criminals use 

botnets of tens or hundreds of thousands of compromised IoT devices to 

attack and temporarily take control of websites, corporate servers, and even 

critical internet infrastructures. This means that billions of extremely 

unreliable devices continue to proliferate public or private information 

transmission systems, facilitating access for criminals / hackers, even if the 

declared trend is to do everything "smart". The Internet is thus becoming a 

"polluted" ecosystem of exposed devices. And if a company with dedicated 

IT staff needs an average of 100 days to find that their systems have been 

compromised, how long may it take a domestic user to realize that their own 

router is part of a botnet? [8]. The desire to achieve a consistent profit is one 

of the triggering causes and therefore the financial and / or communications 

sector, like any other sector, can easily become the victim of well-prepared 

attacks [19], the recorded damages being up to the measure. 

IoT can lead to an increase in the level of comfort but also creates 

new opportunities for exploiting cyber-attacks, which can cause material 

damage, harm to individuals and in the worst scenario, death. Devices and 

processes that have never been vulnerable to such aggression in the past can 

be handled with disastrous consequences [6]. In a system of equations with 

multiple unknown figures, the prioritization of security measures becomes a 

function dependent on the potential impact. Risk models differ substantially 

across the IoT ecosystem and those for industrial consumers (e.g. energy 

suppliers, nuclear operators, etc.) are wholly others than those for retailers. 
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IoT users should deliberately analise whether continuous connectivity is 

needed in view of the devices operation and the risks associated with their 

interruption. In the network environment, there is the probability that any 

IOT component might be disrupted over the life cycle, and therefore 

developers, manufacturers and IoT consumers should consider how an 

interruption can affect the main function of the device and the impact on the 

activity. 

Good practice guides, including those related to about IT security, 

contain general guidelines as well as proposals for measures that are 

recommended to be implemented with a special character in this area. They 

are elaborated by experienced practitioners and trying to cover an area as 

large as possible of many gaps / breaks that can generate chain reactions: 

•  different and inconsistent / superficial approaches in matter of 

security; 

•  lack of public awareness abuot the security of IoT devices; 

•  initial design without an analysis about long-term evolution; 

•  poor administration of security management in the production 

process (e.g. IoT with malware installed from the fabrication); 

•  lack of interoperability between different architectures, platforms 

or simple IoT devices; 

•  communication solutions with matching deficiencies; 

•  lack of solid economic support to sustain adaptability; 

•  lack of good product life cycle management, etc. 

Four key segments are identified [12]: 

•  General safety principles applicable to any devices, sensors and 

applications referring to a rigorous security including penetration tests and 

vulnerability reporting programs; 

•  User access and credentials referring to passwords encryption 

requirements, authentication devices, and integration processes of 

mechanisms with the purpose of preventing the connection attempts by 

"brute force"; 

•  Privacy and transparency referring to the option / capability made 

available to users to reset devices to factory default settings, to the 

applicable regulatory requirements, including the General Data Protection 

Regulation (EU) 2016/680 (GDPR) and the principles of confidentiality, as 
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well as to the presentation of the possible impact on product features or 

functionality if connectivity is disabled; 

•  Notifications and best practices referring to promptly informing 

users about the threats and actions required, the need for authentication 

enabling the messages communicated to be received by the real recipient, 

etc. 

Although there is no universal solution to mitigate the IoT security 

risks, assessed as an integrated part of any device connected to the network, 

it is recommended to include the concept as early as the design stage (e.g. 

ensuring through design security, confidentiality, communications 

protection, asset management, risk / threat identification and evaluation, 

etc.), but even so, some vulnerabilities are only to be discovered after the 

products have been installed. The identified errors can be mitigated through 

patches, security updates, and vulnerability management strategies. When 

drawing up these strategies the implications of a possible failure associated 

with sustainability should be taken into account, as well as the anticipated 

cost of fixing issues, and the fact that several phases should be followed in 

the process of implementing the projects, which is recommended to be in 

chronological order. The first phase refers to concept, design, market 

analysis, competitive analysis and research, the second phase to 

requirements and history, phase three to design, architecture and 

technological selection, followed by phase four on implementing/deploying, 

phase five regarding the verification and testing, and last but not least, phase 

six, which must address ensuring and maintaining the security of products. 

In addition, we can say that it is just as important for developers and 

manufacturers to know their own supply chain and implicitly if there are 

vulnerabilities associated with software and hardware packages provided 

outside of the organization [9]. 

The widespread adoption of strategic principles and associated 

practices could lead to an improvement. Several steps can be taken that 

begin with the elaboration and development of a security methodology and 

continue with the identification of particular features of the agreed security 

platform, the setting of objectives and levels of protection, design hardware-

based security  (e.g. the use of cryptographic modules, physical protection, 

fault protection, etc.), data protection through adequate selection of IoT 

communication protocols, applications and secured services analysis 
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associated, implementation of the certification system in order to preserve 

the logical interfaces/API (Application programming interface), securing the 

update process, implementation of authentication, authorization and access 

control functions, elaboration of secure key management procedures, 

providing of registration and sample management mechanisms, internal and 

external security review / audit, resilience analysis, etc. [2] Additional steps 

may refer to simulate the worst-case scenarios, to the classification of 

information from the point of view of their value, determining the devices 

and databases that can be isolated and implementation of rollback functions 

("reset" functions) to the factory defaults [1]. The solutions offered by 

research in engineering are essential for managing the growing complexity 

of systems interconnection dynamics and are based on a set of international 

standards published by the International Organization for Standardization 

(ISO), the International Electrotechnical Commission (IEC) and the Institute 

of Electrical Engineering and Electronics (IEEE). It is important for 

decision-makers to understand and address confidentiality risks in specific 

contexts such as: the responsibility of companies with regard to data 

protection and privacy, identifying the balance between "information 

anonymization / encryption" and government's legal access to information, 

the establishment of appropriate enforcement measures and penalties, etc. 

All the elements mentioned above are particularly useful in the risk 

assessment process and the objective is to address security issues from the 

perspective of needs, concerns and requirements for the protection of 

interested parties and to use the established processes with professionalism 

and appropriate rigor, early and in a sustainable manner, consistent with the 

life cycle of the systems [14]. 

The Internet is part of a global ecosystem and it is important that 

regulatory activities do not fragment and dissipate in inconsistent sets of 

international standards. Self-regulation in a field must take into account the 

already existing regulations in the areas with which it interacts and 

incorporate a flexible approach that allows adaptation to change at the same 

time. One of the keys to rapid progress in this area must be used to unlock 

all avenues of collaboration between the public and private sectors. Cyber-

security is a common/shared responsibility, impacting all those involved in 

the process, and the failure to implement appropriate measures could 

become detrimental to both the final beneficiary and the producer who may 
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be experiencing financial or reputational losses or the cost of imposing the 

withdrawal sanction of the product on the market. Even the groups of IT 

specialists who participated in the elaboration / implementation of the 

concepts would be affected because, although there is no body of 

jurisprudence yet that addresses the IoT context separately, the traditional 

principles regarding product liability infringement could be expected to be 

applied at the first instance [16].  
 

3. Conclusions 

GCI 2017 Edition [7] measured the commitment of the ITU member 

states related to cyber-security and highlighted a number of illustrative 

practices from different parts of the globe. This approach has motivated 

countries to improve their IT security connected work, has led to an increase 

in awareness of the need to commence and develop bilateral / multilateral 

international cooperation and has increased the visibility of what Member 

States are continually striving to improve - IT security. However, research 

has shown that although Internet access has increased and more mature 

technological development is correlated with improving IT security 

worldwide, this is not necessarily true for countries with developing 

economies and with lower levels of technological development. Data 

collection shows that developing countries do not have well-trained IT 

security experts as well as an in-depth assessment and necessary education 

on cyber security issues for law enforcement and continued challenges in 

the area of justice and legislation. Cyber-security has become an important 

part of everyday life, and the degree of interconnectivity of networks 

implies that everything and anything can be exposed. From national critical 

infrastructure to fundamental human rights, everything can be 

compromised. Therefore, decision-makers must seriously take in 

consideration policies that support the continual growth of complexity and 

refinement of the technology, accessibility and security, being very 

important for each country to adopt a national IT in the context of one 

common European / worldwide security strategy. 
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OIL AND GAS SEEM UNLIKELY TO BE EARLY 

CASUALTIES OF TRADE WAR 

President Donald Trump’s plan to impose 25 percent taxes on 

imported steel could spark retaliation by China and the European Union. 

Together, Beijing and Brussels command considerable economic might, 

accounting for roughly $527 billion (66 percent) of the $796 billion U.S. 

trade deficit in goods last year, according to U.S. Census Bureau data, and 

approximately $414 billion (27 percent) the $1.54 trillion in gross U.S. 

exports. Even so, countermeasures seem unlikely to target U.S. oil and gas 

exports. To begin with, both China and the European Union are net 

importers of oil and gas. During CY2017, net imports accounted for 8.3 

million barrels per day (70 percent) of Chinese oil consumption and 8.8 

billion cubic feet per day (39 percent) of Chinese gas consumption, 

according to Chinese customs data. In the European Union, net imports 
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accounted for 10.5 million barrels per day (90 percent) of oil consumption 

on a trailing, 12-month (TTM) basis through August and 34.5 billion cubic 

feet (74 percent) of gas consumption on a TTM basis through November, 

according to Eurostat data. 

Moreover, U.S. energy exports are a small part of trade with both 

markets. U.S. gross energy exports of all kinds—oil, gas, coal, biofuels, and 

natural gas liquids (NGLs)—added up to $9.2 billion of CY2017 outbound 

U.S. trade with China (7 percent of the ~$130 billion total) and $20.9 billion 

of outbound trade (7.4 percent of the $284 billion total) with the European 

Union. At least during the early skirmishes of the coming trade war, Harley-

Davidson motorcycles and Kentucky bourbon appear to face considerably 

more trade risk than oil and gas. 

That being said, an escalating trade war could undermine Trump 

administration’s exports-based concept of “energy dominance” by limiting 

U.S. producers’ access to overseas markets. So, too, could an Iran sanctions 

face-off with the European Union. Both outcomes could prove undesirable 

just as dominance dollars are starting to flow: Bureau of Economic Analysis 

data indicate that the value of U.S. petroleum, natural gas, NGL, and coal 

exports increased $45 billion between CY2016 and CY2017. 

The recent taxes on steel and aluminum imposed by the USA on the 

European Union and China have huge geopolitical and economic stakes. 

Practically, these measures are part of Washington's new strategy 

concerning economic or commercial warfare. The European Union 

contested these measures, considering them protectionist measures and 

threatening with counter measures. We can see every day that the world 

economy is on a downhill slope, as specialists in intelligence and defense 

economics expect an economic crisis in Europe as well as in the USA 

towards the end of this year, a crisis which can not be overcome but via an 

outright global scale war. 

According to a secret report, partially confirmed by the US Census 

Bureau, the Obama administration left America a commercial deficit of 

83%, practically 796 billion USD. According to estimates, Beijing and 

Brussels hold together the economic supremacy, owning 527 billion USD, 

and 414 billion USD, respectively, in gas and energy, while the US budget 

totals 1.54 trillion dollars. 
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China and the European Union are net importers of oil and gas. The 

8.3 million daily imported barrels represent 70% of Chinese oil, while the 

8.8 billion cubic meters of gas represent 39% of Chinese consumption. 

According to analyses carried out by specialized structures in Washington, a 

war against Iran would not suffice to stabilize the US economy. According 

to data centralized by the US Bureau of Economic Analysis, US oil, natural 

gas, NGL (natural gas liquids), and coal exports amount to only 45 billion 

USD annually in the most recent commercial years (2016 and 2017). For 

that reason, the real stake for the USA is not the oil and natural gas needed 

for internal consumption, but the possibility of destabilizing the European 

Union and the Far East, both dependent on Iranian oil. What few people 

know is that aluminum and steel are massively used by the American 

defense industry, as the Department of Defense is a large consumer of both 

metals. Access to these metals is critical for the production of American 

defense systems. This leads us to consider the industrial military complex 

and the Pentagon's war plans, as well as the necessity of laying out a 

collective war scenario involving the USA's economic enemies: China and 

the European Union. 

 

NOMINATING JOHN BOLTON – A SIGNAL TOWARDS 

IRAN AND AUTHORIZING THE USE OF FORCE BY BYPASSING 

THE CONGRESS 

The nomination of  Bolton coincided with the transfer of decision 

concerning aluminum and steel tariffs from the economic field to the field 

of national security, and evaluated as such. By the means of this transfer, the 

war intentions relating to the necessity of developing the defense industry, 

as well as to pressure from China in the steel field (which, according to the 

same secret report, would affect US economy), are acknowledged. 

It is clear: the USA is in an economic war with China. The European 

Union is targeted as well. 

Specialists in the Pentagon and Washington are still evaluating the 

economic impact on the European Union and Asia of a war against Iran. 

America would be the only winner of such a conflict. 

Moreover, the Trump administration nominated for the Department 

of State the former CIA director, Mike Pompeo, precisely because of the 

need for secrecy concerning information about the US economy and the war 
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against Islam and China, as the Trump administration is looking for a way 

to obscure via counter propaganda measures the statements of the former 

White House strategist, Steve Bannon. 

It is equally interesting that on the 2018 agenda of the USA's 

Council on Foreign Relations is to be found the scenario of a NATO–Russia 

conflict, as many conflict scenarios of this Council were confirmed, such as 

the one between Turkey and the Kurds. The security agenda of the White 

House strangely coincides with the agenda of the Council on Foreign 

Relations, seen as being on the Democrats' side. 

The connection between steel and aluminum and national security is 

straightforward. The Department of Defense (DoD) is a large consumer of 

both metals and having access to them is critical to producing U.S. military 

systems. This is particularly true for certain very strong alloys and specially 

manufactured grades of steel and aluminum. The exceptional capabilities of 

many U.S. weapons systems depend upon these exceptionally strong and 

highly engineered materials, including nuclear-powered aircraft carriers and 

submarines, tanks and other armored vehicles, and advanced fighter jets. 

DoD does not buy much steel and aluminum directly. Instead, it procures 

hundreds of thousands of tons of steel and a sizeable quantity of aluminum 

through the construction of its weapon systems, especially ships. As a result 

of the Buy America Act and other domestic source requirements for 

specialty metals, the overwhelming majority of steel and aluminum bought 

for national defense comes from U.S. producers. These purchases are a 

relatively small share of U.S. production, however, at least with respect to 

steel. The published report on the Department of Commerce’s investigation 

omits most of the data on DoD’s aluminum usage. Based on expectations of 

increasing production rates of weapon systems in coming years, DoD 

estimates that it needs approximately 3 percent of domestic steel production. 

This relatively low market share presents little indication of a near-term 

supply shortage, and the trends in steel production and import penetration 

identified in the Commerce Department’s investigation do not suggest that 

DoD’s steel requirements are heading toward any significant danger of 

going unfilled. The situation with aluminum is less clear due to the lack of 

data on DoD’s demand and the higher level of import penetration, but the 

bulk of aluminum imports come from Canada, which is considered part of 

our national technology industrial base for defense purposes. The actual 
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national security risk of steel and aluminum imports is low. Imports can also 

provide benefits. Canada provided critical surge capacity in steel when the 

United States embarked on a crash program to produce Mine-Resistant 

Ambush Protected (MRAP) vehicles for the wars in Iraq and Afghanistan. 

So how are tariffs likely to impact national security? The aluminum 

and steel tariffs are likely to impose national security costs in three ways. 

The first cost is direct. Although DoD buys very little imported steel and 

aluminum, the price of domestic metals will rise after the tariffs are 

imposed. The entire purpose of the tariffs, after all, is to allow domestic 

producers to raise their prices. DoD will pay increased prices for these 

metals for as long as the tariffs are in place. The second national security 

cost is also financial, but indirect. It depends on how other nations react to 

the tariffs. Other nations may retaliate against tariffs based on national 

security by targeting U.S. defense trade. They may see the United States as 

a less reliable partner and hedge against that risk by buying more key 

equipment from other nations, or they may follow the tariffs logic 

themselves and require higher percentages of content from their own 

suppliers in U.S. systems (a phenomenon called offsets). If other nations 

respond to the tariffs in these ways, reduced international defense trade 

would cause DoD to have to pay a larger share of the defense industry’s 

overhead costs. The third cost applies to our alliances. Allies hit with tariffs 

may be less likely to join the U.S. in diplomatic endeavors like imposing 

sanctions or to volunteer assistance in sharing the burden of rebuilding in 

places like Afghanistan. If U.S. defense exports are impacted by the tariffs, 

the U.S. military would also lose some of the relationship building that 

defense trade generates. In the final analysis, the impact of the tariffs on 

national security is likely to be negative. The benefit of the tariffs is, at best, 

a marginal reduction in risk. The direct costs are real, though likely small. 

The indirect costs are harder to predict, as they depend in large part on the 

decisions made by other nations, but they have the potential to be 

significant. 

How would this affect Romania? The North Stream II Project or the 

Intermarium1 Project are basically one and the same thing. It envisions an 

                                                 
1 Gheorghe Calopăreanu, Regionalizarea securității în Europa Centrală, Editura 

Universității Naționale de Apărare „Carol I”, București, 2011, pp. 25-36. 
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extended natural gas network comprising transit countries such as Romania, 

Poland, the Czech Republic, Slovakia, Lithuania, Latvia, Bulgaria, Hungary, 

Greece, and Ukraine, the latter one using the project in its economic war 

with Russia. 

Intermarium2 is an economic cooperation concept, having 

geopolitical value, involving the countries around 3 seas: the Baltic Sea, the 

Black Sea, and the Adriatic Sea. It is called, in intelligence analyses, "the 

American resistance box in the European Union". 

A conflict with Russia is possible for economic reasons, but we are 

under NATO protection and we need to act diplomatically until summer for 

economic and security reasons, while coordinating our actions with 

Washington's. 

The competition between Euro-America zone and Euro-Asia zone 

can give rise to a component of confrontation any time. 
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