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General (ret). Teodor FRUNZETI, PhD

DILEMMAS OF EUROPEAN SECURITY

General (ret.) Teodor FRUNZETI, PhD*

Abstract: European security is a subject of multiple, dynamic and evolving threats,
namely the economic and financial crisis triggered in 2007, the assertiveness  of Russia,
the recrudescence of jihadist terrorism and the explosive expansion of illegal migration to
Europe. These threats to the stability of the international system and global security as well
have  produced  systemic  effects,  eroded  public  confidence  in  nation-state  institutions,
shattered the internal cohesion of the EU and NATO, and have produced the drift of the
center of gravity of world politics from Europe to Southeast Asia. The solutions that are
being taken to counter this negative development must be put into practice by a collective
and cooperative effort of all nations in the Euro-Atlantic area. Strengthening European
and transatlantic solidarity, as well as institutional efficiency and good governance are key
elements in this concerted effort.

Keywords:  jihadist  terrorism,  explosive  migration,  populism,  xenophobia,  anti-
immigration, trans-Atlantic solidarity, good governance.

For several years, European security has been in a strong dynamic

process of redefining its characteristic coordinates and strategic rebalancing
itself.  This  process  is  determined  and shaped  by  several  forces  that  are
generated both within Europe and beyond it.

1.  These  forces  generate  multiple  threats  to  European  security,
dynamic threats with a pronounced evolutionary potential.

1.1.  A first  event that  significantly affected Europe’s stability  with
significant  security  implications  was  the  economic  and  financial  crisis
triggered in 2007 in the US and spread over the Atlantic in a short time, a
crisis  that  in  its  home  country  was  initially  triggered  by  real  estate
speculative activities, but which, in Europe, primarily affected those states

* Titu Maiorescu University,  Bucharest,  Academy of Romanian Scientists,  Academy of
National Security Sciences
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with a high public debt, as they were and still are Greece, Italy and Spain,
whose  international  financial  credibility  was  greatly  affected,  one  after
another, in moments of crisis.

If the crisis in the US had quickly and dramatically affected both the
private financial and banking system and the common citizens, in Europe,
the most affected ones were the public institutions of the states as well as
the European Union as a whole that have not been able to find and apply
swift measures to manage the crisis, generating first of all a major crisis of
confidence and image.

Both in the US and in the EU, the way governments managed the
crisis stimulated criticism of contemporary capitalism on the grounds that it
benefited  big  transnational  corporations  and ignored  the  fate  of  ordinary
citizens.  As  a  direct  consequence,  the  radical  and extremist  movements,
namely, the extreme left and the far right respectively, gained more adepts
by promoting anti-system visions for different reasons and identifying the
culprits  in  the  large  multinational  corporations  and  in  the  capitalist
economic system itself.

Although  the  effects  of  the  financial  and  economic  crisis  have
diminished significantly, its psychological consequences and its association
in  the  collective  mentality  with  the  servitudes  of  the  current  economic
system  and  the  slow  and  inefficient  state  response  to  the  crisis  have
continued  to  persist.  Also,  there  is  a  negative  trend  in  the  evolution  of
defense budgets in the European member countries of NATO, a trend that
has its origin in the measures of reducing the budget expenditures adopted
during 2008-2010. Although Europe managed to come out from the crisis,
this trend been has perpetuated.

1.2. A second issue is Russia’s assertiveness, manifested openly after
Vladimir Putin’s return to Kremlin in his third presidential term. Russia’s
aggressiveness is manifested in two dimensions. The first one is concrete,
physical,  including  subversive  and  even  military  actions,  against
neighboring  states,  formerly  part  of  USSR,  27-years  ago,  but  now
independent  and  sovereign  states,  but  which,  according  to  Putin,  must
remain in Russia’s area of  influence and have to manifest their obedience,
acting as submissive satellites and having economies and security systems
controlled by Kremlin. In the event of non-compliance, Russia proved ready
to  implement  various  interference  instruments,  ranging  from  direct  or
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intermediate  aggression,  as  it  happened  in  Ukraine,  the  Republic  of
Moldova  and Georgia.  The second plan  is  more  subtle,  it  is  specific  to
information  and psychological  warfare,  communicational  aggression,  and
subversion1, and is directed against the West, which must be intimidated if it
can not be convinced of the “righteousness” of Kremlin’s claims. Russia’s
behavior, based on non-compliance with international law, on the disregard
of its neighbors, once part of the USSR, but now independent states, but
whose independence Russia  de facto violates or at least, doubts, by using
subversion  and  imposing  political  control  over  the  governments  of
independent and sovereign states is totally unacceptable in a civilized world
in which the democratization of international relations is and must remain a
reality.

Russia is able to use more power tools at the same time to achieve its
goals.

First, it uses aggressive diplomacy to intimidate competitors, which it
increasingly identifies as opponents.

Secondly,  it  uses  the  economic  instrument  of  national  power,  by
stimulating regimes and states with a favorable or at least positive attitude
towards  it,  through  preferential  economic  regimes,  especially  by  lower
prices for petroleum and natural gas exports to these countries.

Thirdly, it uses subversion measures, such as cyber attacks, meant to
influence political leaders, the mass media and opinion leaders by attracting
them with onerous-based persuasion. All of this is obviously orchestrated in
a very good way by Russian intelligence services.

Finally,  fourth,  Russia  uses  the  military  instrument  of  power
extensively, in two different ways that we are going to describe below.

In order to intimidate NATO and EU member states, Russia has been
planning and carrying out large-scale military exercises with massive troop
deployments  in  its  western  and  northern  military  regions,  with  the
participation  of  North  Fleet  and the  Black Sea Fleet,  the  deployment  of
strategic  aviation  and  airborne  and  seaborne  forces.  Moreover,  Russia
changed its national security strategy in December 2015, identifying NATO

1 NATO Post  Warsaw:  „Strengthening Security in a Tough Neighbourhood”,  speech by
NATO Deputy Secretary General, Ambassador Alexander Wershbow at the Annual Meeting
of Romanian Ambassadors in Bucharest, 29 August 2016. 
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as the main threat to its security2. Over the past year, it altered its nuclear
strategy  in  the  same  direction,  adopting  a  more  threatening  posture,  it
adopted a new naval strategy, and made sustained efforts to supply its troops
with  modern  military  equipment,  including  capabilities  to  enable  it  to
conduct cyber operations and actions and space operations as well. Russia
also announced that it has unilaterally renounced the provisions of the CFE
treaty3, signed in Vienna in 1990 and subsequently re-signed in 1996, which
limits the main categories of offensive weapon systems in Europe.

In  addition  to  this  use  of  military  power  for  deterrence  and
intimidation, Russia has used and is still effectively using it through limited
objective combat operations, in order to meet its strategic objectives. The
offensive operation in August 2008 against Georgia, as well as supporting
pro-Russia forces in the separatist regions of Ukraine, namely Donetsk and
Luhansk fall into this category. The same thing happened in August 2014,
when the Crimean peninsula was occupied by the Russian military forces,
without  the  Ukrainian  army  opposing  resistance,  before  the  so-called
referendum on the annexation of this territory by the Russian Federation.

1.3.  Another  up-to-date  phenomenon  is  the  recrudescence  of
international  jihadist  terrorism.  If,  twenty  years  ago,  international
terrorism still showed the characteristics of the Cold War and could even be
considered  one  of  its  reminiscences,  being  mostly  secular  and  extreme
leftist, i.e. communist, or extreme rightist, i.e., anticommunist, in addition to
which there were some forms of ethnic terrorism, such as ETA (militating
for  Basques  rights  in  Spain  and  France)  and  religious,  such  as  IRA,
nowadays the situation is completely different.

Along with the terrorist  attacks  in the US on September 11, 2001,
international terrorism has increasingly gained an Islamic-jihadist character,
anti-Western in general and anti-American in particular.

This  type  of  terrorism  is  a  direct  consequence  of  contemporary
Islamic fundamentalism and its radicalization within a traditionalist society
such  as  the  Islamic  one,  all  of  which  is  stimulated  and  facilitated  by
globalization. In other words, the coming into contact of the Islamic world

2http://www.ieee.es/Galerias/fichero/OtrasPublicaciones/Internacional/2016/Russian-Natio-
nal-Security-Strategy-31Dec2015.pdf, at 21.03.2017.
3http://www.hotnews.ro/stiri-international-19604507-tratatul-privind-armele-conventionale-
europa-rusia-retrage-din-grupul-consultativ.htm, at 08.05.2017
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with cultural values and products and with Western civilization’s artifacts is
now much more direct and brutal than in earlier times, new IT technologies,
the Internet, satellite communications, and television news being just some
of its vectors. This frustrating contact can produce both a rejection and a
sense of impossibility of reaction at the same time, the sense of inability to
stop the course of events and of history.

Under these circumstances, some of the Islamic fundamentalists, who
regard the return to the traditional, original Islamic values  and precepts as
revealed to the Prophet Muhammad and as recorded after his dictation in
Quran, as the only way to save the world from desolation and destruction,
can desperately choose the way of terrorist attacks aimed at destroying the
Western world and even the political allies of the West in the Muslim world,
who are considered apostates and traitors of Islam. The political objective of
fundamentalist Islam is the establishment of universal caliphate, an Islamic
theocratic state that would encompass the entire world.

From this  perspective,  the  only  difference  between  Al  Qaeda  and
Daesh / ISIS is that while the first organization first pursues the destruction
of  the  West  and  then  the  creation  of  Caliphate,  the  second  began  with
declaring  the  establishing  of  Caliphate,  having  also  a  leader,  Ibrahim
Awwad Ali  al-Badri  al-Samarrai,  named after  Caliph  Ibrahim4,  and then
fighting  for  the  destruction  of  the Western world.  The difference  is  just
about  priorities  and  not  about  goals.  The  terrorist  attacks  in  Paris  in
November  2015,  those  in  Brussels  in  2016  and  Berlin  and  Paris  again,
earlier this year are just the latest examples of the effectiveness of jihadist
terrorist organizations.

1.4.  Another  phenomenon  is  the  explosive  amplification  of
migration towards  Western Europe, the  unprecedented  increase  in  the
number of refugees and other immigrant populations from the conflict areas
in the Middle East, especially Syria, and the Maghreb, Sub-Saharan Africa,
Afghanistan,  and other  disadvantaged  areas.  These  refugees  also  include
economic  migrants  who,  in  search  of  a  better  life,  leave  their  native
countries,  whether Pakistan, Somalia,  Afghanistan or Albania, Kosovo or
Bosnia-Herzegovina.

Indeed, there is evidence that some asylum seekers do not come from
conflict zones, some of them being in fact even from European states that
4 www.brookings.edu/wp-content/uploads/2014/12/en_whos_who.pdf, at 15.03.2017.
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are not members of the EU and who are trying to build themselves a new
life in Western Europe. The large number of immigrants who have entered
the  EU  Member  States  since  2014  raised  significant  problems  with  the
capacity of these states to manage such a large number of people during the
years 2015 and especially  2016 as the total  number of immigrants of all
kinds was about one million a year, targeting countries with higher living
standards  and  more  developed  social  protection  programs,  but  primarily
Germany.

The fact that a large number of immigrants,  mostly claiming to be
refugees and asylum seekers, entered the EU without the possibility of the
border control authorities to check their antecedents and even their identity,
made it possible for some of them to be criminals, even members of trans-
border organized crime networks and for others to be members of terrorist
groups  and  networks,  especially  Daesh-ISIS,  deliberately  infiltrating
European countries just in order to prepare terrorist attacks, possibly in co-
operation with locally acting terrorist hubs and organizations. The violent
incidents that took place on the New Year’s Eve 2017, especially against
women, in several German localities, only confirm this assertion.

Added to this are the threats launched by Daesh-ISIS leaders against
Europe to send 50,000 members of this terrorist group to commit attacks
aimed  at  destroying  Western  civilization.  Even  without  this  connection
between international Islamic terrorism and massive migratory flows from
the  Middle  East,  the  issue  of  immigrants’  cultural,  linguistic  and  labor
market integration in a short time creates significant problems for European
states but primarily for South Europe, where there are access points to the
EU, especially Greece and Italy, where the main refugee reception centers
are located.

It should not be forgotten that a significant number, about 2.5 million
refugees are in Turkish camps, and several hundred thousand in Lebanon
and Jordan. Without the last year agreement between the EU and Turkey,
which requires Turkey to keep refugees on its territory and not allow them
to  go  to  the  EU,  the  situation  in  Europe  would  have  been  even  more
dramatic5.

2. These four threats to the stability of the international system and
global security have produced systemic effects, which are very significant
5 http://europa.eu/rapid/press-release_MEMO-16-963_en.htm, at 15.03.2017.
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because they are summed up, but also on each individual state, especially in
Europe and North America.

2.1.  First  of  all,  all  these  cumulative  phenomena  have  eroded  the
population’s trust in state institutions designed to protect and ensure their
security. Moreover, confidence in the entire capitalist economic system has
generally  fallen,  on  the  grounds  that  it  does  not  protect  or  sufficiently
protect the poorest, the most disadvantaged ones and, instead, it favors the
richest  of  the  rich.  This  has  materialized  in  the  success  of  anti-system
movements and groups, such as the “Tea Party” movement in the United
States of America, as well as populist, anti-immigration, xenophobic, right-
wing and Isolationists ones.

The surprising success of Brexit is precisely an embodiment of such a
trend. Running under the slogan “We want our country back,” the campaign
for UK’s EU exit was conducted under the sign of protection against the
immigration from continent, keeping jobs for the British and removing the
so-called “tyranny” of Brussels.

In France, the leader of the far-right National Front, Marine Le Pen,
won over 21% of the votes in the first round of presidential elections held in
April this year, ranking second and gaining over a third of the votes (i.e.
over  ten million)  at  the second ballot,  won by the pro-European centrist
Emmanuel Macron on May 7. It should be mentioned that there was a series
of  cyber-attacks  against  Emmanuel  Macron’s  campaign  team,  attacks
attributed to Russian hackers, which began in January and culminated two
days before the second round of voting6. 

The outcome of the April parliamentary elections in the Netherlands
reveals an increase in the number of votes cast by the extreme right party,
led  by  Geert  Wilders,  who  has  focused  his  campaign  on  anti-Islam
measures. Even if this party did not win the election, the result of the vote
indicates  a  significant  increase  in  the  audience  enjoyed  amongst  the
electorate.  Donald  Trump’s  categorical  victory  in  the  US  presidential
election in November 2016, under the slogan “America First”, is the most
eloquent materialization of the success of populism and of anti-immigration
and anti-globalization measures in general. It remains to be seen on what

6 www.agerpres.ro/externe/2017/04/26/franta-echipa-de-campanie-a-lui-macron-confirma-
ca-a-fost-vizata-de-atacuri-cibernetice-14-24-03, at 08.05.2017.
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coordinates  the  German  election  campaign  will  take  place,  taking  into
consideration the legislative elections to be held in this country this year.

The  rise  of  populism,  of  isolationist  measures,  criticism  directed
against the European Union and even against NATO, cannot be ignored.
Centrifugal trends within the European Union were strongly stimulated by
Brexit and Donald Tramp’s success in the US elections. At the same time, it
is regrettable but also strange that, sixty years after the signing in 1957 of
the Treaties of Rome establishing the European Economic Community and
EURATOM, which, together with the European Coal and Steel Community,
which  was set  up by  the  Treaty  of  Rome in  Paris  in  1951,  marked the
constituent  elements  of  the  European  Union,  as  it  is  today,  and  after
constant efforts made by the member states to make the European project a
success,  today,  with  great  ease,  far  less  peripheral  movements  and
destruction trends become more and more vocal and gain more and more
audiences,  including  in  the  media,  but  without  explaining  what  would
replace the benefits of the EU, if it did indeed collapse.

People should not forget what the European Union means: a single
common market,  a security space,  wellbeing and democracy,  the right to
work and free movement. It also means common policies and mechanisms
to  increase  competitiveness  and  stimulate  the  economic  development  of
countries with a lower level, including our country. Furthermore, it means a
Common Foreign and Security Policy, a stronger and more respected voice
of  the  Union  as  a  whole,  in  global  issues,  global  economy  and  global
politics. If we were to give up all these, what would we put in their place?
Are we going back to the situation from the interwar period, that is, to a
competitive  system,  but  with  Russia  as  the  main  European  power,  in  a
situation where the balance of power would no longer exist? Who would
benefit  from  such  a  situation?  Obviously,  only  Russia,  not  Europe  and
certainly not Romania.

2.2. A second consequence, not as visible, but equally dangerous, is
the shattering of internal EU and NATO cohesion. The main reason for
disagreement  is the attitude towards Russia’s aggression against Ukraine,
materialized  in  the  illegal  annexation  of  Crimea,  and  in  supporting  the
separatist movements in Luhansk and Donetsk regions, both of which are in
Donbas  in  the  East  of  Ukraine.  While  the  states  of  Eastern  Europe,
including Romania, consider Russia’s aggressive attitude and the hybrid war
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that  it  launched and is  now sponsoring in Ukraine as the main threat  to
European security, some of the Western and Southern European states do
not  have  the  same  perspective,  considering  illegal  migration  more
threatening to their security. Moreover, there are political forces, generally
the  extreme  right,  who  believe  that  the  attitude  of  the  EU  and  NATO
towards  Russia  should  be  reconsidered,  and  that  in  fact  the  aggressive
attitude of this state should be overlooked, especially in relationship with its
neighbors, because Russia is a great power, and the rules of conduct should
be different for the great powers in contrast with other states.

It should be noted that after the end of the Cold War, the European
states gradually diminished the importance given to security and defense,
including within NATO, especially after the financial and economic crisis
started in 2007, which was highlighted by the continuous diminishing of
their  military  budgets  until  the  last  year,  relying  on  the  remarkable
capabilities of the US and, at the same time, on its financial effort. Only a
few  member  states  have  complied  with  NATO’s  recommendation  that
defense budgets account for at least 2% of GDP, and defense investment
spending accounts for at least 20% of these expenditures7. The occupation
of Crimea by Russia in 2014 was a serious alarm signal that NATO member
countries from the eastern flank of the Alliance took far more seriously than
many of the others, and we could say that NATO Summits in Wales in 2014
and especially Warsaw in July 2016 were turning moments, from this point
of view.

The  same attitude  of  discouragement  and  somewhat  confusion  are
also  manifesting  within  the  EU  institutions.  Out  of  the  five  scenarios
presented by the President of the European Commission on March 1, 2017,
in the White Paper on the Future of Europe8, which sets out five possible
paths of the EU evolution up to 2025, only two foresee an evolution that
would reinforce or at least maintain the current level of integration, while
the other three envisage a reduction. This White Paper was developed with
the  stated  purpose  of  being  the  Commission’s  contribution  to  the
preparation of the Rome Summit on 25 March 2015.

7http://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2017_03/20170313_170313-pr-
2017-045.pdf,, at 16.03.2017.
8 http://europa.eu/rapid/press-release_IP-17-385_en.htm, at 16.03.2017.

12



DILEMMAS OF EUROPEAN SECURITY

2.3. Another consequence of all developments in recent times is the
shift in the weighting of global politics from Europe to Southeast Asia. The
rise of China, India, Turkey and Brazil as regional powers and even having
ambitions that exceed this status, the return of Russia to the first echelon of
power,  in  a  word  the  emergence  of  BRICs,  and  the  emergence  of  Iran,
especially after the outbreak of the civil war in Syria, are all geostrategic
considerations to be taken into account in defining the new global equation
of  power  and  also  a  proof  of  a  return  to  the  politics  of  power  in  the
international arena.

None of these countries suffered from the economic crisis that has
affected  North  America  and  Europe  over  the  last  decade,  but  on  the
contrary, they were its beneficiaries, with the exception of Russia, replacing
Western  states,  especially  in  emerging  markets.  These  countries  have
benefited not only economically but have also made consistent investments
in the military sector, significantly improving their power and international
status. In addition, it is worth noting Russia’s efforts to build a new security
complex, together with Turkey and Iran, to counterbalance the influence of
the EU and NATO in Central Asia and the Caspian Sea area. This tendency
to change the status quo and thus to change the current international order
by  some  of  the  emerging  powers  is  the  result  of  the  ambitions  of
authoritarian  and  ambitious  political  leaders  to  redefine  the  areas  of
influence and to challenge not only the role of the West in general but also
of the international order established after the end of the Cold War.

3. Given the threats to European security, whose dynamics we have
presented above, and the effects they have been producing, we can ask the
legitimate question of what European countries should do in concrete terms,
in order to counteract them and what  measures should be taken.

3.1.  First of all,  we must strengthen European solidarity,  solidarity
based on the sharing of common values,  such as democracy,  respect  for
human rights, political pluralism, social inclusion, respect for principles and
institutional consolidation of the rule of law, but also on a sense of common
European identity, which is unfortunately not yet sufficiently consolidated
and for which educational systems should do more, as identity is modeled
by education, both in the family and in education systems. Moreover, in the
strict  terms of political  realism, European countries have,  first  of all,  the
common interest to protect their security which is under threat.
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European solidarity must be manifested at two levels. The first level
is the national one, with nation-states having to develop more coherent and
concerted relations, to support each other and work together, showing more
goodwill and good faith in their mutual relations. The second level is the
most consistent one, of the European and Euro-Atlantic intergovernmental
organizations, first of all, the European Union and the North Atlantic Treaty
Organization,  and  secondly  the  Organization  for  European  Security  and
Cooperation.

Although  the  EU  and  NATO  were  established  and  evolved
independently of each other, with the signing of the Maastricht Treaty in
1992, and especially with the EU’s takeover of the tasks and attributions of
the Western European Union in 2000, that is to say with the assumption of a
European security and defense identity and subsequently the assumption of
the Common Foreign and Security Policy, in which the Common Security
and  Defense  Policy  emerged,  it  is  obvious  that  these  two  organizations
assume areas of convergent responsibility. Their areas of responsibility in
the field of security and defense are not and must not be competing but must
remain  complementary,  as  intended  from  the  beginning.  EU  military
mission  tasks  are  expressed  in  the  so-called  Petersberg  tasks,  which
essentially relate to a wide range of military missions, with the exception of
those  of  high-intensity  combat  missions,  while  the  level  of  ambition  is
expressed in military objectives (Military Headline Goal, the last assumed
being  the  one  in  2010,  and  a  new  one  being  currently  in  a  process  of
refection).

However, solidarity and cooperation between NATO and the EU are
institutionalized,  based on the  Berlin  Plus  Agreement,  which  set  out  the
concrete  modalities  and  procedures  by  which  NATO  offers  military
capabilities to EU, including command and control and early warning and
surveillance, for the operations it manages.

However, this cooperation needs to be intensified and structured. As
such, at the NATO Summit in Warsaw in July 2016, the NATO Secretary
General,  the President  of  the European Council  and the President  of the
European Commission signed a joint declaration aimed at strengthening the
structured cooperation between the two organizations9. In November 2016,
the  European  Council,  on  the  basis  of  this  statement,  endorsed  the
9 http://www.nato.int/cps/en/natohq/official_texts_133163.htm, at 20.03.2017.
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implementation plan for the EU Global Strategy in the fields of security and
defense, which sets a new level of ambition for the Union, more ambitious
and adapted to the current security situation10.

3.2. Transatlantic solidarity is an essential area of strategic stability
and balance of power in the northern hemisphere. The US intervened in both
World  War  I  and  World  War  II  to  save  Europe  from  the  excesses  of
totalitarianism and to restore freedom and democracy as basic principles of
international relations. Considering  that NATO defense spending represents
only about one-third of the total defense budgets of Alliance member states,
it is obvious that the financial burden in this area is borne by the US, which
has the most significant contribution, of 3.61% of GDP in 2016, out of the
total  military  spending,  25%  representing  investments  in  military
equipment. At the Alliance level, out of a total of $ 892 billion, representing
total  military  spending,  $  627 billion  is  the  combined US and Canadian
budgets, or 71.3% of the total11. NATO Allies must make more efforts to
comply with the recommendation to ensure a minimum level of 2% of GDP
for defense budgets, of which at least 20% represent defense investments.
Our country, following the political engagement assumed in January 2015
by all parliamentary parties, at the initiative of the President of Romania and
due  to  the  efforts  made  earlier  this  year  by  the  President  and  the
Government, succeeded for the first time after joining NATO, 13 years ago,
in having a defense budget that respects both NATO recommendations.

Under  these  circumstances,  the  US  contribution  is  essential  to
Europe’s security and defense.

3.3.  Institutional  efficiency  and  good  governance. At  EU  and
national level a broad reflection process is needed to identify the best course
of  action  in  order  to  make  the  decision-making  process  more  flexible,
especially at EU level, to bring the Union closer to its citizens and to return
to the philosophy that founding fathers have had in mind when launching
the  European  Idea  in  the  early  ’50s  of  the  last  century.  As  long as  the
enlargement  of  the  EU  has  advanced  and  it  has  assumed  widespread
accountability,  its  institutions  have  become  more  and  more  preoccupied

10https://eeas.europa.eu/sites/eeas/files/eugs_implementation_plan_st14392.en16_0.pdf,  at
20.03.2017 
11http://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2017_03/20170313_170313-pr-
2017-045.pdf, at 20.03.2017
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with the regulatory process and the imposition of new rules, which often
prove to be too restrictive for member nations. It is therefore necessary to
rethink  the  relations  between  the  European  institutions  and  the  member
states,  on the one hand, but also to rethink the role of the citizen in the
Union and its  relations  with its  own government.  Good governance  is  a
concept to be promoted and implemented not only at the level of the state, at
local and national level,  but also at the EU level, horizontally - between the
European institutions, but also vertically, between these institutions, those
of the member states and citizens.

This reflection process, fortunately, has already begun: for example,
the EU is reviewing the European Neighborhood Policy12, a tool launched in
2004 to prevent a new division of Europe, as happened during the Cold War
between East and West,  this  time between EU Member States and those
outside it but at its border, and also to contribute to the consolidation of the
prosperity, stability and security of both the member states and those of the
European Union’s neighborhood, a tool that proved to be largely ineffective.

That is why an essential objective is to increase the effectiveness and
efficiency  of  the  European  Neighborhood  Policy  by  involving  Member
States more closely in the definition and implementation of the policy in the
Neighborhood Policy partner countries. There will be a set of new working
methods, including the abolition of the traditional annual report package for
each country. Reporting will need to be better suited to the specificity and
timing of each relationship. The European Neighborhood Policy will have to
use the available financial resources in a more flexible way so that the EU
can  react  more  quickly  to  the  new  challenges  that  will  arise  in  its
neighborhood.  In  this  effort,  civil  society  and  social  partners,  including
representatives  of  youth  organizations,  should  be  more  actively  and
responsibly involved.

Another  particularly  sensitive  area,  which is  a  component  of  good
governance,  is  to increase the resilience of states,  national  and European
institutions,  to  hybrid  threats,  which  generally  include  a  wide  range  of
aggressive actions that remain under the officially declared state of war13.
Resilience is, in this context, the ability to cope with stress and to recover,

12 http://www.eeas.europa.eu/enp.htm, at 21.03.2017.
13 European Commission, JOIN (2016) 18, Common statement to the European Parliament
and Council, Common framework regarding countering hybrid threats, p. 2.
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becoming stronger in the face of challenges14. Increasing national resilience
is and must remain an important preoccupation of states in order to be able
to successfully cope with all unforeseen situations, crises and dangers that
concern the security of communities and institutions.

We can assert, without fear of mistaking, that the current global and
European security situation has been more volatile than ever since the end
of the Cold War, and the risks and threats faced by European states are the
most  heterogeneous and complex of  the past 27 years.  It  is  not  enough,
however, to perceive this situation at the official and institutional level; it
needs to be understood by the political class, the mass media and the general
public, in order to allow the development of a security culture, a factor for
increasing social cohesion and stability and a basis for normative and even
coercive measures.

A first step on the path to the restoration of European unity was made
with the adoption of Rome Declaration on 25 March 2017 by the Heads of
State and Government of the EU Member States at the European Council
dedicated to marking the 60th anniversary of the signing of the Treaty of
Rome,  a  political  document  aimed  at  defining  a  common  vision  of  the
continuation of the European project for the next decade and contributing to
rebuilding citizens’ confidence in this project.

As stated by the President of Romania, Klaus Werner Iohannis, “it is
extremely important that, after 60 years, the vision of the founders of the
European project enshrined in the preamble to the original Treaty of Rome,
to  create  an  ever  closer  union between  the  peoples  of  Europe,  remains
topical and is also found in the Declaration that we have adopted today.
Keeping the unity of the 27 Member States is and must remain our motto. In
a  globalized  world  with  countless  challenges,  a  better  integrated  Union
offers better prospects for us than a fragmented Union.”15
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14 Idem, p. 6.
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Abstract Nowadays, in the context of a security environment that becomes more
and more turbulent, the threats to nations’ security seem to be more intense than ever.
International  security  organizations  are  making  efforts  to  maintain  peace  on  the  Blue
Planet at least at the present stage, but little is known about their chances of success.

In this unstable environment, in the framework of globalization, some nations do not
seem able to find, at least for the time being, the right ways of action so as to handle the
new global and regional threats.

The authors of this paper show their opinions on the current global and regional
threats, the ways in which they might affect Romania’s national security and how decision-
makers should react in order to preserve national integrity and sovereignty.

Keywords:  increased  globalization;  unstable  security  environment;  threat;
economic destabilization; possible aggression; national security.

The current leadership theories suggest that the management of a

specific  firm/company  can  react  to  the  external  environment  influences
either by adapting to the environment, or by predetermining the influence
factors themselves,  in the desired way, by the exposed organization and,
whenever those two directions of action are not possible, the firm/company
management  must  take into consideration  changing its  object  of activity.
Till an appropriate decision is made in regard with the direction of action,
the firm/company management is forced to sense all the mutations produced
in the external  environment,  mutations  which can be materialized in risk
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factors  or  threats  to  its  own  existence.  Of  course,  every  country,  as  a
regionally and internationally recognized macro-organization,  by studying
its security environment, tries to sense both global and regional threats, in
order to assure the continuity of social progress. The political risk can be
perceived as the probability to confront an unpredicted situation of being
engaged in an unsafe activity, even a dangerous one, in which the chances
of  winning  or  losing  are  not  quantified  with  a  big  level  of  certainty.
Managerial risk situations offer more action options, in the specific cases in
which each of them do not guarantee the reaching of a final result. In the
last months, it looks like the overall environment in Romania has suddenly
become  more  turbulent.  In  this  regard,  we  believe  that  the  following
situations are more and more emphasized as generating global and regional
risks and threats, as follows:

 The nowadays political and economic conditions have been shaken by
the  major  tendencies  resulted  and  highlighted  after  the  World  Economic
Forum,  organized  between  the  17th  and 20th  of  January  2017 at  Davos,
tendencies which apparently will affect the evolutions and developments of
the  future  decades  of  mankind.  In  this  context,  the  new  American
administration clearly declared that it had become an adversary of the global
economic  globalization  and  the  US  is  going  to  focus  on  aspects
preponderantly  related  to  national  interests.  As  a  direct  response  to  that,
China’s  president  himself  warned  that  nobody  should  play  with  such  an
option, because now, mankind problems are not generated by the evolution of
globalization. China itself is now the result of globalization, assuring wage for
some hundred million people, and the elimination of the basic principles of
the economic globalization – free capital movement and circulation, free trade
and free labor circulation – would inevitably lead to a serious destabilization
of  the  world  economy.  The  world  economic  instability  will  negatively
influence the social stability in a certain way, which will put under question
global peace itself. In turn, the European Union is obliged to adapt itself to the
new challenges, the political decisions being expected to have consequences
even in the social peace realm and common security building process.  

 STRATFOR  2017  Annual  Forecast  suggests  the  following
immediate predictions: the US will continue to be a global superpower, but
a  tired,  a  decrepit  one.  The  US  will  redirect  its  own  actions  from
international component of its policies to their national side. It is expected
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that the US would replace some supply sources from Euro-Asia area with
others more related to its domestic market,  including the initiation of the
extraction process. Those disapproving of the hazardous policies of the US
major  implication  in  countries  situated  at  NATO territories  outskirts,  as
Ukraine,  Georgia etc.  are  more and more  vocal.  England will  politically
align with and forge its traditional ties with the US. The European Union
faces an increased difficulty to find its way to common prosperity, which
makes  the  discontent  feelings  toward  this  political  construction  become
even higher. Inside the EU, the nationalist trend increasingly becomes more
and more accentuated. Moreover, it  is possible that in the near future the
overall  EU functioning mechanisms will  be readdressed and revised.  For
Russia, there are some predicted actions meant to re-discuss and favorably
re-approach the international  sanctions  against  it.  There  are,  also,  on the
radar some predictable  Russian actions of consolidating a Custom Union
that  could involve some states from ex-Soviet  space.  Also,  Russia could
benefit  from  the  increased-price  tendency,  applicable  for  some  natural
products,  especially  for  oil  and  gas.  Romania  is  seen  as  being  highly
dependent on EU and showing a lack of confidence in its own forces. In
order to be able to exploit its own national interest its geo-political position
–  since  it  is  situated  between  the  EU,  the  unique  Russian  market  and
Levant’s  gates  –  Romania  is  advised  to  take  relevant  actions  in  the
following  directions:  using  its  own,  domestic  outlets,  reducing  its
dependency  on  the  EU,  consolidating  the  confidence  in  its  own  forces,
stimulating  the  access  to  Balkan’s  markets,  Ukraine’s  market  and
Mediterranean Sea’s market, and overcoming its fear regarding Russia. Of
course, Romania is aware of these predictions, but it looks like being unable
to find some specific forms of a brave manifestation, and by this to fend the
trends of turning all those regional and global trends into real aggressions. 

  Changing the center of gravity of the global policy. For a very long
time, mankind was under that „cupola” of two power poles – the Western
power  and  the  Communist  power  –  a  cupola  that  deeply  polarized  the
security  strategies  of  all  the  other  states.  Even the  so-called  non-aligned
states, individually aligned themselves to one or another pole, based on their
momentary interest and on the dominating powers’ interest. Along with the
victory of the West over the Communist East, the US self-entitled the great
global power and believed that it would be unconditionally followed in all
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involvements  and  endeavors  required  by  the  world  order,  that  was  an
increasingly globalized one. As a consequence, the traditional organizations
addressing the world order, especially the UN and it Security Council, had
started  to  be  ignored  and  the  American  exceptionalism  had  been
emphasized, which had led to the radicalization of some aspects that define
the international climate. Nowadays, the US looks like a tired superpower
that intends to take care of itself  in a big way, rather than to watch and
monitor  the  defense  of  an  American  type  world  order.  In  such
circumstances,  it  is  assessed that  the  history  is  not  over,  but  it  is  being
reinvented  and  rewritten.  The  current  political  trends  highlight  the
emergence and consolidation of three major poles of global power: a first
one that is getting its framework from the Anglo-American traditionalism, a
second pole specific to European Babylon that is geographically delineated
by the  European  Union,  and the  third  one  given  by a  more  visible  and
undeniable Euro-Asian cohesion, in which Russia, China and India try to
express themselves  in a common way. A tri-polar geo-policy is about to
emerge, each power pole having in its area of influence another polarizing
support  structure.  The  US  and  the  United  Kingdom  are  declaring  their
readiness to come back to their privileged alliance,  in which the national
interest is the first and number one goal, and NATO looks like an obsolete
organization, since it has been called that way by its main founding member
– the US. China and Russia have become the most ardent and enthusiastic
defenders of globalization and internationalization, implying the subsequent
respect for global agreements, and the EU is trying a political coagulation,
further continuing to recognize and emphasize NATO’s importance, but in a
modified formula. Even in the EU Global Strategy, this is clearly stated: „In
this  context,  the  EU must  be  consolidated  as  a  security  community:  the
European efforts in the defense and security realm should allow the EU to act
autonomously, contributing at the same time, also through taking actions in
cooperation with NATO. A more credible European defense is essential, also,
for a solid trans-Atlantic partnership with the United States of America.”16 In
this grandiose process of reconfiguring the world power poles, it possible that
some countries located at the outskirts of the area of interest might endure
aggressions against their sovereignty, security and territorial security, as it has
happened so many times throughout history. Without a significant position
16 According to Foreig Policy Romania, no. 1/2017, p. 11.
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and heavy-weight status in the European context, with a destroyed economy,
with an army reduced to symbolic elements, with a more obvious social lack
of union, with a political arena obedient to multinational companies’ interests,
with  neighboring  countries  dissatisfied  with  the  common  historic  past,
Romania looks like a country that ignores in an unpardonable way possible
risks, even some that are more likely than others, which for the moment being
are hidden behind some strategic commitments, unknown to so many people.

 At the back-up edge of our Western security and development strategy
is  the  US.  From oversees,  the  strategic  action  directions  of  our  strategic
partner have been developed and disseminated, as following: the US interests
will be first in all cases; now, the US is designing a historical fiscal reform,
that will reduce the tax rates for American companies,  therefore these are
going to be able to compete and prosper anytime and with anybody; there are
promises of launching the country reconstruction, supported by a legislation
that  will  trigger  thousands  of  billions  US dollar  investments  in  domestic
infrastructure, action that will constitute the framework for creating millions
of jobs for the Americans; also, it is preparing the radical reformation of the
US immigration system, in accordance with a meritocratic-based system of
accepting  immigrants  with  some  professional  abilities,  capable  to  sustain
themselves and their families; the firm support of NATO is continued and the
US leader role in this organization must be increased, concomitantly with the
raising contribution of the other states, especially in the financial field, and
the world security management; the anti-terror fight will get an immediate
major importance; it is mandatory to urgently reestablish the state integrity
and rule of law prerogatives at US borders. When the US declares that its
commitments  with  other  states  start  from  the  principle  of  the  first  and
foremost US interest, all countries around the world are entitled to believe
that, currently, a big part of the once in-place common commitments among
all relevant parts are not so feasible, and a portion of the past covering aspects
may become your own vulnerabilities, even risk factors on medium and long
term.

  On the strategic Euro-Atlantic axis of national security, the central,
both  structural  and  functional  element  is  assured  by  the  European
construction.  Romania  gained  its  EU membership  status  in  2007,  being
convinced  that  the  prosperity  and  security  level  of  the  country  will  be
accelerated by the specialized European bodies. At that moment, decision-
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makers  brought  into  discussion  a  political  future,  an  economic  future,  a
common security future. Since then, a lot of events have taken place, events
that led to the erosion of the support of the European project, as follows: the
rejection of the European Constitution by some important states, the 2008
financial crisis, BREXIT, the painful management of the budget deficits etc.
In  this  context,  EU’s  leadership  publicly  announced  the  message  of  the
necessity of an essential change of the Union functioning, suggesting five
scenarios that are worth considering: 

1.  Maintaining  the current  course,  but  assuming a decision making
process that is more and more complicated. 

2.  Focusing  all  the  efforts  on  the  direction  of  Unique  Market
(supporting  the  freedom of  circulation  of  merchandises  and  capital)  and
giving up solving problems that divide the Union (the freedom of circulation
of the labor forces). 

3. A Europe with more speeds, that currently has turned into “different
paces  and intensities”17 concept– at  least  three  categories  of  them being
obvious: the countries from the Eurozone that will do more toward defense,
interior security, fiscal and social policies directions, the countries from the
Eurozone that  will  insist  more  on fiscal  and social  policies,  respectively
countries that despite the fact that they are not included in the Eurozone,
implement the unionist policies. A Europe with more speeds is a Europe
with more degrees of integration and this can be defined as an attitude of
sanctioning some countries by some other countries.  This is a Europe in
which the decisions are made by a part and are put in practice despite the
fact  that  the other part  speaks about other priorities.  This is  a Europe in
which some states do feel entitled to develop faster and deeper cooperation
relationships, a process that would not include the other states. This does
look like a risk to the idea of unity. 

4.  An  EU  with  fewer  priorities  –  the  consolidation  of  the  unique
market and a lasting economy. 

5.  Delegating  the  power  to  the  central  leadership  bodies,  a  real
federalization, in which the main political decisions are made abroad. The
strategic  direction  toward  the  EU will  steer  and  point  has  been  already

17 Declaration  of  the  leaders  of  27  member  states  and  of  the  European  Council,
the European Parliament and the European Commission at the European Union Summit,
Rome, 25th March 2017.
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predicted by the French president Hollande, who is cited by many different
European publications: „There is no  alternative to a European Union with
more speeds to avoid its disintegration. The Europe of the 27 can no longer
be the uniform Europe of the 28. So many years, this idea of a differentiated
Europe,  with  different  speeds,  with  distinctive  paces  of  progressing  has
generated plenty of resistance. But today, this is an idea that is necessary.
Otherwise, Europe is the one that will explode”. When he was asked if there
was  an  alternative  to  this  Europe  with  more  speeds,  Francois  Hollande
bluntly responded: “No. Either we do things in a different way, or we will
not  do  them together”.  “In  the  future  there  will  be  a  common pact,  a
domestic market with a unique currency for some of us. But on this basis, it
will be possible for the member states which are willing to go further in the
defense,  fiscal  or  social  harmonization  realms,  further  in  regard  of
research, culture,  youth to do so”,  declared Hollande.  Consequently,  for
some  of  the  EU  members  the  EU’s  mirage  can  be  transformed  from a
painful delusion into a more painful deception. The painful delusion comes
from the adherence decisions which led to the subordination of the national
economic resources and to the diminishing of the sovereignty prerogatives,
and  the  painful  deceptions  are  the  result  of  letting  some  countries,
economically  and  socially  disrupted,  at  the  periphery  of  some  regional
systems with more different  access  steps,  which for the respective  states
constitute  new  vulnerabilities  and  regional  risk  factors.  When  these
processes are not under control, the entire situation can easily degenerate
into social turmoil, endemic corruption, administrative and state dissolution.

  The Eurozone, the central core of the European project manifests
some  degree  of  anxiousness. Now,  after  Brexit  and  Donald  Trump
inauguration  and installation  at  the White  House,  the main actors  of  the
Eurozone take into consideration even the most pessimistic scenarios. The
pessimistic scenarios are fuelled by some concerning trends and tendencies
related to some centrifugal movements of the national policies, as follows:
The Netherlands analyzes the implications of its exit from the Eurozone in
case of a predictable crisis; in Italy, already half of the electors have been
supporting  the  nationalist  parties  which  propose  that  their  country  also
follows Great Britain’s example; in France, The National Front, a far-right
wing political formation, that has been already situated on the first position
in  polls,  declares  the  imminence  of  organizing  a  referendum concerning
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their  affiliation  to  the  Eurozone;  in  Greece,  the  austerity  measures,
perceived as an external brutal interference in national sovereignty domain,
are viewed as generating factors for actions that will raise a big question
mark about the Eurozone leadership; there are some points of view, which
by  their  nature  are  more  personal  ones,  both  in  Germany,  and  in  the
Netherlands, that do not exclude the possibility of the reconfiguration of the
Eurozone.  Obviously,  if  the  Eurozone  does  fall  apart,  that  is  going  to
endanger the political, economic and security order in Europe. On the other
hand, this permanent threat to the Eurozone constitutes a plausible risk to its
own durability. As a consequence, the countries that are willing to adhere to
the Eurozone have to fundament their roadmap with full precaution, since it
is possible that the chosen road may simply drive to an abyss.  

  Nobody doubts the power of the information anymore. Information
has  an  important  role  in  supporting  the  scientific  hypothesis,  but  it  also
plays a huge role in supporting the political decisions that give a direction to
the specific way chosen by one nation or another. Nevertheless, people find
out, so many times too late, that some real facts that had been presented as
being unspoiled realities had been accompanied by a large spectrum of fake
news, or that the fake news simply substituted some parts  of the hidden
truth. During the visit made to an artwork named „Babel 2001”, displayed at
Tate Modern Museum in London, consisting of a circular tower formed by
hundreds  of  layered  analogues  radios  emitting  at  the  same  time,  the
scientists warned that the human mental mechanism had become vulnerable
to manipulation. Concerning the information received, it is very good when
people  go  through  two  essential  stages  before  taking  for  granted  some
information, as follows: understanding the information and establishing its
specific  true  value.  Connecting  information  to  the  truth  requires
considerable efforts, though. Therefore, especially in the context of the less
prepared  crowds,  but  so  emotionally  played  off,  it  is  assumed  that
everything that could be understood from the information is real.  People
have the illusion  that  understand all  things  by default,  are  satisfied with
some nonconformist generalizations and reject the effort of controlling the
veridicality of the information, feeling some comfort in the fact that they
accumulate  information  with  a  fake  status  of  being  real  information.
Because of that, obedience and common behavior become the result of other
people’s decision. Therefore, somebody succeeds in making decisions for
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somebody else, for other people. The empathy, respect, and trust, based on
the  process  of  cultivating  collective  emotion,  determine  us  to  act  in  a
synchronized  way  with  the  other  people.  Even  the  fear  of  not  being
considered  stupid  or  at  least  associated  with  a  stupid  person  is  a  good
incentive for taking part in actions which are not sufficiently clear. People
are manipulated in that way, but they do not believe that, because they do
believe that a piece of fake news is the truth, and this is the reason for which
it is good for them to manifest themselves. This gives way to the risk of
manipulating the crowds with fake news, because it is well-known that fake
news can radically influence behavior. Fake news get control over crowd
behavior  during  elections,  at  sports  and  cultural  events,  during
public/popular protests, and also lead to the dilution of cultural and national
believes. This kind of underground actions are obvious afterwards, usually
during a post-factum analysis of the contribution made by television, radio,
and  newspapers  to  some  public  endeavors.  It  is  easy  to  understand  the
reason  that  stands  behind  any  mass-media  vehement  opposition  to  any
attempts to norm and legalize all media activities. Everything is portrayed as
an attack to the freedom of speech, but the possibility of the tendentious use
of  any fake news is  ignored.  Apparently,  from a  global  perspective,  the
victory of Donald Trump in the US presidential elections, after a campaign
full  of  allegations  regarding  the  manipulating  effect  of  fake  news,  has
generated the intensification of the debate over the public danger presented
by them. Also, with respect to Romania, it looks like our country has faced
several situations of public opinion manipulation by using fake news, fact
that is totally aligned with the global, regional and domestic threats  over
national security.  

Conclusions: Of course, it is more and more obvious that, lately, there
have been a lot of statements, made not only in a colloquial manner, which
are  interfering  the  notorious,  permanent  security  alliances  with  global
security communities. NATO has launched the global partnership concepts,
and recently the EU has  just  considered and portrayed itself  as  a  global
security  community.  In  these circumstances,  interpretations  are  emerging
having both semantic and political substance, between allies and strategic
partners.  For example,  in Afghanistan and Iraq, the US and NATO have
realized that sometimes the number of allies had been smaller than that of
the NATO members, and other times the number of the action partners had
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been bigger than the number of the NATO allies.  That  has brought into
attention the need of rethinking NATO construction, an action that has been
triggered simultaneously with the installation of the new administration at
Washington DC. Suddenly, an issue that also appeared on the table is the
EU reconstruction issue. All these trends are turning into real turbulences
and even turmoil for those states which have started their admission process
in the EU framework and, implicitly had thought that could hope to enjoy a
first class product as an Audi, Mercedes or other luxury vehicle brands, but
instead they can bitterly find out that the real offer is in fact a dusty and
rusty,  second-hand  Trabant,  one  of  the  cheapest,  poor  quality  Eastern
German era car,  extremely  famous and popular  in  the Communist  block
market.  
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Abstract: The world is going through a powerful existential change and a global
evolution,  regarded  by  specialists  as  progress,  based  on  information  society,  excellent
innovation and state-of-the-art technologies oriented towards human development.  They
became  vital  requirements  for  the  Global  World,  being  necessarily  connected  to  the
scientific knowledge about the future, with results expressed through the identification and
definition of global tendencies and adequate political visions.

We  need  to  draw  general  attention  to  the  assiduous  preoccupation  of  the
specialists in the scientific domains of the future which may and actually must offer content
to the realistic  visions about  what  is  going to happen,  directing,  as much as  possible,
global tendencies towards a harmoniously developed world, supported to a large extent by
consistent information and innovative grounds.

Keywords: globalization; information society; knowing the future; local, regional,
and international cooperation; strategic practice of modern security; foreseen scenarios;
Romania’s future; multi-dimensional guarantees.

Confronted with the need to anticipate the Future World (on medium
and  long  terms),  state  entities  and  (over-)  state  organizations  have  the
obligation  and  responsibility  to  identify  and  define  for  themselves  an
adequate position equally favorable to dynamic realities for which to make a
political  choice.  Only  thus  could  they  acquire  and  maintain  their  own
identity in the context of globalization. 

In  our  opinion,  knowing  the  future  and  future  knowledge  are
becoming fundamentally important for conceiving, accepting and success of
any visions and concepts regarding globalization. Future knowledge implies
focusing  scientific  preoccupations  upon  the  human  being  and  human
collectivities for new forms of realities of human existence in accordance
with the tendencies of development manifested sometimes and someplace
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evermore  obviously.  Knowing the future implies  identifying,  deciphering
and modeling the tendencies of global existence outside which it will  be
impossible to live and exist.

Consequently,  we  consider  that  thinking  permanently  oriented
towards  the  future  remains  vital  for  everybody,  but  as  a  scientific
specialized activity, it should be much more sustained. We have to strongly
assert  this  existential  strategic  requirement  because  the  complex  events
going  on  in  the  continuously  changing  World  shield  the  horizon  of
knowledge and beyond that, it may block the possibility and opportunity of
prevention in the sphere of management and strategic art.

We  may  say  that  the  future  can  be  easily  known  (for  one-two
decades), only if the tendencies that accompany and characterize it will be
correctly identified, rigorously analyzed and carefully deciphered.

That is why, on long term, any profound thinking over the future may
be  accomplished  at  most  through  its  critical  function.  Only  thus  could
people  decipher  the  landmarks  of  adequate  strategies  with  sufficient
operational-action elements of prevention, accompanied by a permanent re-
analysis of the assumed solutions, the imposed expectative and the accepted
uncertainties.

A picture of today’s World shows us a lot of disorder and even chaos
in  the  context  of  international  affairs  increasingly  interconnected,  which
requires the timely operationalization of serious and consistent prevention,
because the solutions based on special / exceptional circumstances, usually
adopted  post-factum,  no  longer  correspond  to  a  superior  and  efficient
management.

In other words, change is needed: instead of erroneous, insufficient
decisions,  sometimes  taken  at  random,  especially  for  unjustified
expectations,  it  is vital  to instrument rational  decisions,  acts,  and actions
adequate for a complex reality, taken with the necessary responsibility by
leaders, state institutions, and international organizations.

According to the opinions expressed by many specialists of the entire
World, knowing the future necessarily implies the identification of the need to
change, and this should happen through the careful thinking of experts in the
field.  In  order  to  do so,  they  will  take  into  consideration  and analyze  the
peculiarities noticed wherever in the world or through visits in areas lacking in
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normality, obviously promoting ideas and consulting specialists, and especially
by following feedback.
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The justification for our intention to bring them to the attention of
specialists  and the interested public opinion, by approaching the analysis
starting  from  a  few  characteristics,  with  a  determining  value  for  each
existential state entity in international affairs.

First of all,  within the schools of thinking and strategic practice of
modern security, it can be stated with a lot of responsibility and clarity that
the  predictions  regarding  the  complex  World  we  live  in  are  not  very
optimistic.

The explanations presented are based on a series of evermore obvious
aspects  such  as,  for  instance,  the  rise  in  inter/intrastate  tensions,  the
alarming  slowing  down  of  the  regional  and  worldwide  development,
increasing the terrorist threat though multiple always unpredictable ways, all
of them definitely showing a quite serious degree of division /separation of
states.

The concerns at state level, regarding the paradox of progress, start by
establishing certain strategic  stakes of governments  and societies,  among
which keeping and re-asserting individual, community, and national values
and resources as the main generating and augmenting principles for a real
triptych: security, prosperity, and hope.

In the following lines we will briefly refer at the essence of issues
analyzed  so  far,  presenting  the  scenarios  as  models  predicted  in  the
American  Report.  The  world  is  regarded  and  perceived  as  an  ocean  of
instability  because  of  evermore  obvious  realities:  uncontrolled  economic
growths; weak and chaotic globalization; global financial crisis; fragile and
failed states at national and regional level.

The bigger picture presents a fragmented world in a serious economic-
social defensive position, as the unsafe and restless states convey to their own
citizens and their neighbors determine physical isolation towards the external
omni-directed actions, often forming or turning into real „islands”.

On the other hand, things do not stop here as they may be followed by
distortions and problems on the economic and social levels determined by the
boom of emergences,  within which the middle  class can reach a level  of
survival  generated  by an unprecedented  rise  of  inequalities  and populism.
This aspect may also be added the expansion of use of artificial intelligence
which definitely creates an increasing level of unemployment.
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In this scenario, we may say that the issue of survival becomes of real
essence as  a saving solution.  This  may also be a result  of  technological
innovation and creativity in the human-machine working relationship. The
result is the need for a generation of entrepreneurs, innovators and inventers
at  national  level  that may assure the preservation  of the new values  and
innovative and technological accomplishments within states serving to own
development.

This brief description suggests that this scenario is quite hard to apply
with recovering results, as it presupposes an intelligent approach, controlled
nationally  and  valorized  rationally,  thus  gaining  more  credibility  in  the
exterior.

The  second  scenario  is  called  „orbits”,  warning  that  a  military
escalation is possible, more or less controlled. It presents several on-going
phenomena  for  the  next  years,  among  which  a  certain  temporary
repositioning and as strategic expectative of the USA on the international
stage.

The natural consequence can only be the evermore increasing tensions
among the great international / regional actors for economic, political, and
military influence and dominance in their areas of interest or in other areas
with security needs.

Confrontations will have the following specific aspects: their hybrid
origin  and nature,  the usually  long length,  the  focus  on vital  objectives,
within which distorting  reality  and truth through propaganda and careful
manipulation  will  reach  unprecedented  peaks,  excelling  in  creating
spreading „alternative facts”.

In this context, we can easily notice the utmost development of chaos
in  the  World,  through  a  few  amazing,  large  scale  actions,  produced,
activated, and maintained in various regions from Europe, Asia, and Africa,
representing increasingly obvious premises for the emergence and existence
of a fake Cold War.

For  the  states  striving  –  after  making  the  option  –  for  becoming
orbital, a fundamental condition is asserting in the international environment
of  modern  organizational  entities  upon  obvious  state  areas,  being
acknowledged  as  centers  of  global,  area,  and regional  centers  of  power.
Within them and in-between these entities, there is a need for establishing
normal relationships and a lot of mutual trust in order to avoid military –
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and especially nuclear – escalation and thus, creating the circumstanced for
resuming  international  cooperation  for  security,  based  on  the  principles,
requirements and exigencies of globalization.

The third American scenario is entitled „communities” and it makes
an interesting and attractive assumption that they will lead the World. We
acknowledge  now  certain  realities  that  we  may  also  deem  as  specific
aspects,  such  as:  the  local  groups  /  national  communities  with  their
initiatives are ahead of governments; the trust in local and national leaders
has diminished up to  almost  complete  lack;  the issues of peace and war
within  external  politics  have  been  allowed  to  remain  at  national  level;
economic development, education, health, culture have also remained to be
taken care of by local authorities, determining a further involvement of local
economic agents in the life of local and national social factor.

The  scenarios  presented  given  the  own  and  long-lasting  values,
cultural elements, traditions and symbols create or strengthen socio-human
entities relevant to a powerful community existence manifested on a certain
area.

This is the point in which community steps into the picture as a socio-
human entity,  with quite a clear identity,  through a few ethnic, religious,
cultural  characteristics  and  especially  through  common  community
interests. Actually, we have willy-nilly to witness a resurrection of Western
traditions of involvement of local communities and private businesses in the
management of internal security environment.

We  consider  that  everything  can  be  reasonable,  regarding  the
community,  if  among  the  assumed  salutary  solutions  there  is  also  the
acceptance  of  common interests,  be  they  related  to  opportunities,  whose
accomplishment requires the full awareness and responsible involvement of
youth in local and national transformations.

We may conclude that, given the arguments presented so far, these
three scenarios can prove to be quite convincing to World’s states for a wise
and adequate option regarding the flow of own progress through integration,
development, security, and globalization.

The  political-strategic  option  also  depends  on  a  few  determining
conditions: raising awareness on the tendencies of globalization, valorizing
the specificities of state entities opted for, performing the adjustment to the
regional  and  international  security  environment  and  acknowledging  the
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importance  of  geostrategic  position  the  state  holds  in  building  global
security.

The key issue for  Romania  is  to  rapidly  make a  political-strategic
option  for  the  most  favorable  hypothesis  of  globalization,  certainly  after
taking into consideration the conditions mentioned above. Also, we need to
keep in mind the position of our country as an EU member state and the
scenarios of European development, namely, where we could be placed, as
well as our obligations as NATO member state.

Within our concerns of external politics regarding Romania’s future,
we will be aware that, after  all,  the option will  be to choose between an
option  and /  or  acceptance  within  the  EU and an option  for  one  of  the
American models, the participation in NATO remaining unquestionable. 

In our view, the best option is that for an American model, resulted
from political reasoning and based on superior judgments deriving from the
strategic  art  of  globalization  that  may  bring  Romania  multi-dimensional
desired  guarantees  regarding  the  advantages  of  modern  security  in  the
future.

In order to make more understandable a possible option of Romania
for globalization and the future, there is a need for a serious and prospective
analysis of international environment, on the basis of the above mentioned
conditions. This analysis becomes the only knowledge support necessary for
understanding  the  realities  we  live  in  and,  also,  a  guide  for  making  an
informed option.

Globalization  has  become  a  processual-organic  reality  that  can  no
longer be denied; one cannot remain outside it or avoid it without the most
serious consequences. Accepting it in a national framework has to be done
in full awareness, sufficiently anticipating the requests and exigencies that
could prove to be beneficial to us.

We should not forget that the tendencies of globalization stem from
certain  elements  of the past  and the current  realities,  that  can be shaped
according to present reality or that can shape reality in a dynamics favorable
to reality  regarded as progress.  The factors  of  political  decision together
with the academic environment are those that can and must acknowledge the
impact of globalization and thus contribute to raising awareness about this
phenomenon  and  the  tendencies  of  globalization  within  the  national
economic-political-social national framework.
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In  Romania’s  case,  a  lot  of  specific  aspects  are  already  known,
aspects that left an obvious mark upon the current state entity. This is why
nowadays Romania is a product created by these specific aspects, with often
contradictory – but known – effects. Their constant accomplishment in the
range  of  regional  and  European  affairs  make  the  political  option  of
globalization be more realistic, sustainable, and with a bright future ahead.

In the last millennium the Romanian environment and furthermore the
Romanian  state  entity  existed through the survival  in  an environment  of
instability that transcended the regional, European, and Euro-Asian space,
being  often  forced  to  defend  itself  omni-directionally,  at  the  same  time
defending the rest of Europe.

The  natural  richness  of  this  national  space  makes  Romania  quite
attractive in the sphere of globalization. As a consequence, we cannot ignore
its own political-strategic option or a European one that it might be given.
There is an obligation for national responsibilities for which it will have to
definitely express its will in the much larger sphere of international affairs.

The characteristics of the regional security environment, defined by
the  Carpathians,  the  Balkans,  the  Danube  and  the  Black  Sea,  pose
challenges  as  each  of  these  has  its  own  security  issues.  The  current
characteristic of regional existence in this space is the utmost importance
given to security. This results from the excessively nationalistic features of
certain states, the convergence of European and Euro-Atlantic involvement
in different points in the area, the definition of historically determined and
openly  stated  interests  in  this  area  by  Russia,  but  also  from  a  certain
overlapping of interests from the other international actors. 

The short presentation of the determining conditions of globalization
Romania is going through clearly shows the importance of the geopolitical
and geostrategic position it naturally occupies in building the European and
global  construction.  The  older  statute  of  „turntable”, „pivot”, „median
connector” for the European and Euro-Asian space has become evermore
present and it seems to be increasing, generating and favoring / hampering
active aspects of globalization, sometimes contradictory.

In an European vision that was hardly beneficial, Romania has played
in  time  an  obstacle  in  the  way  of  expansions  towards  Europe,  line  and
bastion  of  defense  of  the  center  of  the  continent,  part  of  a  camp  for  a
typology  of  experimental  development,  a  „gray  area”,  on  the  line  of
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European  religious  separation,  a  „buffer  zone”,  a  space  of  sacrifice  and
lately a „promised land” for corporate expansion etc.

Romania no longer wishes to be part of these hypotheses; it no longer
needs others of the kind that would only prove beneficial to the important
actors  of  international  affairs.  What  Romania  really  needs  is  its  own
political-strategic  option,  well-anchored  in  the  dynamic  and  complex
regional and European realities that might bring it benefits according to the
sources and resources it has available, the geostrategic position and historic
background it has had in this area.

This is the stakes that lead to the need for protecting and using in its
own interest the existential values it has, (re)defining its vital long-lasting
interests  and  establishing  the  most  appropriate  targets  in  the  current
globalization context.

Therefore, we may ask: Where to, Romania? The „island” model can
no longer be accepted by Romania that has been playing this role for over a
millennium, making huge human and material efforts in order to survive the
destructive factors affecting it constantly and from all directions.

The  reasons  for  not  accepting  this  option  result  from  a  simple
analysis. The state and over-state „ocean” around Romania is in a perpetual
tempest and the waves and other phenomena may drown one very easily.
The  spendings  necessary  to  limiting  effects  are  much  too  high  in
comparison to the benefits, fact which makes the option undesirable in the
sphere of regional and global international affairs.

We may say that there is another option, equally undesirable, that of
„community”. We live in a regional background of Christians, but we are
orthodox; we have always been surrounded by a sea of Slavic populations
while we are of Latin origins; we have had direct contact with the Muslim
expansion; the culture and national customs resemble those from the area
comprised between the Carpathians, the Balkans, the Danube and the Black
Sea, which makes us unable to stick naturally to the communities forming
around us. Communities are now on the point of making in the Visegrad
countries, in Balkan Peninsula, in the area North of the Danube-Black Sea
region, etc. In this case, it becomes quite difficult to survive as a globalizing
community, even under EU umbrella.

This way, Romania only has the one solution of becoming an „orbit”
that might rely in a powerful identity, with a lasting development, with solid
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sovereignty,  with  international  acknowledgement  and  appreciation.
Becoming part of a political orbit should be as close as possible to a center
of power, influence and global / international determination. The choice has
to be negotiated,  with mutually  beneficial  conditions,  with guarantees  of
security  and defense etc.  The existence  of partnerships  within Romanian
external policy and the position of NATO member state may be contributory
factors  and  to  the  EU  an  element  of  security  that  has  more  and
supplementary guarantees.

This  political-strategic  option  brings  Romania  a  few  relevant
advantages in all the processes and domains of globalization. First of all,
after getting on the orbit, it makes together with the core a coherent system
with which it co-exists and develops in globalization. Secondly, it benefits
from  the  positive  globalizing  consequences  of  the  system  as  part  of  it.
Thirdly,  the position on the orbit  as compared to  the center,  assures  the
accumulation of multi-dimensional power, remaining permanently drawn to
the center. Last but not least, the influences of external communities cannot
draw it in the attempt to separate it from the system it belongs to. 

Now, during this period, states are settling in their matrix of regional
or global security, whose future needs to belong to progress, welfare and
prosperity  of  all  the  states.  It  is  time  therefore  for  making  a  definite
statement for global security on negotiated terms and ensuring a common
future.

Internally and externally, this continues to be defined for Romania as
a political-strategic issue of maximal importance. We suggest that there is a
need to take a large and elaborate range of activities, measures and complex,
coordinated actions meant to raise the awareness at national political level
upon all the complex issues defining the strategic option through political
and  academic  debates  and  formulating  the  basic  elements  of  a  certain
concept. The next step is promoting in the external environment,  through
adequate forms and structures, of its own security concept in globalization,
regarded as long-term national  interest  and, on these grounds, expressing
this  concept  within  the  contents  of  National  Security  Strategy.  Finally,
Romania  should  identify,  define  and  reveal  the  contents  of  a  modern
systemic security strategy (the international environment of global security,
the power core, and the orbiting state entities). 
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We do not believe that we need to elaborate too long on an answer to
the  question:  what  recommends  Romania  for  entering  an  orbit?  The
following aspects are sufficient: a certain tradition, the geo-economic, geo-
political  and  geo-strategic  position,  its  own  complex  and  strategically
important resources, the capacity of mobilization in complex situations and
so on.

What  about  the  answer  to  the  question:  why  should  states  be
interested in placing a state on its own orbit? This answer is much more
complex.  The  following  conditions  should  be  covered:  the  orbital  state
should  have  a  true  potential  of  economic-political-scientific-technical
power,  the area of state  issues should draw the complex interests  of  the
„core”, the adherence to the clear concept of making a system of regional or
zonal  security  system should  be  clearly  expressed,  and starting  from all
these,  the  capacity  to  cooperate  internationally  for  acknowledging  the
created system should be permanent and intense.

We have to underline the fact that, for the national political-strategic
spirit regarding the desired option for security in globalization, Romania has
and can develop all the premises that might make it attractive in an orbital
system  with  regional  and  zonal  interests  in  integration,  development,
security, and globalization. 

Today more than ever, two questions may be asked: who may be the
interested power core that radiates attractiveness? What should it offer in
order to draw Romania in an own orbital system?

We will give a definite answer: there should already be in place an
interest  declared bilaterally  for a new system of security in globalization
with the USA on the Euro-Atlantic link, and discussions with Germany for
the constant aspect of its geo-politics, „dunav land”. Certainly, there could
also be another  actor  that  may play a key role in Europe,  but only in  a
context of global, Atlantic-European-Asian global security context.

In Romania’s case, the offer to join such a system of orbital security
should necessarily comprise: participating to own development, ensuring the
meaningful employment of resources, easing the access on the economic-
financial market, and sustaining Romanian initiatives for regional and zonal
security.

If we add all these to facilitating the access to the resource market,
granting  guarantees  of  regional  and  zonal  security  and  defense  through
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integration in the security system created, thus becoming more obvious to
national interests, and afterwards, the acknowledgement and preservation of
national  identity  and  values,  we  may  say  that  we  actually  drew  the
landmarks of a real country project.
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The Greek word  meta  means „after”  and is  an element  used for

expressing  the  notion  of  transformation  or  change  (for  instance,
metamorphosis means changing one’s appearance through transformation or
changing one’s behavior or character).

Metaphysics  is  an  area  of  philosophy that  deals  with  the  ultimate,
absolute  principles  of  being;  a  general  method  of  acquiring  knowledge
opposed to dialectics.19

It  is  known  that  metalogics20 is  the  discipline  that  studies  the
fundamental issues of logics, the logical systems, the logical expressions,
and the relations among them. 

Likewise, we may consider metasecurity a new discipline that studies
the fundamental issue of security, the security systems, the securing / in-
securing expressions and the relations among them.

* Academy of Romanian Scientists, E-mail: esiteanu@yahoo.com.
19 Mic  dicţionar  enciclopedic,  ediţia  a  II-a  revăzută  şi  adăugită,  Editura  ştiinţifică  şi
enciclopedică, Bucureşti, 1978, p. 601.
20 Ibidem.
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If  metamathematics21 is  the  science  dealing  with  the  mathematical
theories  and  truths  from the  point  of  view of  mathematical  logics,  then
metasecurity is the science that deals with the theories and truths of security/
insecurity from the point of view of security logics. These are the principles
or laws of logics (1. The law of identity; 2. The law of non-contradiction; 3.
The law of excluded middle; 4. The law of sufficient reason) that apply to
this domain of security just like they apply to any other domain of activity
based on logical thinking. 

Certainly, the security of systems and processes is a state or a result of
coherence and consistency of all elements and actions that happen within
them  and  presupposes  the  existence  of  a  dynamic  equilibrium  between
threats  (challenges,  defiance,  dangers  etc.)  and  vulnerabilities  to  threats.
This dynamics is the very essence of what we call  safety or security,  an
essence that can be found, like a  conditio sine qua non, in the appropriate
functioning of all systems and processes as well as of the whole universe.  

There are a lot of determining factors of all elements of safety and
security  of  systems and processes  (practically,  their  number seems to be
infinite)  and  keeping  them  in  a  certain  balance  (always  dynamic  and
complex)  actually  represents  the  core  of  what  everyone  understands  as
security.  

If the Metapsyche22 (beyond the psyche) is an unusual psychological
phenomenon  or  one  that  has  not  found a  scientific  explanation  yet,  and
Metapsychology23 is  the  study  of  metapsychological  phenomena,  then
metasecurity is a phenomenon / process of security / insecurity that still has
not found a scientific explanation that is sufficient and well-anchored in the
theory and practice of systems and processes security science or is the study
of  security  /  insecurity  phenomena  that  have  not  found  a  scientific
explanation yet.

Taking into consideration the fact that metastable refers to something
that is apparently stable, but also over-stable, post-stable, that is whatever is
stable brought to a new state, then we may speak of metasecurity as about
certain something (an organization, nation, community, a state, a group of
states) that apparently has security,  even post-security,  namely a security

21 Ibidem.
22 Ibidem, p. 602.
23 Ibidem.
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that  is  transformed  in  comparison  to  the  initial  one.  This  is  a  dynamic
security,  an  over-security,  that  is,  a  security  of  securities,  a  security  of
security,  but  also  something  that  means  moving  on  from  the  state  of
classical  security  and  passing  to  a  new type  of  security  that  is  actually
missing or is different from what it used to be initially or in the previous
stages. 

This  passage from another  security  state,  from a  so-called  national
security  to  a  collective  one,  that  has  to  do  with  a  community,  alliance,
coalition etc. may assure a plus of security (under a „security umbrella”) or,
on the contrary,  blur or even disrupt the normal  state  of security,  to the
benefit  of  a  „meta”  type  security,  which  may  often  prove  to  be  just  an
illusion. 

It is true that under the current circumstances no state of the world
may assure  its  security  on its  own,  through isolation,  neutrality,  lack  of
interference in some other states’ affairs etc.,  because the level of global
insecurity has reached such a high level, that even the great nuclear powers
can no longer be certain of their security, no matter how many means they
might have or how strong they may be. The asymmetric means, the great
finances, the trans-national groups, corporations, and all the other kinds of
structures  and  networks  have  become  so  numerous,  so  powerful  and
sophisticated,  that  they  may  cause  huge  surprises  at  both  tactical  and
strategic  levels.  The  terrorist  attacks  on  September  11,  2001  and  the
following ones are the first such an instance,  but the financial  crisis that
burst  out  in  2008-2009,  the  surprising  re-opening  of  the  strategic  ridge
Black Sea – Baltic Sea, the war in Syria and especially the emergence and
impetuous,  aggressive,  and  extremely  rapid  development  of  the  Islamic
State  are  powerful  arguments  of  a  type  of  global  endogenous  insecurity
which  may  culminate  with  a  devastating  confrontation  to  everything
mankind has created so far. The huge proportions, the dynamism and the
network,  the  new technology  and  the  capacity  of  the  media  to  produce
cognitive and information insecurity with a speed so far unknown are only a
few of the pro „meta” arguments, both in the security and especially in the
insecurity domains, even if the two domains are actually just one, situated
on one side and the other of X and Y axes (0x and 0y). 

Passing from a state  of security  (insecurity)  to  a  new state  is  very
complicated,  but  necessary  and  compulsory,  given  the  circumstances  of
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current civilization. In the figure below (Figure no. 1), we actually suggest
the principle of this  type of dynamic processual metamorphosis from the
security space, as well as from the insecurity space (actually, one and the
same),  which  would also be  one of  the means  of  acknowledgement  and
understanding the metasecurity concept.

In the process of transformation (passing from the state of security and
insecurity) in place at t1 (time) to the one in place at t2, and from the one in
place at t2, to a new state, that in place at t3 etc., the entire internal elements
are kept and they are added the newly introduced ones. In our case,  the
security  risk,  defined  on  the  junction  between  threats  (red)  and
vulnerabilities (violet) is taken over, through the transformation process, and
incorporated, holistically, in the security state (metasecurity) resulted from
the transformation process, at t2, then t3, …, tn.

In  the  figure  above,  the  state  of  security  (metasecurity)  is  colored
green, the systems (processes) and senses of becoming, blue, the threats are
red,  the  means  of  reducing their  vulnerabilities  and countering  them are
violet, while systems (processes) which secure themselves are represented
through different shades of blue. T2 is a take over of t1 system to which we
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added its internal and external security, t3 incorporates metasecurity with all
its components starting with t2 etc. 

Security, with respect to communities, is both a social and a functional
issue, aiming to reduce as much as possible the material-technical losses and
human casualties  or  the  possible  damage brought  to  people’s  health  and
wellbeing,  through  measures  that  have  to  annihilate  or  minimize  the
insecurity  of  systems,  organizations,  nations,  and  states,  including  those
states  and  processes  related  to  stealing,  altering,  or  dissimulating
information.24

Security  is  assured  mainly  due  to  the  operational  capacity  of  the
systems (the property of the systems) to fulfill the function and purpose it
was  created  for,  in  certain  specified  conditions  (including  environment
conditions) that are usually hostile and hard to manage.

The  consequence  is  that  no  system  can  be  separated  from  the
environment; on the contrary, it can only be assessed in connection to its
destination,  namely  in  correlation  with  the  functional  parameters  and its
properties of functioning, verification, and security. 

Therefore,  security  is  at  the  same time  an  internal  function  of  the
system and  process,  in  the  sense  that  every  system and  process  has  an
immunity  mechanism and a feed-back operational  characteristic  which is
simultaneously  a  manner  of  defense  and  adaptation  in  relation  to  the
environment. The two dimensions of security – endogenous and exogenous
– are directly connected to the dynamics of systems and processes and to
that of the environment and change in time, according to the necessities and
conditions  imposed  by  the  life  of  the  system  and  the  process  and  the
external conditionings. Obviously, not all developments and transformations
can qualify as „meta”, but some of them do impose a new condition and
thus a new configuration of security that may mean a plus of security,  a
minus of security or even insecurity. For instance, the mechanical adherence
of  Romanian  agriculture  to  a  communitarian  transformational  trend  has
actually led not to some food metasecurity as it would have been expected
and as it was really expected by all of us after Romania joined the European
Union, but to a food metainsecurity,  having extremely serious effects  on
people’s health and living. 

24 Gheorghe Ilie,  Risc şi securitate-articole, comunicări şi prelegeri, Vol. 1, Editura UTI
Press, Bucureşti, 2015, p. 15.
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Security systems have to assure:
- a state of safety and self-protection of efficient leadership and the

feed-back effect;
-  information  and  communication  protection  and  confidentiality  of

actions;
- information accuracy, opportunity, ubiquity and unity;
-  functional  flexibility,  for  ensuring  functional  continuity,  self-

regulation,  adaptability,  viability,  systemic  logics,  for  fully  safe  mission
accomplishment.

The opinions regarding the structure of security science and its statute
are contradictory: for instance, „the knowledge of security and insecurity as
well as the actions taken for assuring security represent a real art”;  „the
knowledge  of  security  and  insecurity,  as  well  as  the  actions  taken  for
assuring security represent a science” or  „the knowledge of security and
insecurity, as well as the actions taken for assuring security represent both
a science and an art”.

The  knowledge  regarding  security/insecurity  and  the  actions  of
assuring security comprise concepts, theories, categories, definitions, norms,
rules, principles that have to do with the logical reflection and the ways of
acknowledging science that are not unanimously accepted at present. They
differ from one country to another as well as from one identity to another
and even from one man to another.  Not  everyone understands the  same
thing by security and insecurity – even if the terms are utterly clear – just as
not everyone is willing to analyze the security concept as a function of the
system. Most controversies stem from the association of the word „security”
with  the  word  „science”,  but  also  with  the  dialectics  security-insecurity,
security-metasecurity  etc.  Thus,  in  Republic  of  Moldova,  a  subject  of
instruction  is  securitology –  the  science  about  the  security  of  the  vital
activity  of  mankind  and  the  human  being25,  science  based  on  inter-
disciplinary synthesis. This science is supposed to be based on  „research
upon the experience of people, states, and world community, in the sense of
assuring  their  security,  identifying  the  laws,  relations  and  principles  of

25 Ion  Rusandu,  Victor  Juc,  Asigurarea  securităţii  umanitare  durabile:  probleme  şi
perspective,  Institutul  Integrare  Europeană  şi  Ştiinţe  Politice  al  Academiei  de  Ştiinţe  a
Moldovei, Revista de filozofie, sociologie şi ştiinţe politice, nr. 2(153)/2010, Chişinău, p.
124.
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conceiving security systems, the comparative analysis of specific national
peculiarities each state has in assuring internal and external security”26, as
well as on a prediction of dangers, threats and aggressions etc. At the same
time, within „Alexandru cel Bun” Military Academy of Armed Forces from
Republic of Moldova, there is a doctoral school of „Military and Security
Sciences”.  Ion Rusandu and Victor  Juc27 propose a  logical-gnoseological
approach on security, as this might be acceptable because security „must be
assured in all the models of human development”, since security „represents
one of the fundamental and universal characteristics of human existence, no
matter its shape and proportions”.

It is necessary to state an agreement between the scientists studying
the security domain in order to establish the structure of security science,
that is: the object of study, the objectives of security science, the general
theory  of  security  science  and  the  security  art.  Metasecurity  is  security
transformed; one that has undergone a process of becoming, of moving into
another  dimension.  This  new  dimension,  resulting  from  a  process  of
transformation, may become at the same time: 

- a superior security;
- a security of security; 
-  a  security  of inter-security  (for instance,  a junction  between or a

reunion of several types of security: food-related, ecological, traffic-related,
media-related, information, civilian, medical, military etc.); 

- insecurity. 
The knowledge of security/insecurity pertains for now to the domain

of facts/events of security/insecurity and that is why, it may be assumed that
the object of study of security science is the action of insecurity versus the
action of security.

The recessive duality insecurity-security may be considered similar to
that of conflict-harmony.

The  action  of  assuring  security  stands  between  violence  and  non-
violence, the former being a military action, that is,  „law enforcement” as
action of a government  (state) as this uses the armed forces,  police,  and
other  institutions  (SRI,  SIE,  Gendarmerie,  Prosecutor’s  Office  etc.)  to
impose  its  will.  Thus,  through  official  (Constitutional)  violence,  public

26 Ibidem.
27 Ibidem.
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order  and  national  security  are  enforced  to  the  paradoxical  purpose  of
peacefully solving dissensions. Actually, the threat of violence helps the life
of society not to take a violent turn. 

On  the  other  hand,  it  is  exactly  this  reason  that  –  far  from being
sufficient – is in turn an extremely sensitive manner of differentiating the
good  from  the  evil,  legitimacy  from  illegitimacy,  abuse  from  duty,
disproportionality from proportionality, dictatorship from firmness, sincerity
from manipulation, the mission of protection and securing values from the
excessive and discretionary exercising of power and the will of the powerful
one and, finally, security from meta-security, security from insecurity. 

The content and appearance of the actions of insecurity-security are
parts of human actions. As a sort of social actions, insecurity actions are
caused  by agents  of  threats  or  aggressions  meant  to  disrupt  a  state’s  or
organization’s system of actions etc., to damage or kill citizens or to inflict
technical-material or information damages etc.

Security actions have some similarities  to military actions,  but also
some differences stemming from the nature of the agents involved in the
paradigm  of  insecurity-security,  from  the  purpose  of  the  action,  but
especially  from  the  means  used  by  the  agents  of  insecurity  and  those
belonging to security forces.

The  general  theory  of  security  science  has  to  include  a  system of
logically  ordered  sentences  revealing  information  about  all  the  elements
comprised  in  the  security/insecurity  action  and  the  relations  established
among  them,  but  also  between  them  and  the  whole  (the  actions  of
aggression  agents  and security  agents  as  a  whole),  between  the  security
actions  and  the  other  categories  of  human  actions,  as  well  as  between
security actions and the human action generally speaking.28

Scientific research in the security domain must have as a purpose the
creation  and development  of  the  general  theory  of  security  science.  We
consider  that  the  general  science  of  security  science  must  include:  the
category  system,  the  system  of  sentences  and  the  methodology  (for
investigating the object of study of security science).29

28 Valentin  Arsenie  coordinator,  Tratat  de  Ştiinţă  Militară, Vol.  I,  Editura  Militară,
Bucureşti, 2001, p. 22.
29 Several authors, op. cit., p. 22.
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Security actions are: of prevention,  of protection, of countering and
diminishing actions, phenomena and processes of insecurity caused by man,
technique, and nature.

Nowadays, some of the most dangerous challenges, tensions, threats,
and aggressions etc. are the cyber attacks undertaken by individuals, states
and other entities, organizations, networks etc. that disrupt the information
systems on the entire planet in order to steal information, gain large sums of
money  or  different  goods  and  merchandise,  to  destabilize  medical  and
financial-banking  systems,  communications,  C4ISR  systems,  weapon
systems, energy, gas, water supplies etc. Information and cyber warfare has
to be countered by security services /institutions.

Certainly, these actions belong to what we call  insecurity, but some
of  them  are  also  effects  of  events  conducted  at  metasecurity  level,  of
transformation of security, of the phases „beyond security”. 

In the security domain, researchers and specialists have to elaborate a
general theory that might define in a coherent manner the system of security
categories and notions. This category system contains the main or essential
notions  necessary  to  investigating  the  phenomena  and  processed  of
insecurity-security and solving the practical issues of security. We consider
that the following should be included among the fundamental categories of
security science: phenomena, processes and actions of insecurity, the actions
of security, the aim of security (security mission), the norms and regulations
of assuring security,  the security forces,  security potential,  action power,
military  means,  weapons  and  military  equipment,  security  operations
(combat,  surprise, safety, maneuver,  attack,  defense etc.).  These elements
should be mistaken neither for those of military action specific to warfare,
nor for the elements comprised by military sciences, even if there are – and
there will always be – a lot of similarities. 

We must emphasize – just as we and others have done it before – that
between security science or security sciences and military sciences, in our
opinion, there are no identities, but only similarities. The two concepts –
security and defense – do not represent the same thing. Defense is an action
specific to warfare, no matter the type, from the classical to the economic
one,  the  media  one,  or  the  cognitive  one,  while  security  is  an  absolute
prerequisite for the appropriate functioning of systems and processes. So,
security  is  a  function  of  system and process  existence  and functionality,
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while  defense  (exercised  through  defensive,  offensive,  or  integrated
policies, strategies, structures, actions and resources) is an action specific to
warfare and assumed as such. 

In our view, these are really important remarks as they facilitate the
elimination  of confusions that  are  made either  because of that  important
principle  in  classical  logistics,  called  ignoratio  elenchi (irrelevant
conclusion), or because of ignorance, or on purpose, aiming at weakening
the country’s capacity of defense or even worse, destroying it. 

Security  science,  just  as  military  science,  uses  certain  couples  of
opposite  concepts:  attack-counter-attack,  defense-attack,  space-time,
assault-protection, technical-material forces - moral forces, safety-surprise,
security-insecurity etc., that make up the systems of thinking for assuring
security. These opposing concepts are characterized by a few types /kinds of
ratios: 

- the ratio of differentiation;
- the ratio of opposition;
- the ratio of contradiction;
- the ratio of conflict.
In the processuality of transformation, of going beyond reality, these

ratios  may change  radically.  Usually,  these  ratios  defined  by the  logical
square are not immutable from the perspective of security analysis, which
functions according to certain logics in which the main feature of movement
and transformation is not the linear but rather the non-linear character. In
this case, the security paradigm is affected by another type of determinism –
the  dynamic  and  complex  determinism,  whose  essence  is,  just  as  we
mentioned,  the  lack  of  linearity  or  non-linearity.  The  effect  of  the
transformation  is  or  may  be  an  extremely  complex  one  that  may  not
necessarily  lead  to  a  new  type  of  security,  on  the  contrary,  to  one  of
insecurity. This may lead to asymmetric or non-symmetric relations, even
chaotic relations and that is the reason why the monitoring of the security
state  is  performed  starting  from indices  of  state  and  dynamics,  through
which they will constantly know the actual state of systems and processes
and, as far as possible, anticipate the states of abnormality and pre-crisis. 

The relation of opposition is used frequently, but it does not have to
become the rule. The insecurity-security pair is the best known one in the
security science, in which it appears in a series that has certain moments,
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states,  situations,  and  various  connections  during  which  opposition
decreases or increases, obviously, between certain limits. However, even if
this ratio seems to be subjected to the theory of strategic games with zero
sum,  in  reality,  in  the  security/insecurity  ratio,  there  is  not  only
complementariness, but also the possibility that anything might happen.

The opposition between terms can be noticed from the fight between
the agents of insecurity and those of security through the different values
they  take  at  certain  moments  and  in  certain  situations  and  also  through
diverse influences manifested in the preparation for and conduct of security
actions. An asymmetric ratio is defined through the fact that in any pair, one
of the terms is preponderant, being superior to the other in certain stages,
moments,  and  well-determined  conditions.  Asymmetry  is  an  essential
characteristic  features  of  the  fights  between  the  agents  of  threats  or
aggressions and those of security forces,  but also of concepts of security
science, as a warning against the error of considering that in case of using
technical means similar to the two parts (security/insecurity) they will use
the  same  methods  and  the  same  tactical,  operational,  and  strategic
conceptions. The inversion ratio refers to the possibility of certain types or
procedures of action/combat to transform alternatively in one another and to
use tactical procedures that are different from the strategic plan (thus, for
instance, defense may turn into attack or the other way around – an attack
may  turn  into  defense,  but  also  in  other  types  of  action  through  a
combination of the two and the inclusion of certain procedures that are more
or less known, such as those used in guerilla warfare or in terrorist actions).

Regarding security, there still has not been formulated – like in other
disciplines  of  study  or  sciences  –  a  concept  that  is  unanimously
acknowledged  in  the  world,  but  various  conceptions/concepts,  differing
from one country  to  another,  that  have  their  own theories  and methods,
based  on  an  empirical,  substantialist,  practical  and  historical  of  man’s
actions  of insecurity  directed  against  the other  people and against  Planet
Earth,  and on a description of the security/insecurity domain.  Nowadays,
however, it is imperative that the object of security may also comprise the
study of  structural  and systematic  aspects  on  the  basis  of  an  axiomatic,
organizational,  and  recursive  analysis  and  of  a  new  method  of
investigation  /research  and  modeling  of  the  states  of  events  and  of  the
situations in the security domain. Only thus, could we elaborate, organize
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and  justify  academically  the  theories,  principles  and  laws  of  assuring
security and explain in a scientific manner their connection with the other
social,  political,  economic  and  military  phenomena,  namely,  with  other
sciences.30

There is a big difference between the object of security science and
the  objects  of  the  other  sciences  because  the  security  of  systems,
organizations, nations, states, etc must be approached starting not only from
the  liability  and  viability  technique,  but  also  from  the  new  methods,
according to the integrating character of security.

Because  of  diverging  interests,  there  will  always  be  competitions,
confrontations, crises, conflicts and all sorts of wars: economic, technical,
information,  cybernetic,  psychological,  financial,  climatic,  geo-physical,
geopolitical etc. In other words, the war is continuous, and when violence
decreases there is a short period of peace, this being the period in which war
takes gentler and humane features (the period between two actual wars).

Dangers  and  threats  are  extremely  numerous,  almost  immense  in
volume, therefore it is impossible to know and understand all the dangers
and threats and vulnerabilities become more and more serious.

Almost all  the actions made by people have their share of dangers,
threats, aggressions that hit their peers right where they are more vulnerable
(ideals, thinking, health, feelings etc.).

Military  science  is  „a system of  knowledge  referring  to  laws  and
principles of combat, to norms and forms of organization, preparation, and
use of armed forces, to the methods and procedures of military actions”31.

Security  science  has  reached  today  a  certain  level  of  theoretical
generality and tends to be associated to the philosophy of relation science;
its  categories  comprise  various  qualitative  and  quantitative  concepts,
security  science  being based on reasoning through interference,  but  also
through mathematical computing, in a balanced ratio between truth (reality)
and exactness. Regarding the holistic dimension of security, one important
aspect  nowadays  is  the  relation  between  security  and  the  world/people,
namely with the exterior/environment. Thus, there is the danger of isolating

30 Valentin  Arsenie  coordinator,  Tratat  de  Ştiinţă  Militară, Vol.  I,  Editura  Militară,
Bucureşti, 2001, p. 19.
31 Valentin  Arsenie  coordinator,  Tratat  de  Ştiinţă  Militară, Vol.  I,  Editura  Militară,
Bucureşti, 2001, p. 21.
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security  institutions  from the  world/people  and closing  themselves  in  an
esoteric language, impossible to understand by the wide masses of people,
which would only lead to a partial success of security actions.

Given the definition of military science, a similar definition might be
given to security science,  starting from the observation that the object of
security science, which is a science of the state, is also a science of action
and reaction for assuring and maintaining this state of systems and processes
in its normal, functional parameters. However, it is different from the other
disciplines studying crises and conflicts. 

The necessity of a security science consists in the fact that it may offer
the  political-military  decision-makers  and  the  specialists  in  the  security
domain  knowledge  and  efficient  solutions  for  educating  the  citizens,
organizing, planning and coordinating the actions of assuring security and
the  optimal  preparation  of  security  forces,  as  well  as  for  establishing
procedures and methods of anti- and counter-terrorist actions that may be
conducted successfully in the new security environment of the 21st century.
In this context, we consider that we may say that the object of study of this
science is represented by all the actions meant to assure security in all the
organizations  and  domains  of  human  society  and  at  all  levels  of
development, both at peace time and during war.32

There are a lot of actions meant to assure security, but they may be
classified thus: security actions through their essence (actions of countering
dangers and threats  to the security  of systems and processes);  actions of
security through destination (they are necessary for accomplishing a mission
by  the  security  forces)  and  actions  associated  to  security;  all  these  are
between non-lethal and lethal circumstances and take place in the security
field.  Security  actions  are  based  on  a  complex  socio-political  relation
emerging due to the conflict between different groups and groupings, taking
a violent or non-violent shape. Some have to do with the conflicting nature
of systems and processes, in the sense that where there is no conflict, there
is  no  movement  or  development,  others  –  the  endogenous  ones  –  are
induced by internal malfunctions, or (the exogenous ones) by dangers and
threats coming from outside them.

32 Eugen Siteanu, Andronic Benoni,  Etica şi securitatea internaţională, Univers Strategic,
nr 4/2016, p. 115.
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Security actions resemble the other categories of social  actions, but
there are also differences due to the nature of security agent, the purpose of
the action of assuring security and the means used to this purpose. On the
other hand, though, their extremely complex dynamics pushes the state of
security towards something that „goes beyond what it is”, which may mean
an amplification, that is a positive metasecurity, like in Figure no. 1, or a
negative one, and for some components of systems and processes, even an
insecurity one.

We believe that all these possible transformations related to security
mechanisms need to be studied well, exactly in order to assure the timely
identification of elements generating insecurity or counter-security, through
the vulnerabilization of certain systems or some of their components. The
example above, regarding the generation, by the food metasecurity specific
to  the  European  Union  and  which  Romania  walked  blindly  into,  of  the
serious food insecurity in our country is, we believe, illustrative enough.  

The metamorphosis of the political purpose in a security purpose and
objective hides the political essence of the actions of assuring security and
the main role of the political factor.33 

The security domain comprises the military domain and the civilian
domain. It should not be mistaken however for the defense domain. While
security  is  a  state  necessary  for  the  safe  functioning  of  systems  and
processes, which is reached through a very complex dynamics, permanently
adapted to a reality that is equally dynamic and complex, defense (including
military defense, which is an epitome of defense) is the action performed in
extremis in order to serve a vital interest (in our case of survival), but which
presupposes  the  preservation  of  a  reactive  potential,  always  active,
extremely well and highly qualified in order to exercise the two important
functions  of  defense:  the  deterrence  of  any  possible  enemy  and  a  high
capacity of national and/or allied retaliation. 

The  security  domain  (be  it  national,  European,  Euro-Atlantic,
international,  global)  is characterized by integrality,  unity and coherence,
representing,  along  the  other  two  –  prosperity  and  freedom  –  the  very
essence  of  human condition  on  Earth.  That  is  why,  this  domain  can  be
described through a coherent series of statements that are structured on the

33 Valentin  Arsenie  coordinator,  Tratat  de  Ştiinţă  Militară, Vol.  I,  Editura  Militară,
Bucureşti, 2001, pp. 21-22.
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inference relation and through a number of symbols, mathematical relations,
diagrams, optimizations, schemes, definitions, theories, cybernetic models,
new concepts  (the  error  concept,  the  concept  of  tolerance  to  errors,  the
concept  of security,  the concept of full  security,  the concept  of systemic
deterrence etc.), the analysis and synthesis of security systems, algorithms
of analysis  and synthesis, modeling the management  of security systems,
risk management, methodology of risk assessment based on a matrix, the
connection between security-assurance, the operational character of security
systems,  the  assessment  of  security  systems,  the  processual  re-
establishment, information security and the security mechanism etc.

This extensive series of statements also comprises axioms and that is
why the general theory of security science has both the character of logical
system  and  that  of  axiomatic  system.  The  axioms  of  security  science
resemble  principles  governing  the  confrontation  between  the  two  states:
security-insecurity, or laws (ratios/essential expressions that are necessary,
repeatable and stable between the internal elements of the clashes between
the insecurity and security forces, as well as between these and the other
domains of social life influencing the preparation and conduct of combat
action between security forces and insecurity agents, or aggressions against
normality).  All  these  are  organized  and  explained  logically  and  are
systematized in order to assure the specialized universe of the theoretical
discourse of phenomena, processes, and actions of insecurity-security.

The  scientists  interested  in  the  security  domain  are  called  on
nowadays to analyze, study, phrase in a coherent and cohesive way the laws
of security science, the laws of security-insecurity actions, as well as those
of  transformation  and  becoming,  in  the  security-insecurity  space,  as
essential  statements  of  the  general  theory  of  security  and  metasecurity
science, giving it legitimacy, consistency, and objectivity. 

Both  insecurity  actions,  and  those  of  assuring  security  are  framed
between a goal (namely the mission) and mission completion (the result of
the action), on the grounds of certain laws of being (genetic laws, structure
laws, laws of relation-correlation etc.)  and of laws of dynamics  (action).
One of the genetic  laws is  the principle  of action and reaction,  which is
universally true in any human action. A structural law that is well known in
the military domain is the coordination among goal,  forces and available
means. The law of correlation in military science is the law of dependence
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of forms and processes of military actions on the level of development of
the armed forces and military  equipment,  a law that  is  also valid  in  the
security  science  domain.  The  laws  mentioned  above  have  a  general
character, but when applied in order to accomplish security goals, by using
the agents causing insecurity and the agents of the security force in varied
conditions  between  violence  and  non-violence,  these  laws  also  become
specific to the security domain.

It  is  true that in the security-insecurity  domain there are also other
laws; however, they must be discovered and checked in order to reflect real,
logical relations, specific to insecurity-security actions. Many of these laws
determine  the  transformational  process  within  security,  including  the
processuality  of  going  beyond  security,  which  may  mean  over-security,
maximal security, absolute security or, on the contrary, insecurity, lack of
safety, uncertainty, and even insecurity chaos.

Figure no. 2 shows a manner of other sciences’ impacting what we
call security science. It is only natural that such a science should include
notions  and  concepts  from  all  the  other  sciences,  as,  security,  just  as
prosperity and freedom, belongs to the very essence of human condition and
it  really  is  a  necessary  condition  for  the  existence  and wellbeing  of  the
human being and human society on Planet Earth. 

The purpose of research in the domain of security-insecurity actions is
to  discover  new  aspects  related  to  the  manner  in  which  the  laws  and
principles  governing  these  actions  manifest  themselves  according  to  the
qualitative  growths in  technical  means and the new circumstances  in the
knowledge-based (epistemological) society, that reveal the numerous ways
of expression of security-insecurity actions. At the same time, researchers
have  to  elaborate  a  coherent  picture  of  all  the  disciplines  studying  the
security  domain  (Figure  no.  2),  to  discover  the  mutual  determining  and
conditionings between the security actions and the other categories of social
and military actions, to analyze the relational and functional transformations
influencing security actions. Under the new circumstances of terrorist and
counter-terrorist warfare, it is absolutely vital to conceive, design, and build
security systems that are simultaneously feasible, viable, stable, and flexible
etc.

1. Philosophy
2. Chemistry
3. Physics
4. Technical sciences
5. History
6. Geography
7. Military science
8. Law (national, international 

and European)
9. Logics
10. Diplomacy
11. Politology
12. Sociology
13. Ethics
14. Psychology
15. Praxeology
16. Medical science
17. Ecology
18. Management etc.

Figure no. 2: Security science and other border sciences and disciplines of study
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As real,  but  also well-conceived processes,  the actions  of security-
insecurity are manifested as the reality based on laws, that are obviously
objective, and as social determinism, as well as concepts, theories, doctrines
that  have  a  relative  independence  and  an  important  role  in  preparing,
organizing,  planning,  and  conditioning  the  security  and,  respectively,
insecurity actions.

The complexity and dynamics of insecurity-security actions and the
frequent  changes  of  the  circumstances  in  which these actions  take  place
make  each  situation  of  insecurity-security  have  its  specificity  and,  in  a
certain sense, to be even unique and unrepeatable (never identical to another
one). Even though each situation or event of insecurity-security is unique, it
contains  all  the  general,  particular  and singular  elements  of  the  domain,
some of which are repeated while others appear only once. Still, the fact that
some of the situations/events are unique and unrepeatable while others are
repeated in time does not necessarily lead to the conclusion that they are or
may be incompatible with the general principles and laws of organization,
planning and conducting security actions or with the existence of a security
science.  Specificity  and uniqueness,  just  as the unrepeatable  character  of
certain events and situations, do not mean a denial of lawfulness, but rather
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an  assertion  of  uniqueness  and  unrepeatable  character,  which  is  very
important  in  understanding diversity  and,  consequently,  the  necessity  for
scientific analysis of events and situations, exactly for preparing in due time
the  security-related  reaction  in  uncertain  situations,  especially  when
confronted with those unpredictable transformational processes generating
going beyond what is obvious, what is usually defined as security. 

In conclusion, for the success of security action, we should not rely on
recipes,  on  pre-established  formulae  or  solutions,  but  rather  on  flexible
thinking, capable to invent for each new situation a new manner of acting
that should be exactly fit to the concrete situation. In investigating the study
object  of  security,  we  need  to  use  a  series  of  methods  and  procedures
pertaining to the various philosophical or scientific trends. Security science
may  use  a  series  of  methods  and  procedures  common  or  not  to  certain
sciences  or  borrowed  from  other  sciences,  such  as:  analytical  methods
(induction, inference, abstractization, concretization, case study), empirical
methods (observation and experiment), structural method, dialectic method,
shaping  and  simulation,  method  of  applications  and  war  games  (from
military science) and others, but also methods specific to security science
such as, for instance, the practical method of disguise and tailing.

In the academic environment in Republic of Moldova, it is considered
that „securitology has to perform the analysis and systematic generalization
of concepts, doctrines, policies, strategies of security of different countries,
as well as of the results of scientific research in this domain. The general
object  of  investigation  is  securitology  is  humanity,  term  that  comprises
states,  societies,  and  people,  and  the  concrete  research  object  is  their
activity for assuring the security of their vital activity and the security of
natural living conditions within the noosphere”34. The security of mankind
is actually the very pillar of survival of human species, because security is
the  necessary  condition  of  its  existence,  that  is,  of  people  (individuals,
communities,  nations  and  the  whole  world)  at  all  levels  (individual,
national, regional and global). The research of security/insecurity is one of
the most important characteristics of human existence, but also one of its
essential aspects, therefore a fundamental issue of human society on whose
solving depends the normal continuation of life on the Blue Planet as well as

34 Ion Rusandru, Victor Juc, op. cit., p. 124.
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its salvation in case of serious deterioration of environment conditions and
even human condition. 

Human society is, thus, a very complex concept that is manifested in
all the domains pertaining to the systems and processuality of human being
and human condition. There are, undoubtedly, as many types of security as
there are types of human existence and activity, of which the following are
the most important: 

1) economic security (assuring a minimal income necessary to every
person);

2) food security (granting the assurance of the main sources of food);
3) medical security (granting minimal protection against diseases and

an unhealthy lifestyle);
4) ecological security (protection of people against the deterioration of

the environment and natural disasters);
5) personal security (protection of people against physical violence, no

matter their source);
6)  community  security  (protection  of  people  within  a  community

against degradation of traditional relations and values, ethnic and sectarian
violence);

7) political security (respecting people’s rights).35 
Certainly, we should add here the security of cyberspace, security of

information, security of cognition, and even the security of the right to think
freely.  That  is  why,  within  UN Program for  Development,  in  1994,  the
Annual Report on Human Development was issued, dedicated obviously to
the issue of security and that presented the concept of „human security” as a
new  model  of  transformation  of  society  on  two  levels:  1)  transfer  of
importance  from territorial  security  to  the  security  of  individuals  and 2)
passing  from  assuring  security  on  grounds  of  weapons  procurement  to
generating security on grounds of human durable development (DD). 
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Abstract: This paper aims to make a SWOT analysis of the legal framework on the
organization and functioning of security matters and to assess the way in which the current
national security institutions ensure the sustainability of the domain. By emphasizing the
unacceptably large delay in adopting the package of laws on national security, it highlights
the role of newly established institutions: Inter-Ministerial Strategic Group, Government
Operations  Command Centre,  National  Management  Centre  for  Public  Order  Actions,
National  Cyber  Security  Centre  etc.  The  paper  suggests  some  possible  new  types  of
approaches - in the context of evolving paradigms of security (the position of the new White
House Administration on the concept of global security, the latest political developments in
Moldova, the attitude of the Russian Federation towards NATO and, punctually, towards
Romania etc.)

Keywords:  the organization and functioning of  the security  domain; the national
security institutions; new security paradigms; package of laws on national security; the
Future of NATO.

Conceptual delimitations – an inappropriate legal framework

for the geopolitical realities
According to the definition taken from the Guide on Romania’s new

national security strategy: "The national security system is the ensemble of
legislative,  executive  and  judicial  bodies,  institutions,  economic  bodies,
non-governmental  organizations  and  citizens  who,  bound  by  the  law or
freely  consented,  undertake  obligations  or  show  concerns  and  civic

* Academy of Romanian Scientists, e-mail: bahrin_d@yahoo.com
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initiatives  in  connection  with  the  realization,  protection  or  assertion  of
security values and interests. "36

Therefore, according to the new definition that we have adopted, the
bodies  and  structures  specialized  in  the  implementation  of  the  national
security system should be found – with specific missions, within the three
powers  of  the State,  within  some economic  bodies,  but  also  in  the civil
society – topic to be developed in point 3 of this article. However, from a
structural point of view, it is considered that the national security system
mainly  consists  of:  a  defense  component,  a  public  order  component,  an
Intelligence component and, together with the socio-economic component –
a  component  of  the  civil  society  (specialized  non-governmental
organizations).  

We find, however, that the legislation in this field remained a long
way  behind  the  approaches  made  in  the  content  of  Romania’s  national
security strategies, starting with the first national security strategy in 1999. 

Thus, Law No. 51/1991 on the national security of Romania is still in
force, republished in 2014 (until 2014, called the  Law No. 51/1991 on the
national  safety  of  Romania),  which,  in  Art.  6,  provides  that  only  the
structures in the field of  Intelligence  have responsibilities  in the field of
national security. So, according to a law still in force, the three powers of
the State do not have either their own specialized structures or direct duties
in the field of national security. 

Also, regarding the legal regime of the exceptional states, namely the
state of emergency, the state of siege, the state of mobilization and the state
of  war,  the  first  two  were  regulated  only  in  1999,  through  O.U.G.
No.1/1999, when the miners were already approaching the Capital, and the
other two states (mobilization and war) only after 10 years - by Law No.
355/2009.  

Concerning the much discussed packages of draft  laws on national
security (3 variants proposed between 2007 and 2014), the need for new
projects  -  to  be legislated  -  was clarified  in  Chapter  IV of the National
Defense Strategy Guide 2015-2019, approved by CSAT (Supreme Council
of National Defense) Decision No. 128 of 10 December 2015.

The new security paradigms

36 National  Defence  Strategy  Guide  for  the  period  2015-2019,  p.10,
http://www.presidency.ro/files/userfiles/Ghid_SNApT_2015-2019_AP.pdf
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The  main  paradigm  currently  perceived  by  the  author  about  the
evolution  of international  relations  is  the transition from the principle  of
Political Correctness or Politically Correct - (tolerance towards minorities
of any kind, generous promotion of human rights, more social justice, and
acceleration of democratization of international relations) to the Realpolitik
principle  -  the  principle  of  realistic  politics  (ethical  principles  yield  to
power-based relationships  -  with  emphasis  on  promoting  pragmatism in
international relations etc.).  

According to the doctrine in the field, the concept was re-launched
in the U.S., during the Cold War, by Henry Kissinger - during President
Richard Nixon’s term of office, and is now unreservedly expressed by the
current US President Donald J. Trump.

We consider  that  this  new paradigm also includes  Romania’s  new
security strategy under the name of the National Defense Strategy of the
Country for the period 2015-2019  (the previous strategies we appreciate,
however,  as  having  a  too  general  nature)  which  analyses  the  current
geopolitical context, makes several references (even indirect) to the dangers
currently posed by the Russian Federation.

In antithesis, the Military Doctrine of the Russian Federation - 2014,
approved  by  President  Vladimir  Putin  and  formulated  in  58  points,
considers  NATO  expansion,  the  stationing  of  troops  in  NATO  member
countries  on the  border  with  the  Russian  Federation,  "as  well  as  in  the
adjacent waters, including the political and military pressure exerted on the
Russian  Federation" ...  "the  location  of  anti-missile  Defense  systems
undermining  global  stability  and  breaking  the  balance  of  forces  in  the
nuclear field" ... represent real threats to Russia's security37.  

A new episode happened in Athens - on May 27, 2016, when, in a
joint  press  conference  with  the  Greek  Prime  Minister,  Alexis  Tsipras,
President Putin said  "If yesterday, in these areas of Romania, people
just did not know what it meant to be within the range of action, today
we are forced to take certain measures to ensure our security” ... adding
that “We will not act until we see missiles in areas bordering us” 38 

37 „The Military Doctrine of the Russian Federation”, p.12, https://www.offiziere.ch/wp-
content/uploads-001/2015/08/Russia-s-2014-Military-Doctrine.pdf
38http://www.foxnews.com/world/2016/05/28/putin-warns-romania-poland-over-
implementing-us-missile-shield.htm (Foxnews - quoting Reuters News Agency).
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In the context of the evolution of new paradigms, we must also assess
the trenchant position of President Trump on the need to increase the contri-
bution of the European states to NATO, both on the budget of the organization
and on the percentage of GDP allocated by each Member State for defense
(developments marked on the European level also by the Brexit phenomenon,
the  launch  of  the  European  Commission’s  White  Paper  on  Europe,  the
dangerous evolution of the extreme right in many EU countries, etc.).  

In this context, the question naturally arises regarding the position of
Romania is in the great "European concert" (or the context of “Global state,
ruled by world government”39) and about its real security guarantees. One
may  ask  even  whether  the  events  that  have  taken  place  lately  could  be
considered relevant in this respect: the American ambassador in Bucharest
had a picture taken with the Szekler banner, the US Ambassador in Chisinau
pronounced against the union of the Republic of Moldova with Romania
and President Vladimir Putin handed to Igor Dodon, President of Moldova,
a map of Great Moldova - which also included territories of Romania.  

We believe,  however,  that  it  would  be  naive  to  consider  that  -  at
present and in the near future - Romania, as a NATO member state, could
become the target of an actual attack from the Russian colossus, as it might
have happened until the years 2002-2004. 

However,  making  scenarios  -  on  possible  future  challenges  (from
Russia or third parties - in the form of hybrid warfare) or "cold testing",
these  need  to  be  identified  and  analyzed  by  specialists  and  military
structures with competence and expertise in the field.

 
The current organization and functioning of the national security

system. 
Institutions
As stated above, the National Security System represents all bodies of

state  powers,  economic  institutions  and  bodies,  non-governmental
organizations and civil society representatives that assume responsibilities
or manifest concerns and civic initiatives in the field of security. 

The national security strategy must conceptually integrate the risks to
national security with the means of institutional response.

39 Frunzeti Teodor, Globalization of Security, Military Ed., Bucharest, 2006, p.25
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► Parliament - Legislative Power
The  Parliament,  through  law-making,  provides  the  necessary  legal

framework for the proper functioning of the national security system. 
Also,  the  Parliament  exercises  the  control  function  through  the

competent  commissions,  according  to  the  law,  and  under  the  conditions
established  by  the  normative  framework  for  the  organization  and
functioning  of  the  entities  in  the  National  Security  System,  especially
through  the  specialized  committees,  namely: Defense,  Public  Order  and
National Security Committees of the two Chambers of Parliament, the Joint
Committee  of  the  Chamber  of  Deputies  and  the  Senate  for  exercising
parliamentary  control  over  the  Romanian  Intelligence  Service  and  the
Special  Committee  of  the  Chamber  of  Deputies  and  the  Senate  for  the
exercise of parliamentary control over the Foreign Intelligence Service. 

►  The  Executive  Power  - the  authorities  concerned  are:  the
institution of the President of Romania and the Government of Romania. As
a central administrative autonomous institution,  The Supreme Council of
National Defense - SCND (in Romanian, CSAT) occupies a central place in
the architecture of the national security system, but it is not part of the two
main  components  of  the  executive  power  -  being  an  autonomous
administrative authority –  still, it is a an autonomous public institution of
the  executive  power (in  the  future,  after  a  new  amendment  to  the
Constitution, we may find it under the name of National Security Council40 -
with upgraded powers). Within the Supreme Council of National Defense,
the  National  Intelligence  Community41 (NIC) also  functions,  having  the
purpose of corroborating information from all intelligence services (CSAT
Decision no. 146/2005).

The President of Romania, as a public authority and a self-standing
institution,  has  specific  attributions  (independent  of  its  quality  as  CSAT
President) both on the national level and on the realization of the foreign
policy (see revised 2003 Constitution of Romania, Title III, Chapter II).

The Government of Romania also carries out  the "state authority
function,  which  ensures  the  pursuit  and  control  of  the  application  and
observance  of  the  regulations  in  the  field  of  Defense,  public  order  and

40 Bahrin Dorel, The Supreme Council of National Defence and the parliamentary control
over it, the Romanian Institute for Human Rights, Bucharest, 2009, p. 8.
41 CSAT Decision No. 146/2005
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national  security,  as  well  as  in  the  economic  and  social  fields  and  the
functioning of the institutions and bodies operating under the authority of
the Government".42 

Unfortunately, the Government’s agenda does not always overlap the
President’s  vision  (especially  in  “cohabitation” formulas),  which  could
create atypical vulnerabilities.

The current work in the field of security is carried out through the
General Secretariat of the Government - the Special Directorate. 

The main institutions and bodies with responsibilities in the field
of  national  security.  Structures  existing  at  Government  or  Ministerial
level.

At Government level, there are the following structures:
The operational command centre of the Government, governed by

G.D. No. 117/2014 on the organization and functioning of the Government's
Operational Command Center

The Center is organized, according to the legal provisions, within the
General Directorate for Operational Management and Special Problems of
the General Secretariat of the Government, as a decisional support structure
for the management of emergency situations, under the competence of the
National Emergency Committee. 

The Center is an operational structure with permanent activity.

Ministry of National Defense – MoND (in Romanian, MApN) 
If, at the central level, we can see that, with respect to the

organizational structure, the situation is appropriate, in other respects - just
as important, such as the Romanian Armed Forces’ endowment or combat
capability, the present state of facts can be regarded as critical. 

Thus,  a  comparative  analysis  even with our  neighboring  countries,
such as Bulgaria and Hungary – which, at the beginning of the nineteenth
century, were similar or under Romania’s level of endowment, on all three
branches of the military, nowadays the situation has reversed.  

For  example,  regarding  airspace  coverage  only,  according  to  the
website <http://www.armedforces.co.uk>, at the level of 2010, the situation

42 Law no. 90/2001 on the organization and functioning of the Romanian Government and
the Ministries, as subsequently amended and supplemented, art. 1, lit. e).
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of the Romanian air  forces is presented as more than worrying. Possible
airspace  coverage  will  exist  when  Romania  has  at  least  36  F-16 planes
equipped with all the combat gear on board.   

Also, according to Romanian military specialists,  it  is  necessary to
acquire  -  for  Romania’s  air  Defense  (complementary  to  Aegis  Ashore
missile  Defense  system  in  Romania  -  Deveselu),  several  Patriot  rocket
batteries (minimum 4 Patriot batteries) - besides the current equipment: a
limited  number  of  modernized  Hawk  systems  and  Kub  missiles  (short
range) or Russian Volcov missiles. (Poland has already concluded a contract
to acquire 8 Patriot missile batteries, which is a $ 5 billion contract).

Also in the anti-aircraft  defense chapter,  Bulgaria and Hungary are
doing better. 

Within the MApN, there are the following structures: 
The  National  Military  Command  Centre  (Nucleus) -  acronym

CNMC(N) is a complex military-strategic structure (established by Law No.
58/2011 amending the Law No. 58/1994 on National Defense), within the
General Staff of the Army, which warns the structures of the MApN about
the imminent occurrence of crisis situations in the military or civilian fields.
It also ensures the communication of MApN with the other institutions with
responsibilities  in  the  field  of  national  security  and  Defense  (with  the
CSAT,  the  General  Secretariat  of  the  Government,  the  ministries  with
responsibilities  in  the  field,  the  I.G.S.U.  (the  General  Inspectorate  for
Emergency Situations), all intelligence services, the Earth Physics Institute
etc.),  as well  as with the bodies  belonging to NATO, EU etc.,  for crisis
management. 

The management of military actions at strategic level, "in the case of
armed aggression, in case of declaring state of siege, state of mobilization
or the state of war, is carried out through the Military Command National
Centre"43 - which passes to full operational capacity (former Great General
Headquarters) and falls under the direct subordination of the CSAT. 

Ministry of Internal Affairs – MIA (in Romanian, MAI) 
The  Ministry  of  Internal  Affairs  was  reorganized  into  the  current

structure by O.U.G. No. 96/2012. Within the MAI, there are the following
structures: 

43 Article 8 of  Law no. 58/1994 on the national defence, with subsequent amendments and
completions.
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National Public Order Management Centre - CNCAOP - established
by G.D. No. 1152/2014, as an inter-institutional decisional support structure
for integrated management of special and crisis situations. 

The Romanian Inter-ministerial Group for Integrated State Border
Management - GIRMIFS, established by G.D. No. 943/2001, updated 2017
(aimed at integration into the EU and, in the second phase, integration into
the Schengen area).

At  inter-ministerial  and  ministerial  level  there  are  other  complex
structures (relatively newly established), such as: Strategic Inter-ministerial
Group - GIS; National Cyber Security Incident Response Centre - CERT-
RO; Operational Council for Cyber Security - COSC. 

► The Judicial  Authority is  made  up of:  the  courts,  the  Public
Ministry  and the  Superior  Council  of  Magistracy  (the  Judicial  Power  is
made up of  only the  High Court  of Cassation and Justice  and the other
courts) 

From the  point  of  view  of  the  national  security  system,  only  the
Public Ministry is relevant, headed by the Prosecutor General under whose
authority are the following: 

o The  Directorate  for  the  Investigation  of  Organized  Crime  and
Terrorism -  DIICOT is a structure established in 2004 for the purpose of
dismantling the organized crime border and cross-border criminal groups. 

o The National Anticorruption Directorate - DNA, established
in 2002 under the name of the National Anti-Corruption Prosecutor’s Office
(PNA), is a prosecution structure specialized in the fight against large and
medium corruption. Taking into account that in  pt. 68 -  Vulnerabilities –
from the National  Defense Strategy of  the Country for  the period 2015-
2019,  Corruption is  considered vulnerability,  the Directorate  can also be
involved in addressing vulnerabilities to Romanian national security.   

► The Intelligence Community   
The state bodies – intelligence services, with specific powers in the

field of national security are: the Romanian Intelligence Service, the Foreign
Intelligence Service, as well as some specialized structures subordinated to
the Ministry of National Defense and the Ministry of Internal Affairs. 

The Romanian Intelligence Service  -  (in Romanian,  SRI) whose
organization, functions and powers are provided by Law No. 14/1992 on the
organization  and  functioning  of  the  Romanian  Intelligence  Service,  as
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subsequently amended and supplemented, is the informative authority that
carries  out  intelligence  and  counterintelligence  activities  throughout
Romania, in order to prevent the occurrence of situations that could affect
national  security,  being  an  integrating  structure  in  the  fight  against
terrorism. Thus, since 2004, Romania has a National Terrorist Alert System
- SNAT and a National System for Prevention and Combating Terrorism -
SNPCT managed  by SRI,  in  order  to  support  the  anti-terrorist  activities
planning process at national level,  as well as to inform the population in
relation to the level of terrorist threat.

Specific institutions and structures in the area of responsibility: the
Antiterrorist Operational Coordination Centre and the National Centre for
Interception of Communications. 

The  Foreign  Intelligence  Service  –  (acronym  SIE),  whose
organization, functions and powers are stipulated in the Law No. 1/1998 on
the  organization  and  functioning  of  the  Foreign  Intelligence  Service,  as
subsequently amended and supplemented, is the "state body specialized in
foreign intelligence related to national security and Defense of Romania
and  its  interests"44.  Therefore,  SIE  is  an  intelligence  authority  with
responsibilities  exclusively  outside  Romanian  territory,  for  Romania’s
national security, according to the competencies established by law.

Other departmental intelligence structures: the General Intelligence
Department for Defense within the Ministry of National Defense and the
Department for Intelligence and Internal Protection within the Ministry of
Internal Affairs. 

As it can be seen, the main intelligence services operate according
to laws adopted before the year 2000, even if they were completed and
modified later on (i.e. before Romania’s accession to NATO and the EU),
and they include provisions that have nothing in common with today’s
reality. 

Conclusions and Proposals
Analyzing the dimensions of the extended national security strategy,

we find a real deficit in the Defense sector - in terms of endowment, which -
in  the  conditions  of  the  new security  paradigms -  is  gaining  increasing

44 National  Defence  Strategy  Guide  for  the  period  2015-2019,  p.16,
http://www.presidency.ro/files/userfiles/Ghid_SNApT_2015-2019_AP.pdf
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importance.  This  Defense deficiency  may affect  the sustainability  of  the
entire national security system.

We consider  it  a  matter  of  first  urgency  to  adopt  a  new national
security (framework) law that would contain the provisions of the previous
proposals,  supplemented  with notions  or  clarifications  from the  National
Defense  Strategy  of  the  Country  2015-2019  and  the  National  Defense
Strategy Guide for the period 2015-2019.

We also support the need to approve - by government decision - an
action plan to implement the forthcoming new national security strategy. 

In the institutional field, we consider it strictly necessary to create a
Unified  Control  Centre  for  Disasters,  integrating  all  responsible
intervention forces in case of such events.
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Abstract:  The terrorist  organizations are despotic  entities  that  ignore  laws and
common  sense,  fighting  to  disrupt  and  destabilize  the  modern  world  in  order  to  take
advantage of Western democracy.
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The attacks upon the symbols of United States’ economic and military
power showed how vulnerable we are and the world should have understood
that  it  was  high  time  they annihilated  the  sources  of  terrorism.  Yet,  the
situation was completely different, as the escalation of violence continued in
Europe:  in  Madrid,  London,  Brussels,  Paris,  Berlin  etc.,  especially  after
May 2015.

Nothing is ever going to be the same as before, so we are going to be
forced  to  face  „an  unusually  dynamic,  turbulent  and  multidimensional
future”, the kind of future highly marked by uncertainty.  Thus, having a
vision  upon  the  future  does  not  require  luck  or  intuition,  but  rather
knowledge, experience and the will to fight this powerful scourge.

Terrorists  will  be defeated or annihilated only when the ideologies
motivating them are no longer valid.

Therefore we could state that  „this is a completely new language of
hostilities, in which rules and delimitations and even the weapons used in
this new asymmetric warfare are going to define the 21st century. World
War 3 is in full progress.”45

 Academy of Romanian Scientists, e-mail: xwx52@yahoo.com
45 James Canton, Provocările viitorului, Editura Polirom, Iaşi, 2010, p. 230.
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Everything has  to  be reconsidered  and adapted  to  the  new current
state  of  facts  of  the  21st  century,  so what  it  takes  is  first  and foremost
political will.

Terrorist organizations are despotic, lawless entities that are fighting
to destabilize  modern world and take advantage  of western democracies.
They  conduct  commercial  activities,  recruit  armies,  direct  banks,  gather
funds, trade resources – and are thus heading towards another type of future
characterized by a complex, asymmetric warfare.46

The  predictions  of  futurologist  James  Canton  were  completed  by
Alvin Toffler, the scientist who founded a new subject „futurology”, who
predicted in 2010 that Muslim migration towards the West was going to
increase, with serious consequences from all points of view, but especially
with respect to public safety.

On the other hand, CIA predictions made in 2017 for the next period,
in  the  field  of  security,  are  not  positive  at  all,  rather  on  the  contrary.
Tensions among states and within states themselves are going to increase
and so is the terrorist threat.

States will become evermore segregated and they will find it more
and  more  difficult  to  counter  these  serious  acts  of  terrorism.  This  will
happen  on  the  background  of  slowing  down  economic  growth,  of
protectionist  measures,  of tensions followed by economic  and diplomatic
repercussions, of hybrid warfare, cyber attacks, etc.

„In  order  to  combat  terrorism,  it  is  first  of  all  necessary  to
understand the roots of evil. A current diagnosis assure better chances of
healing.

In case of an error of judgment, the disease grows worse. The first
thing  to  do  is  find  the  appropriate  cure  that  might  result  in  complete
recovery.”47

USA  special  forces  and  those  of  the  main  EU  countries  have
conducted  a  lot  of  preventive  and  neutralizing  actions  against  terrorist
leaders, especially Al Qaeda and ISIS, namely Bin Laden, Mohammed Atif,
Zubaida, Baghdadi etc. Still, violence has not been cut down.

46 Idem, pct. 1.
47 Ali Laïdi, Efectul de bumerang. Cum a determinat globalizarea apariţia terorismului, House
of Guides, Bucureşti, 2007, p. 165.
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Terrorist cells have permanently recovered. The terrorists’ sources of
recruitment seem to be limitless, just as their financing sources, the main
providers of which being the Muslim states rich in energetic resources in the
Gulf and the rich sheiks in the East.

ISIS, through its modern propaganda, has managed to draw a lot of
fighters  from  the  former  elite  troops  in  Iraq,  especially  skilled  in
intelligence,  as  well  as  from  Syria,  Libya  and  the  West.  The  positive
messages conveyed by ISIS to Muslims seem to have paid off. They also
made  use  of  religious  indoctrination,  political-military  schemes,  terrorist
tactics,  territorial  administration  within  the  disrupted  Eastern  world  of
several years, as well  as of mobile canteens,  distributing electricity,  road
mending, and so on and so forth.

ISIS is a new type of terrorism, the key for success being the speed of
privatization of terrorism as compared to other terrorist organizations such
as Al Qaeda, Muslim Brothers, etc. We may consider as important aspects
in this respect the ability to work with local leaders, the possibility to attract
them by making use of financial  facilities,  the capacity  to motivate  own
fighters  with  money,  the  sharing  of  certain  accumulated  richness,  the
excellent relationships with a lot of official authorities in Eastern states.

After conquering a larger surface than Great Britain in the area, from
Syria, Iraq, Lebanon, ISIS wanted to claim other states’ territories in the
area, but Russian and Turkish intervention side by side with the USA led to
the reduction to less than the previously conquered surface and massive loss
of combatants and weapons.

However, ISIS still  remains the richest terrorist  organization of the
current period with a wealth estimated at over 2 billion dollars, besides the
money  coming  from  oil  and  weapon  smuggling,  other  illegal  taxes  on
businesses, drug peddling, etc.

The rapid rise of ISIS, from regional to world-level actor threatening
world security was also caused by the failure of the Western world and the
rest of human civilizations to solve the great issues of world order, both for
themselves and for Europe too.

There was an attempt to develop Iraqi or Afghan armies by means of
Western  instructors  or  weapons;  nevertheless,  results  do  not  match
expectations.  The new Iraqi army is  a lot  inferior to the army under the
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command  of  former  leader,  Saddam  Hussein;  not  to  mention  very  low
morale, no real motivation and lack of adjustment to the new circumstances.

All these are enhanced by tribal fragmentation,  as it  is in Libya or
Iraq,  the  sectarianism  and  specificity  of  each  country  belonging  to  the
„Extended Middle East”, that is a region with over 450 million inhabitants
and 25 states, where Palestinians and Kurds still aspire to national states.
We cannot omit the tensions between Shia and Sunni in Iraq ad other areas,
or  the  re-emergence  of  Iran  in  the  political  and diplomatic  environment
(aspect contested by Israel and Saudi Arabia), or Turkey’s desire to adhere
to the EU, although it does not fulfill the necessary requirements, especially
the political ones. Furthermore, Saudi Arabia and the United Arab Emirates
have not dissimulated their irritation towards Iran.

Russia took advantage of the Western world’s weaknesses and lack of
decisions,  partially  changing  the  negative  perception  determined  by  the
Ukrainian crisis and the occupation of Crimea, through its involvement in
the war against  ISIS, supporting Syria,  where it  has a  powerful  military
base.

All these led in turn to the situation in which Russia initiated powerful
air attacks over Ukraine, in the Eastern region, supporting the separatists in
the East of this country at the end of January 2017 and continuing to acquire
new Ukrainian territories.

We may say that  the military,  civilian,  or other  types  of solutions
adopted so far, in the East, have not yet resulted in visible consequences.
Actually,  without  a  fast  and willing  agreement  among the  great  powers,
nothing is  going to  happen,  as  the region has  determined large flows of
migrations towards the West, generating higher and higher risks of serious
destabilization of European citizens’ security.

The  West  seems  to  be  on  its  deathbed  judging  from  its  lack  of
reaction,  although  it  has  been  constantly  affected  by  terrorism  and
immigration.

Islam is an expansionist religion, while Christianity is more tolerant
and less inclined towards waging „campaigns” to gain new adepts.

If migration continues at the same pace in the failed states, such as:
Iraq, Syria, Libya etc. it will lead to the appearance of „Eurabia” until the
end of the century and the number of mosques will exceed the number of
Christian churches. Christian churches will be torn to pieces – exactly what
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happened in Kosovo and Bosnia) – making room for a double number of
mosques.

In  Peter  Mansfield’s  work48,  considered  to  be  most  relevant  with
respect to political, economic, religious events and  rivalries in the area, it is
stated that the USA and Europe are responsible for not acting in order to
stop the conflicts in Syria and Iraq, while Russia and Iran supported Assad.

Civil  war caused over  one million  casualties  in Syria  and over 11
million refugees who fled to Turkey, Jordan, Lebanon, Egypt and finally,
Europe.

The truth is that the refugees in the Near and Middle East or the North
of Africa immigrated with the final purpose of trying to reach Europe by
any means. The dissolution of states in the region led to this situation. On
the  other  hand,  the  Arab  Spring  made  other  hundreds  of  thousands  of
victims and finally millions of refugees to leave towards Europe.

Since September 11, 2001, up to the present moment,  over 27,000
incidents  were  caused  by  Islamic  terrorists  and  it  is  believed  that  ISIS
infiltrated  in  Europe  4-5,000  fighters  in  order  to  conquer  Europe  from
wihin.

The 21st century is highly likely to be the migration century, given
the number of  immigrants,  the ways in  which migration  was conducted,
violence and lack of order, or the adopted general chaos.49

We may assume that the wave of refugees moving towards Europe
will grew bigger and bigger, as the current state could be considered only a
beginning,  generating  all  the  predictable  consequences  upon  the  serious
deterioration of security and public order from the old continent.

The  four  failed  states  that  could  still  retain  population  are  gone,
leading to  the legitimate question:  „who is  going to  stop the millions  of
refugees for fear of ISIS?

Germany’s uninspired move of inviting immigrants corroborated with
the powerless EU structures in front of the wave of refugees will determine
extreme tensions in Europe.

The  chances  to  control  migration  are  minimal  and  the  long-term
consequences, dramatic.

48 Peter Mansfield, O istorie a Orientului Mijlociu, Editura Humanitas, Bucureşti, 2015.
49 Colectiv,  Efectul  migraţiei  asupra  securităţii  României  şi  Europei,  Editura  Rao,
Bucureşti, 2016, p. 262.
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That is why some say that Europe will have to pay the price for the
Middle East conflict, this time-bomb with unimaginable consequences.

Why did Europe allow itself to be surprised for so many years without
taking measures?

It was recently decided to create buffer zones in the North of Africa;
the decision has not yet turned to facts – as it happens with Turkey – since
Erdogan  continued  to  claim  various  things,  among  which  being  paid
damages and being admitted as a fully fledged European Union member.

Russia took advantage of Europe and USA decision-making capacity,
coming  to  negotiation  table  from the  same  position  as  the  USA,  while
Western  leaders  were too concerned with recovering from the crisis  and
sterile, unconcluded talks on the same domain of EU security.

Actually the greatest  danger is the return to their  original states of
several terrorists with years of experience in the battles in the East, at least
1,000 in France,  including 200 women. The waves of migrants were the
ideal means of breaking into these states and they will be kept „asleep” and
waiting for calls to action, the Western environment being favorable to the
desired  purpose.  The  terrorist  attacks  in  the  last  years  as  well  as  those
annihilated by the EU special services prove these facts are true.

The outskirts of all large cities have been lost for almost ten years,
being occupied by immigrants. Actually, studies have shown that the 2nd or
3rd  generation  Muslim  immigrants  are  less  integrated,  or  not  at  all,  as
compared to their parents.

Recently, in Europe (France, Germany etc.), the authorities took the
decision to close down mosques that for several years had served as shelters
for fundamentalist imams to recruit and train the future terrorists.

Terrorist attacks in the last years made elites think over issues such as
globalization, democracy and security by showing how vulnerable European
states proved to be.

In fact, modernism could not gain terrain in the Muslim world when
confronted with its religious fundamentalism, lack of education, and under-
development in many cases.
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„The best way to combat terrorism based on Islamic fundamentalism
is to annihilate the influence of Jihadist groups over the large masses of
Muslims they target.”50

We may conclude that the world is now at a junction point and we
will have to either work together in the fight against terrorism or need to
face  a  gloomy  future  that  will  include  this  threat  along  the  entire  21st
century.
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Abstract: In the Information Age, the foreground is represented by the exploitation
of information technology so as to fully benefit from the explosive potential of its rapid
spreading and processing. These, in turn, are revolutionizing the way states, institutions
and  people  interact,  radically  changing  the  traditional  principles  of  management  and
organization.  The  military  implications  of  the  new  science  of  organization  versus
hierarchical and distributed systems models are still under study. Obviously, information
age technology and modern management ideas exert a great influence on armies in terms
of  organization,  equipment,  training,  fighting  and  operation,  protection  and  ways  of
participation in conflict resolution.

Keywords:  Command  and  Control  (C2),  Command  and  Control  Processes,
Network-Centric Warfare (NCW), Information Age

1. Introduction

The command and control term designates a multitude of activities
taking place at all levels of military organizations. These activities include
actions  concerning  the  division  of  tasks,  motivating  staff,  imposing  and
finding common goals together with coordination between members of the
organization,  as  well  as  assessing  the  manner  in  which  these  goals  are
achieved  both  within  the  organization  as  a  whole  and  by  each  of  its
members.

Command and control is, by its nature, an iterative decision-making
process, whose stages are closely related to the feedback process established
between the reality in the battle space and the measures contained in the
plans and correctives devised by the order.

Changes generated in the field by the Information Age have brought
 Member of the Academy of Romanian Scientists, Military Sciences Section and former
Chief of Romanian J.6.
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some amendments in the approach to this line,  amendments  that imply a
series  of  opportunities  and  some  challenges  that  will  be  described
hereinafter.

Military operations are or should be designed to meet a goal or solve a
problem.  The  appropriate  way  to  formulate  problems  often  includes,
according to the art of war, the need to recognize and distinguish between
tactical and strategic level and to implement specific problems resulting in a
broad perspective.

Even developing a campaign battle finally appears as a long set of
issues interrelated to each other.

The current approach to developing such a plan of campaign is mainly
based on understanding the set of relations established between the events of
reality that have as main feature a particular need for development. Thus,
the plan could be decomposed into a series of steps, each of which being
constructed  and  resulting  in  a  linear  way  from  the  previous  ones.  Our
capability to conduct something as complex as a military campaign depends
on the ability to separate events in time and space. From the organizational
point of view, three levels are foreseen: strategic, operational and tactical. In
terms of geographic scale, we operate with theaters or sectors and from the
functional  perspective,  specific  purposes  may  be  actions,  operations  or
maneuvers  correlated  in  a  sequential  manner.  This  way  battle  space  is
segmented so that we can deal with small and isolated problems and leading
to a better understanding of the complexity of assembly.

However, the nature of the information in the Information Age makes
actions increasingly difficult because of such a reductive approach. Current
technology  has  continuously  compressed  time  and  space,  and  political
realities  wiped  clear  separations  between  the  strategic,  operational  and
tactical levels. In all projections suggested there is a great deal of chaos and
uncertainty.  We  are  increasingly  facing  the  situation  to  conduct  greater
actions, with higher speed and in the shortest possible time. At the same
time, there is also the need to integrate within planning of own actions a
multitude of information from a large variety of sensors available in such a
manner that it provides an overall picture of the battle space and adapt our
optimal response.

All these challenges to command and control will require changes of
the doctrine of use of forces consistent with the concept of Network-Centric
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Warfare.
On the other hand, in the view of NATO forces, war is characterized

by the existence of the phenomenon of fog and friction. This concept refers
to the uncertainty relative to what is really happening in the battle space and
the  difficulty  to  translate  the  intentions  of  the  commanders  into  combat
actions, as they were designed. Impediments in question are closely linked
to  the  lack  of  awareness  of  the  continuous  reality  in  the  field  and  the
inability to build an overview due to incomplete and disparate information.
These shortcomings are exacerbated by the existence in the battle space of a
large number of organizations that may have some helpful information, but
whose coordination is extremely difficult.  Last but not least,  the reduced
range  of  sensors  currently  available  and  their  inability  to  distinguish
between the allied and enemy forces affect the ability to obtain a complete
picture of the battle space.

The  main  requirements  of  command  and  control  must  lead  to  the
completing of the following needs:

1. Avoiding major mistakes
2. Avoiding attacks on allied forces
3. Cohesion of goals and action
4. Maximizing the efficiency of use of forces
5. Achieving economy of forces
So far, these objectives were achieved through meticulous planning of

each  stage,  by  merging  a  large  number  of  forces,  including  the  use  of
reserves, through a rigid doctrine and restricting the flow of information to
the highest levels of command based on overvaluation of the principle of
unique  command.  In  the  information  age,  we will  have  to  rethink  these
concepts and practices due to a reality that has completed its course.

The  objectives  of  military  missions  have  experienced  obvious
changes; some viable options in the past have disappeared making way for a
number of alternatives that have changed the nature of the actors. There are
changes in the way of decision-making, allocation of responsibilities within
the organization, development and assessment of options and choosing the
most favorable resolution. New implications appeared in terms of system
architecture and training the own staff by creating an environment able to
move from unique command to a participative management of the actions,
due  to  both  multinational  missions  where  NATO  is  involved  and
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distribution of the awareness of battle space and need for a quick decision.
Increasing the tempo of the actions has led to the transformation of

the way planning and conducting the battle are realized. This process is no
longer viewed as a series of static elements and proof of greater integration
between  the  planning  and the  execution  must  be  made,  leading  to  their
fusion.

The efforts to accelerate the erasure of the time differences between
planning and execution have led to the need for a new command and control
concept called  Dynamic Planning,  where joining the C2 processes to the
execution is justified at least for two reasons:

6. Any product of the command and control process (decisions,
plans, orders, etc.) has value only after being turned into real actions in the
battle space

7. Within the Network-Centric Warfare concept, command and
control, and execution tend to turn into a single, integrated process due to
the growing pace of operations and the need to provide answers in real time
suitable to critical situations

NCW offers the possibility of improving both the C2 and execution at
every level for specific missions, in the following manner:

8. Decision grids will be better informed
9. Actor grid will be better informed
10. Decision and acting grids will be better interconnected
11. Sensor grid will respond promptly to requests
Thus,  better  informed  decision  grid  can  identify  approaches  once

impossible and will no longer have to give priority to the defense in the face
of uncertainty. It will therefore pay more attention to long-term modeling of
the  battle  space  and  be  less  concerned  with  the  reaction  to  surprising
changes.

Enhanced connectivity between acting and decision grids will provide
increased ability to design appropriate responses to changing circumstances.
The nature of C2 processes will change to a great extent as may be granted
enhanced competences and responsibilities  to lower echelons.  The higher
echelons of leadership will have time and resources to focus on monitoring
the situation and prospecting so that issues can be identified and resolved
even before the actor grids to realize their existence.

From the above, we should consider command and control on three
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different  levels:  command  and  control  processes,  command  and  control
activities and command and control system. 

2. Command and Control Processes
The first  step in addressing the concepts that  define command and

control is the acceptance of a particular language, which contains the basic
ideas for starting to understand these concepts.

There is a set of twelve concepts that are considered indispensable in
understanding  command  and  control  and  required  for  modeling  the
command and control processes. These concepts are:

Observation - perception is converting an external signal of any kind
in cognitive representations. Two types of observations can be identified:
direct and indirect.

Direct  observation  is  when  an  object,  event  or  phenomenon  is
discovered in physical shape through one of the senses (sight, hearing, smell
and touch) and this is directly represented in the cognitive field.

Indirect observation occurs when man calls to any physical means to
facilitate and streamline the observation of a phenomenon, situation or any
object  in  the  physical  environment.  This  is  the  characteristic  of  current
systems that rely heavily on technology for observation and study. For this
reason,  perceptions  can  be  subject  to  misinterpretation  because  of  the
quality of technical means to play true reality.

Data is represented by individual facts, concepts or instructions in the
appropriate  manner  for  communication,  interpretation  or  processing  by
human  or  automated  means.  Examples  of  data  could  be  radar  signals,
sensors recordings, and observations.

In informatics, data is accepted as number, measure, relationship, etc.
which serves to solve a problem or, if it is obtained from the research, it will
be subject to processing. In the military field the current meaning of the
term  has  not  yet  been  defined  and  in  its  widest  perception  it  could  be
considered  as  knowledge  elements  on  one  event,  action,  condition  or
environment that give the owner the possibility of eliminating a segment of
ignorance  without  giving  the  possibility  of  an  overall,  full  and  accurate
understanding about the event,  condition,  action or environment  finite  in
time. In other words, data can be considered as part of a whole, which in
logical interaction with other data may generate the whole.
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In the military,  both the information and data are properly defined
according to the purpose of the used processes. In addition, their definition
should correspond to a degree of common or average understanding, so that
each user can be able to distinguish and use them.

Information is  the  result  of  data  processing  and  has  a  form  of
individual  representation.  By individual,  we understand  a  person,  group,
organization or system. Information for each entity has a specific meaning. 

Information  is  the  main  element  of  the  information  field,  but  it
depends  largely  on  other  areas.  It  has  the  starting  point  in  the  physical
(data), but the cognitive domain is the one which decides if it is information
or not, where it is located and how it should be used.

Knowledge involves conclusions drawn from the model suggested by
the information available. Knowing a situation results from the conclusions
that  can  be  drawn  from  the  information  that  relates  to  the  situation.
Knowledge  exists  both  in  information  and  in  the  cognitive  fields.
Knowledge is gained in the cognitive domain as a result of learning and it is
stored in the information field. Loading in the individual cognitive field can
be done through several ways including:  previous instruction,  training or
experience;  direct  experience  in  the  physical  interaction  with  other
individuals; interaction with the information.

Knowledge  can  also  be  moved  from  the  cognitive  field  into  the
information  field  when  transferred  to  other  individuals  in  the  form  of
instructions or rules for handling or for storage in computers.

Awareness is the level of understanding of a situation in which the
decision-maker is fully clear on the current status and future developments
in the immediate stages. Assumptions drawn from awareness rely heavily on
useful  information,  the  correct  understanding  of  the  situation,  self-
confidence and confidence in collaborators and forces. This stage or process
is also called in certain works as the “communion of knowledge” and it is
considered  to  be  more  than  measuring  the  degree  of  communion  of
information.

Awareness  refers  to  a  situation  and  the  outcome  of  complex
interactions between past knowledge (and beliefs) and current perception of
reality.  Every  individual  has  a  unique  way  of  becoming  aware  of  the
situation.  Professional  education  and  training  are  used  for  providing  the
military with the same updated data, information and knowledge leading to
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a similar warning.
Understanding involves  having a  sufficient  level  of  knowledge  to

draw conclusions about the possible  consequences of the situation  and a
sufficient knowledge of the situation to predict future models. Awareness is
focused  on  what  is  known  from  past  and  present  situations,  while
understanding a situation is focused on what the situation can become and
how different actions will impact on the present situation.

Transmitting (pooling) is referred to in other works as “sharing” or
“communication” and in essence is the interaction between entities, directly
or  indirectly,  through  which  they  mutually  provide  data,  information,
knowledge, understanding, etc. Evolution over time has always depended on
the evolution of communications technologies, but in the last decade there
was  a  real  revolution  in  this  respect.  Thus,  starting  from  peer-to-peer
(subscriber-to-subscriber)  communication,  point-to-multipoint
communication has been achieved, based on the existence of networks and
information storage centers. For a more correct approach, it is necessary to
address this subject according to the subject to be transmitted (the content of
the  transmission),  so  we  can  have  at  least  three  distinct  segments:  the
transmission of data and information, the transmission of knowledge, and
transmission of understanding.

Transmitting information
Sharing information is an interaction that can take place between two

or more informational entities (these can be people, databases, or programs).
The ability to share information is essential in order to develop a stage

of  common  knowledge  as  essential  for  collaboration  and  /  or
synchronization.

Many  entities  may  be  involved,  and  the  form  of  transmission  of
information may vary significantly. When two or more people are at a short
distance, information can be exchanged between them by voice, conversing
with each other; other techniques involving body movements, such as hand-
made gestures, other gestures can also be used. When two or more people
are  geographically  located  at  a  distance,  several  types  of  technology
(telephone, e-mail, and teleconference) should be used. Over time, different
types  of  technology  have  been  developed  to  capture,  store  and  transmit
information.

Transmitting knowledge
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To some extent,  the transmission of knowledge exists in all efforts
made by people, in order to work together, and is manifest in the cognitive
field.

Instruction and doctrine have been committed throughout history to
developing a high degree of transmission of knowledge, warnings among
the  troops  so  that  they  understand  and  react  to  situations  as  indicated.
Transmitting knowledge is essential for the independent elements of a force
to be able to coordinate their actions and become vital, especially when the
forces are trying to coordinate their actions without communication or try to
self-synchronize.

The extent to which the transfer of knowledge can be developed has a
significant influence on the nature of the command and control, the nature
and  amount  of  communications  needed  to  develop  and  maintain  the
transmission of warnings, the ease and the degree to which the forces can be
synchronized.

Communicating beliefs
Communicating  beliefs  is  an  existing  cognitive  state  when  two or

more  entities  are  able  to  develop  similar  knowledge  about  a  particular
situation.

The degree of similarity (or tolerable differences) will depend on the
type and degree of collaboration and timing required.

A  multitude  of  factors  influence  the  extent  to  which  a  stage  of
communion can be developed between two or more entities (similarities and
differences of views, cultural, language, and interests). Common beliefs are
an essential requirement for the ability to synchronize physical actions in the
absence of a detailed plan.

Decision is also located in the cognitive field and represents choices,
options on what to do.

The widening of the vision of the decision implies the realization of a
conceptual  model  of  the  mission  space  regardless  the  level  at  which  it
manifests itself.

Although  decisions  are  described  as  the  outcome  of  the
understanding,  they  can  be  clearly  taken  in  the  absence  of  any
understanding. For this reason, the military is trying to support command
and control processes through more technical  means that can bring more
data and information so as to minimize the degree of ignorance and thereby
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reduce the risk of decisions in situations of uncertainty.
Action takes place in the physical field and is determined by cognitive

decisions. The decision can directly trigger a new action or continue one
already in progress by modifying its parameters. The action may be decided
by a higher level following a decision followed by an order (information) or
on its own initiative as a result of its own deliberations. 

The individual level of knowledge influences the level of awareness,
understanding degree, and decision-making process.

Collaboration is  a  process  that  takes  place  between  two  or  more
entities in the cognitive domain and always involves working together to
achieve a goal. This feature gives distinction to the mere common data and
information, knowledge or beliefs. Collaboration requires the ability to have
communion of information.

Collaboration  involves  sharing  data,  information,  knowledge  and
perceptions of certain facts and situations, assuming the work of all actors
pursuing a common goal.

In order to understand precisely the meaning of the term, one must
first mention what collaboration is not:

12. Sharing,  from  the  very  beginning,  data,  information  or
knowledge without aiming a specific purpose.

13. Making them public / distributing them to certain users.
14. Exchanges of information that do not contribute to a common

purpose  (i.e.  Routine  reports  of  a  unit’s  situation  or  punctual  reports  of
enemy activity are vaguely linked to common objectives).

These are simple sharing and transmission situations.
Collaboration requires active communication and work together. The

classic military example is the collaboration (cooperation) plan,  in which
actors with different areas of responsibility simultaneously pursue the same
objectives of the missions.

The purpose of collaboration is to allow a similar understanding and
perspective  on  the  situation,  together  with  synchronization,  in  order  to
organize the activities optimally so as to avoid redundancies or reciprocal
impediments, and to achieve a synergic effect.

Collaboration  involves  several  facets,  such  as:  time  required
continuity,  scale,  density  of  information,  domain,  structure,  role  of  the
participants and manner of interrelating them.
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In many military  situations,  collaboration  is  difficult  or  sometimes
even  impossible  without  specialized  technology.  That  is  why,  although
collaboration  is  omnipresent,  its  quality  is  determined  by  a  number  of
factors  such  as:  leadership  (organization  of  collaboration  according  to
priorities  and then commander  tries to impose some kind of interaction),
organization,  doctrine,  training,  experience  and stability  of TTP (Tactics,
Techniques and Procedures) of force.

Involving those responsible for managing and supporting operations,
this allows for the consideration of several unforeseen situations that can
occur.  Collaboration  in  the  decision-making  process  can  lead  to  better
choices  in  complex  issues  and  to  improving  the  connections  between
planning and execution,  in the conditions of an operating environment in
which changes occur rapidly and under stress. Their collaboration can have
maximum efficiency when:

All important actors are involved to fulfill the mission;
It is carried out throughout the mission at all command levels;
There is an interconnection between all team members;
Communication between collaborators is not restricted;
It is participative (all actors are involved in processes);
It is continuous;
The activity done by each team member is synchronized with that of

the others;
The team has good information;
The  team  has  effective  means  of  communicating  images,

information and data;
It takes place on both information and cognitive level;
All collaborators have a strong motivation to accomplish the goal

pursued. First, collaborators need to agree on the importance and legitimacy
of  the  goals  they  have  to  pursue.  If  actors  do  not  consider  this  goal
legitimate and important, they are not motivated to work together or to make
investments (time, information, and energy resources) needed for success;

Actors have at least a minimum of general knowledge about goals, if
not expertise;

Collaborators have competence in using technology and trust in the
technology used;

The  participants  know and  get  on  with  each  other;  this  involves
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similar or compatible levels of training, education, culture and experience.
If failing to meet these conditions, collaboration is impossible, and

major dysfunctions may occur. Instead,  with a unanimous agreement,  the
parties  can  organize  effective  debates.  The  technical  and  cognitive
communication capacity  involves,  on the one hand, the related apparatus
and on the other hand a common language about a certain problem.

Collaboration  is  different  depending  on  the  environment,  so  three
types  of  collaboration  can  be  distinguished:  information,  cognitive,  and
physical environments.

Collaboration in the information field offers the possibility to create a
common perception  of the battle  space by sharing data  and information.
Collaboration in the information field is the basis for creating a common
operational picture and self-synchronization.

Centralized  information  accessed  by  users  in  the  grid  of  actors
(fighters) can be viewed from multiple perspectives, which will allow the
identification  of  patterns  and  anomalies,  with  beneficial  results  for  the
ability  to  predict  the  way  events  evolve  subsequently.  This  will  have
positive effects on decision-making, reducing the risk of false alarms and
misinterpretation of data and information. Finally, faster data transmission,
through automatic data processing, allows faster integration of new data and
knowledge  of  the  battle  space.  Essentially,  as  it  often  happens  in  the
Information Age, the speed of the command is crucial.

Information sharing cannot be carried out without some costs, most of
which will be allocated for the purchase of computer technology. Obviously
a  highly  important  role  will  be  played  by information  security  systems,
which, in addition to be costly, could become aggressive, and sometimes if
they  are  poorly  configured,  they  can  generate  delays  or  refuse  to  allow
access to information resources.

Collaboration in the cognitive field may vary a lot, depending on the
language of the collaborators, the level of education and culture (national or
organizational),  their  level  of  involvement  (motivation),  trust  in  the
collaborative environment (including their ability to use it when technical
capabilities are required) and possible common work experiences from the
previous period.

The  potential  benefits  of  cognitive  collaboration  are  enormous.  A
better understanding of the military situation and the factors that drive it are
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the most obvious benefits and correspond to a common understanding of the
problem. The opportunity to plan through collaboration is also essential.

Collaboration  in  the  physical  field is  actually  the  synchronization,
which is defined as a separate concept of command and control.

Synchronization takes  place  in  the  physical  field  and is  the  most
important arrangement of things and effects in time and space, and is the
result  of  detailed  planning  and  conscious  coordination  or  collaboration.
However, synchronization may also be the result of convincing communion
about a situation that provides adequate guidance for action.

Synchronization is defined as “an arrangement of things in time and
space around a goal”. In a military context, synchronization can be thought
of as “those results characteristic of command and control (C2) processes
that  continuously  arrange  and  adapt  the  relationships  between  actions
(including movement and missions of the force) in time and space in order
to achieve the goals”. This characterization of synchronization involves at
least three important properties.

First of all, synchronization occurs in the physical field, after which it
is  necessary  to  merge  all  fields  (cognitive,  informational,  and  physical).
Because  the  speed  of  the  decision-making  process  and  the  flow  of
information  in  relation  to  the  C2  processes  increases,  the  dynamics
associated with the force elements in physical field will define the limits of
synchronization in all fields.

Even when force elements are predestined for higher speed, it will be
limited all the time because people cannot move at the speed of thought or
information.

Secondly, achieving the required degree of synchronization will need
an organizational C2 design at a level of centralization or decentralization
that ensures the appropriate degree of direction and flexibility for various
types of environment, missions, troops and information support capabilities
which need to be reconsidered.

Thirdly,  synchronization often involves both vertical  and horizontal
alignment.  It  requires  vertical  alignment  across  multiple  organization
echelons and aggregation / des-aggregation of activities that are of interest
to these echelons in order to ensure that tactical actions are consistent with
the  higher  operational  level  and can  relate  to  strategic  goals.  Horizontal
alignment takes place across multiple dimensions of C2 processes, including
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those  associated  with  different  organizations  and  functional  areas,  with
different types of forces and portions of mission space.

Synchronization is an increasingly important concept, but getting it
becomes  a  great  challenge  for  a  number  of  reasons,  such  as  increasing
complexity, greater than ever heterogeneity and a rapid rhythm of events.

The traditional means of achieving synchronization are those resulting
from  the  development  and  promulgation  of  doctrines,  tactics  and
procedures. Extensive education and training can be used to create a culture
of teamwork based on a common understanding of the mission, the means to
fulfill the mission and the language for applying these means.

3. Final Considerations
In  response  to  technological  advances,  especially  in  the  field  of

information  and  communication  technology,  the  so  called  revolution  in
military affairs and later the concept of Network-Centric Warfare emerged
as a theory to further utilize technology for military command and control.
The concept of Network-Centric Warfare has made claims and assumptions
that future technology will improve mission effectiveness by, for example,
increasing the understanding of a current situation and its development, the
speed of  command,  and providing means to  use more efficient  forms of
organizations.

The  implementation  of  Network-Centric  Warfare  concepts  in  the
military  systems of  NATO member  countries  will  consume considerable
resources  over  the  coming decade.  Consequently,  being  able  to  measure
progress,  or  otherwise,  the  NCW  implementation,  is  of  significant
importance for future systems engineering, testing and evaluation.

The most effective consequence of Information Age paradigms is the
occurrence of deep changes in various fields including the war environment.
The growing complexity and diversity of recent war missions, tasks and also
methods have deeply affected the Command and Control structure. In fact,
various  missions  in  the  war  framework  require  faster  and  more  flexible
plans  where  the  traditional  central  and  hierarchical  C2  structure  is  not
suitable. Threat-based development instead of strength-based development
is among the traditional C2 properties which results in lack of flexibility and
planning.  In  the  trade  C2,  the  innovation  and  creativity  of  people  are
restricted and therefore there is no guarantee for a smart response to the
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environment change. Also, there is neither agility nor fast movements and it
is hard to plan complex operations in the right place and at the right time.

The Network-Centric Warfare is a good substitute the traditional C2,
since NCW is a distributed  warfare which is  capable  of  overcoming the
main  obstacle  the  traditional  C2  is  faced  with  for  developing  a  robot
information  infrastructure,  increasing  qualified  information,  upgrading
shared awareness, cooperation and also self synchronization.
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Abstract: The author briefly  presents  a series  of  recent  aspects  in the current
geopolitical context on some strong points as well as internal vulnerabilities and external
threats of the military communication and informatics systems and networks developed in
the Romanian Armed Forces since 1997. The article exposes the evolutions in conditions of
austerity and even hostility of the main operational and technical sequels of the Romanian
Armed  Forces  Signal  System  -  STAR  (RTP/RMNC),  as  well  the  influences  of  new
technologies  in  the  C4I  systems  on  the  planning  and  conduct  of  operations  (battle).
Furthermore it presents some strong points of the achieved systems and principles taken
into account in the modernization and transformation effort (regarding the NATO criteria
and requirements), as well as their internal vulnerabilities and external threats identified
after  a  thorough  analysis.  Unfortunately,  we  can  see  the  projects  have  remained
abandoned or postponed because of different reasons.

Key words: communications, RTP/RMNC, STAR, NATO.

1. Introduction

We consider, on the grounds of a complex set of arguments at the
hand of current civilian and military decision-makers from the Romanian
Ministry of Defense that a critical revision of achievements and failures in
* Academy of Romanian Scientists, member of Honorary Council of Academy of Romanian
Scientists,  Scientific  Secretary  of  Military  Sciences  Section,  E-mail:
mincu_constantin@yahoo.com.
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the field of communications and information systems (CIS) over the last
twenty years is of utmost relevance and usefulness in today’s geopolitical
global and areal context.

It is necessary to attentively observe and take act of the fact that in the
areas of technical systems for command and control of forces and their use
in real or almost real-time, the role of C4I systems increased exponentially
due to some technological and operational progress made in the latest years
in  certain  important  armed  forces  of  NATO  and  non-NATO  countries,
among which we can mention:

Rapid  technological  developments  in  the  production  of
communication and informatics equipment;

Amazing  growth  of  computers’  performances,  in  the  late  25-30
years;

The  development  of  microprocessors’  performances51 as  basic
element for operation speed and for decreasing efforts; 

Conceptual,  technological  and operational  unity of equipment  and
digital  communication  networks  with  electronic  computing  and  software
applications;

Increasing pressure on military command and control structures for
the continuous shortening of operational conduct cycle and for the correct
and rapid performance of a multi-criteria analysis of a huge volume of data
needed for planning and conduct of operation;

Perfecting optical-electronic sensors integrated in all the systems and
platforms of weapons and equipment; 

Emergence and development of digital maps and their integration in
GPS systems;

Conceptual and acting emergence and development  of “info-war”,
which nowadays has increasingly violent manifestations; 

Elaboration  of  new  concepts  on  waging  war,  such  as:  “network
based warfare”, “asymmetric military conflicts”, “cyber-war”, “fight against
terrorism”, “hybrid warfare”, etc.

For  all  the  aforementioned  issues,  developments  and  comparative
analyses  can  be  performed,  including  one  between  some systems  in  the
modern  armed  forces  and  in  the  Romanian  Armed  Forces,  with  clear

51 http://wikipedia.org/wiki/central_processing_unit
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conclusions  on the steps to  follow if  there is  the necessary political  and
institutional will and if human and financial resources are allotted. 

2.  Some  influences  of  the  new  scientific  and  technological
developments  on  the  communication  and  informatics  systems  and
equipment  with  direct  effects  in  planning  and  conducting  modern
military actions

Specialists and analysts in the military field52 unanimously consider
that  the  unprecedented  development  of  techniques  and  technologies,  the
emergence of new products and services with accelerated development – we
particularly  refer  to  information  technology,  special  technologies,  digital
communication  systems,  software applications  designed for planning and
conducting operations (battles), as well to the technologies implemented in
weapon systems – have a major impact on all categories of forces, weapons,
armaments systems and implicitly on the intended results of actions in crisis
and war situations.

It  is  understandable  that  we  will  not  be  able  –  given  the  limited
amount  of  space  reserved  –  to  identify  and  present  all  the  possible
influences (there are many and in permanent development). We will try to
bring to the attention of the interested parties just a few of them which we
consider to be more important and visible today. 

Thus, in the field of military and civilian human resources and
the  performances  expected  from  the  military  systems  there  can  be
identified:   

New  and  difficult  requirements  in  professional,  psychological
training and in the development of moral qualities to be able to confront
some increasingly complex and hard to manage systems;

The  need  for  everybody  from  the  General  to  the  soldier  to
understand the  new “tools”  of  information  age in  all  their  technical  and
operational complexity,  in order to use them normally,  naturally,  without
gaps caused by the technological stress (for all the combatants, no matter
their position, rank, or category of armed forces);

52 Papers  of  Jubilee  Symposium AFCEA,  Washington  DC,  June  18-19,  2006,  with  the
interventions of: Admiral Edmund P. Giambastini Jr., Vice-president (on that date) of the
Joint US Army Staff and General (Ret.) Colin L. Powell (former State Secretary).
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Just appreciation of C4ISR systems; limits (+ variables) under the
conditions of a rough cyber warfare, led with all modern means. Therefore,
the militaries  should remain capable to act in need without these means,
which can end up in congestion or collapse (this is understandable even in
the most technologized armed forces, as those of the US); 
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3.  Evolution  of  communication  and  informatics  systems  in  the
Romanian Armed Forces between 1950-2017

We consider that the development of Romanian Armed Forces signal
branch  following  World  War  II  is  very  well  synthesized  in  the
Communication and Informatics chapter (pages 408 – 441), in Romanian
Armed Forces Encyclopedia (Enciclopedia Armatei României), published in
2009, chapter republished by the Signal Command in Communications and
Informatics  Journal  no.  2  (10)  in  2009  (Revista  Comunicaţiilor  şi
Informaticii nr. 2 (10), 2009). 

We think it is necessary to recall some main aspects with positive or
negative effects in time (some prolonged until today):

From 1950 until 1968 we can speak about signal in the lower limit of
an European armed force, with exclusively analogue techniques imported
from USSR, usually at least 10 years behind the endowment of the armed
forces of our (then) ally; 

The  events  in  August  1968  represented  the  wakeup  call  for  the
Romanian political and military decision-makers (but not for long time) that
saw  the  quantitative  and  qualitative  scarcity  of  technical  structures  and
means in exercising troop leadership during that period of time. Therefore,
the focus was on the design and manufacturing in our country of some types
of technique and equipment with acceptable performances, adapted to the
need of troops conduct on the national territory. 

In 1978, the Command of Signal  Troops (CTT) established “The
Study on the development of signal branch of service” and mainly proposed
measures  to  improve  armed  forces’  signal  troops  in  order  to  avoid
stagnation,  material  and moral obsolescence of the technique,  diminished
leadership response capacity in special situations.

There  was  some  progress,  particularly  in  the  production  of
techniques for tactical echelons but in the middle of the ’80s the enthusiasm
stopped. The excessive saving measures imposed on the armed forces by the
political leadership of that time made the encouraging dynamics of efforts to
improve the signal means and forces not to produce obvious improvements.
1989  found  the  armed  signal  system  at  the  level  of  an  analogue  one,
equipped with obsolete heterogeneous technique with a lot of technical risk
elements, with no obvious forms of transit to digitization, computerization
and automation.
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Since 1990, a new process of modernization of military signal has
started,  in  all  its  aspects  (human  resources,  organizational  structures,
technical systems and equipment), a process that has proven to be long and
difficult, often carried out under hostile conditions, especially on the part of
those  who have  the  legal  obligation  to  allocate  a  minimum of  financial
resources:

oAt  the  beginning  of  February  1993  in  Signal,  Informatics  and
Electronics  Command  (TIEC)  the  final  form  of  „The  conception  of
organization and achievement of Romanian Armed Forces Signal System –
STAR” was defined;

o The  mentioned  conception  was analyzed  and approved in  the
Supreme Council for Countries’ Defense meeting on 09.06.1993.

It is necessary to mention that the unitary conception approved
by Decision no. 0031 from 09.06.1993 was based on the following:

o The own experience in the Romanian Armed Forces accumulated
along the years in the field of designing, achievement and use of military
signal systems;

oExperience and advanced technologies in some armed forces in
NATO countries (US, UK, France, Italy, Germany, Belgium) transmitted to
our  armed  forces  by  publications,  special  books  in  the  field,  studies,
analyses, direct meetings, etc.;

o Projected  structure  of  our  armed  forces  in  the  perspective  of
2005-2015 years; 

o Organization of armed forces leadership on the whole hierarchic
scale at peace, crisis and war;

oProvision on fully safety and technical accuracy of information
relations,  based  on  some  rules  agreed  with  other  state  institutions  with
duties in the field of national security, defense and public order by using
existent  and  gradually  implemented  resources  (“network  of  networks”
concept, based on organizational and technical solutions of interoperability).

Starting  with  1994  we  passed to  the  conceptual  and  technical
grounding of  STAR Project (RTP and HF and VHF Radio Program with
frequency hopping stations), on the bases of consolidation of knowledge and
access  to  information  on  the  experience  and  technologies  of  Western
modern  armed  forces  and  following  the  lessons  learned  along  the
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participation  of  some Romanian  specialists  to  the  “Combined  endeavor”
series  of  exercises  and  to  activities  organized  by  NATO  General
Headquarters  (after  January  1995)  and  of  some  activities  of  Alliance’s
armed forces (US, UK, Germany, Italy, Belgium, etc.). An important role
was played by the effort to fulfill the interoperability goals in the field of
communications and informatics set by NATO in the process of preparation
for adhesion (1995-2002). The implementation of these goals’ requirements
was  clearly  and  unequivocally  the  first  step  in  inviting  our  country,  in
October 2002, to adhere to the alliance with full rights and obligations. 

Without  many details53,  we can say that until  now big steps have
been taken in consolidating some modern communications and informatics
systems  without  reaching  yet  the  level  of  strongly  integrated  C4ISR
(+variants)  systems,  particularly  because of  the  lack  of  allotted  financial
resources. 

Military and civilian specialists familiarized with the evolutions in
Romania  in-between  1990-2017  appreciated  almost  unanimously  the
phenomena produced:

o the  poor  condition  of  whatever  remained  from  the  so-called
„defense industry”;

o the wrong policies  applied between 1990-2017 in maintaining
and consolidating some sub-fields with technological and scientific potential
in Romania;

othe employment of poor and sometimes fraudulent management
that fully contributed to the bankruptcy of some productive units;  

o the existence of unlawful interests in obtaining the land on which
the production units of the fighting equipment and machinery were situated
(and these actions are still in progress);

othe  discouragement  of  private  companies  that  appeared  in
Romania  with  defense  products  and  services,  and  resorting,  sometimes
without arguments, only to imports;

oThe lack of political factors’ interest in army endowment and the
under-financing  of  major  projects,  the  making  of  negative  budget
rectifications and the establishment of strong bureaucratic and other nature

53 Communication and Information Journal (Revista Comunicaţiilor şi Informaticii), no. 2
(10)/2009, pp. 30-36.
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barriers, leading to the beginning of tender procedures only in September-
October  of each year,  with the loss of funding due to  lack of time (this
phenomenon even seems to be done on purpose);

oThe  loss  of  specialists  of  great  value,  some  with  unique
specialized  training  who,  due  to  lack  of  resources  and  prospects,  were
forced to leave in other areas or even emigrate;

oThe  complete  indifference  of  the  political  factors  with
responsibilities in national security and defense for the export of equipment
and services in the defense field to the markets that Romania had had and
for those products that have remained or could be made competitive (the
export has diminished from 800 million USD per year between 1985 and
1989 to 50 million USD per year at present). The explanations given by the
decision-makers  lack  credible  arguments  and  are,  consequently,
unconvincing.

The  transformation  of  the  Armed  Forces  Planning  process  (the
famous PAAP) into a real farce, as it can be clearly demonstrated in the
following  reasoning:  let  us  assume  that  the  military,  having  the  right
arguments,  sets  the endowment needs  for the next  year at  100 LEI.  The
government  says  it  is  a  crisis  and it  only allocates  10 LEI,  the Defense
minister and the generals report that they are happy and they will make do
with 8 LEI. The year passes and in December, it is found that they actually
received (by deliberate action) only 2 LEI. It is clear that Romania will only
have a Defense of 2 LEI worth.

In the context of the above mentioned facts, we present a fragment
from an interview given by George Friedman, the founder of STRATFOR
to  journalist  Anne-Marie  Blajar,  hot_news.ro,  November  16,  2010,
regarding  the  situation  of  Romania  (Romanian  political  and  military
decision-makers could study the whole Interview and take notes):

„[...]Another thing that (Romania) has to have is armed forces. You
are not taken seriously in this world unless you have an army. You will say
it is expensive. And I will tell you to look at the past century: 5% of GDP
would be a colossal amount, but I am sure you would have paid much more
to  avoid  the  Russians  and  Germans.  If  you  think  there  are  no  threats
anymore and they will not exist, then you are in a very rational position. On
the other hand, you have to think that in this part of the world there was no
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century  without  a  tragedy.  And under  these  circumstances  5% does  not
mean so much.

Poland believed in 1939 that it had a relationship with the Germans
and the Russians, which made it unnecessary for the radical upgrading of its
army. 

There are two issues: firstly, you cannot help a country that collapses
in a week. And secondly, in this world no one helps a country that cannot
help itself. The idea that the Germans will send young people to fight and
die in the interest of Romania is not rational. You can argue that Russia will
not be aggressive, maybe it will not be, but in the past, every time an East
European country had bet that another one would not be aggressive, it lost.
If you build your Defense and they are not aggressive,  you have wasted
some  money.  If  you  build  your  Defense  and  therefore  they  are  not
aggressive,  you  will  never  know it.  But  if  you build  your  Defense  and
enemies do come, then alliances mean something. No one will send their
children to defend you. I have two children in the US Army: my daughter
has been in Iraq for 25 months, my son is in the Air force. They do not come
here to defend the Romanians.

If it is in our interest, then it is another problem. One thing that the
Romanians, like a mature nation, must ask themselves is how to turn this
into the interests of the Americans? ...”

4.  Strengths  of  Romanian  Armed  Forces  CIS  based  on  the
principles  developed  and  applied  in  the  NATO  member  countries’
armed forces 

In the title of my article I refer to the latest twenty years (1997-2017)
because in 1997 a series  of important  events  took place for the army in
general and especially for communications: 

On April 30, 1997 the Communication and Informatics Directorate
is established in the General Staff (DCI/SMG);

In the spring of same year the first three centers from the Permanent
Signal Network (RTP) were created,  as the main part  of the new Signal
System of the Romanian Armed Forces (STAR), following long theoretical
and practical efforts undergone in an atmosphere of hostility and continuous
attacks (1993-1997). In 2002, RTP was about 60% of what was specified in
the provisions of the Project, and in 2010 it became 100%.
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HF and VHF with radio hopping frequencies reached 50% in 2002. 

In addressing this point, a thorough and comprehensive analysis of
strategic,  operational  and  tactical  issues  is  needed  on  the  following:  the
structure of the forces, the peace arrangement and possible variants of war,
the organization of command and control (human resources, state-of-the-art
technology,  layout  of  driving  points  on  the  entire  hierarchical  scale,
management reservation, etc.).

Thus,  the  following  principles  were  materialized  which  can be
considered as strengths. 

The  system  is  military,  with  unique  leadership  achieved  by  the
specialized  bodies  of  General  Staff  (Communications  and  Informatics
Directorate and Communications and Information Command). This system
is based on military principles, on peace and war situations, different from
other  commercial  or  special  systems.  The predominance  of  the  strategic,
operational  and  tactical  requirements  with  respect  to  the  technical
requirements can be defined as follows:

It is automated, secret and multiple reserved. 
It is based on military standards and requirements, as a condition of

interoperability  with tactical  mobile  systems and with NATO and Allied
armed forces.

The system is permanently in readiness (combat) mood through the
management and operation service provided by well-trained and motivated
specialists.

A complete secrecy of the structures of the existing system at peace
and its development at war is ensured (or should be ensured).

The  STAR  structure  has  the  real  capacity  to  provide  some
independence from the current and future layout of the control points and
device elements.

There has been and continues to be a radical change in the share of
signal in the system - the percentage reduction of voice signal in favor of
data transfers.

The possibility of rapid reconfiguration of the broadcasting system is
ensured in relation to the complex conditions of a possible war:

- Permanent signal network at peace RTP/RMNC;
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- Strategic signal network at war, by adding new mobile and fixed
centers in RTP/RMNC.

  An enhanced independence (now necessary) from the commercial
networks (channels provided by these means become complementary). 

  A high reliability (see books and studies on this subject) to ensure
uninterrupted  connection  and  in  the  event  of  permanent  or  temporary
dismantling of up to 50% of its elements.

  RTP/RMNC elements  are  located in  the territory  so they can be
defended by the army units in the area.

Provision of radio-relay equipment and radio with frequency agility
(the ability to “escape” from jamming and interception of the enemy).

Ensuring  interoperability  without  organizational  and  technical
problems with NATO similar systems.

Establishing an interconnection solution with other special systems
on  the  basis  of  the  arrangement  of  bidirectional  access  gates  without  a
subordination relationship of the armed forces’ system and an exaggerated
dependence  on  their  administrators.  The  main  issue  here  is  the  military
principle whereby the commander of the operation (the battle) relies first of
all on his own human and technical resources and does not have to ask for
communications from others, no matter how good they are supposed to be.

These strengths (principles) present in the STAR conception, in
the Technical Project  and related documents (over five hundred thousand
pages)  which  were  approved  by  several  CSAT decisions,  orders  of  the
Minister of Defense and the Chief of General Staff, cannot be the object of
self will (without operational and technical arguments) of several officers
from  the  Communications  and  Information  Section  and  the
Communications and Informatics Command, who after 2010 ignored them
or destroyed them, for purely commercial  reasons, by resorting to certain
suppliers,  “designated  on  purpose”,  and  who  greatly  contributed  to
transforming the systems into a mournful monk pot.

If they want to change everything, they must obtain approval from the
same forums (CSAT, the Minister of Defense, Chief of General Staff). If
not, they could face even criminal consequences in crisis or war situations.

We will see (obviously still briefly), in the following chapter related
to vulnerability, the huge dangers these systems are exposed to primarily for
internal and then external reasons.
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5.  Internal  vulnerabilities,  failures,  abandoned  and  postponed
projects 

As justifiable as possible, with operational and technical arguments,
military communications and information systems represent a vital part of
Romania’s critical infrastructures. On this topic, we published in 2010 an
article54,  with  some issues  regarding  the  provision  of  their  physical  and
information protection, in the context of ever-increasing threats. There are
other authors who have published studies and articles on this subject, with a
clear intention to raise awareness of political and military decision-makers,
and  to  prompt  the  taking  of  concrete  measures  of  development  and
protection55.

Unfortunately, these measures are completely lacking, and planners,
designers and users of military communications systems seem to serenely
ignore this complex and difficult to manage issue.

In the following lines, we will not resume the ideas we wrote in 2010,
but we will refer to some concrete issues that, on short and medium term,
will create dangerous situations for the country’s Defense capability.

We will mainly refer to the current state of RTP/RMNC because of
the total dereliction of normal maintenance and repair work since 2010. As
far  as  we are  concerned,  the  situation  is  due  to  a  mix  of  causes:  sheer
irresponsibility, lacking professionalism, precarious training in the field of
strategic and operative knowledge, evil considerations and servility towards
persons who issue aberrant orders, all of which result in the undermining of
the country’s Defense capacity,  in a fully documented and qualified way
including criminal intent. Let us explain:

Between  2010-2017  minimal  maintenance  activities  were  not
completed, except for 12 of the centers.

Mending some equipment and modules was practically abandoned;
in warehouses there are hundreds of dysfunctional elements.

54 Constantin Mincu, Sisteme şi Reţele de comunicaţii şi informatice militare şi speciale, ca
parte  vitală  a  infrastructurilor  critice  ale  României,  Asigurarea  protecţiei  fizice  şi
informaţionale a acestora, Revista de Ştiinţe Militare a Academiei Oamenilor de Ştiinţă din
România, nr. 2/2010.
55 Gr. Alexandrescu, Ghe. Văduva, Infrastructuri  critice. Pericole, ameninţări la adresa
acestora. Sisteme de protecţie, Editura UNAp, Bucureşti, 2006.
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In the last four years, some maintenance works were attributed to
clients on the basis of pressures by politicians and on a single criterion - the
“dumping price” of companies with no operational and technical connection
to such a complex national network which still is RTP/RMNC. The effect is
the destruction of this national  and military asset in the shortest possible
time. Let us explain the effects that are already taking place:

oBlocking  telephone  calls  and  data  traffic  for  specific  MoD
applications generated by the disconnection of high-bandwidth interfaces,
which  determines  traffic  concentration  on  low-capacity  connections  (2
Mbps), a phenomenon that produces saturation thereof;

oAnomalies in the operation of the bit synchronization processes
that  take  place  between  communications  equipment,  with  obvious
repercussions in the quality of voice and data connections, anomalies caused
by inadequate state of interconnected equipment (TDM and ATM switches,
multiplexers, radio-relays, etc.):

- Impossibility  to  extend  or  even  implement  the  late  software
version; 

- The malfunctioning/non-compliance of ATM and TDM levels
within RTP/RMNC, this situation being determined by the lack of modules,
sub-modules,  exchange  sub-assemblies  and  related  materials  due  to  the
failure to perform timely repairs in specialized laboratories.

There  were  identified  and  diagnosed  some  causes  in  the  low
performance functioning of RTP/RMNC:

- The existence of some incomplete configurations of equipment;
- Repeated resets of equipment, which generate the alteration of

software packages; 
- Failure  of  subscriber  units  due  to  accidental  short-circuits,

accidental touching of terminations, inappropriate use of line and/or channel
terminals;

- Damage to the bit synchronization network due to failure of the
clock source modules.

The  low  performance  functioning  of  the  RTP/RMNC management
system leads to:

-  Impossibility to keep up-to-date the global network database;
-  Impossibility  to  update  the  communications  centers  in  a

centralized manner; 

106



TWENTY YEARS LATER. NOTABLE ACHIEVEMENTS AND ABANDONED AND
POSTPONED PROJECTS IN THE FIELD OF COMMUNICATION AND INFORMATICS

SYSTEMS OF ROMANIAN ARMED FORCES (1997-2017)

-  Impossibility  to  manage  the  alarms  generated  by  the
equipment  and  on  these  grounds  the  impossibility  to  take  necessary
measures to correct the inadvertencies.  

The rapid and irreversible degradation of waveguides going through
breaks  of  radio  links,  generated  by  the  lack/failure  of  waveguide
pressurization  equipment,  corroborated  with  destruction  of  the  excitatory
membrane.

Output of the temperature parameters of all the equipment, due to
the lack/failure of the indoor air conditioning systems.

Poor operation of the power/earthling  systems,  which can lead to
equipment failure in the centers.

  Inappropriate operation of radiant systems (one of the causes being
the desalination of the antennas), which generates the interruption of high-
capacity flows.

We have to state once more that, under the conditions of major
malfunctions  in  RTP/RMNC,  the  communications  support  for  data
network systems and applications  that  are  transiting  the  network will  be
seriously affected with respect to the following aspects:

Voice and data communications for all the users; 
INTRAMAN;
SCCAN (Air Police, FDEX, SIMIN, RAP, LAP etc.);
MoD video-conference;
CRONOS
Communications connections with the theatres of operations; 
Communications connections with NATO and EU systems;
CBRN Surveillance and Warning System.
Other  threats  and internal  vulnerabilities  can be  added to  the

above:
Lack of preoccupation to get and maintain information superiority; 
The often flagrant discrepancy between information requirements for

decision-making  and  leadership  of  national  security  actions  and the  real
possibilities of acquiring them;

Inadequate design, organization or operation of information systems;
Endowment of information systems with means of data collection,

communication and poor performance computers that are difficult to exploit
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and to be ensured protection, their misuse (see the mix of non-performing
commercial equipment introduced in RTP/RMNC in recent years);

Lack  of  understanding  of  the  internal  and  international  security
environment and its influence on the information processes of the military
structures;

Inappropriate  organization  of  databases,  the  existence  of  non-
performing software or intentional errors;

Poor professional training and reduced experience of the personnel
involved  in  organizing,  operating  and  assuring  the  functioning  of
information systems (in our opinion, this phenomenon is found throughout
the current hierarchical scale);

Inappropriate classification of the categories of information and data
on national security and erroneous certification of the right to access them;

The disloyalty (increasingly obvious) of some people who exploit
the technical equipment of information systems;

Reduced security of data and information during the transmission of
their  storage,  processing  and  display,  unauthorized  access  of  foreign
persons.

We also consider it necessary and, at this stage, we have to ask for
the  civil  and  military  officials  who have  a  greater  or  lesser  degree  of
involvement  in  military  communications  and  information  systems  to
perform a point-to-point surgical analysis to identify operative measures to
put  the  systems  back  to  work  and  to  take  appropriate  physical  and
information protection measures due to the actual threats and vulnerabilities
presented and others that may occur.

We  should  mention  in  this  context  the  postponement  or
dereliction of vital systems for the Romanian Armed Forces, such as:

C4I  tactical  systems  for  tactical  echelons  (company,  battalion,
brigade, division), under the command of Land Forces Staff;

The achievement only of islands with insignificant role in leading
the forces;

Unreasonable  delays  for  specific  Air  Force  Staff  and  Navy  Staff
systems;

The failure  to  carry  out  the  automated  management  of  the radio-
electronic spectrum.
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There is a persistent lack of financial resources, but if nobody asks
(more decisively) the political factor and the government does not allocate
any money, they have other „priorities”.

6. Vulnerabilities and external threats on C4I systems 
External information threats comprise the specific actions executed by

potential adversaries and hostile forces to our country in order to forbid or
harden the  execution  of  decisional  and operational  functions  on national
security. 

According to the conclusions drawn in the specialized literature56,
the main vulnerabilities and threats are as follows:

Physical  attacks  against  data  sources  and  means  of  information
transmission, processing and display;

Electronic attacks on means of collecting, transmitting and collecting
information;

  Cyber-attacks  against  the  information  systems  of  information
security  structures for national  security and those of economic,  financial,
diplomatic organizations etc.;

Software piracy;
Physical and electronic attacks on the decision-making bodies of our

state  (Presidency,  Parliament,  Government,  Ministries,  etc.)  related  to
national security;

Psychological attack on all decision-making and action structures of
our country (political, economic, social, Defense, etc.).

These threats are not new, they are generated by the development of
the information  society  itself,  but  we need to  know, carefully  study and
precisely determine the appropriate measures to combat them.

It  is  well  known  that  the  purpose  of  collecting  information  for
national  security  is  to  ensure  accurate  knowledge  of  the  international
situation, especially in the area of interest of Romania, the European Union
and NATO, as  well  as  the  domestic  situation  in  our  country  and in  the
neighboring  countries,  thus  realizing  the  anticipation  of  some aggressive
actions  of  potential  opponents  or  hostile  groups  and,  consequently,
preventing surprise.

56 J.S. Gansler, H. Binnendjic, Information Assurance, Trend in Vulnerabilities, Threat and
Technologies.
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Along with these threats  and vulnerabilities  presented above, many
others  can  be  identified  by  studying  literature  and  by  conducting  case
studies on events that have recently taken place in our area and around the
world.

Prevention and protection measures must go beyond the declarative
and academic phase and it is necessary for today’s and tomorrow’s decision-
makers  to  take  concrete,  visible  and  verifiable  measures,  obviously
providing the necessary human and financial resources. That if we still want
to exist as a state, if not, no.

7. Some conclusions
The statements of General (Ret.) Colin L. Powell (AFCEA, 2006,

Washington DC):
Civilian  and  military  statesman  have  political  and  moral

responsibilities to the combatants sent in the operation fields; 
Soldiers (understood as fighters, no matter the rank) cannot be the

subject of propagandistic and politician actions, crocodile tears, expressed in
the media, after misfortunes have happened, resulting in loss of young lives;

Endowment with weapons, IT & C equipment and military means of
protection must be the zero priority of the US Army (author’s note - and any
other military);

Modern  wars  and  conflicts  have  unquestionably  proven  that  the
importance of C4ISR systems has grown exponentially,  from strategic to
soldier  level,  meaning real-time visualization  of  the  space  of  operations,
relevant  information for fighters,  aspect which saves lives more than the
thickness of any armor.

The evolution of the field (CIS, C4ISR, etc.) continues at an alert
pace in the NATO and non-NATO armed forces (Russia, China, India, etc.)
in  the  tough  competition  for  winning  and  maintaining  information
superiority.

The rapidity  of  change is  evident  in  the  field  of  computers  and
software  applications,  in  the  development  of  space  technologies,  the
miniaturization of components and equipment, which directly contributes to
increasing mobility and troops’ protection.
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Microelectronics,  Informatics,  Robotics,  Nanotechnology are
contributing to the development of new, increasingly sophisticated weapon
systems.

The Romanian Armed Forces moved in the right direction (in the
context  of harsh financial  constraints)  in the period 1994-2006, but  after
that,  practically,  abandoned  the  C4ISR  modernization  programs  and
projects;  the  main  structure  affected  because  of  that  being  Land  Forces
Staff,  its large units  and subordinate units.  No real possibilities for good
change in the future seems to be identified.
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THE COMMUNICATIONS OF THE ROMANIAN ARMY
IN THE WAR FOR UNIFYING THE NATION.

CONCLUSIONS AND LESSONS LEARNED FOR
ROMANIAN ART OF WAR

Colonel (ret.) Professor Gheorghe BOARU, PhD*

Abstract: This  paper  explores  the  stages  of  organization  and  equipping  that
occurred  in  the  communications  of  the  Romanian  army  and  the  creation  of  the  first
specialized sub-units, preparation and participation in the War of Independence (1877-
1878) with further developments until the First World War.

The study and analysis of the most significant stages of development of the signals
troops  in  the  Romanian  Armed  Forces,  both  in  terms  of  organizing,  equipping  and
principles  of  assuring  the  appropriate  communications  for  various  military  actions
conducted  prior,  during  and  after  World  War  I,  allowed drawing  conclusions  and
important lessons learned in terms of military art.

Key words: wireless telegraphy, telephony, telephone switches,  carrier pigeons,
optical telegraphy, communications

MOTO:

"A nation that does not know its history is like a child who does not
know their parents" - Nicolae Iorga

Introduction
In the vicinity of the palace Cotroceni in Bucharest there is a very

impressive  historic  monument,  well  known  to  Romanian  and  foreign
tourists  –  often  called  „The Lion”.  It  is  actually  a  collection  of  statues,
which  dominates  the  crossroads  of  Geniului  Bulevard  and  Iuliu  Maniu

* Academy  of  National  Security  Sciences,  Academy  of  Romanian  Scientists,  E-mail:
boarugheorghe@yahoo.com
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Bulevard and the area is officially called „The Lion Square”, which is a
monument  to  the  heroes  of  the  Military  Engineers’  Army accomplished
between 1926 - 1928 and inaugurated on 06.29.1929 (created by architect
Spiridon Georgescu).

This monument symbolizes the strength, fortitude and bravery shown
by the Romanian army who fought the First World War, in the campaigns
between  1916-1918,  especially  during  the  dramatic  clashes  at  Marăşti,
Mărăşeşti and Oituz. In the four corners of statuary ensemble there are four
soldiers  of  the engineer  troups,  properly equipped to accomplish  combat
missions: a scout, a soldier of the railway, a pontoon soldier and a telephone
orderly.

On  the  four  sides  of  the  statue  base  four  metopes  are  mounted
representing, in relief, aspects of actions specific to each military speciality
from engineer troops at the time, arranged on each side of the main base at
the bottom of the statuettes.  One side displays  the specific  signal  troups
activities:  installing  and  maintaining  the  stations  /  the  telephone  and
telegraph centers.

On front of the "The Lion" statue there is the following inscription:
"TELL  FUTURE  GENERATIONS  THAT  WE  MADE  THE  SUPREME
SACRIFICE ON THE BATTLEFIELDS FOR UNIFYING THE NATION".

In this heroic spirit, mentioned in the inscription on the front of "The
Lion" statue,  signal troups of the Romanian Army acted with dedication,
professionalism, heroism and sacrifice for assuring connections among all
military echelons who fought in those crucial times for Romania.

The  spectacular  developments  that  were  accomplished  by  signals
troops of our army were consistent with the technological developments of
the time, military organizing and equipping the Romanian Army, with the
requirements  and  principles  of  warfare  corresponding  to  that  historical
period.

114



THE COMMUNICATIONS OF THE ROMANIAN ARMY 
IN THE WAR FOR UNIFYING THE NATION. 

CONCLUSIONS AND LESSONS LEARNED FOR ROMANIAN ART OF WAR

115



Professor, Colonel (ret.) Gheorghe BOARU, PhD

- the four military telegraph stations were insufficient for assuring all
the necessary connections for General Headquarters with the immediately
subordinate  echelons  and  territorial  postal  telegraphy  network  was  not
sufficiently developed  to fully cover the needs of the front;

- there was an insufficient number of telegraphic movable means for
campaign and means for the transport of correspondence across the Danube
to Bulgaria;

- there was a lack of regulations on how to ensure links to the military
commands, as well as between military and civil authorities;

-  there  was  a  necessity  to  constitute,  from peacetime,  reserves  of
materials and reserves of military personnel.

116



THE COMMUNICATIONS OF THE ROMANIAN ARMY 
IN THE WAR FOR UNIFYING THE NATION. 

CONCLUSIONS AND LESSONS LEARNED FOR ROMANIAN ART OF WAR

Developments after the War of Independence
On  April  1st,  1884  Regiment  1  Engineers  was  created  (by  High

Decree no. 1070 of 27.03.1884) which had four organic engineer battalions,
each with a telegraphy and railways company.

In 1884 the phone was introduced in the endowment of the army and
every  telegraph  company  and railways  company  were  equipped  with  10
telephones by Siemens.

In 1885 two engineer battalions were created, each with a telegraph
and railways company; their total number was 6 telegraph companies and
railways.  On February 16th,  1886,  the telegraph company was separated
from railways after the reorganization of the 1st Engineer Regiment.

In 1887:
-  the  2nd Engineer  Regiment  was  created  -  on  January  8th.  Each

Engineer Regiment comprised two organic battalions, mixed of telegraphers
and mine diggers, one for each Army Corps;

The “School of telegraph and cavalry digger” was created under the
1st Engineer Regiment, under the command of Captain C.N. Hîrjeu.

- Telegraphy sub-units were used to install telegraph and telephone
lines in city fortifications of Bucharest, on the beachhead at Cernavodă and
on defense lines Focşani - Nămoloasa - Galaţi.

In 1888 they introduced carrier pigeons and optical telegraphy in the
military with Mongin equipment (of French production, that used concave
mirrors  and  a  light  bulb  as  a  projector  and  Morse  code  signals  for
transmission).

Between 1887 - 1899 the first textbooks and specialized courses were
printed.

By  Ministerial  Decision  No.  134/1903,  “The  Network  of
Correspondence by carrier pigeons” was created.

In  1903  the  first  radio  means  were  brought  to  Romania (TFF  -
cordless phone) by Romanian Maritime Service; they were installed on land
and on ships;

During 1906 - 1908 the state bought from the company “Mixed &
Genest” the following: 71 phones, 71 bobbins of 500 meter long campaign
cable, 71 interceptors, 142 batteries backup, 17 telephone switches with 12
lines (1906) and, subsequently (1908), other 125 phones on 4 directions,
365 simple phones, 769 km wire and 462 interceptors.
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There was also telephone equipment purchased from „Siemens and
Halske” and „Ericsson” companies (1905-1908).

In 1908, they introduced into the army the first three stations T.F.F.
(radio), “Telefunken” type.

During 1911 – 1913, the state bought initially 2 and then other 20
T.F.F.  Marconi  (radio)  stations  from  the  English  company  “Marconi’s
Wireless  Telegraph  Company”. In  the  same  period,  one  part  of  the
necessary  telephone  materials  was  completed  (telephone  commuters  and
telephone  sets),  purchased  from Austria,  Germany,  France  and  Italy  (so
many that they came in train carriages) which equipped the fortifications of
Bucharest, Focşani, Galaţi, Cernavodă and infantry divisions.

In 1913 the Battalion of Special Services was created (April 26th)
with  a  special  company,  an  aerostation  company,  a  school  and  park  of
aviation and the warehouse company.

In  August  1914,  the  Franco-German War began  after  the
assassination of Archduke Frantz Ferdinand in Sarajevo.  Austro-Hungary
being  in  an  alliance  with  the  Germany,  the  telegraph  wires  were
discontinued.  Constanţa-Constantinople  cable  was  also  discontinued,
Turkey being in the alliance with Germany, too.

In this context, in 1914, a crucial event happened in the evolution of
radio-communications at the national level – the commissioning of the first
“national station of wireless telegraphy” in Carol I park, in the summer of
1914  (later  moved  to  a  new  location,  Herăstrău)  by  engineer Emil
GIURGEA, “doctor in physical sciences, director of radio-communications
and member of the Romanian Royal Society of Geography”.

Communications  of  the  Romanian  Army  during  World  War  I
(1916-1919)

The participation of the Romanian army in the war for unifying the
nation, with all its implications, was a difficult exam and a tough endeavor
for all communications specialists, forcing them to make a lot of efforts and
find highly complex solutions, under certain conditions with high risks and
unforeseen situations.

Inventive  and  intelligent,  they  found  solutions  and  processes  for
making  some  communication  systems  viable  for  assuring  generally
uninterrupted and good-quality connections for various commands, although
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the endowment was more than modest, and the number of troops involved in
the 1916 campaign was very low.  

On August 14, 1916 Romanian Army mobilization was declared by
High  Decree  no.  2784  of  August  14  when  they  created:  General
Headquarters,  four  army  commands,  seven  army  corps  commands,  two
cavalry divisions and 23 infantry divisions.

The situation of signal units and sub-units at the beginning of World
War I was not appropriate. Because of the reduced number of telegraphy
sub-units,  some  of  these  commands  were  not  backed  with  transmission
means. For the other commanders, at least one section of radio (T.F.F.) or
telegraphy was provided.

All these newly created echelons needed, from the beginning, to be
provided with horizontal  and vertical  links,  which had to be covered by
means of the five telegraphy companies  (organized  by sections).  M.C.G.
was subordinated to the Battalion of Special Services. The endowment with
transmission  means  was  modest  in  comparison  with  other  belligerent
countries.

Because of the low number of telegraphy sub-units, the commands
listed above were provided, in principle, with a section T.F.F. or telegraphy.
The Cavalry Divisions did not have telegraphy sections.

The three posts of Radiotelegraphy, made in the country during 1914
- 1915, passed to the Ministry of War, being used for contact with allies,
under the name of the fixed Posts.

“Service TFF” was set up in the Battalion of Special Services. During
the campaign of 1916, the means of optical telegraphy and the connecting
agents proved to be extremely useful.

The radio-goniometry service was organized in the Romanian army
(the first three stations being installed in Bucharest, Ghimpaţi and Slobozia).

In  the  period  1916-1917,  troops  received  extra  communications
means  and  equipment  brought  from  France  as  follows:  400  Morse
telegraph  apparatuses;  200  telephone  switches  with  4  numbers;  1200
telephone  switches  with  10  numbers  and 50 telephone  switches  with  25
numbers ; 1500 phones, 2000 km light cable with 12 wires and others.

The old carriages were replaced with new ones, on two wheels, taken
from  the  Army  Arsenal  and  telegraphy  and  telephony  sections  were
reorganized.
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On October 30th, 1919, the Regiment of Special Services was set up
(by  converting  the  Battalion  of  Special  Services)  organized  in  three
battalions - T.F.F. Battalion with 3 T.F.F. companies, a warehouse company
and a training center - Battalion of Design with 3 companies of design, one
warehouse company and training center - technical battalion with pigeons
company  and  photo,  hydrology  company,  the  workshop  company  and
warehouse company.

By creation of the design battalion optical telegraphy was extended.
Projectors of various types were purchased: manually, mobile installed on
hypo-drawn  carriages  or  on  cars,  all  of  French,  English  and  Russian
manufacturing.

Developments in the forthcoming period
In 1921 a telegraphy company was set up with “Hughes” telegraphic

apparatuses (new equipment);
In 1922, by transfer of the 21 battalions of pioneers of the divisions,

the seven regiments of pioneers of the army corps were created, each with a
communications  battalion,  organized  in  three  telephone-telegraph
companies, each with 3 sections.

Since  1925,  the  terminology  of  transmission  company  and
transmission platoon was adopted.

Lessons learned and measures for the next stage after the war
The  lessons  learned  from the  Great  War,  the  experience  of  other

armies,  especially  the  diversity  of  transmission  technique  they  were
endowed with,  which was more sophisticated  and more modern, showed
that serious action needed to be taken in order to maintain it constantly
functional.

Therefore  in  1921,  the  Arsenal  of  Technical  Troops  was  created,
including the 25 repair workshops, the electrical workshop, and the electric
cells workshop.

With the reorganization of the army, in the period between 1918 -
1922, the infantry divisions had, each of them, a telegraphy company and
the cavalry divisions had only T.F.F. sub-units. The 1st and 2nd Mountain
Divisions,  after  being  constituted,  had  each  one  a  mixed  transmission
company (telephony, T.F.F. and projectors).
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During this period, some measures were taken which led to a clear
improvement  of  training  facilities  for  the  telegraphy  and  telephone
operators, being gathered in a larger, homogeneous unit; then, within them
“transmission centers” were created that constituted true training schools
for all specialists from transmission sub-units of other services.

-  Subsequently,  in  the  peacetime  organization  of  all  regiments  of
infantry,  artillery,  cavalry,  mountain  troops  and  border  guards,  it  was
established  to  include  one  basic  transmission  sub-unit,  intended  for  the
centralized  preparation  of  specialists  for  all  the  related  needs,  called
“company  (battery,  squadron)  of  special  services”  that  comprised,  in
addition  to  other  subunits,  one  transmission  platoon  (divided  into  three
sections: telephony, signal and riding or cycling agents).

To avoid damaging the transmission technique supplied (which was
already insufficient), through a Ministerial Decision (no. 277 / 02.03.1920)
it  was  established  that  materials  sent  for  training  and  drills  should  be
different from those used during  wartime and, therefore, should  be selected
from those old and worn ones which were in the endowment of each Army
Corps.

Conclusions and lessons learned for Romanian Art of War
Analyzing the military campaigns of 1916 – 1917, we reached some

conclusions and lessons learned of great and immediate importance for the
use of modern means of transmission, as follows:

1. At the beginning of the campaign in 1916, some of the commands
showed a lack of trust in using technical means of transmission, compared
to agencies and optical transmission, both due to insufficient knowledge of
how  to  exploit  technology  and  to  the  frequent  cases  of  interception  of
telephone circuits and T.F.F. transmission. However, everybody agreed that
out of these all, the telegraph is the basic means of organizing transmissions
(also  because  a  written  document  remained  testimony  for  each
communication act).

2. The dramatic evolution of the battles’ situation at the end of 1916
and of the maneuver character of warfare campaign in 1917 caused radical
changes  in  the  concept  about  the  role  of  the  transmissions  means:  -  the
phones became the basic technical means of transmission at  tactical  and
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operational echelons; - the process to ensure the conections based on  the
„bottom-up” principle was changed.

3. The “top-down” principle was adopted for the organization of the
telephone  lines  of  the  6th Infantry  Division  during  the  Battle  of  Mărăşti
(24.07 - 08.21.1917) but only at the end of the war. 

4. The wireless telegraphy (T.F.F.) was used on a smaller scale, being
considered primarily a means for enemy interception and press releases of
the agencies and, secondly, a means for organizing links.

5. The connecting agents, the postal and signaling means were widely
used in all forms of combat.

6. Regarding the endowment with telephone and telegraphy means,
this  was  inappropriate  in  the  campaign  of  1916  and  quite  good  in  the
campaign of 1917 after the reorganization of the army and the measures
taken as a result of the support received from allies (especially  from the
French).

7. Regarding the telegraphic means (which was most advanced), the
situation was quite bad compared to other belligerents; throughout the war,
our army had only 14 T.F.F. posts of campaign, while French and German
armies possessed several hundred “Waves maintained” radio stations (as a
result  of  the  use  of  the  electronic  tubes).   The  T.F.F.  stations  of  the
Romanian army were installed on cumbersome and bulky hypo carriages,
while those of the German and French troops were most of them installed on
auto.

Some important lessons learned:
- completing telephone connections was achieved with the units and

sub-units on the first line with signaling agents and optical means;
-   creating  a  campaign  telephone  network  developed  on  the  base

before starting the attack;
- double telephone line between artillery and infantry;
- assuring the telephone stable link between the batteries, battalions

and the artillery with the observation posts thereof;
- covering the need to bury the telephone lines realized by campaign

cable,  installed  in  the  first  two  positions  occupied  by  troops,  not  to  be
broken off by bombing enemy;
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- encoding the telephone conversations and especially encrypting all
radiograms transmitted by the wireless telegraphy apparatuses.

Final conclusions
.. it can be said that if at the beginning of the war, transmissions on

the battlefield were not appreciated at their true value, the experience of
two  years  of  war  and  the  difficulties  of  commanders  of  all  ranks  in
command of troops led to a change of these outdated concepts regarding
the organization and realization of transmissions.

One of  the most  important  issues  for  transmission structures  from
various levels in the interwar period was a clearer definition of their place
and role in the management system and processes used for training and
training to meet the demands of a branch of service which is engaged in a
dynamic, fast changing process, technically speaking.
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THE CYBER THREAT AND THE PROBLEM 
OF INFORMATION SECURITY

A critical analysis of the concepts of cyber-power and cyber-space

Sebastian SÂRBU*, PhD

Abstract: In this paper we approached from a researcher’s angle and analyzed
the concepts of cyber-space, cyber-power from the security school perspective, from that of
the international  organizations,  and from the civil  society  point  of  view.  Therefore  we
referred to the documents and the international initiatives concerning the security of data
transfer in the context of the current threats against cybernetic security on the one hand,
and its interpretation as a threat to the values, rights and democratic freedoms of the civil
society,  on  the  other. The  risk  society  is  defined  both  through  the  grid  of  political
sociology, of the Copenhagen school, as a key element of reference in this case, as well as
through the necessity to build a safe cyber space, here being scrutinized in a value-based
antithesis between terror and democracy / freedom of speech. Data security and control
and also the internet-based data transfer are approached in this article from the angle of
the European documents, but also from the perspective of the civil society, emphasising the
regulatory efforts made by authorities and the civil campaigns. In turn, cybernetic attacks
are studied from the angle of the NATO strategic concept and also from the perspective to
be found in the UN and EU documents.  As for  the cyber-power concept,  this  finds its
„implementation” inside the sphere of the geopolitical world, being quite relevant in the
security vulnerabilities of the software constructs, of the international and local networks.
Also, cyber power is associated with cyber-espionage, cyber-war, cyber-criminality and
cyber-space.

Key  words: cyber-war,  cyber-terrorism,  cyber-space,  cyber  power,  cyber-
criminality,  cyber-weapon,  cyber-espionage,  cyber-war,  the  Copenhagen  school,  risk
society, data safety, data transfer, information control, critical infrastructures ACTA.

In NATO’s Strategic  Concept  for the Defense and Security  of the
Members of the North Atlantic Treaty Organization adopted by Heads of
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State and Government in Lisbon, 2010, we find the following text at the
12th paragraph („The Security Environment” chapter):

„Cyber attacks are becoming more frequent, more organised and more
costly  in  the  damage  that  they  inflict  on  government  administrations,
businesses,  economies  and  potentially  also  transportation  and  supply
networks and other critical  infrastructure;  they can reach a threshold that
threatens  national  and  Euro-Atlantic  prosperity,  security  and  stability.
Foreign  militaries  and intelligence  services,  organised  criminals,  terrorist
and/or extremist groups can each be the source of such attacks.”

In fact, the increasing number of attacks is the result of the growing
number of software being used,  as  well  as of Internet  users,  and not  an
endemic fact or one linked to an increase of cyberspace aggressiveness. The
vulnerabilities of a single application can be exploited by using the same
tactics on a wide range of similar implementations. What is most striking is
rather the poor quality of applications, as well as implementation flaws, the
absence  of  legal  framework for  consumer  protection,  software  being the
only (legal) merchandise not being subject to quality regulations. Standards
of quality in the software industry are a subjective unit generally measuring
extended functions and post-sales assistance services.

Costs  are  growing  as  the  number  of  users  utilizing  the  same
vulnerable (and possibly badly implemented) application increases.

In  another  recent  NATO  document  mentions  are  made  about
difficulties generated by lack of consensus regarding the definitions of terms
associated  with  the  threats  and  consequences  of  certain  actions  in
cyberspace.  Similar  difficulties  can  be  observed  in  defining  terrorism,
although  a  UN  resolution  is  trying  to  solve  the  problem.  Nonetheless,
interpretations are rather subjective and vary from one country to another.

For example, the USA, openly fighting against terrorism in multiple
war  theatres,  after  more  than  11  years,  were  unsuccessful  in  properly
operationalizing the terrorism-linked definitions in cases such as: the legal
status  of  people  captured  in  its  operations;  a  legal  formal  framework
concerning their treatment during detention; or their legal status once they
are set free. Conceptual definitions are susceptible to transformation with
time, on relatively short intervals, and may be partially replaced by other
conceptualizations,  varying  by  region.  It  is  important  to  mention  this
precedent for it establishes without doubt that the absence of international
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consensus does not lead to an absence in a strategy’s operativeness, at least
not unilaterally.
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The security paradigm of cyberspace includes and relies exclusively
on the model being used to define the context and supposed intention of the
enemy.  In  the  case  of  cyber  espionage,  as  well  as  cyber  terrorism  -
dichotomic models centered on effects - it is not the intention of the enemy,
or  the  lack  of  protection  mechanisms,  that  exposes  possible  tactics  of
exploiting  system  vulnerabilities.  The  military  defense  model  used  to
consist  in  isolation,  segregation,  and  control.  Their  absence  is  to  be
compensated  by  isolating  individuals,  segregating  transportation
environments, and controlling information nation-wide. Precisely that which
Internet connection does not offer, since the purpose of communication is
disseminating knowledge, facilitating access to information, and the ability
to use them to advance one’s purposes. The worries generated by lack of
control  are  an effect  of professional  (military)  nature,  since exaggerating
risks is preferred to their underestimation in case of failure, for fear of being
accused of incompetence.

Security depends on the level of control exercised on the object. For
adequate  protection  it  is  necessary  to  adequately  control  context.  In  a
context of apocalyptic threats, total control is required.

Models for controlling information transfer had started to appear since
the 90’s (at the same time as the invention of HTML and the development
of  electronic  mail),  when  agencies  such  as  CGHQ  or  the  NSA  were
soliciting copies of encryption keys (in order to decipher messages) when
certain  advanced  encryption  forms  were  used  (practically,  anything  that
would have delayed decryption processes).

Another initiative followed which took the form of anti-pornography
(especially child pornography) campaigns, when, using lack of tolerance for
the online presence of such material as a moral pretense, governments were
willing to censor information transfer entirely in their attempt to eliminate
completely the transfer of offensive data (pornography).

In 2010, two initiatives aiming at information control were discussed
in  the  EU  Parliament:  ACTA  (Anti-Counterfeiting  Trade  Agreement),
aiming  to  identify  and eliminate  counterfeit  material  (piracy),  which,  by
means of generous definitions of the terms in use, could punish almost any
kind of  information  transfer;  and Gallo,  which runs  in  tandem with  and
completes ACTA and addresses exchange of goods for which there is no
copyright  but  which  are  seen  as  counterfeit  nonetheless.  The  same
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generosity  in  term  usage  renders  the  necessity  to  control  information
transfer via the Internet mandatory.

Perhaps the most  radical  measure aiming at  information  control  is
filtering  and recording communication  data  and,  possibly,  the  content  of
communication.  By the  means  of  the  same  generosity  of  definition  and
ambiguity  of  the  terms  in  use,  means  of  control  of  information
dissemination  similar  to  censorship  practiced  by  totalitarian  regimes  is
instituted.

When looking at the conditions imposed on information transfer via
the Internet in the People’s Republic of China, as well as the consequences
of exclusive state control over the dissemination of information and content,
the initiatives of the EU and the US in the same direction seem difficult to
understand and explain.

The pressures that governments are facing are exerted particularly by
the  private  economic  sector,  which  announces  terrible  losses  because  of
what they termed as „piracy” (despite the fact that information cannot be
stolen,  but  only  copied,  as  the  source  remains  intact).  Media  producers
(film/music) announce via viral spots the equivalence of data transfer and
theft,  expecting regulation,  by  popularizing  the  theme  of  patented  data
transfer  on  one  hand,  and  preparing  legislation  terms  and  avoiding  an
unfriendly image amongst consumers, on the other hand.

In a 2009 interview, Cambridge professor Ross Anderson, a specialist
in  information  security,  declined  the  legitimate  possibility  of  controlling
information in Western societies, putting forth as arguments the denseness
of infrastructure and the amount of information, which would be impossible
to control entirely. While from a technical perspective a global control of
Internet,  military or civilian,  is impossible,  the pressure to restrict  access
and exchange of information remains in place. If interconnection paradigms
multiply,  the  arguments  for  control  will  be  made  from  a  security
perspective.

Former  Google  CEO,  Eric  Schmidt,  advisor  in  the  Obama
administration,  warns  in  an  article  in  Foreign  Affairs  („The  Digital
Disruption”,  p.  75,  November/December  2010)  that  „masses  of  citizens
armed with nothing else than mobile phones, organizing mini-rebellions and
contesting  state  authority”  will  generate  surprises  in  the  21st  century.
Moreover, Schmidt is confident in the capacity for „great connecting powers
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such as the USA, EU and Asian countries to regulate interconnection status
within their own borders in a way that would strengthen their values”, while
not  hiding  his  regrets  that,  in  the  case  of  developing  societies,  where
regulation is not possible,  there are „new methods for constraint oriented
towards  political  opposition,  which  makes  them  closed  and  repressive
societies”.  When  discussing  the  problem  of  national  security,  he  warns
about  the  challenges  facing  the  USA and  the  EU in  the  context  of  the
expansion  of  values  promoted  by  countries  like  China:  control  and
censorship. The image we have in „Digital Disruption” is that governments
are the only actors not invited to the round table represented by the Internet.
The  Richelieu-inspired  power  game  does  not  find  its  place  in  a  world
connected to an environment which does not accept censorship.

The  end-to-end  functioning  of  Internet  is  that  which  makes,
technically, extremely difficult to control information or enforce censorship,
if  not  impossible  altogether.  This  manner  of  functioning  requires  the
existence  of  a  center  or  transfer  core  lacking  the  ability  to  interpret
information  and  leaving  the  interpretation  applications  to  the  model’s
periphery. This transfer core is transited from one end to the other. On the
ends there are applications for interpretation. For lack of data processing in
the core, censorship can only be practiced on the periphery. In the case of
China, censorship is applied to search engines (especially Google), that is at
the  peripheral  level,  at  the  end  which  solicits  information  (via  filtering
applications, individually installed on every interconnected computer) or the
end that  provides  the information  via  regular  controls  and frames or via
installing information transfer brokers (proxy solutions) which respect the
end-to-end model controlled by government entities.

Be it  civil  or military control,  the interface control model  is  to be
discussed.  As  such,  terms  related  to  cyber  power  (cyber  warfare,  cyber
terrorism, and cyber espionage) address the consequences generated by the
systems’ state of insecurity (or vulnerability). In the case of cyber warfare,
control over data transfer by individually interconnected users is exercised
via  regulations  oriented  towards  communication  companies  (data  storage
and  data  recording).  In  the  case  of  cyber  terrorism  control  is  oriented
towards peripheral systems offering information, by using the argument of
extremist „propaganda centers”, on one hand, and towards entities providing
infrastructure  services  (electricity,  gas,  etc.)  and  are  connected  to  the
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Internet  for  various  reasons,  on  the  other  hand.  In  the  case  of  cyber
espionage,  control  is  practiced  on state  actors  and  private  corporations,
namely to the periphery providing information.

There  are,  undoubtedly,  tensions  between  interconnected  actors
(individuals, groups, or governments), as well as examples of such cases.
The  case  of  Estonia  (2007)  is  well-known:  the  activities  of  government
institutions and private corporations were blocked following excessive data
traffic. The context which facilitated the incapacitation of communication
was one of inadequate implementation and existing resilience components.
The same scenario that was applied to Estonia, when oriented towards an
experienced interconnected entity (Microsoft or BBC, for example), would
not have included infrastructure resilience. It is a frequently-cited example,
but  the  risk  level  is  contextual.  The case  of  Estonia  is,  for  all  practical
purposes, atypical.
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