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VULNERABILITIES AGAINST STATES,  
ORGANIZATIONS AND CITIZENS 

 
Major General (Ret.) Associate Professor Constantin MINCU, Ph.D.* 

 
 

Abstract: The author briefly tries to bring to the attention of those interested the 
complex issue developed globally on cyber risks, threats and vulnerabilities reaching to the 
"cyber warfare" with direct involvement of some state actors. Some means and vectors of 
attack are presented, as well as countermeasures to protect the individual users, 
companies, governmental and military structures. In the end, the article presents the 
situation in Romania with respect to some measures already taken and others that will be 
probably taken in the future, particularly in the legislative and administrative sector 
regarding cyber protection. 

 
Keywords: cyber-attacks, cyber warfare, brief history, cyber vulnerabilities and 

threats, NATO, EU. 
 

Many Romanian and foreign authors approached and are still 
approaching, particularly following year 2005, the complex topic of cyber-
attacks made by individual actors and newly by state actors interested, from 
different reasons, in disorganizing the informational systems of the 
adversaries, stealing sensitive information, getting important material 
benefits, or seriously damaging the functioning of some vital public systems 
such as: medical, financial-banking, civilian and military communications, 
military command and control, as well as systems of complex weapons, of 
utilities (electrical power, natural gases, water pipes, transport networks) 
and vectors as mass-media and cultural institutions. 

                                                
* Member of the Romanian Academy of Scientists, member of the Honorary Council of 
Romanian Academy of Scientists, scientific secretary of the Military Sciences Section, 
phone number 0722.303.015, email: mincu_constantin@yahoo.com. 
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Lately, a new type of warfare has become present, being 
increasingly used in front of the computer, whose battlefield is the Internet. 
The thorough study of all aspects of info-war and cyber-war, as well as their 
effects on the human civilization is the responsibility of all specialized 
services and institutions, but also the task of each honest user connected to 
Internet.  

In this paper we cannot exhaust this complex topic but we will try 
to point out some aspects to show the importance of developing solid 
systems of protection by actions of the political factor (proper legislation), 
state institutions with attributions in the field, corporations and trading 
companies and, last but not least, of each citizen connected to Internet and 
social media. 

 
1. A brief history of electric and electronic communications and 

of informatics systems  
Although there are many people who know at least sequentially the 

development of communications and informatics systems, there are few 
interested in the crucial moments in the rapid development of distance 
communication. Nowadays, what counts is only the effect of present and 
future networks to make everything inter-connectable in real-time globally. 

Still we may talk about some milestones and historical 
achievements that made possible nowadays progress: 

 1837 – the electric wired telegraph is created; 
 1854 – the phone is invented; 
 1865 – the construction of terrestrial and subaquatic cables is 

started; 
 1930 – teletext appears (peoples renounce it in 1990); 
 1872 – important research is performed regarding wireless 

telegraphy (Loomis - USA); 
 1888 – Hertz discovers the existence of electromagnetic waves; 
 1894 – the first experiments on the broadcast of radio messages are 

made; 
 1901 – the Romanian Dragomir Hurmuzescu performs research 

with important results on radio broadcast; 
 1902 – the first radio broadcast of human voice; 
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 1917 – the first radio connection airplane – land is made; 
 1917 – 1960: the development of radio communication in the 

military, governmental and commercial fields; 
 1962 – USA launches the first commercial communication 

satellite; 
 1964 – „INTELSAT” organization makes the decision to launch 

communication satellites; 
 1965 – the first communication satellite „INTELSAT-1” is 

launched. After this event, other commercial and governmental networks 
also appeared: INMARSAT, EUTELSAT, IRIDIUM, and 
INTERSPUTNIK. 

 Following 1965 the bidirectional globalization – communications 
relation is emphasized; 

 1967 – Time zero of future INTERNET. Pentagon in 
cooperation with some prestigious US universities  starts the 
achievement of a complex network called ARPANET; 

 1967 – INTEL Company appears and is specialized in the 
production of micro-chips  (crucial moment  in the acceleration of future 
developments in the field of computers); 

 1970 – the ordinary diskette is created and substantially eases 
human-machine dialogue; 

 1971 – ARPANET (USA) reaches 15 knots and 23 hosts. It is 
about a network distributed in the territory to provide the leadership 
continuity to the governmental and military structures in the situation of a 
major military conflict; 

 1971 – the first INTEL processor appears known as „chip”; 
 1972 – email is introduced on ARPANET; 
 1972 – first local network (LAN) appears called ETHERNET; 
 1973 – we can already speak about INTERNET; 
 1981 – „IBM” achieves the first “personal computer” (PC); 
 1982 – in the world there are 5.5 million PCs, and now in 2016 – 

4.5 billion; 
 1982 – the useful „MOUSE” appears and eases the interaction to 

the computer; 
 1985 – MICROSOFT launches „Windows 1.0”; 
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 1991 – the first INTERNET connections in Romania appear for 
some universities; 

 1992 – in the world there are 65 million PCs and a million of 
hosts; 

  1992 – INTERNET is globalized; 
 1993 – “.ro” domain appears; 
 1996 – citizens and institutions in over 100 countries are connected 

to Internet; 
 1997 –the EXTRANET concept appears; 
 1998 – the “GRID” concept appears as an extended network with 

strong connexions; 
 2000 – 100 million computers are connected to the INTERNET; 
 2007 – There can be stated that society is dominated by the power 

and facilities of internet (politics-elections, business-finances, banking 
systems, defence, security, mass-media, citizens, etc.). 

 2007 – the emergence and fast spreading of popular networks and 
sites of socializing and communication (My SPACE, FACEBOOK, YOU 
TUBE etc.); 

 After 2007 - until today (2016) - the networks developed 
exponentially; thus we can show the following data1: 
 

POPULATION Connected 
to internet 

Ratio of 
dissemination  

% of whole 
connections 

in the 
world  

Worldwide  TOTAL  
7.3 billion 

people 

3.367 
billion 
people 

46.4% 100% 

EU 822 million 604.2 
million 73.5% 18% 

NORTH 
AMERICA 358 million 314 

million 87.9% 9.3% 

 
 

                                                
1 www.internetworldstats.com/stats.html 
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 Situation in Romania in November 2015 
- Population: 19,861,408; 
- Connected to internet: 11,178,477 (56,3% dissemination); 
- Connected to FACEBOOK: 8,100,000 
 Ratio of dissemination in some European countries  
- Denmark: 96%; 
- France: 84%; 
- Germania: 88.4%; 
- Hungary: 76%; 
- Bulgaria: 56.7% 
- Russia: 70.5%; 
- Serbia: 66.2%; 
- Ukraine: 43.4%. 
All the data shown fully prove the globalization of overall 

informational systems and INTERNET, peculiarly with their use in all the 
human activity domains.   

 
2. Cyber vulnerabilities and threats  
Among the authors who analysed – using a language accessible to 

the wide public – the complex topic of current information systems and 
cyber-attacks coming from different sources was the American specialist 
James F. Dunnigan2, who along the descriptions of communication and 
information systems development also presented the unpleasant part of the 
processes, such as the development of attacks and multiplication of the 
attackers – individuals, groups or some states.  

The specialist stated the cyberwarfare is the fight for supremacy over 
the Internet and the great share of economy now depending on this 
computer network. The governmental and military structures are also 
vulnerable against the individual or state attackers.  

Individual or group civilian hackers attack in order to achieve 
financial and image blows, while the military warriors do it in order to help 
to win wars, to produce maximum of damage to the economy and armed 
forces of the adversaries.  

                                                
2 James F. Dunnigan, Noua ameninţare mondială – Cyber-Terorismul, Editura Curtea 
Veche, Bucureşti, 2010. 
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In order to better understand the destructions that cyber 
attackers can produce we need to recall some elements of the specific 
vocabulary of this type of actions:  

 Trojans are programs disguised as legal programs. At the 
beginning, the Trojan horses were used as pranks and resulted only in some 
inoffensive jokes. But along the ’80s, they became dangerous, some of them 
being able to destroy data and programs. Others, once initiated, spread by 
changing other software with the support of its own routines.  

 Viruses represent the offspring of the Trojan horses. The virus 
attaches to a program or authentic document. In the ’90s when the Trojan 
horses started to rapidly spread on the Internet, they were called informatics 
viruses.  

 Worms are viruses attached to other programs. For example, 
Logic Bomb. It is a hidden program in the Computer’s system and is 
activated only when certain conditions are met.  

 Zombies (sometimes called bots from robots) are other types of 
Trojan horses. Unlike the true Trojan horse programs, zombies are rather 
controlled (on the internet) by the people inserting them rather than 
automatically.   

 Vampires are worms or viruses with the goal to enter deeply in the 
system, thus rendering the infested computer unable to do anything else.  

 Fishing refers to hacking instruments for collecting information, 
going in or out of a computer (usually to the server). Information is 
afterwards sent to the hacker computer. Fishing is used to collect passwords 
and IDs of the users.  

 Buffer Overflow Exploitation is a technique used to send a 
certain type of data to a web server and is triggered by a software 
malfunction (common to many Microsoft products), thus letting the hacker 
fill in a virus or a zombie and thus entering the server despite the defence.  

 There are also other hacking instruments and sophisticated 
weapons, in permanent quantitative development and qualitative 
improvement that can bring trouble to individual users but also to the users 
of corporations’ and governmental structures.  

Let us remember some elements of the cyber threats evolution 
experienced by NATO, the European Union and the majority of the member 
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states of these organizations, as well as by other states targeted by the 
hackers3: 

 The attacks executed with the involvement of a numerous 
group of computers generating the denial of requested services (distributed 
denial of service - DDOS), regarded until now as simple forms of “protest 
blocking”, became instrumental in the cyber warfare.  

 In 2007 Red October virus was launched by a state actor. Most 
victims were diplomatic, governmental institutions, energy companies, 
including nuclear energy plants, institutions of scientific research, military 
contractors and companies within oil and gas industry. The attacks were 
focused on extracting information from the victims, information offering 
geostrategic advantages. Important institutions from Romania were also 
affected by this virus. 

 In 2008, one of the most serious attacks until now was launched 
against the American computer systems. By means of a single memory-stick 
connected to a laptop of the armed forces, in a military base in the Middle 
East, a spy program spread undetected into classified and unclassified 
systems. This event accomplished something equivalent with a digital 
bridgehead by which thousands of data files were transferred to servers 
under foreign control. Since then the cyber espionage became a constant 
threat. Similar incidents took place in all NATO state members.  

 In June 2010, „Stuxnet” malware became public as „a bomb to 
penetrate the digital armoured targets” that attacked the Iranian nuclear 
program.  By this, the early warnings transmitted by the experts starting 
2001 became reality, suggesting that the cyber dimension could be used 
earlier or later to execute some serious attacks with lethal consequences in 
the real world.  

 During Georgia-Russia conflict massive attacks were produced 
against the websites and governmental servers in Georgia offering a more 
concrete form to the cyber war term.  

 In the summer of 2010 the news was spread that approximately 
45,000 Siemens systems of industrial control all over the world were 
infected with a Trojan horse specifically designed able to manipulate 
technical processes of crucial importance for the nuclear controls in Iran. 

                                                
3 http://www.nato.int/dom/review/2011/11-september/Cyber-Threads 
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Although the assessment of the malfunctions is still unclear, this 
emphasized the risk of the malware affecting computer systems of main 
importance for the management of energy supply or of traffic networks.  For 
the first time, there was a proof of the cyber-attacks able to cause real 
physical malfunctions and to generate the risk of human losses.    

 In February 20134 a strong attack by Adobe Reader program 
was registered. It was not a usual attack; it was an extraordinarily 
sophisticated attack that could rarely occur. A vulnerability allowed the 
hackers to copy some files into the system and a second one allowed them 
to escape from the sandbox. Whoever performed this attack had great 
abilities as it functions on Adobe Reader systems in Arabic, Hebrew, 
English and Greek. The conclusion of specialists was that we were dealing 
with an attack sponsored by a state of the highest level because the attack 
needed huge resources.  

 After the beginning of the crisis between Ukraine and Russia 
(2014) the cyber-attacks against Ukraine were multiplied, as well as the 
attacks against NATO and EU member states.   

 It is important to mention that if in 1996 a new virus per week 
or per month appeared, over 200,000 new viruses now appear daily. 

 Nowadays, Romania is strongly connected to the Internet and 
particularly after 2010 is targeted by cyber-attacks over individual users and 
new targets also became governmental and military institutions and 
companies.  

 
A balanced assessment of threats clearly proves two facts:  
 Until the present, the most dangerous actors in the cyber field 

have been nation-states. Despite some offensive capabilities increasingly 
available to criminal networks able to be used by non-state actors as 
terrorists in the field of high tech espionage and sabotage in the cyber field, 
these groups are continuously in need of capabilities, determination and 
cost-benefit reason of a nation-state.  

 Physical damage resulting from cyber terrorism has not been 
produced yet in the real world, but it is clear that attack technology evolves 

                                                
4 Costin Raiu, Laboratoarele Kaspersky, interview in Adevărul, 19 februarie 2013. 
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from some annoying problems to a serious threat against the information 
security and even against the national infrastructures of major importance.   

There is no doubt that there are countries massively investing in 
cyber capabilities to be used for military purposes. At first sight, the digital 
race of the moment is based on a clear and implacable logic, as cyber 
warfare offers many advantages: it is asymmetric, attractive by its low costs, 
and the attacker has – at least in the initial phase – the upper hand.  

Moreover, there is no real and practical way to deter cyber war 
means because even to identify the attacker is extremely difficult and it is 
almost impossible to defer it to the international law.  

Still we can notice many NATO and EU member states develop in 
accelerated movement defence capabilities in the cyber field starting from 
the creation of a legal framework to the building of strong technical 
capabilities and assuring the highest trained specialists in the field.  

NATO confronted to the cyber security challenges has tried to 
adapt to this type of threats and vulnerabilities: 

 In 2002 it addressed the member states a request regarding the 
improvement “of their capabilities to defend against cyber-attacks”, a part of 
Prague engagements on capabilities (November 2002). 

 Still, in the years after 2002, the Alliance focused mainly on the 
regulation of some passive measures of protection requested by the military 
part.  

 Events in Estonia in the spring of 2007 boosted the Alliance to 
rethink radically its need for a policy in the cyber defence field and to raise 
its countermeasures to a new level. Therefore, the organization elaborated 
for the first time a “NATO Policy on Cyber Defence” adopted in January 
2008, document wherein three core pillars of the policy for the cyberspace 
were set: 

- Subsidiarity – the support is provided only on request, otherwise 
the principle of own responsibility of the sovereign states is applied.  

- Non-duplication, for example, by avoiding useless duplication to 
the level of structures or capabilities – internationally, regionally or 
nationally.  

- Security – cooperation grounded on mutual trust taking into 
consideration the sensitivity of the information related to systems which 
must be made available and the possible vulnerabilities.  
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 At the Lisbon Summit (November 2010), the Alliance 
successfully set the foundation of a self-managed factual examination of the 
increasingly complex topic of cyberwarfare. 

 In accordance with the New NATO Strategic Concept, the 
revised Alliance’s policy on Cyber Defence defines cyber threats as a 
potential source being the object of collective defence concordantly to 
Article 5 of NATO. Moreover, the new policy and the “Action Plan” for its 
implementation offer NATO clear guidelines and an agreed list of priorities 
on the manner of moving forward the cyber defence of the Alliance.  

 
3. Cyber security – important dimension of national security of 

Romania  
All the world states feel the positive effects of the evolvements in 

the field of information and communication technologies but as we already 
have shown they come along with risks, threats and vulnerabilities in the 
cyber-attack field and even with cyber war. “These phenomena involve the 
creation and financing of some institutions to only deal with the cyber 
security achieving plans to prevent cyber-attacks, to offer the possibility of a 
rapid response when such events might occur, the ability to discover the 
persons or organizations responsible for these attacks thus to be brought to 
justice and nevertheless to gain the ability to timely replace or fix the 
damaged components of the digital network”.5 

Cyber security represents a challenge needed to be approached by 
cooperation between different national actors such as institutions, private 
companies or nongovernmental organizations, but also on the international 
level by cooperation between states, regional or global organizations 
reminding that cyber security is a global concern. Also Romania recognized 
cyber security as an important dimension of its national security in 2010 
when it was included in its “National Defence Strategy”. This political-
military document includes some short and long term objectives related to 
cyber security because it mentions that our country depends on the good 
functioning of the multiple networks vital for Romanian citizens’ lives and 
for national economy. In the Strategy it is also acknowledged that Romania 

                                                
5 http://www.caleaeuropeana.ro/securitate-securitate-cibernetica-national-romania-cepe/ 
(Author: Andra Alexandru) 
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has vulnerabilities in providing national cyberspace security because it has 
deficiencies regarding the protection and function of digital and critical 
infrastructure.  

Also, the Strategy emphasizes that a higher level of digital 
infrastructure security is necessary because worldwide the cyber-attacks are 
increasingly frequent and complex. Thus, Romania regarded certain goals 
which in time were fulfilled as the establishment of a community of experts 
in the informatics and digital network security, CERT-RO (Romanian 
National Computer Security Incident Response Team). 

CERT-RO is now a functional centre, responsible for the 
“Prevention, analysis, identification and reaction to cyber incidents” and for 
developing public policies in this field.  

There are also several national institutions involved in activities 
specific for cyber security, as the Ministry of Communication and 
Informational Society, Directorate for Investigating Organized Crime and 
Terrorism (DIICOT), Romanian Intelligence Service, Ministry of Defence, 
Ministry of Internal Affairs, National Supervisory Authority for Personal 
Data Processing and also other institutions with limited capabilities. Despite 
their presence, there is no central institution meant to deal directly and 
comprehensively with the cyber risks on national level grounded on a cyber 
security strategy.  

We have to mention the fact that the Ministry of Communication and 
Information Society launched in June 2011 a draft document called 
“Romanian Cyber Security Strategy” which was adopted, in a more 
complex form, by the Supreme Council of Country’s Defence in February 
2013.  

At the beginning of this year, the draft of “Law on Romanian 
Cyber Security” was launched for public debate. It has not reached yet the 
parliamentary debate because of its many critics mentioning possible 
drawbacks generated by impeding on private citizens’ life and the 
confidentiality needed for the business environment. It is still a highly 
expected and needed document in this phase of the cyber-attacks. Let us 
hope that by December 31st, 2016 a compromise solution will be reached 
and the law will be voted and promulgated.  

We must show that the cyber security issue is also treated 
correspondingly in the “National Defence Strategy Guide for 2015-2019” 
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a document approved by Decision of Supreme Council of Country’s 
Defence no. 128 on December 10, 2015. 

As it can be noticed, there are plenty of documents, but we consider 
that more determined practical measures are needed to efficiently respond to 
the cyber risks, threats and vulnerabilities.  

Many Romanian and foreign ITC specialists propose security 
solutions for individual users, companies and governmental structures, 
among which we mention:   

 A permanently updated security solution to be used; 
 All the software programs running on terminals and web servers to 

be fixed and updated; 
 Back-up solutions to be installed;  
 Files running in „AppData/Local AppData” directory path to be 

managed and policies to be provided to stop the users to execute 
applications or files;  

 The access of some persons to some network destinations to be 
limited;  

 Performant protection solutions for email servers to be applied by 
filtering content;  

 Specialized training to be provided to the employees in order for 
them to be able to identify emails spreading viruses and to avoid accessing 
them when coming from unknown senders; 

 There are also other measures concerning the choice and 
protection of the password, protection against spyware programs, protection 
when we use public networks by using Wi-Fi connections (by laptop, 
phones or tablets). 

We mentioned from the beginning that the current and complex 
topic of cyber-attacks cannot be clarified in a simple article of a journal. The 
goal is just to show these concerns to the interested people and to discover 
the best protection solutions.  

For a more complete study it is necessary to review dozens of books, 
studies and articles which is an activity that should pertain to the job 
description of network administrators and responsible state institutions with 
direct attributions in ensuring the cyber security of Romania. 
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Abstract The annexation of the Crimean Peninsula, the military actions in eastern 
Ukraine in what is commonly known as hybrid warfare, the power demonstration of the 
Russian Armed Forces in Syria and the reported incidents in different places at the NATO 
borders have been and continue to be so many concerns for the Alliance, USA and many 
European chancelleries. 

How justified are these fears? What is the real combat capability of the Russian 
Armed Forces? 

The study aims, by comparative analysis of data published by recognized experts to 
identify with reasonable accuracy, the scale and potential effects of the current Russian 
military power. 

 

Keywords: Russia, NATO, military forces, combat capability, power. 
 

Introduction 

Misunderstandings that have dragged on between Russia and 
NATO remain unresolved for decades. Meanwhile, the “great bear of the 
East”1 has accumulated a number of complaints (related to Euro-Atlantic 
structures eastward enlargement, including former Communist states) which 
                                                
* Centre for Defence and Security Strategic Studies / “Carol I” National Defence 
University, Bucharest, Romania 
** Commandant (Rector), “Carol I” National Defence University, Bucharest, Romania 
1 The brown bear in Russia’s vast territory is one of the symbols of Russian rule since the 
sixteenth century. See details: A. Rossomahin, D. Khrustalyov, Russia Medvedev: Origins 
imaging (XVI-XVIII centuries), in: Borders: Almanac of the Center for Ethnic and National 
Studies of ISU, Vol. 2: Visualization of the nation, Ivanovo, Ivanovo State University, 
2008, URL: http://cens.ivanovo.ac.ru/almanach/rossomahin-khrustalev-2008.htm#2, 
accessed on 24.05.2016. 
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initially flared up in 2008 by intervention in Georgia. Subsequently 
revisionist and interventionist policy manifested by the Russian Federation 
culminated in violation of international law in the process of taking over the 
peninsula of Crimea, in invasive military action specific to the hybrid war in 
eastern Ukraine (which, although neither currently are recognized by Russia 
as own work still continues) and in air and sea incidents to the Alliance’s 
borders at the limit of breaching Article 5 of the North Atlantic Treaty, 
which sparked concern of all NATO and EU Member States, especially 
those located on the east and south flanks of the Euro-Atlantic organization. 
Thus, tension reached the international security environment and in 
particular the political and diplomatic relations between the West and the 
Russian Federation. 

 
1. Effects of Revisionist Foreign Policy of the Russian Federation 
Until some time ago, the Euro-Atlantic area was characterized as one 

with a high level of security, stability, prosperity and consensus. Amid the 
emergence of the economic and financial crisis occurred in 2008 that 
affected primarily the US and the Western Europe, Russian Federation’s 
policy externally became revisionist one which contributes to the current 
trend to reconfigure the system of international relations and also to the 
transformation of the European security environment characteristics. 

After Russian power declined after collapse of the USSR and 
political, military, economic and social disorganization impending the ‘90s, 
immediately after its economic revival under Vladimir Putin, the Russian 
Federation launched a process which constitutes normality for the specifics 
of this nation irrespective the historical era that has gone through - 
expansion. So far, the Russian Federation by investing heavily in 
developing its military security dimension, though not reached the level of 
development that it has as empire or union of states and taking the risk of 
suffering a major economic collapse, by promoting a foreign policy of 
weakening credibility in the possibilities of security provided by NATO and 
EU cohesion through propaganda and misinformation, and by exploiting the 
international situation in continue dynamic and the European states concern 
to combat threats to security induced to the European security environment 
from the Middle East and North Africa (terrorism international migration) 
fights to achieve the aim of re-impose as a great world power in the world. 
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The first effect of this aggressive orientation in the external policy and 
actions of the Russian Federation to the West was to challenge the status of 
the US as the sole global power, at which other countries want to 
renegotiate their status on the international stage, for example China in the 
global plan, or Turkey regionally. 

The second effect, on the Western security, of the use of political, 
energy, military and information instruments by the Russian Federation on 
the region’s states was to affect the above mentioned characteristics of the 
Euro-Atlantic area, meaning weakening the level of Euro-Atlantic security, 
dissemination of instability in the region, the threat of economic prosperity 
and political consensus of the EU and NATO Member States. 

Moreover, inevitably, aggressive military actions of the Russian 
Federation triggered various reactions. EU and US imposed economic 
sanctions on Russian state since 2014 in response to the illegal annexation 
of the Crimean Peninsula, sanctions were tightened after the downing of 
Flight MH17 in July 2014. There were immediate reactions of fear among 
some European member or non-member states of NATO that feel threatened 
their territorial integrity and sovereignty by being in the immediate vicinity 
of the Russian Federation. Therefore, due to the perceived threat, NATO has 
started a whole process of strengthening its military power on its eastern and 
southern flank, one of the actions in this regard being the placement of US 
missile shield elements in Romania. 

Thus, amid overlapping divergent interests of West and Russia 
power manifested on the one hand, by including in the western sphere of 
influence of some former Soviet space states by NATO and the EU in the 
political-military or economic enlargement process, to the east and, on the 
other hand, the subsequent actions of the Russian Federation in an attempt 
to maintain/regain supremacy over some strategic “buffer” states between 
former opponents of the Cold War, relations between the West and the 
Russian Federation were heavily damaged. 

The type of NATO - Russian Federation relations and the level of 
openness to dialogue at the moment has been clearly articulated by both 
sides. Thus, the Russian Federation stated in its Security Strategy for 2016 
that “NATO expansion and its geographical proximity to the borders of the 
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Russian Federation represents a threat to its national security”2, and in the 
statement issued following the NATO-Russia Council on April 20, 2016 by 
NATO Secretary General Jens Stoltenberg was expressed that NATO and 
Russia have persistent misunderstanding and that no operational cooperation 
will be possible until the Kremlin does not return to respect for international 
law3. Therefore relations remain strained and cooperation between the 
parties is limited until the political dialogue will be directed to assume 
purposes of taking firm commitments to be implemented. Meanwhile, both 
sides strengthen their military capabilities, which is reflected in the 
increased militarization, the deployment of troops and stepping up military 
exercises in southern and eastern flank of NATO. 

 
2. Comparative Analysis of the Military Capabilities of NATO 

and Russian Federation  
Currently perception of the balance of conventional forces between 

NATO and the Russian Federation ranges for which we provide a 
comparative analysis of military capabilities held by them, both 
quantitatively and qualitatively. 

In some journals such as Jane’s Defence Weekly is shown that the 
Russian armed forces is usually labelled as “a paper tiger” equipped with 
obsolete weapons systems and led by outdated and dysfunctional command 
structure4. In the same article, it shows that in the last five years to equip 
land forces budget tripled in 2016 the figure amounted to 285.25 bln. 
Roubles, a sum that was used to upgrade military equipment5. But among 
the arguments which lead some experts to label it as a “paper tiger” are 
some realities such as that 65% of expenses incurred for land forces are 
consumed on staff salaries, only about 4.5% being directed to endowment6, 

                                                
2Russian National Security Strategy for 2016: Key Updated Points, January 2, 2016, URL: 
http://sputniknews.com/russia/20160102/1032599111/russia-national-security-strategy.-
html, accessed on 24.05.2016. 
3 Discursul Secretarului General al NATO Jens Stoltenberg după Consiliul NATO-Rusia, 
April 20, 2016, URL: http://www.nato.int/cps/en/natohq/topics_50091.htm, accessed on 
25.05.2016. 
4IHS Jane’s Defence Weekly, vol. 53, no. 11, March 16, 2016, p. 22. 
5 Idem. 
6 Idem. See the graph in the same article on page 24. 
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the persistence of the poor C2 (command & control) capabilities and lack of 
interoperability between different combat platforms. However, here it is 
admitted that the Russian armed forces remain, at least writable, one of the 
most powerful and oversized military forces held by the states of the world, 
being ranked by the Global Firepower7 specialists on second place among 
the global military powers being surpassed only by the US. There are few 
countries that can boast with an armed force of about 850,000 fighting 
equipment, without numbering tanks and heavy equipment that also include 
several thousands of pieces.  

In 2008, war with Georgia was seen as a test of Russian military 
capabilities8. By the end of the conflict, the Russian lost 5 military ships, 
including a strategic bomber9. Although the operational command of 
Russian was often carried out (after their encrypted radio stations have 
failed) with personal mobile phone that did not provide the level of security 
specifically for military operations10, however, the Russian military power 
won the war in Georgia against an inferior military forces. 

As immediate response after only 2 months, Russia embark on an 
ambitious program to modernize military equipment endowment and 
restructuring its armed forces, which provided for to spend 700 billion by 
202011. Dollars. Between 2008-2015 the program was backed by a budget 
allocated to defence in permanent growing, although economic conditions 
were not conducive to such a development: initially due to the global 
financial and economic crisis which affected Russia, although to a lower 
extent than European countries or the US, later as a result of their illegal 
actions in Crimea that have attracted severe economic sanctions from the 
European Union and the US. 

Military spending for defence of the Russian Federation for 2015 
were 3,965 bln. Roubles, representing 5.42% of national GDP, and 4.26% of 

                                                
7 Analysis website exploring the various states of the world military power that can be 
viewed at: http://www.globalfirepower.com/ 
8 Wojciech Lorenz, NATO Narrows Military Gap on Its Eastern Flank, in Strategic File No. 
20 (55), September 2014, The Polish Institute of International Affairs, 2014, p. 2 
9 Dmitri Trenin, The Revival of the Russian Military. How Moscow Reloaded, în Foreign 
Affairs. Putin’s Russia Down but not Out,  May-June 2016, p. 24. 
10 Idem. 
11 Ibidem. 
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the budget (gross EUR 3.117 billion Roubles) represented the total for 
Chapter “national defence”. Thus, that year Russia was between the few 
states which spent on defence more than 5% of the state budget. For 2016, 
the draft budget allocated for defence expenditure was reduced to about 
3.9% of GDP12, acknowledging the inability to support the same level as a 
result of further punitive economic sanctions, but also as direct consequence 
of the decrease in oil prices. 

In terms of budget allocated for defence in the NATO press release 
on January 28, 201613, is shown that NATO states had a contribution 
estimated for 2015 in the amount of 871 bln. Dollars of which US represents 
75% of the total budget of the Alliance14. So the US is the main supplier of 
Euro-Atlantic security. If we were to compare, in quantitative terms, the 
firepower of the Russian Federation to the US as were reported at the 
beginning of 2016 we see as follows: 

Type of capability Russian 
Federation USA 

Rank in the world 2 1 
Manpower available 70,000,000 145,215,000 
Fit-to-service 47,000,000 120,025,000 
Reaching military age 
annually 1,355,000 4,220,000 

Active military personnel 766,055 1,400,000 

Personnel 

Active military reserves 2,485,000 1,100,000 
Tanks 15,398 8,848 
Armoured fight vehicles 31,298 41,062 
Self-propelled guns 5,972 1,934 
Towed artillery 4,625 1,299 

Land 
systems 
(pieces) 

Multiple-Launch Rocket 
Systems 3,793 1,331 

Total aircrafts 3,547 13,444 Air power 
(pieces) Fighters/interceptors 

aircrafts 751 2,308 

                                                
12 Idem, p. 170. 
13 http://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_01/20160129_160128-pr-
2016-11-eng.pdf. 
14 http://www.post-gazette.com/opinion/editorials/2015/03/02/Indefensible-Europe-cuts-
NATO-spending-while-the-U-S-pays/stories/201502280081. 
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Attack aircraft (fixed-
wing) 1,438 2,785 

Transport aircrafts 1,124 5,739 
Trainer aircrafts 370 2,771 
Helicopters 1,237 6,084 
Attacks helicopters 478 957 
Fleet strength 352 415 
Aircraft carriers 1 19 
Frigates 4 6 
Destroyers 15 62 
Corvettes 81 0 
Submarine s 60 75 
Patrol craft 14 13 

Navy  
(pieces) 

Mine warfare craft 45 11 

Oil production 10,110,000 
barrels/day 

8,653,000 
barrels/day 

Oil consumption 3,320,000 
barrels/day 

19,000,000 
barrels/day 

Oil 
resources 

Proven oil reserves 80 bln. 
barrels/day 

36.52 bln. 
barrels/day 

Labour force 75,290,000 155,900,000 
Merchant marine strength 1.143 393 
Major ports/terminals 7 24 
Roadway coverage 982,000 km 6,586,610 km 
Railway coverage 87,157 224,792 km 

Logistics 
(no.) 

Serviceable airports 1,218 13,531 
Yearly defence budget 46,6 bln. $ 581 bln. $ 
External debt 599 bln. $ 17.260 bln. $ 
Reserve foreign 
exchange/gold 377.8 bln. $ 130.1 bln. $ 

Financial 
resources 

Purchasing power parity 2,553 bln. $ 17,350 bln. $ 

Square land area 17,098,242 
km2 9,826,675 km2 

Coastline 37,653 km 19,924 km 
Shared borders 22,407 km 12,048 km 

Geographic
al resources 

Waterway coverage 102,000 km 41,009 km 
Source: Military power comparison results for United States of 

America vs. Russia, 21.01.2016, Global Fire Power, 
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http://www.globalfirepower.com/countries-comparison-
detail.asp?form=form&country1=United-States-of-America&country2= 
Russia&Submit=Compare+Countries 

 
From the comparative table above, we can see, for example, the 

15,398 Russian tanks exceeds the number of 8,848 registered American 
tanks, but the Russian air forces are outnumbered by the number of US 
aircraft (3,547 versus 13,444). The Russian Federation budget for defence is 
overwhelmed by the US budget, constituting less than 11% of the US. 

As regards developments in terms of Russian military capacity, it 
was exposed in part in the military intervention in Ukraine in 2008 when 
ground forces were used. With Syria, Westerners have the opportunity to 
see “at work” and Russian air forces to make us a better idea of the level of 
their real military capabilities. Already, there have been a series of 
demonstrations of force in air raids on the Syrian theatre stated in the 
Military Balance 2016 that used sophisticated weaponry such as Kh-555 
and Kh-101 cruise missiles launched over the forces of Islamic State 
organization using Tu-95MS and Tu-160 strategic bombers in November 
201515. Naval capabilities were exposed in the Caspian Sea where Russian 
Federation launched NK Kalibr 3M14 cruise missiles. 

The amount of Russian precision ammunition remains limited, most 
ammunition consists of cluster bombs. Other capabilities that the Russian 
Air Force are deficient are unmanned aircraft (UAV) - especially for high 
and medium altitudes, communications and electronic interceptors (EMP) 
and visualization satellite systems,16 chapters where NATO forces are the 
most advanced. 

However, things should not be viewed simplistically as there are 
specialists even Americans such as the Chief of General Staff of the US 
Army who recently stated that “The US military force is under high risk in 
terms of its level of preparedness to defend its nation and respond to large 

                                                
15 The Military Balance 2016. The Annual Assessment of Global Military Capabilities and 
Defence Economies, the International Institute for Strategic Studies, p. 6. 
16 Idem, p. 163. 
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scale conflict”17. In the same idea it occurs the analysis submitted by two 
experts of RAND Corporation, showing that in a grim scenario of a quick 
attack on the Baltic States, Russian forces can reach in the Estonian or 
Latvian capitals in 30-60 hours, which it will make the US and its allies to 
be territorially, military, and numerically overcome18. The same experts 
believe that given its advantage of geographical proximity, the Russian 
armed forces will engage in approximately 10 days, 27 ready to fight 
battalions (30,000-50,000 troops in manoeuvring formation). Even in the 
context of the continue deployment with forces on the eastern flank of 
NATO, the forwarded defence capability of the allies will not be to measure 
with the ground forces generated in the territory by the Russian Federation. 
The same analysts show that the original ratio of forces in the area will be in 
the benefit of Russia as follows: tanks (7: 1), combat infantry vehicles (5: 1) 
attack helicopters (5: 1), mouths of artillery (4: 1 ) long area rockets artillery 
(16: 1), short area air defence (24: 1) long area air defence (17: 1)19. 

Handling its nuclear capacity is one of Russian Federation military 
strategy attributes and the threat of a limited nuclear war was one of the 
scenarios posed to Western countries, in the context of the Doctrine 
approved by Moscow in 2000 about whether to respond with a pre-emptive 
tactical nuclear weapons if it feels threatened by overwhelming 
conventional forces. Incidentally, in 2009 Russia carried out a scenario 
exercise which simulate an attack on Poland and the Baltic states. 
Subsequently, the Kremlin administration changed that Doctrine reducing 
the role of nuclear dimension in its defence. However, this option cannot be 
removed in case of conflict because to the Russian conventional military 
power the controversial system Iskander is added that although has 
conventional load can be armed with nuclear warheads (as it has done with 

                                                
17 US Army Chief Sounds Alarm: Military at ‘High Risk’, April 8, 2016, URL: 
http://www.defensenews.com/story/defense/land/army/2016/04/07/army-chief-sounds-
alarm-military-high-risk/82763640/, accessed on 26.05.2016. 
18 David A. Shlapak, Michael Johnson, Outnumbered, Outranged, and Outgunned: How 
Russia defeats NATO, Aprilie 21, 2016, URL: http://www.rand.org/blog/2016/04/-
outnumbered-outranged-and-outgunned-how-russia-defeats.html, accessed on 26.05.2016. 
19 Idem. 
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the system Tochka)20. With the latter two, the Russian Land Forces have the 
capability of a remotely powerful inland attack. 

 
3. Possible Future Directions of Action of NATO and Russian 

Federation  
While NATO itself is an organization that aims essential defence and 

is created to ensure peace, security and stability of the allied states, Russia 
has always had in history expansionist trends, just not always economic 
situation, as is the case at present enabled it to support lasting conflict with a 
stronger opponent took as a whole. Moreover, although in this paper we 
presented some opinions of specialists dealing with scenarios and war 
games, most experts in the area of International Relations and Political 
Sciences believe that Russia is not able at the moment to deal with NATO21 
because a military force must be also economically sustainable, which 
cannot be said at present about the Russian state in the context of the 
economy suffering from sanctions imposed by the West and the decline in 
oil prices. Initiate an aggression against a NATO ally would collapse, not 
only financially, the Russian Federation, because, although on short-term 
may hold military supremacy, subsequently it would be overwhelmed by 
NATO forces both quantitatively and qualitatively. 

Meanwhile, if Russia wants to gain great global power status needs a 
network of military bases to lie in the Mediterranean, Atlantic, Pacific and 
Arctic Oceans. But although Russia intervened in Georgia and Ukraine to 
assert its status as great global power cannot only convince by sequential 
actions, but also it needs support-based capabilities and resources that have 
not accumulated yet. In these circumstances, the Kremlin’s recent actions 
are more a result of its fears, rather than a projection of real power backed 
by a strong military foundation and an efficient economy. 

As regards NAT, it was seen from the agenda referred for the 
Summit to be held in Warsaw in July 2016 is taking seriously the threat 
                                                
20 IHS Jane’s Defence Weekly, vol. 53, no. 11, March 16, 2016, p. 32. 
21 See: Clayton Browne, Russia’s Military Modernizes, But Still Not Ready For Prime 
Time, September 10, 2015, URL: http://www.valuewalk.com/2015/09/russias-military-
modernizes/ or Tomáš Baranec, Juraj Beskid, Is Russia Really a Global Military Power?, 
August 17, 2015, URL: http://neweasterneurope.eu/articles-and-commentary/1692-is-
russia-really-a-global-military-power. 
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coming from the east, taking a number of measures of deterrence and 
reassurance for the allies. In this sense, it was constituted the Very High 
Readiness Joint Task Force (VJTF) with which, if necessary, will be held 
three airborne infantry brigades, a Stryker brigade and an US armoured 
brigade. Added to this, air police missions, maritime patrols and robust 
exercises are multiplying. Measures were taken to ensure Turkey – with 
Patriot batteries, AWACS surveillance aircraft and an enhanced maritime 
presence in the Eastern Mediterranean and the Black Sea. Also, the size of 
the NATO Response Force tripled reaching more than 40,000 troops, with 
the new Spearhead Force at its core. NATO Forces Integration Units have 
been activated (Latvia, Estonia, Lithuania, Poland22 and recently 
Romania23). 

From our point of view, at present, none of the two parties to which 
we refer is not interested to lead a war by classic military means. Both sides 
were arming themselves because they created a high level of distrust on the 
intentions of one another, each suspecting the other of having wary 
intentions. 

Perhaps the Russian Federation will continue probing the NATO 
frontiers with actions to the limit of international law and the provisions of 
the Washington Treaty. It also will be involved in fields of operations where 
NATO also activates because of two reasons: to ensure international 
visibility and expand its influence in the region. So intervention in Syria will 
continue because this action creates an image generally positive removing 
media attention from the status quo seeks to maintain in Crimea and its 
involvement in the Donetsk and Lugansk separatist actions. At the same 
time, by participating in peace talks Syrian on the table with the US, is 
trying to create a context of equality with still the biggest global power of 
the moment. 

 
 
 

                                                
22 NATO Force Integration Units (NFIU), URL: http://jfcbs.nato.int/page5725819/nato-
force-integration-units 
23 NATO Force Integration Unit Romania, 2016, URL: 
https://www.jfcnaples.nato.int/operations/nato-force-structures/nfiu-rou, accessed on 
26.05.2016. 
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Conclusions 
Russia’s annexation of Crimea and repeated attempts to further 

destabilize Ukraine is a challenge for the Ukrainian state neighbours, but 
also for European and Euro-Atlantic security environment as a whole. In 
this context, the Ukrainian geopolitical crisis led to deterioration of relations 
between the US and Russia, a situation which leads to “balance of power” 
disruption in the area of European security system and to changing global 
power relations. Geopolitical causes of the crisis are found in the existence 
and manifestation of current divergent interests of geopolitical actors. Thus, 
the recent string of events in the Eastern border of the transatlantic 
community constitutes the turning point in relations between the West and 
the Russian Federation, presenting relevant issues not only for the evolution 
of relations between these actors, but also the specific characteristics of each 
party. 

Gordian knot of analysed relations is represented by common 
neighbourhood, with vital importance for Russia’s interests and strategic 
importance to the West, and the throughput of the main transport routes of 
hydrocarbons from Russia to Europe. This neighbourhood is affected by 
Western initiatives oriented towards stabilization, self-government capacity 
building, promoting democracy and the free market and Russian attempts to 
maintain its political, economic and military sphere of influence by 
perpetuating instability in the region. It is an area that Moscow does not 
want imbued with Western values and the Georgian war (2008), annexation 
of the Crimean Peninsula (2014) and subsequent war in eastern Ukraine 
confirms that Moscow does not manifest willingness to leave these 
countries to choose own policy direction. 

We believe that the Russian Federation still has not the military 
capability required to support a direct confrontation with NATO in the long 
term, and it is aware of that. As a result, we believe that the Kremlin 
administration will continue to lead the politics of distrust, discredit and 
split the allies by non-military means specific to hybrid warfare. 

The political dialogue between states and organizations of the Euro-
Atlantic area is currently precondition for initiating relieve tensions in the 
security environment, which is why maintaining open channels of dialogue 
with the Russian Federation is crucial. 
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Abstract: The author presents some negative aspects of the Romanian society on 

how the governance act was performed in the 26 years that have elapsed since December 
’89. The article highlights some strengths of our country, related to population, material 
and financial resources, quality of people and their will to live in a state of law, without 
being humiliated and ruined by various domestic and some foreign political actors. In this 
context, according to the author, there are also some serious issues concerning the 
country’s preparation to defend itself militarily which should be considered. Thus, the 
emphasis falls upon the responsibility of all politicians who populated the Presidency, 
Parliament and governments in the 26th years. 

 
Keywords: good governance, Romania, economy, finances, sustainable 

development, defence. 
 

1. Introduction 

The topic of good governance is increasingly present in the 
public space in Romania being analysed from various perspectives by 
politicians, government officials, more or less independent analysts, and by 
the so-called opinion leaders who operate through media vectors. 

A study performed on those 26 years emphasizes the obvious 
contradiction in expressing the positions, exposed points of view, 
determined by membership in political and local influence groups, as well 
as by the influences of foreign, multinational and national players acting 
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only according to their own interests: geopolitical, economic and financial, 
military, informational and of other kinds. Blaming only the phenomenon of 
globalization and its effects on Romania is unacceptable, without taking into 
consideration the obvious mistakes of the Romanian politicians and 
governors who “ruled” in the period between 1990 and 2016. 

Unfortunately these mistakes, economic and financial 
inadvertencies, widespread corruption, the dissolution of the social fabric, 
bad policies in education, health, defence and environment have never been 
analysed and assumed and therefore have not been corrected until now 
(March 2016). Considering the autism of so-called political class, this is not 
a good sign for the short and medium term (2016-2030). 

In the following pages we intend to bring to your attention some 
aspects and phenomena occurring in the late 26 years, which have affected 
us as citizens and Romania as an European country with an ancient 
civilization and history. 

 
2. Geographical layout and population  
Romania is a country situated in South-eastern Europe (according to 

some) and Central Europe (according to others) given the geographic reality 
that Europe is stretching from the Atlantic to the Urals). The unfortunate 
multi-millenary history has placed us in an area of geopolitical turbulence 
between European and Eurasian powers with opposing interests, often 
hostile to stability and peace. 

We have an area of 238,391 km2 (rank 81 in the world) and a 
population of 21.462 million inhabitants (rank 54) with a density of 90 
inhabitants/km2. These data are known by everyone, but ignored with 
serenity by those who have ‘planned’ and are still ‘planning’ our destiny. 
Everybody also knows the aspects of relief (mountains, hills, and plains) 
harmoniously structured, the access to the Black Sea (247 km of coastline) 
and the undeniable advantages of the Danube River and inland water 
network. To all these we can add important mineral resources and the fertile 
soil. What about these rare gifts of nature? We have sold them for nothing, 
we have managed them poorly, we have robbed them (see the forest), we 
have destroyed the social fabric of the country, including the Romanian 
peasant who has suffered so much throughout history. 
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In this context we consider it appropriate to mention a publicly 
expressed expert opinion1: 

“Predators who have led and are leading the country ignore the 
future and do not prepare for it; they are only interested in the present, to 
be able to steal now, when the people’s mind is still enslaved. Those who 
lead Romania are made, not born. They are the embodiment of the ‘new 
man’, created before ’89, they are like mutants, another species! 
Unfortunately we are witnessing a total dissolution of the country. And 
intellectuals kept silent thus becoming accomplices. Rarely can you find an 
intellectual characterized by integrity. Many of the Romanian citizens can 
be compared to slaves serving a mafia system. Politicians, just like 
intellectuals, are seeking ‘to talk nicely’, not to ‘bother’; all of them want to 
be politically correct ...” 

The direct not rhetorical question is how we capitalize this potential, 
given the truth revealed by some foreign and Romanian analysts, who 
support with geopolitical, economic and financial and military arguments 
that “Romania is a country too rich, with too much fertile soil to be kept 
without a fight”. And this comes in addition to other vital components of 
the state, including the defence component (the armed forces and other 
structures of the national defence system). We will see what happened in 
point of “defence” in the late 26 years! 

 
3. Economy and finances 
The economy of a state is the pivot of its existence and permanence, 

amid the emphasizing of positive (few) and negative (many) elements of 
globalization imposed at an accelerated pace by the major economic world 
powers, which are also under the influence of multinational corporations 
increasingly greedy and destructive to the natural world. 

“The end of the 20th and the beginning of the 21st century2 stand out 
by the significant changes imposed by economic, political and cultural 
                                                
1 Călin Georgescu, Ph.D., former executive director of the National Centre for Sustainable 
Development of Romania (1997-2013) and, since 2013, president of the European Research 
Centre in Vienna (Club of Rome). Interview published in the “Formula AS”, Wednesday, 
March 5, 2014. 
2 Dr. Teodor Frunzeti, Dr. Vladimir Zodian, Lumea 2013 – Enciclopedie politică şi 
militară, Editura RAO, Bucureşti, 2013. 
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globalization. Globalization – by the utmost free movement of capitals and 
goods – favoured both traditional and emerging powers. World powers 
(states) are much simpler classified in relation to their GDP”.  

Currently, the ranking is led by USA, European Union, China, 
Japan, Germany, France and UK. The exact figures for 2015 are available 
on various informational media. GDP per capita ranges from 134,400 USD 
(Liechtenstein), 108,800 (Luxembourg), 84,490 (Norway), 47,380 (USA) to 
180 USD (R.D. Burundi and Congo). These huge discrepancies confirm the 
great gaps that turn increasingly emphasized, with more serious political, 
demographic and economic consequences for the future. 

Romania with a GDP per capita of 7,540 USD ranks among the 
last countries in Europe in this respect. Why do we have this situation? 

A possible answer: 
- Destruction in the late 26 years of national industrial heritage 

worth about 1,600 billion euros (public sources); 
- Only 30% of Romania’s GDP is achieved in industrial activity;  
- Chaotic and irresponsible loans, which in 2015 reached 131 billion 

value (no effect in infrastructure works or investment); 
- Alienation, in exchange for insignificant prices, of industrial assets 

and natural resources (oil, gas, aluminium, gold, rare metals etc.); 
- Compensation in National Authority for Property Restitution 

“style” (under political control) to former owners or those “savvy” who 
bought the rights in question, totalling about 70 billion euros, of which 70% 
illegally granted by overvaluation; 

- Destruction of the Romanian capital banking system, so that today 
over 80% of the banks operating in Romania are foreign, without any 
interest in the development of the country in which they operate and focused 
exclusively on extortion of population and local entrepreneurs; 

- Lower foreign currencies reserves of the country to 31 billion euros 
and supply gold to 103 tonnes, due to the payment of a huge external debt 
and enslaving interest to the leading actors of globalization (IMF and World 
Bank) and the destruction of small states and “emerging” economies; 

- Many other causes that can be identified by economists and 
financiers, who are supposed to be still keen on the country called Romania. 
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Finally, to have a clearer picture of the situation, this is what the 
authors say in “The World in 2013”3: 

“The great powers intervene directly and indirectly, including 
through military means, for the corporations to obtain access to financial 
and natural resources and markets. National and regional logistics, 
international legal regulations, from WTO, IMF and WB are all important 
results of the states’ action in support of major corporations. “The 
withdrawal of the state from the economy” is more than a slogan or a 
corporate strategy of separating the corporations of small and medium 
countries from those of their own states and their getting under the control 
of multinationals”.  

A similar perspective is also presented by Călin Georgescu, Ph.D.4: 
“Today corporations dictate to politics in most of the world. 

Following only their own profit, they hide reality, undermining the future of 
the young generations and depriving nations of authentic leaders and 
patriots. 200 multinational companies are more powerful than about 150 
countries! The economic field is led by the IMF, World Bank and World 
Trade Organisation. This troika has led to economic collapse and 
environmental disaster in many places in the world. Instead of serious 
economic policies, Romanians are offered bread and circus: buy others’ 
merchandise and believe that you live well. This happens on a background 
of unprecedented poverty and moral decay”.  

In our opinion, it is important to be reviewed in this context, who, 
how and why actions like “Roşia Montană” and “Pungeşti” were possible 
due to reasons of lack of awareness and/or treason.  

 
4. Romania’s current social fabric, reconsidering the role of 

historical and cultural traditions 
During our known history (at least 2,500 years) a cultural model of 

our customs and traditions was established and consolidated, which together 
with other factors have contributed to the survival of the Romanian people 
in the most adverse conditions. This social and cultural fabric (territory, 

                                                
3 Ibidem. 
4 Călin Georgescu, Ph.D., Interview, „Formula AS”, Wednesday, March 5, 2014. 
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language, culture and customs, traditions) was a real pillar of stability, like a 
rock in our history. 

For several years, there were attempts that largely succeeded for this 
rock to be crushed by vectors and beneficiaries of globalization with the 
help of native traitors (animated by the prospect of immediate and 
uncultivated gains and depersonalization). 

Let us explain: 
- The foolish import of foreign cultural models, in clear 

contradiction with the traditions and realities in Romania; 
- The falsification of history by “experts” especially designated by 

foreign “actors”; 
- The atomization of family and family values; 
- The aggressive promotion through media of illiteracy, 

aggressiveness, immorality and bad taste, all contributing to moral upheaval 
of citizens, primarily youth; 

- The concerted attack on the main religion in Romania (89% are 
Orthodox Christians); 

- The disorganization of education by the so-called reform (which 
occurs every six months), each of them more inept and antinational than the 
previous one (see the disappearance of national history from the curricula, 
following the decision of Brussels “technocrats”); 

- The development of social envy and hatred between different 
socio-professional groups, ironically, generated by the Governments of 
Romania (to study carefully the annual attacks against the military triggered 
by Boc administration in 2010 and continued until today, including by 
“technocrats”). Who has to gain from this?! 

Here is what the author Călin Georgescu, Ph.D. says 5: 
“Unfortunately, in the post-December Romanian politics, there is a 

lack of a long-term vision. A map of the future is also missing. If Romania 
could understand the huge opportunities it has in times of crisis, it would 
make a giant leap, not only for its recovery, but also in order to occupy a 
leading unbeatable position, at least in the Balkans. We can restore social 
justice, defend the country’s sovereignty and preserve the traditions of the 
Romanian people. Let us not forget that Romania is not just a country. We, 

                                                
5 Ibidem. 
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Romanians, are a civilization. That is why Romania’s foreign policy needs 
are especially related to preserving the identity of the state against the 
attack of non-state entities, i.e., corporations and “strategic investors” such 
as hedge funds. Romania needs a state that serves selflessly its citizens, not 
one that serves international capital. Consolidation and development of 
modern unitary national state should be our motto, as our predecessors’. 
Strengthening the state rule is essential in the times when we live. The 
binomial state-citizen relation is the one that has worked best in human 
history. 

We are certain that the sociologists, historians, philosophers and 
other people of culture in Romania, who have kept their national feeling 
intact and defend our values, will present many other aspects of the attacks 
on the “national fibre” and will propose ways of counteraction. 

 
5. Political and administrative management quality  
In the 26 years of “original democracy”, the policy makers in 

central and local administrations have created an ocean of frustration and 
dissatisfaction for the Romanian citizens. To identify just some phenomena: 

-The Parliament and parliament members have entered in the top of 
corruption, incompetence and lack of trust (only 12% of Romanian still 
have confidence in this institution); 

-The governments and all ministers after 1989 acted without a 
vision, often emotionally and conjecturally, fully contributing to the 
destruction of industrial heritage, the indebtedness of the country, the 
destruction of social cohesion and poverty of the population, while 
encouraging the theft of public assets and expansion of corruption at all 
levels and in all state institutions and agencies; 

-The parties, or at least most of them, are, in fact, interest groups, 
often criminal clans, without any interest in reform and serving the public 
interest; 

-The expanding hydrocephalus bureaucracy that only consumes 
resources, causing unnecessary paperwork and making hard life for 
Romanians (over 256 government agencies, commissions and committees, 
with hundreds of employees each). In fact, these structures are maintained 
and new ones are created for political clients and relatives; 
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-Irresponsible appointments in posts of ministers, state secretaries 
and directors of political bodies and other clients, without any training in the 
area that were placed to lead (examples: a waiter/cook at the Ministry of 
Interior, an accountant assigned at Ministry of Health, a lawyer specialized 
in criminal issues within transportation ministry, a secretary to TAROM, 
etc.). These strange appointments condemned Romania to stagnation and 
poverty, because these people have no training and no desire for a long-term 
vision in the national interest. 

At this point there can be written thousands of pages of facts and 
arguments stating a political and administrative management largely 
disastrous for Romania and its citizens. 

Therefore we consider it is necessary to introduce some feedback 
from an official document of the Romanian state in the “threats, risks, 
and vulnerabilities” (ARV) chapter6: 

The social nature on the background of trends such as: 
demographic decline, active  population emigration, actions that have the 
effect of environment degradation, weaknesses in national health, education 
and social assistance systems, distortions in the labour market, the trend of 
escalating crime (proliferation of underground economy, tax evasion); the 
low resistance without major turbulence on foreign markets, especially the 
banking and financial area; 

Corruption - which affects the rule of law and confidence in the 
judicial act and state institutions, generating potential damage to the 
economy and affect the country’s development, good governance, the 
decisions made to the benefit of citizens and communities; dysfunctions in 
the absorption of European funds, using public money in agriculture, 
energy, environment, justice, health, education and scientific research; the 
scarcity of critical infrastructure; the absence of a real multi-annual 
budgetary planning to determine ownership and compliance with investment 
programs; the limited ability of central and local governments to implement 
national and European public policies; the deficiency affecting the ability of 
state institutions to evolve and diminish the impact of risks and threats to 

                                                
6 Guide of the National Defence Strategy for the period 2015-2019, CSAT Decision no. 
128, 12.10.2015 (Ghidul Strategiei Naţionale de Apărare a ţării pentru perioada 2015-2019, 
document aprobat prin Hotărârea CSAT nr. 128, din 10.12.2015). 
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these systems; the resource scarcity and inconsistency in managing various 
types of risks. 

There were also other aspects we consider of interest, as follows7: 
 “The current Romanian state is a weak state. It acts according 

to myths and prejudices and makes important decisions based on wishful 
thinking (this thinking distorts reality to suit leaders’ own desires). 
Romanian society is different from the mature economies of Europe, 
meaning that if a government changes in Europe, nothing bad happens; 
economy is going forward, the institutional structure works. While in 
Romania we do not have adequate management, and management means 
vision and perspective. The current Romanian state no longer exists because 
it no longer works institutionally”. 

What can be said about political and administrative “management” 
in Romania!? Of course, many things, but 90% are negative aspects. 

 
6. Sustainable development between reality and necessity  
On this complex and often controversial topic tons of books, studies, 

articles and projects were written. Since 1990, we have heard and read how 
leading politicians brag, without blinking, how well they understand 
sustainable development and how they will create in the shortest time a 
Romania sustainable in terms of economic, demographic and environmental 
issues. Absolutely none of these promises have been fulfilled until today. 

Instead, what was indeed achieved was the opposite: the 
perverse effects of sustainable development such as:  

- Massive de-industrialization; 
- Sale of strategic assets to foreign companies (of often unknown 

ownership) as is the case of oil, natural gas, aluminium, and other important 
natural resources; 

- Massive pollution of the surrounding environment because of the 
authorized institutions non-intervention and corruption;   

- Massive deforestation, with clear criminal and anti-national 
purposes, backed by corrupt politicians; 

                                                
7 Călin Georgescu, Ph.D., Interview, „Formula AS”, Wednesday, March 5, 2014. 
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- Significant decline in population (-2% per year), so in 2040, in 
the optimistic version there will be only 16 million Romanians (including 
those working abroad); 

- Sabotage and punishment of small domestic agricultural producer 
through lack of financial support, taxes, purchase of production at bargain 
prices (e.g. 0.50 Lei/ litre of milk?!); 

- The planned destruction of irrigation systems. 
Since 2008, Romania has had a “National Strategy for 

Sustainable Development”, but according to the main author no provision 
in this document has been implemented. 

What could be done even with a minimal political will and good 
faith: 

Strengthening the legislative and constitutional power of the state. 
Laws run effectively by officials whose authority and competence determine 
people to trust the system. 

Launching research and development involving Romanian 
Academy, universities and other research institutions and structures.  

Firm monetary and fiscal policies. Low level of taxes. Preservation 
of national currency. 

 Development of transport ways. 
 A foreign regional and global policy to promote conciliation.  
 Transformation of a handicap in advantage of economic niche: 

Romanian agriculture. 
 Forest protection and environment conservation.  
 Sustainment development – national concept.  
 Personal security: health strategy based on prevention, healthy 

food, education through movement, stable demographic policy.  
These actions require long term concrete plans to transcend group 

interests of successive governments, as is increasingly often noted. 
 
7. National defence between theory and practice  
For Romania, to strengthen defence structures (primarily military, 

and other components of the National Defence System, Security and Public 
Order) is of critical importance, in maintaining national sovereignty and 
integrity. 
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A brief analysis of events in recent years, on global, regional and 
zonal levels shows a worrying increase in risks, threats and vulnerabilities, 
including in our geographical region. 

Romania is located in the vicinity of turbulent areas, also from the 
military point of view (Ukraine, Russia, Turkey and Russia, the Western 
Balkans and Middle East). 

One would have expected our power structures (President, 
Parliament, Government, ministries, and central and local authorities) to 
become aware in the 26 years of the role of defence and of the armed forces 
in maintaining the existence of the Romanian state. 

Instead of this logical course, in the national interest, serious events 
occurred with negative consequences on short, medium and long term: 

-The so-called reform of the armed forces was limited to one 
dimension - destroying several military units and massive reduction of staff; 

-These irresponsible reductions were not compensated, as promised, 
with modern equipment and weapons systems; 

-The annual budgets of the MoD were, on paper, between 1.2 - 1.4% 
of GDP, but in reality, by perverse manoeuvres, they were not higher than 
0.9 - 1.1% of GDP (given that in the North Atlantic Treaty on the Accession 
(2004), Romania has committed to defence spending at 2.28% of GDP); 

-Active and reserve soldiers have been attacked and insulted in 
speeches since 2010, the tone being given by the President, Prime Minister 
and other “politicians”. For this reason their morale decreased, which could 
have serious consequences in the event of a military conflict (which maybe 
has been its whole point). We know no case of a Northern hemisphere 
country where the politicians leading the state behave in this outrageous 
manner; 

-In the Armed forces(and other institutions), the people promoted to 
top military positions are increasingly the obedient and politically supported 
people, instead of professionals and those who believe in patriotism and 
moral values; 

-It has been obsessively repeated since 2002, that we do not need so 
much the armed forces because NATO defends us. This is a very foolish 
approach; NATO can defend us if we are able to defend ourselves. In fact, 
many foreign analysts told us this straight to our face (see the statements of 
STRATFOR founder - George Friedman); 
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-Older or newer weapon systems and equipment lack normal 
maintenance and current repairs (an example - the network of military 
communications RTP / RMNC has been abandoned since 2008 until today, 
leading to more than 3,000 landmarks and parts that need fast mending, 
approaching total collapse, under the gentle, contemplative eyes of the ones 
“in charge”); 

-The main provisions of the “National Defence Strategy” are not 
pursued systematically, like a check list, to see what has been done and what 
has not been done (and who are politicians and military responsible for this 
and consider it a simple paper document); 

-Another important document, “National Defence Strategy Guide 
for the years 2015-2019”8, makes a comprehensive and fair analysis of the 
internal and external threats, risks and vulnerabilities to Romania and 
proposes several national security objectives. However, their fulfilment 
requires political will, and significant human, material and financial 
resources. Are current and future governors willing to give them!? We will 
see; 

-Multi-annual procurement plans are a myth, a legend and have 
never worked. Every government and every Defence Minister changes 
everything and starts from scratch. Still, it is known that a complex weapon 
system or equipment cannot be achieved in one year. The requirement is for 
10-15 years of rhythmical budget allocations at the level required by plans 
and projects. But who can understand the phenomenon!? 

-Another problem is generated by the planned destruction of 
indigenous production capabilities in defence (both state-owned enterprises 
and private Romanian companies). A book can be written about this 
phenomenon and maybe someone will write it; 

-The Romanian Armed Forces is poorly equipped with respect to 
important aspects regarding deterrence and retaliation capability, e.g. 
modern multi-role combat aircraft, attack helicopters, antitank means, tanks 
and armoured carriers with enhanced striking capacity and survivability in 
battle, etc.; 

                                                
8 Guide of the National Defence Strategy for the period 2015-2019, CSAT Decision no. 
128, 12.10.2015 (Ghidul Strategiei Naţionale de Apărare a Ţării, pentru perioada 2015-
2019, Aprobat prin hotărârea C.S.A.T. din 10.12.2015). 
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-The equipment provided for the combatant is still outdated and far 
from modern standards. Perhaps it is considered that if the soldier dies there 
is no problem, the result is decreasing the number of pensions the system 
will need to pay. We will never see politicians or sons of politicians fighting 
with a gun in their hands, if necessary. They will be found in tax havens and 
other exotic places where they secured their possessions. 

We consider that at this point we should dwell more on the demo-
military component of Romania defence, important in the current 
geopolitical context: 

Romanian 
population 

Citizens capable  
of military effort 

Active military 
during peace time 

% Military 
reservists 

% 

In 1989 year 
22,800,000 

6,840,000 340,000 1.48 820,000 3.6 

In 2015 year 
21,462,000 

6,438,600 73,000 0.34 80,000 0.37 

 
We see a drastic 4.5 times reduction of the military in peacetime and 

9.75 times of reservists mobilized in units increasing their number at war 
and in the emerging new crises. The figures presented show a blatant 
irresponsibility of all those who decided with respect to defence issues for 
the past 26 years. 

First we are a NATO and EU border country, then we are situated in 
an area with many risks and threats, and NATO defence devices move 
“timidly” to the east, not to offend Russia. Only Russia is still angry with us 
after the 300 years during which we were allies or adversaries. 

Given the facts above and the fact that in terms of modern weapons 
we are close to zero, it would be necessary to have an army at peace 
between 120,000-140,000 soldiers (fighters, not civilian political clients 
planted abundantly in the central structures of MoD), and the figure of 
potential to mobilize in the first phase to be at least 400,000 people. It 
would have been an effort, but state defence costs all over the world. Given 
that a young man fit for military service, being unemployed, consumes 
resources, it would have added something to the salary of 1.100 lei of a 
professional soldier and would have solved two problems, one social and 
the other of military and defence. 
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Another shortfall which adds up is that 4 million Romanian are gone 
abroad on long term. At least one million of them are fit for military service 
in case of war. But they are far and, as some are publicly stating, they do not 
want to die to defend the wealth of Romanian corrupted people. 

To get a clearer picture of human and military and combat 
equipment potential, we present in the annex a “Table on potential 
demographic and military capabilities of Romania, neighbouring 
countries and the Russian Federation” 9. 

In conclusion to this chapter, what we have found from the data and 
information from public sources is that our country defence was knowingly 
kept in this situation in 26 years. Unfortunately, there are no signs that the 
situation might improve on the short and medium term, despite the 
development of defence planning documents and laws. 

 
8. Some conclusions 
We cannot imagine for a moment that the current politicians and 

military leaders in top positions will be somewhat impressed by what a 
retired general thinks and writes. They could, however, take note that many 
active, in reserve and retreat officers think alike and are exasperated by the 
way the Armed Forces and Defence are treated. 

Some conclusions are necessary:  
The Romanian society, as a whole, is bewildered and confused by 

the chaotic policies without vision in all fields; 
Citizens do not understand why political and economic mafia 

continues unhindered to steal, as shown by daily cases in the media. 
Romania lives from indebted money, on the account of future 

generations who may no longer live in Romania. 
The de-industrialization and destruction of small agricultural 

producers continue at increasing pace; 
The security of the citizen is increasingly threatened by all sorts of 

underworld clans being in “the same league” with those who are responsible 
to eliminate them; 

                                                
9 Source – „GLOBAL FIRE POWER Group” 
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 The moral degradation of youth is emphasized by drug use, by 
dependence on TV shows which promote violence or a type of lifestyle with 
increasingly grotesque touches; 

 Education continues to be the background for some unfortunate 
experiments, with a pronounced antinational character;   

 Health care exists only on paper; plans and strategies are never 
applied; 

 Defence is like a flower in the buttonhole that arises only on 1st 
December. Otherwise it is on its own. 

We meant to make some proposals in the end that would change the 
situation according to our opinion, but we realized that we will do it in vain. 
We wish the near future would contradict us! 
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Abstract: Information warfare represents a real non-conventional threat which in 

the context of the technological revolution of telecommunications and modern electronics 
has found its place as an instrument of prevention of classical warfare, but does not 
exclude conventional warfare, fought with the means of organized defense. 

The globalization of information and the needs of information protection of society 
at a global scale are the necessities of the moment, demanding a collective approach. 

 

Keywords: information age, technological revolution, globalization, information 
protection, NATO, electronic warfare, information operations. 

 
 

Identified and quantified at the middle of the seventh decade of the 
twentieth century, information warfare was considered a type of war with 
the potential to become as important as land, sea, air, or space warfare. In 
order to synthesize, it could be said that the verbs best suited to summarize 
its definitions are: to intercept, to transmit, to deal rapidly with a piece of 
information, to obstruct the adversary. The technological revolution in the 
field of computer science and communications has increased the importance 
of information, which led to the collection, processing, storage, and 
dissemination of information at greater distance to an ever larger number of 
users. 

At the general level, information warfare in the strict military sense 
could be defined as the entire range of information operations used at 
tactical, operative, and strategic levels, during peace time, as well as during 
escalation of crises and conflicts, with the purpose of attaining some 
objectives or influencing certain targets. The military component of 
information warfare, the command and control warfare, has, in NATO’s 
                                                
* In security and defense, vice-president of the National Academy of Security and Defence 
Planning, Special Adviser at International Organization for Security and Intelligence 
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vision, the following meaning: “the integrated use of all military 
capabilities, including security operations, deceit, psychological operations, 
electronic warfare, and physical annihilation, supported by all the sources of 
intelligence and communication and information systems, to prevent access 
to information, to influence, deteriorate or destruct the capacity of command 
and control of an enemy, while keeping one’s own military capabilities 
secure from similar actions”. 

According to some of our specialists, information warfare is defined 
as “the way in which a society, organization, or individual, well-adapted or 
not to the new information wave, tries by all means to acquire information 
supremacy and affect the opponents’ and partners’ information and 
information processes and systems, while undertaking actions to defend 
their own information processes and systems”. 

An interesting and surprising definition, given by the political 
analyst Thomas Rona, subsumes the scale and moments of information 
warfare, which represents the entire range of “tactical, operative and 
strategic level confrontations over the whole spectrum of peace, crisis, crisis 
escalation, conflict, war, ending of war, reconstruction, undertaken by the 
parties, adversaries or enemies, using informational means to attain their 
objectives”. 

We can consider information warfare as being a new concept if we 
consider its means, and at the same time, an old form of war if we consider 
its basic concepts (the Chinese philosopher Sun Tzu made reference 25 
centuries ago to “cunning”, the art to deceive, the necessity to prevent the 
opponent from correctly evaluating a certain situation). 

Many definitions of information warfare, given in order to 
encompass the content and characteristics of this concept, insist on the fact 
that this form of warfare is based on defensive or offensive actions, which 
are part of an overall strategy, which presupposes not only a series of 
technical means, but also a number of operations which use the techniques 
and available information according to the purpose, actions which ensure 
the advantage of information superiority over the adversaries or even the 
allies. 

In the military field, information warfare can be associated to the 
image of an iceberg whose top can be seen, but whose essential part is 
hidden and shrouded in secrecy. 
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Information warfare encompasses “any action destined to annihilate, 
exploit, deteriorate, or destroy the enemy’s information and information 
functions, to ensure protection against similar actions, and to fully use one’s 
own information capabilities”. 

Nowadays, information warfare has become more and more 
attractive from a military standpoint, given the increase in the number of 
targets that are vulnerable to information attacks and the increasing need for 
these targets to be defended. In the new circumstances, we can see that 
neither time nor the quantity of information can be a key factor in the 
political and military decision making processes. As such, during conflict 
situations, adversaries will have simultaneous access to enormous quantities 
of information, but it is the one who acquires the most precise and complete 
information and has an efficient system of processing and protecting it that 
will have the upper hand. The way events evolved during the last few years 
certainly proves that we are witnessing the materialization of a new type of 
aggression, of a new type of war, an invisible war, whose characteristics and 
forms of manifestation, subtle and efficient, greatly surpass the traditional, 
classical ones. Moreover, information warfare is relatively cheap when 
compared to other types of warfare, allowing developed countries, as well as 
the terrorist groups interested, to acquire capabilities in this field and to use 
them according to their purposes. 

Alvin Toffler said: “if you are not interested in war, then war will be 
interested in you”. The globalization of information, the need for 
information protection, not only of institutions, but society in its entirety, 
transforms information in a strategic weapon in the competition over open 
spaces between global centers of power in all fields of activity. 

The particularly complex nature of information war is defined by the 
following factors: the impossibility of exact identification of opponents; the 
multitude of targets; the lack of spatial limitations; the lack of fast methods 
of fixing dysfunctional aspects; the lack of political limitations; the use of 
relatively simple, relatively cheap, and accessible technology; the increasing 
need for information; the lack of geographical limitations; the impossibility 
of establishing clear and precise responsibility. 

Information warfare is accompanied by new means of 
action/influence which elude conventional military power and national 
borders. Many of these means act upon the direction, the level of command 
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and control, of will, of information, as well as upon essential elements of 
national infrastructure. 

The essential element of information warfare is represented by the 
avoidance of conventional warfare, of human life loss, and material 
damages, by using these new means situated at the borderline between the 
conventional state of war and the conventional state of peace. It tries to 
influence the way systems work instead of destroying them, and it 
represents an evolution from the state of organized violence to the state of 
hostile influence. 

Nonetheless, information warfare must not be mistaken for image 
war or classical propaganda. 

It is necessary to implement the concept and laws regarding the 
control of technology and information, as well as the concept of information 
security, by developing convergent social mechanisms which would 
generate “close protection society” expertise. 

 
Information operations.  
The operations triggered by information warfare belong to the 

following categories: computer hacking; human spies; spy satellites; 
interceptions; video surveillance cameras; electronic warfare; physical 
destruction of communication components or energy systems; document 
forgery; perception management; psychological operations; viruses, worms, 
Trojans, fake viruses; theft of commercial secrets; interception of personal 
data; counterfeit emails; as well as many others. 

By their simple enumeration, we can conclude that they can be used 
during real wars (such as Yugoslavia, Afghanistan, Iraq) or so-called “cold 
wars”. Depending on the circumstances, some of them are treated as crimes, 
others are legal but ethically condemnable. Some parties or governments 
consider them normal practices. In the military field they are assimilated to 
conflicts. In any event, all they have is common is the purpose of exploiting 
the informational resources in the advantage of the attacker and the 
disadvantage of the other party, the attacked or the defender. We can thus 
conclude that the information operations that are specific to this type of war 
are both defensive and offensive. 

The defensive ones integrate and coordinate policies, procedures, 
actions, personnel, and technology, in order to protect and defend 
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information and information systems. They focus on protecting one’s own 
information, information-based processes, command and control systems, 
and communications and information systems. The protection has to be 
suited for any type of friend or foe and any situation (peace, crisis, conflict) 
and has four components: the protection of the information infrastructure; 
the discovery of attacks; the restoration of vital functions; and the reaction 
to attacks. The integration of all these components is essential. 

The offensive information operations involve the integrated use of 
designated capabilities and activities, supported by information activity 
(intelligence), for the purpose of adapting to friendly or enemy decision 
making factors and promoting specific objectives. The basic purpose of this 
type of operations is to influence the knowledge and beliefs of decision 
making factors, to reduce their will and ability to decide and thus disrupt the 
decision making process. The offensive capabilities of information 
operations focus on information, on the processes which are based on 
information, on the systems of command and control, and on the 
communications and information systems. It is for this purpose that it is 
necessary to design them at the technological level that is specific to the 
entities involved in and particular characteristics of the conflict. 

These two components are complementary and ensure the 
accomplishment of the purpose of information warfare: the information-
based domination of the enemy. In the near future, these will likely be more 
than complementary, by the means of integration of one into the other. In 
these circumstances, the efficiency of the security of information systems 
will depend upon intelligence, and the efficiency of intelligence upon the 
security of information systems. Combat actions after the operation “Desert 
Storm” – at that time considered a basic example of future warfare, in 
strategy, operational art, and tactics – became a lot more decentralized, 
independent, direct, mobile, fluid, and efficient. They rely enormously upon 
the information system, the highly technical character of the available 
means, the existence of great power and precision intelligent weapons, the 
possibility of carrying out simultaneous, fast actions across the entire field 
of operations. Moreover, the most recent wide armed confrontations have 
shown that, regarding the way of planning, executing, and leading military 
operations, using information as a weapon confers it the primary role in 
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decision making and ensuring success, while leading to essential changes in 
the way military operations are being carried out. 

As such, the fundamental principle according to which “the 
information war is a permanent war” has to be implemented as a security 
doctrine. It is necessary to build “electronic defense walls”, on several 
complementary levels, in order to protect national structures. 

It can thus be said that the new concepts and military technologies 
are being developed and experimented upon in a continuous manner, 
allowing developed countries to enter in the 21st century, in the Information 
Age, and ensuring technological and doctrinal advantages hard to equal by 
the other countries. 

The technologies of the Information Age will completely 
revolutionize the manner in which military actions are being carried out and 
will change the face of conflicts/wars. The most significant advantages in 
the means of carrying out wars will arise from the quantity, quality, as well 
as the high degree of processing and using information. Leading 
technologies and information, accompanied by adequate military strategies 
and doctrinal concepts, competent military leaders, professional personnel, 
high level instruction and efficiency of armed forces, they will all lead to 
real power. The price of progress will be huge, but once paid, it will offer 
extraordinary advantages, possibilities and gains to those brave enough to 
pursue it. 
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Abstract: This paper aims to emphasize the fact that in the context of information 

society, regulations and laws governing information and data as well as information 
systems activities, must be prevalent. In this regard, we believe that at least on the 
educational and academic level the discipline of information law must be developed in 
accordance with the new challenges and threats to security, synchronized with the 
transformed paradigm of national and international security. 
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1.Introduction 

Nowadays, all major human activities are influenced by the rapid 
development of technology, in a more and more interconnected world. We 
watch news, get medical assistance, and pay bills and taxes online. We live 
in a society that forty years ago was called by Yoneji Masuda “the 
information society”, a society in which the major production center is 
given by the information utility, developed information networks, data bases 
and data banks1. Besides its positive issues, the information society 
develops challenges and threats, a series of social problems: future shock, 
terrorism and invasion of privacy2, main forces of social change being 
citizens’ movements and litigations3. 
                                                
* Senior Researcher, National Defense University “CAROL I”, mihaistdinu@yahoo.co.uk 
1 Yoneji Masuda, The Information Society as Post-Industrial Society, World Future 

Society, Washington D.C., 1981, pp. 30-33. 
2 Ibidem, p.30 
3 Ibidem 
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Current statistical data confirm Masuda’s predictive vision; thus at 

the end of the 2015 there were approximately 3.36 millions internet users 
from an estimated 7.26 billions world population4, the percentage of 
spreading by regions being the one depicted in the figure no. 1. 

 
 

Figure no 1. Internet users by world regions, November 2015 
 
 

2.Context 
Due to the deep penetration of cyber domain in every aspect of 

human activity, in the every day life vocabulary there emerged terms like: 
cyber crime, cyber espionage, cyber warfare, hacktivism etc. 

A statistics published by Paolo Passeri for the year 2015 indicates 
that the number of cyber attacks is increasing as compared to the previous 
year, as shown in figure no. 2. 

                                                
4 Internet World Stats, at www. Internetworldstats.com/stats.html  
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Figure no 2. Comparison between the number of cyber attacks in 2014 and 

20155 
 

Regarding the motivation of these attack, the same series of statistics 
reveals the fact that the attacks having cyber crime purposes increased 
toward 2014 by 4.7%, reaching a 67% percent, followed by the hacktivism, 
cyber espionage and cyber warfare actions, as shown in the figure below. 

 
Figure no 3. Comparison between types of cyber attacks in 2014 and 20156 

 
                                                
5 Paolo Passeri, 2015 Cyber Attacks Statistics, at 

www.hackmageddon.com/2016/01/11/2015-cyber-attacks-statistics 
6 Ibidem 
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Placing all the figures in the context of national security, we can 
relate the cyber domain to the concept of extended national security 
promoted by the Romanian National Defense Strategy7. According to the 
afore mentioned document, the extended national security concept focuses 
on those interests that converge towards the achievement of national 
security in domains such as: defense (understood in its dual aspects of 
national and collective defense), public order, intelligence, counter-
intelligence and security, education, public health, economic, financial, 
energy, environment and critical infrastructures. 

We can state that within security analysis we must consider the 
cyber dimension of security (figure no. 4), with its main issues involved8, 
especially if we take into account the fact that the proper functioning of the 
State is directly related to critical infrastructures, mainly to critical 
information infrastructures.  

 
Figure no 4. Cyber dimension and its main subsequent aspects 

                                                
7 ***, Strategia Naţională de Apărare pentru perioada 2015-2019: O Românie puternică în 
Europa şi în lume, Administraţia prezidenţială, Monitorul Oficial, partea I, nr. 450 din 23 
iunie 2015, p. 6 
8 Mihai-Ştefan Dinu, Surse de insecuritate ale societăţii informaţionale, în vol. Provocări şi 

Strategii în ordinea şi siguranţa naţională, Editura Pro Universitaria, Bucureşti, 2016, p. 
381-384 
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Although it may be surprising, especially for the followers of 

traditional security approach, the presence of legal dimension in the 
aggregate dimensions of security, this makes sense mainly as support for the 
cyber domain, at the national level regarding critical infrastructure 
protection but also at the international level, relating to aspects such as 
cyber warfare, cyber weapons, cyber terrorism etc. 

So, in this context, we consider that the emergence of information 
law is of crucial importance, not only as an academic discipline but also as a 
branch of law, founding our assertion on several main reasons: 

The development of information society as a result of advances in 
IT&C technology and the increased complexity of information systems 
linked to almost every human activity; 

The increasing trend in using cyber warfare as a tool in information 
warfare; 

The need to protect the personal data and the identity of citizens 
based on values such as human dignity, perceived as an essential attribute of 
a human being; 

The need to implement a cyber-security law9 which must be 
characterized by the clear regulations on the legal mechanisms regarding the 
protection of private life in the context of existing and future threats 
associated with the rapid technological progress and in conjunction with 
national and European security objectives; 

The increased safety of citizens by legally protecting their identity 
and proprietary rights; 

The prevention and avoidance of risks and threats generated by the 
hostile information operations, national interest counter-intelligence and 
classified information protection assurance; 

The need to improve cooperation in the process of information 
sharing and thus, the increasing level of trust in national structures from the 
security national architecture and consolidation of security provider status; 

                                                
9 Dănuţ Turcu, Considerations on Cyber Security Legislation and Regulations in Romania, 

in International Scientific Conference Strategies XXI Proceedings, vol. 3, Carol I 
National Defence University Publishing House, Bucharest, 2016, p.178 
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The need to improve the level of predictability and interoperability 
of state institutions; 

The support granted to the process of reviewing national legislation 
in order to strengthen the national security system through the Supreme 
Council for Homeland Defense based on the need of rapid adjustment to the 
continuous transformation of contemporary security environment; 

The avoidance of abuses that might be generated by an incoherent 
and somewhat deceitful legislation that would allow certain institutions with 
responsibilities in protecting national security to aggress the citizen or 
community by affecting the free exercise of constitutional rights in the 
context of a distorted perception on civilian control over the activity of 
previously mentioned institutions. 

 
3.Definitions and Issues covered by the Information Law 

discipline 
Overall, information law as an academic discipline is capable to 

contribute to the improvement of national security culture by adapting and 
integrating the knowledge developed in this field in the national curricula 
not only at the level of university studies but also in schools and high 
schools in the framework of civic education. 

Considering the fact that almost all human activities are performed 
within the information society, those social relationships emerging as a 
result of collecting, storing, and processing information are placed under 
the effect of information law. Obviously, under the effect of information law 
we can also find data frequently used as raw material in order to get credible 
information. 

Thus, information law consists in the aggregate collection of legal 
norms adopted or issued by the State which regulates relationships in which 
individual and legal entities that are participating, each with equal legal 
positions, regulate social defense through the incrimination as felony, under 
the sanction of punishment of facts dangerous for social values based on 
data and information, in order to protect these values, either by preventing 
crime or by applying punishment to persons committing such crime. 

The legal norm concerning information law is that social norm that 
meets legal provisions designed to order relationships regarding collection, 
storage and processing of information and data by imposing behaviors in 
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order to protect certain values that underlie people’s main rights and 
obligations, their violation being subject to civil or/and criminal sanctions.  

The major issues to study within the framework of Information Law 
discipline are related to the Intelligence Community organization and 
functioning, state authorities with tasks in intelligence domain, covering 
also theoretical legal aspects on: 

Legal regime of the issued papers 
Rights regarding free access to public information 
Protection of personal data 
Rights regarding privacy 
Legal regime of classified information 
Cyber Crime 
Violations of legal regime applied to information and data 
International provisions regarding legal regime of information and 

data 
 

4.Conclusions 
Due to the globalization of risks and threats the world today must 

adapt to the rapidly changing realities of the security environment. The 
disappearance of geographical borders due to the technological progress in 
information systems domain, the diverse and rapid digital devices designed 
for communication, as well as the emergence of new violent actors and 
phenomena like terrorist organizations lead to the situation in which the 
international community must adopt their legislative system in order to get a 
proper response to the newly emerged risks and threats. 

These are the reasons for the increasing level of complexity in the 
intelligence domain, for the need of the international community to share 
information10 and, in order to do so, the need to cooperate in the legal 
domain on at least two levels: on the one hand regarding protection of state 
institutions and on the other hand to protect their citizens, in a global society 
that nowadays is an information society not only by its achievements in the 
field of technological field but also by the challenges raised by new and 
perverted threats. 
                                                
10Julian E. Barnes, NATO Moving to Create New Intelligence Chief Post, Wall Street 
Journal, June 3, 2016. 
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Abstract: The directions of research of the present paper followed the three pillars 
of epistemological research: conceptual assertions, the need for the civil-democratic 
control over the military institution and the historically demonstrated ways of exercising 
civil-democratic control over the army. Conceptual coordinates and characteristics of 
civilian control over the army are based on values such as legitimacy and democratic 
necessity, constitutional fundament, a factor of boosting the credibility of the military 
institution, a vector of development of the cooperation and cohesion between army and 
society, a process of increasing the performance of the military institution. This control has 
to be performed due to historical, social, political and democratic reasons. The types of 
civilian control are highlighted through historical, social and political perspectives. The 
analytical conclusions show the importance of democratic civilian control over the army. 
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1. Conceptual assertions 
The civil-democratic control over the military institution, in fact 

over the use of armed forces of the state, is both the quintessence of 
relations between the military and society and the constitutionally defined 
certainty that the military force of the state will be used in strict accordance 
with the normative-legislative system governing its specific status. For 
example, we must admit the fact that it has an imperative nature, 
conceptually moving within the classical coordinates of its acting nature, 
meaning that it is similar to social control which “is the result of the 
relations of interdependence between elements of a system and 
determination of the components of the system to which they belong (...) 
being possibly regulated by formal (institutional impersonal rules, codes) or 
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informal means (self-control).”1 In fact, we can admit that, strictly in terms 
of civil-military relations, we are dealing with “the process of formation of 
a management mechanism of relations between the professional army and 
the legitimate authority of the state.”2 Exercising that control, however, is 
not left to chance. Beyond the requirements imposed by the nature of the 
legal system governing the existence, role and missions of the military 
institution, the institutions that guarantee the status and condition of 
democratic state have implicitly and explicitly generated the requirement 
that the controls should be of democratic nature, for instance to be in line 
with the essence of the relations within the social system. Not randomly, 
this perspective imposed the phrase "civil-democratic control", which 
fundamentally requires civilians, belonging to the democratically elected 
institutions of the state, to exercise over the army a type of control in strict 
accordance with the letter and spirit of the Constitution and the laws of the 
country. At the same time, it requires from the military, the professional 
obligation to lucratively submit to such control. At the same time, "civil-
democratic control" over the military institution is necessarily reclaimed by 
the very democratic nature of the social system as well as by the fact that 
"the existence of a real transparency of the army is more advantageous and 
more effective in a state, rather than the situation in which the army is torn 
from society and placed above the law.”3 On the way to a certain definition 
of "civil-democratic control" we start from the reality according to which, 
conceptually, it consists of a coherent set of theses, ideas, procedures, laws 
and regulations, standards and traditions, under which “civil” political 
authority is constitutionally exercised over the armed forces of a country.4 
This implicitly determines the assertion that "the legitimacy of civilian 
control is ensured by the legitimacy of the democratic process through 
which popular will is delegated to the political authority.”5 Actually, there 

                                                
1 R. Boudon, apud Cătălin Zanfir, Lazăr Vlăsceanu, Dictionary of Sociology, Babel 
Publishing House, 1993, p.138. 
2 M. Zulean, op. cit. p. 39. 
3 Mircea Cozma, Civil-military relations in the Romanian society, AFT Publishing House, 
2002, p.39. 
4 Alexandru Baboş, Florentin Udrea, Civil-military relations. Course, CTEA Publishing 
House, Bucharest, 2006, p.95. 
5 Ibidem, p.95. 
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is no clear distinction between the two terms. In the specific literature in the 
field, the two terms are used, in reference to the military institution, 
frequently combined in expressions such as, on the one hand, "civilian 
control", "civil-democratic control" and, on the other, "democratic control", 
issue that cannot be attributed to confusion, but rather to a certain 
simplifying automatism. In fact, civilians, as representatives of political 
authority democratically elected, can only exercise the democratic control. 
However, the adding of "democratic" to the phrase defining the attribute is 
not random, at least until reaching the full democratic maturity of our 
society. That is because in the totalitarian communist regime a type of 
civilian control was exercised over the army, which, however, took the 
essential attributes of the dictatorial regime, therefore being un-democratic. 
On the contrary, the democratic nature of control is revealed precisely by its 
being exercised by the state’s legitimate civil authorities, democratically 
elected. In fact, resorting to one of the three phrases emphasizes the right of 
the democratic society, but also that of the civil society, immutable entities 
with no rigid borders coexisting in a considerable intermingling of 
principles and actions, to continually make sure that the armed forces act 
solely and fully in line with the constitutional responsibilities conferred. In 
this spirit the democratic nature of control over the armed forces can be 
further defined as the activity that "means all the rights conferred by the 
Constitution and laws to the authorities of the political society - 
democratically elected - to establish the regulatory framework for the 
organization, functioning and responsibilities of the armed forces, to set 
forth limits of their action and to check how their work complies with the 
provisions of law and decisions of the competent civilian authorities.”6 
Moreover, in agreement with the stated thesis, the assertion arises that 
democratic control over the army is the natural expression of democratic 
relations between the army and society, "understood as a complex 
mechanism of democratic oversight of the army, the exercise of civilian 
control by democratically elected politicians and the existence of a 

                                                
6 Gheorghe Diaconescu, Floarea Şerban, Nicolae Pavel, Democratic Control over 
Romanian Army, Enciclopedică Publishing House, Bucharest, 1996, p. 211. 
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professional army operating as expert organization for defending the 
state.”7 

 
2. The necessity of having civil-democratic control over the 

military institution  
Understanding war as a social phenomenon, as an extension of 

politics by other means and, therefore, the armed forces as an instrument of 
political strategy, Clausewitz believed that "Subordinating the political to 
the military viewpoint would be absurd because politics has generated the 
war, it is the reasoning behind it and war is only the instrument, not the 
other way around. The only remaining possibility is that of subordinating 
the military to political point of view.”8 In the spirit of the same 
philosophies, a century later, Georges Clemenceau stated: "War is a task too 
important to be left to military.”9 In the respective situations, the direct 
reference to war (and exemplification thereby of a reality) implicitly regards 
the army as the only state institution dedicated to the use of armed violence, 
including waging war. What does such an argument mean in shaping 
relations between society represented by politics and the military? It means 
that, at least since the beginning of the modern era, when the state became 
the organizational system of a community, in a well defined territorial 
framework, and ordered by a military body to defend its interests, it also 
created the means and instruments necessary for controlling the military 
institution. In fact, in pre-modern history, from this perspective, things were 
similar in the sense that since their inception, by moving on from the 
primitive order, regardless of their nature - slavery or feudal - states have 
had some military force, such as an army for instance, in the service of and, 
by default, under the control of, society’s dominant forces. 

Without going into details of historical evolution of relations 
between the dominant forces of the state, regardless of their nature - 
despotic, authoritarian, dictatorial or democratic - and the tool it had 
available to defend its interests, namely the army, it is obvious that in any 
historical specific state organization, the military institution was under 
                                                
7 M. Zulean, op.cit. p. 40. 
8 Carl von Clausewitz, On war,  Military Publishing House, 1982, p. 65. 
9 *** Reflections and sayings, Scientific and Encyclopedic Publishing House, Bucharest, 
1989, p. 493. 
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some form of control specific to the nature and the development of state 
organization. Basically, a retrospective look at the historical relations 
between the state and the military organization at its disposal shows four 
types of control exercised over the military institution, namely: the slavery 
state’s specific control, which was a review of the ruling class, represented 
by masters of slaves and ruling classes; the control over feudal armies, 
whose main characteristic was that of being typically mercenary, the control 
being exercised by evaluating and possibly changing the purchased military 
services; the control applied in modern capitalist states, where the military 
acted as a tool serving the interests of society and the state; the control 
specific to democratic states and societies, in which armies are subject to 
civil-democratic control. Basically, the control over the army has, 
historically, the age of the army, as an institution of the state; the very 
existence of the army necessarily causing its control.  

In exercising control over the army, the legislation subsystem’s 
quality referring to the military institution has a decisive character. 
Ambiguities and inconsistencies in the foundation and defining roles and 
tasks assigned to the army can generate social and state counterproductive 
trends, with unforeseeable consequences, which may be difficult to 
overcome. It is quite obvious that the need to control the army stems right 
from its social role and lies in the continuous need of the society to control 
its ability to strictly perform constitutionally assigned powers. Ultimately, 
the aim of the necessary control over the military institution is that, as far as 
related laws are concerned, the army is better so as to confer, in turn, in 
terms of law, the social certainty of confidence in it.  

An effective and productive control over the military institution is 
performed in a state where the laws under which the army exists and acts, in 
any of the possible instances, peace or war, for example, there are clear 
laws, comprehensively detailed, predictable in line with strategic projects of 
the state and society’s expectations. 

In the operational relation state - laws - army, “the most enduring 
foundations of the states, both the new and old or mixed ones, are good laws 
and good armies (...) and there may not be good laws where there are no 
good armies and where good armies are, there is also the need for better 



 
 

CIVIL-DEMOCRATIC CONTROL OVER THE MILITARY 

 
65 

laws.”10 In other words, summarizing, we can say that the operational 
purpose of the factors mentioned is significantly determined by the 
existence of good law, good control and therefore good army, according to 
the state social desideratum. 

Starting from the reality that the army is and represents one defining 
pole of state power, "it is very important for constitutional and legal levers 
to prevent the military factor from gaining a dominant position, while the 
conduct and use of force should not be applied except under direct and 
expressed authority of democratically elected leaders.”11 This is one of the 
reasons for the need of control, namely the social state management of 
constitutional responsibilities of the military institution. From another 
perspective, by the activity of control of the armed forces, an interference of 
the military in the political societal sector is prevented, aspect in which Jean 
Blondel12 highlighted the following relational steps: 

- The high degree of professionalization of the military can lead to 
their isolation from the rest of the national community, soldiers clearly 
showing a tendency to develop and enforce their own attitudes, their own 
understanding of the state’s social expectations;  

- The likelihood of military intervention decreases in relation to the 
rising legitimacy of the political system;  

- The likelihood of military intervention decreases where political, 
social and economic systems become more complex; 

- The likelihood of military intervention increases in the context of 
the dominant ideology of the state differing in terms of characteristic 
responsibilities and tasks of the military. 

Citing control over the military institution, "The democratic 
principle of civilian control over the military itself may be endangered 
because the threats and military crises can materialize faster than any 
consensus.”13  

                                                
10 Niccolo Machiavelli, Principele, Publishing House Minerva, Bucharest, 1995, p.142 
11 Gheorghe Diaconescu, Floarea Şerban, Nicolae Pavel, op.cit., p. 311 
12 Jean Blondel, The Military and its role in the political process, in An introduction to 
comparative government, Weidenfeld and Nicolson, London, 1979, p.76-89 
13 Alvin and Heidi Toffler, War and anti-war, Antet Publishing House, Bucharest, 1995, 
p.215 
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Although often, when invoking the need for democratic control over 
the military, there is a tendency to regard it as a guarantee for preventing the 
onset of any military subversive actions, fundamentally, by its very nature, 
the reason of democratic control lies in the assertion of certainty that the 
army fully and strictly acts in line with national interests, designed, made 
and promoted by the country’s democratic political authorities. At the same 
time, this democratic control certifies the capacity of the army to meet the 
highest demands imposed by the activity and the existence of the state. 

 
3. Historically acknowledged types of civilian control over the 

army 
Resulting de facto from the power equation in which they reside, 

both by their constitutional definition and by the laws deriving from that, 
specifically reinforcing it, the civil-democratic control over the army also 
marks the relations between civil institutions and the military institution, 
being, in the end, the expression of the civil institutions, not least of civil 
society as well as of the military institution. And this is because the idea of 
control, even in its elementary or vulgar-empirical sense, means power, a 
dominant power, exerted over another power thus becoming dominated. 

In defining and conceptualizing the forms of civil democratic control 
over the army, we start from what we consider that represents, even if not 
assuming and openly asserting its analytical aims and nature, a way to locate 
within some standards of military power, implicitly of its possibilities of 
manifestation. Naturally, this happens within the conceptual and operational 
standards required and officially stated by Constitution. However, these 
standards represent or can represent not only specific performance 
optimization tools, but, from a certain perspective, also a limitation of 
military power, a power which the military institution is not allowed to 
ignore.  

Historically, in terms of the outlined and assumed perspective of our 
conceptual plea, we identify as being extensively validated by the scientific 
community the following types of civilian control over the army14, stating 

                                                
14 Huntington, Samuel P., National security and civil-military relations, in “Army and 
society. Collection of military sociology texts”, coord. Sava, Nicu Ionel; Tibil, Gheorghe 
and Zulea, Marian, Ed. Info-Team, Bucharest, 1998, pp. 312-335 
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that the democratic attribute is understood in contexts where control is 
executed by the democratically elected legitimate authorities of the state. 

 Civilian subjective control – Basically, it consists in maximizing 
the power of civilian groups, with significant representation in society, in 
direct relation with the military institution. It is important to emphasize that 
the large number of civilian groups, the lack of minimum convergence of 
their positions on fundamental issues of state policy or in addressing 
operational national interests, their diversified nature, as structure, goals and 
interests, make it impossible to maximize their power on state society level 
in relation to the army. Logically in their assertion in society, we conclude 
that maximizing civilian control over the army derives in fact from 
maximizing the power of one of these groups or of some of them, being by 
conjuncture or endemically found in programmatic consonance. Basically, 
we define as subjective control the power relations between civilian groups 
aiming for the domination of one / some over others, which by their 
expressed or subsequent nature of their interests give authenticity of control 
over the army. The resulting idea is that, consequently, the civilian groups 
not engaged in state power action use as a slogan the theme of civilian 
control over the army in order to strengthen their position against those in 
power, the military institution being of reference in quantifying the overall 
civilian power. 

 Civilian control through the governmental institution – 
Diachronically, as theme, but also as programmatic action, the origin of the 
civilian control is found in attempts of parliamentary institutions performed 
in the democratic development of society (England and America, where the 
armed forces were under the exclusive authority of the Crown) as a way to 
increase their influence and power in relation to the historical prerogatives 
of the Crown. In more concrete terms, exercising, under those circumstances 
the civilian control was an implicit social reality, in fact maximizing 
parliamentary control over the armed forces asserting itself at the expense of 
Royal Power, of the British Crown.  

 Civilian control through social class – It is obvious from the name 
that this type of control is specific to society’s segmentation into social 
classes. This form of control became especially conspicuous in Western 
European countries in the second half of the eighteenth century and during 
the nineteenth century when the aristocracy and the young European 
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bourgeoisie whose confrontation resulted in the emergence of the capitalist 
society, vigorously started the fight, the former to maintain, and the latter to 
gain control over the armed forces. The fight itself was enhanced by the fact 
that each of the representative social classes openly manifested concern to 
gain control over the armed forces, the civilian control however, in present-
day terms, being identified de facto to their own interests. 

 Civilian control through constitutional means – This form of 
control makes the conjunction between the dual fundamental attributes of 
control exercised over the army - civilian and democratic, conceptually 
foreshadowing the phrase civilian democratic control. The key lies in 
appreciating that only under a Constitution that outlines the society’s 
democratic status and imposes it as such, may genuine civilian control be 
exercised over a state’s armed forces, maintained by the legitimacy of 
representation. By default, it results that only in the socially and nationally 
representative paradigm of a democratic Constitution, which requires and 
legitimates a democratic government, has civilian control the qualities and 
attributes of a democratic action, of a democratic work.  

 Objective civilian control – Fundamentally opposite to subjective 
civilian control, objective civilian control is the expression of the stage 
when, as a historical necessity, maximizing military professionalism is 
cultivated, promoted and stimulated. The context itself is signified by the 
distribution of political power between military and civilians, meant to 
achieve and to increase, always to the maximum, the professional attitude 
and behavior of the military. Such an approach makes a decisive difference 
between objective civilian control and subjective civilian control at least, in 
the sense, of the following statements: subjective civilian control fulfills its 
assumed objectives by resorting to “making the army civilian” for the 
purposes of implementing a system of values, attitudes and relationships 
specific to the extra-military social nature into the military body, the 
desirable consequence being a maximization of civilians’ power in the 
military sector. From another perspective, the objective civilian control 
achieves its undertaken goals proceeding, by clearly specifying and rigorous 
assertion of professionalism and professionalization, to the essential 
“militarization” of the army, thereby attributing to the quality of military the 
status of “servant” of the state. 
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4. Analytical conclusions 
The conceptual review of the types of control over the army shows 

us that, given the arguments we brought, the subjective civilian control is 
not a condition of exclusive monopoly of a particular constitutional system, 
being specific, especially, to undemocratic societies or to those with closed, 
reluctant, limiting democracies.  

A consensual significance regarding the practice and conceptual 
nature of civilian control over the army was impossible, because of the 
trend, but also the practice of each group (we keep in mind, in a way, a 
certain school of thinking) to define civilian control as a distribution of 
power, exclusively favorable to its own interests. This is perhaps why, 
although relied on since the dawn of the parliamentary institution, a widely 
operational acceptance of definition, conceptual by default, was impossible 
to reach. The situation was changed by the emergence in the field of social 
legitimate professions of the military profession, event which, in labor 
sociology, conferred a different meaning and a different significance to the 
relations between civilians and military, complicating and hampering the 
endeavor of civilian groups to develop their influence and power over the 
armed forces. Thus, the forms customizing the exercise of subjective 
civilian control have became outdated, requiring in the historical field of 
social practice the emergence of a new type of civilian control, in line with 
the operative demands and expectations of social evolution, which will be 
contained in the conceptual paradigm of objective civilian control. 

At the same time, we appreciate that, from the approach we used, the 
democratic civilian control is not intended, as one might think, “to tame the 
army” but, fundamentally, that it will strictly exercise powers and 
responsibilities in accordance with the Constitution and laws of the country, 
while achieving through democratic control the following objectives: 
increase of political and democratic society’s trust in the military institution; 
facilitation of solving the problems the armed forces are facing; prevention 
of potential abuses; knowledge of de facto reality in the army; productive 
harmonization of relations between the military on the one hand, and 
society, on the other hand; development of mutual trust between the military 
and the civil society. Moreover, democratic civilian control should not have 
a formal character, but it should rather signify the essentially supporting 
nature of the military in performing its fundamental responsibilities. 
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At the same time, the analytical approach to problems related to 
forms of civil-democratic control over the army generates theses that 
configure a conceptual understanding of the phenomenon, the most 
significant being the following: a divisional look on civil society shows its 
broad range of coverage, eliminating the hypothesis that, structurally, it 
would only be reduced to non-governmental organizations; the social-state 
value of the civil society consists in its rich diversity, generated by the 
human categories they represent, the size, functions, resources and people it 
is legitimated by, the level of resources, organizational form and the 
geographic scope of actions, the historical experience and cultural context; 
in the systemic passing from totalitarian logic of social construction to one 
centered on values with certain democratic consistency, the emergence, 
development and assertion of the NGO system represents a fundamental 
fact, contributing to the articulation and harmonization of the major 
concerns and aspirations of civil society with major interests manifested in 
specific aspects; the consistent dilution of authority differences between 
civil society and the military institution is synonymous, in terms of theory 
and organizational philosophy, with the entry of the military institution into 
a merger process with civil undertaking; control over the army has, 
historically, the age of the army, as an institution of the state, the very 
existence of the army necessarily causing its control; consensual 
significance on conceptual practice and nature of civilian control over the 
army was impossible, because of the trend, but also the practice of each 
group (we keep in mind, in a way, a certain school of thinking) to define 
civilian control as a distribution of power exclusively favorable to its own 
interests. 

 
 
BIBLIOGRAPHY 

Barry  
 
AMBLER J. S., The French Army in Politics. 1945-1962, Ohio, 1986; 
BĂDĂLAN Eugen, Military Administration, Publishing House of Land 

Forces Academy, Sibiu, 2004; 
BARRY, Buzan, State People and Fear, Chisinau, Cartier Publishing 

House, 2009; 



 
 

CIVIL-DEMOCRATIC CONTROL OVER THE MILITARY 

 
71 

FINER S.E., The Man on Horseback. The Role of the Military in Politics, 
apud  Sava, Nicu Ionel; Tibil, Gheorghe and Zulea, Marian, 
Army and society. Collection of military sociology texts, 
Publishing House Info-Team, Bucharest, 1998; 

 HUNTIGTON P. Samuel,  “Power, Professionalism and Ideology: Civil-
Military Relations in Theory”, in The Soldier and the State, The 
Theory and Politics of Civil-Military  Relations, Vitange Books, 
New York, 1957, pp. 80-97, apud  Marian Zulean, Army and 
society in transition, Publishing House Tritonic, 2003; 

HUNTIGTON P. Samuel, Introduction. National Security and Civil-
Military Relations, in The Soldier and the State, The Theory and 
Politics of Civil-Military  Relations, Vintage Books, New York, 
1975; 

HUNTINGTON P. Samuel, Political Order in Changing Societies, New 
Haven: Yale University, 1979; 

JANOWITZ M., The Military in the Political Development of the New 
Nations, Chicago, Publishing House J.J.Johnson, 1964; 

KOLKOWITZ Roman, The Soviet Military and the Communist Party, 
Editor JFK, New York, 1967; 

LUCKHAM A.R., A  Comparative Typology of Civil-Military Relations, in 
Government and Opposition, Vol.6, Nr.2, Spring, 1971; 

MALAMUD Paul, Le Journalisme civique, Revue électronique de l’USIA, 
vol.1, nr.8, Juillet 1996; 

MUREŞAN Mircea, DUŢU Petre, Civil Society - major non-state actor, 
"Carol I" National Defense University, Bucharest, 2006; 

PARSONS T., “The Place of Force in the Social Process”,  H. Eckstein 
Internal War Publishing House, New York, 1964; 

TISMANEANU Vladimir, The revival of politics, Polirom Publishing 
House, Iasi, 1997; 

 ZULEAN Marian, Army and society in transition, Tritonic Publishing 
House, 2003; 

ZULEAN Marian, Military and society. civil-military Relations at the 
beginning of the 3rd millennium, Military Publishing House, 
Bucharest, 2008. 

 
  



 72 

 
 

DRONES VERSUS SECURITY OR DRONES  
FOR SECURITY? 

 
 

Anton MANDA, PhD candidate* 
 
 

Abstract: Drones represent the most controversial subject when it comes to the 
dimension of national security. This technological development has implications politically 
as well as when it comes to practices pertaining to the field of national defense. Quite 
expectedly, the simple matter of putting a camera on an aircraft changed the way we 
perceive information gathering and actions during warfare, giving greater room for 
maneuver to persons using them. On the other hand, technology has allowed for the 
creation of remotely controlled devices. By combining these two characteristics, drones 
were created. They started representing a new instrument in warfare, humanitarian actions 
and even policy making. It is the purpose of this paper to briefly discuss the conceptual and 
practical implications of drone technology for national security, policy making and 
information gathering, with comments also in the field of intelligence which brings together 
all aspects in its practice. 
 

Key Words: security, national security, technology, drones, information, 
intelligence practices. 

 
The thought behind drones 
Nowadays, drones are states’ secret weapon. Be it for surveillance or 

delivering missions, drones have the comparative advantage of being 
Unmanned Aerial Vehicles, which means that they do not require humans to 
carry out missions.  

Their first employment for the purpose of national security was 
however as a means to deliver explosives too hard to reach sites. It was only 
during the ’60s, in the Vietnam war carried out by the United States1, that 
drones were beginning to be used as a means to gather information, perform 
                                                
* Lawyer at ‚Law office Manda Anton’, Bucharest, mobile 0722/404126, e-mail: 
avmandat@yahoo.com 
1 Thomas Mahnken, Technology and the War in Vietnam 1963-1975, Columbia University 
Press, USA,2008, p. 113 
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damage assesment, unmask the enemy’s available anti-aircraft devices, their 
position and type, in order to develop countermeasures. This period also 
marked the beginning of CIA usage of drones in order to gather intelligence, 
a role which has stuck with drones for most of the late 20th century. They 
were also used in the late ’70s in the Yom Kippur War by the Israeli forces, 
alongside manned vehicles, in order to gather information that helped them 
adapt to the enemy’s conditions, giving the Israeli forces a comparative 
advantage.2  

We see a purely military application trend here and a military 
background for that matter. By shifting the purpose of the drone from purely 
military usage, to information gathering and reconnaissance, its implications 
have changed as well.  

 
Drones for security 
Security is a concept that has many meanings, nowadays being also 

extended to many areas that clasically are not associated with the security 
field. In the classical sense, security relates to the integrity of the borders of 
the state, its values, culture and people. Because in today’s world security of 
the people has come to depend on much more than borders and land 
protection, the concept of security has extended to include factors that have 
become important for the sustainability of a state’s wellfare. This is a shift, 
from mere survival of the state as an entity and of its people, to its welfare 
and prosperity. Thus we have areas like energy security, cyber security, 
environmental security, social security, and so forth. Each actor of the 
international arena is free to decide what it prioritizes when it establishes its 
national security agenda, and this gives also freedom in choosing the type of 
instruments a state can use to pursue these objectives.  

The international system is built upon the constant disbelief in the 
intentions of other states. This is due to the generally accepted idea that the 
international system is based on anarchy, without a higher authority than the 
state, but the international institutions like NATO, economic institutions or 
the UN provide for checks and balances in this field. Still there is the notion 
of security dilemma, according to which, if a state increases its security by 

                                                
2 David Rodman, “UAVs in the Service of the Israeli Air Force,” Gloria Center, (September 
7, 2012), http://www.gloria-center.org/2010/09/rodman-2010-09-07/ accessed 26.05.2016 
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developing and expanding its military capabilities, it becomes threatening to 
another.3 This concept is referred to as the security dilemma and it is the 
purpose of dynamics in international relations to reduce this effect. Since 
drones are extremely versatile devices, they could easily become a problem 
for the security dilemma, being seen as threats to the security of another 
state. This is more likely to happen if the drone is armed. If it is not, then its 
mission becomes that of recconaissance. In this case drones can be indeed 
used just for the security of the state or as a substitute for a mission that 
would normally endanger human lives. It is to this purpose that even non-
state actors, such as the UN, use drones for humanitarian missions.  

Some arguments in defending the ethical matters in the use of drones 
are the value put on human lives, on less collateral casualties by increased 
striking accuracy, and the less obvious role of being the eyes and ears of the 
military thus leading to more informed and effective operations which 
translates again into fewer losses of human lives.4 

In the last 20 years or so, we have seen a shift of practices regarding 
threats worldwide. War has moved from the battlefield into cities, and a 
state to another state is not the primary threat anymore, an army fighting 
another army is less common, rather armies of different states collaborating 
to oppose a different type of enemy. I am refering here of course to 
terrorism, to threats coming from extremism. Terrorists are perceived in the 
international arena as an asymetric threat due to their modes of combat, the 
techniques they use, a combination of military style fighting with guerrilla 
techniques and propaganda, motivated by religious and political aims.5 As 
their target are the people of another country, society, and concepts as 
democracy, they do not fight the state directly, but the state has to respond 
with its own means, which makes for an unequal fight. In combating such 
threats, states are more inclined to use versatile means such as drones, 

                                                
3 John HERZ, Idealist Internationalism and the Security Dilemma, article in World Politics, 
vol.2, nr.2, 1950, Cambridge University Press, UK, pp. 157-159 
4 International Covenant on Civil and Political Rights, G.A. Res. 2200A (XXI), 999 
U.N.T.S. 171, entered into force Mar. 23, 1976, art. 6 (ICCPR); UN General Assembly, 
Resolution on the Protection of Human Rights and Fundamental Freedoms While 
Countering Terrorism, A/Res/51/191, 10 Mar. 2005, para. 1 
5 Alex P. Schmid, "The Definition of Terrorism", The Routledge Handbook of Terrorism 
Research, Routledge, UK, 2011, p. 39 
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which not only can address these situations more fairly and according to 
international law, but also reduce its costs of fighting a war. Terrorists use 
cheaper means, and alternative fundings6 to carry on aggressions. 

 
Implications for intelligence gathering 
It is only appropriate to mention here the numerous advantages of 

drones when gathering intelligence. Intelligence activities lie at the very 
center of policy making, aiding decision makers in their endeavours. By 
using drones for surveillance and recconaissance, the intelligence 
community gains much easier access to information, with the added benefit 
of not having to employ agents for missions. Of course, this is not only 
specific to the case of drones, since launching the internet had similar 
consequences, with much public info being available online, but drones are 
much better in the sense of being able to deliver information immediately, 
which the internet cannot do.  

The consequence of having more intelligence officers available at 
the workplace allows for a greater control of their activity and products, but 
also for their better training and thus specialization. With the ammount of 
information being readily available today, this latter aspect is needed in 
order to be able to process information more quickly.  

During wartime, the use of drones for the purpose of espionage is 
exempt from international law, in the sense that under the umbrella of 
national security, treaties governing human rights establishing rules 
regarding privacy and human dignity are lessened; however, during 
peacetime their use is often contested.  

 
Drones versus security 
One of the main features, which is also a big plus for drones 

tactically as well as ethically, is drones’ ability to watch and wait  for the 
best moment to strike a target, thus to receive confirmation of the target, 
allowing the operator to discriminate between civilians and militants. 
Before, wars were indiscriminate in this regard, now having the ability to 
discriminate more. This impacts not only the strategy used, but also the 

                                                
6 Offshore money laundering, fake charities that support terrorism, information gathering 
from infiltrated supporters, etc. 
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efficiency of the operators, which constantly contribute to the effort by their 
experience. Still, there remains the question of responsibility – if the drone 
allows a person to carry out missions remotely, how much is it their fault if 
something should go awry? This is actually a question of novelty, because 
in classic warfare lower rank soldiers were rarely held responsible or not at 
all. On the same note of responsibility, drones also give the possibility of 
even live streaming a war, which leads towards accountability in warfare, a 
dimension yet to be explored.  

Even with the increased precision, there is still the off-chance of 
casualties that rise from drone strikes.  

In the legal debate of drones, there are to be identified two essential 
aspects, drone characteristics which make the difference between their 
morality and legality. One aspect is the type of drone, whether it is armed or 
not. Drones which do not possess the capability to strike are regarded as 
being friendlier than those which are armed, but even the ones that do not 
have arms raise the question of the destinations of the information that they 
collect. An example of this is the 2013 Congo drone surveillance carried out 
by the U.N. in order to gather data for risk assessment in the area, which 
sparked an opposition from the Congo government. It was settled in the end 
but the issue raised is still debatable with respect to regulations.7 Even if the 
stated purpose of the drone’s mission is seemingly harmless, there is a grey 
area in which drones can still be used for actions not agreed upon by third 
parties. 

In the political realm, because of the characteristics of drones 
described in the previous section, this technology can be used to abuse 
power and supersede democracy. As a political tool, drone strikes can be 
argued as being less harmful and cheaper than traditional technology used 
for the purpose of either intelligence gathering or military strikes. Thus they 
get approval more easily not only from institutions, but also from the public. 
Also, their being acquired and used even during peace time is easy to argue 
because of their large usage in national security, despite the debate around 
them. This potential for power abuse by a state is not yet regulated through 
international law specifically, but through other secondary laws that are 

                                                
7 UN Starts Drone Surveillance in DR Congo, 2013, http://www.bbc.co.uk/news/world-
africa-25197754 accessed 27.06.2016 
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governing the use of this technology, such as privacy law, human rights, and 
the Free Skies Treaty. Furthering one’s subjective interests by means of 
drone use under the argument of national security is a danger yet to be 
addressed.  

Even the argument of using drones for humanitarian actions presents 
a peril to power abuse, providing for the opportunity to interfere in another 
state’s internal affairs. 

 
Conclusion 
There is still much to explore regarding how drones change the 

concept of security and national security, and how it affects policy making 
and the field of intelligence. By going through the concepts of this article 
we notice a few key elements being highlighted by the existence of drones: 
they have become an efficient tool in carrying out national security, in 
accordance to the new broader definitions that states have agreed upon; 
furthermore, they represent the number one argument when it comes to 
getting approval for actions in the name of national security because of the 
low costs and ease of public approval. From another perspective, their 
highly versatile function make them perfect for intelligence activities, but 
post themselves on the grey area of democratic principle and rule of law in 
their activity.  

When considering the implications of drones, this technology has a 
double-edged nature. On the one hand, drones are extremely effective in 
carrying out missions, military or otherwise, by either assisting or replacing 
completely the human element in each case. Each drone mission is regulated 
by the state to which the drone pertains, or the organization that approves 
the missions. However, the capabilities of drones are hard to control, in the 
sense that one feature can have multiple uses. So even if drones are used 
officially for national security reasons of a state, they can also either work 
against national security interests of another state, or have a hidden agenda 
that is hard to prove in face of accusations.  

Even with a proper legal framework abiding by the principles of 
peace laid out in international law, the use of drones will always remain a 
controversial subject. Unless states take on the responsibility of their actions 
individually, drones will be used to do as much good as they do harm, but 
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even this seems an unlikely perspective as each state is still anchored in the 
mindset of safeguarding their own security first.  
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1.Introduction 
It has become very difficult for any actor of the international 

community or specialized analyst of national or intergovernmental 
institutions to identify in the recent history a more tormented and 
complicated period than the one that the global society has been going 
through for the last five years. Global, regional and national military and 
social issues have been doubled by serious difficulties encountered by 
national states and regions in the energy security field. 

As essential components of any economic activity, energy and 
energy capabilities become the most important arguments that partners, 
allies and adversaries use in the international peaceful negotiations, not only 
in commercial and finance areas, but also for determining occurrences, 
decisions and conclusions in chapters where the military used to have the 
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most important influence in the past. By looking carefully at the recent 
economic and energy security dynamics in Europe, it is easy to identify the 
main aspects that are to be considered as important issues, tackled in any 
serious analysis of economic and geostrategic tendencies, especially for the 
Central and Eastern Europe. Among many aspects that characterize the 
present economic, political, military, social and security situations in Europe 
we can find the following: 

 different national strategic approaches of energy security issues 
depending on the national security and economic interests of each European 
country; 

 effects of economic and political sanctions applied to Russian 
Federation by the democratic international community after violating the 
international law with its hybrid aggressive intervention in Ukraine; 

 effects of economic sanctions relief for Iran that were imposed in 
the past mainly by the United States of America, European Union Member 
States and Japan; 

 economic, military and political instability in the Eastern 
Neighborhood of the European Union and in the Western Balkans; 

 low oil prices; 
 new opportunities given to European states by discovering in the 

Nile Delta huge reserves of natural gas and oil added to the natural gas 
reserves from the Romanian continental plate in the Black Sea and the 
African and Norwegian capacity of supplying oil and natural gas to Europe.  

The present paper will try to analyze briefly all the aspects 
mentioned above, in order to illustrate the special part played by strategic 
policies implemented by the international actors in energy management field 
for the purpose of increasing or decreasing international influence and 
economic and political power. 

 
2. Different national strategic approaches of energy security issues 

depending on the national security and economic interests of each 
European country 

It is well known, and generally accepted, that each European country 
has a different approach in implementing energy security strategies, 
depending on the needs for oil and natural gas, nuclear energy capabilities, 
economic influence, and, more than anything else, the geographical position 
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and distance from the Russian Federation frontier that imply the presence of 
security threats that exceed the boundaries of economy.  

Because of the lack of natural resources such as oil, natural gas, coal 
and other basic raw materials, European countries with very powerful 
economies have found themselves in the position of having to partially 
accept bilateral relationships, conditions, positions and realities coming 
from the Russian Federation that otherwise would be absolutely 
unacceptable. The German, Dutch, Czech, Hungarian, Italian and even 
French economies depend more or less on the natural gas and oil imported 
from the Russian Federation.  

In spite of their industrial needs for natural gas, that partially is 
imported from Russia, countries such as the Baltic countries, Romania, 
Ukraine and Turkey are much more concerned with their national security 
and management of security risks and military challenges caused by the 
recent Russian Federation attitude toward its neighbors and international 
law. Thus, these countries are much more intransigent in front of Russian 
strategic duplicity than other Eastern and Central European countries, both 
European Union and NATO Member States, and third states from the 
Western Balkans prove to be.  

The Russian intention to use energy as one of its main instruments of 
imposing political and strategic influence within the European Union has 
been temporarily stopped by the plans of Ukraine that officially expressed 
its wish to get closer to the EU and NATO, as Ukraine is the co-owner of 
the main pipeline that transports gas from Russia to the EU. From that 
moment, the Russian Federation has striven to find partners and build other 
alternatives to get its natural gas to Western Europe, unfortunately not only 
by finding common diplomatic solutions, but also by using international 
military aggression against Ukraine by literally invading Crimea and the 
Eastern regions of Ukraine.  

The Russian Federation had a very successful diplomatic campaign 
in the last ten years, closing economic deals and political treaties with 
Turkey, Bulgaria, Greece, Serbia and Italy for building the South Stream 
pipeline, causing the failure of the Nabucco pipeline, a project that could 
involve Romania in the Russian gas transport European network. That 
hypothesis was considered unacceptable for Gazprom. The Russian 
company also succeeded in closing a very important economic and political 
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deal with Azerbaijan for buying a huge quantity of its gas. The gas from 
Azerbaijan could have been transported to Europe across the Black Sea and 
Romania in the next years, consequently competing on the European 
market, reducing the prices and the demand for the Russian gas. The 
Russian strategy for the South Stream pipeline implementation proved to be 
a failure when the political crisis between Turkey and Russian Federation 
occurred after the downing of a Russian military airplane by the Turkish 
forces. 

The South Stream was only the Southern component of the Russian 
strategy to bypass the Ukrainian and Romanian routes to Europe for the 
Russian natural gas, and it was meant to play a complementary part for the 
Nord Stream agreement that was closed by companies from the Russian 
Federation (PAO Gazprom 51%), Germany (E.ON SE 15,5% and 
Wintershall Holding GmbH – a BASF subsidiary 15,5%), Netherlands 
(N.V. Nederlandse Gasunie 9%), and France (GDF Suez 9%).  

The Nord Stream project is an investment of 7.4 billion euros and 
consists in 1224 km twin pipelines crossing the Baltic Sea, that have been 
operational since 2011 and 2012 respectively, having a total transport 
capacity of more than 55 billion cubic meters a year. The pipelines are 
designed to operate for at least 50 years and to satisfy the energy demand 
for 26 million European households.1  

The Nord Stream has been considered a successful model, and 
taking into account the enormous need for natural gas for the Western 
European industry, the same countries decided in 2015 to start another 
similar initiative called Nord Stream 2. The shareholders` agreement for 
Nord Stream 2 was signed on 4th September 2015 forming a consortium of 
six major companies: PJSC Gazprom from Russia with 50%, E.ON SE and 
BASF SE/W Intershall Holding GmbH from Germany with 10%, the 
Anglo-Dutch Shell plc with 10%, OMV AG from Austria with 10% and 
ENGIE S.A. from France with 10%, keeping the headquarters in Zuh, 
Switzerland. 

One can easily notice from a simple analysis of the shareholding 
structures of the two consortia why all the Western European states involved 

                                                
1 *** Part of a Long-Term Solution for the EU’s Energy Security, http://www.nord-
stream2.com/our-mission/the-need-for-nord-stream-2/  
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in the Nord Stream projects have strong national interests in keeping open 
all channels for economic cooperation with Russia, as their very powerful 
economies depend directly on the resources coming from Northern Russia. 

At the same time, it is very difficult for the allies and partners of EU 
and NATO Member States that are associated and supporting the Nord 
Stream agreements, to accept the fact that the second agreement was 
concluded in 2015, after the unthinkable aggression of the Russian 
Federation over Ukraine that broke the international law regarding the 
national frontiers in Europe. Russia has a very troubled economy and could 
not afford major investments in military operation without selling gas and 
oil. Therefore, in the middle of a major process of economic and political 
sanctions applied by the democratic world to the Russian Federation, the 
same countries indirectly help Russia to find financial resources for its 
needs, everything being justified by the same old excuse “raison d`état”. 

The Russian Federation showed that it still has the capacity to bear 
the enormous burden of the economic sanctions applied by the European 
Union and responded even more aggressively, raising the level of its 
combatant military presence in Mediterranean Sea and becoming a perpetual 
military and economic threat not only in the Eastern Neighborhood, but also 
on financial European and global market. 

 
3. Effects of economic and political sanctions applied to Russian 

Federation by the democratic international community after violating the 
international law with its hybrid aggressive intervention in Ukraine 

Most of the effects of economic and political sanctions imposed to 
Russian Federation by the democratic international community after 
violating the international law with its hybrid aggressive intervention in 
Ukraine have been foreseen. An increase of the visible activity of Russian 
intelligence agencies in Ukraine, Republic of Moldova and EU Member 
States has become obvious. The purpose is to maintain a highly unstable 
security climate in EU Eastern Neighborhood, to challenge the economic 
stability in EU and the trust between the Member States. Russia responded 
with similar measures and forbade the imports of goods from Ukraine or 
Republic of Moldova, Turkey and other European countries causing 
important damage to economies of ex-soviet countries and not only. 
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Some of Russian Federation movements have yet exceeded all 
expectations: the huge army troops and military logistics transfer to Syria 
and the high level of Russian war expenses in fighting against the rebels and 
DAESH were not expected from a country that was facing a very serious 
situation in its economy as a whole. Also, the fact that Gazprom practically 
owns Naftna Industrija Serbia (the Serbian national oil company) and tries 
to raise its participation in companies such Mall in Hungary and to buy an 
important stock of share in OMV Austria shows the capacity of Russia to 
act aggressively on the stock market in the most important strategic 
economic field in Europe. We have to mention that OMV Austria is the 
company that controls the activity of the Romanian Petrom SA with all its 
capacities on ground and in the Black Sea. Even if OMV Austria did not 
confirm that there were negotiations for such transactions, it did not deny 
that such possibilities existed for the future. 

The economic sanctions combined with the fall of oil and gas price 
at the global market level stroke the Russian economy and it is only a matter 
of time until Russia will have to make its move in order to find a common 
solution with the international community.  

 
4. Alternative energy sources for the European Union. The role of 

Norway, Romania and the Western Balkan countries in the European 
energy security 

The Russian dominant position on the European energy market as its 
main provider is becoming even weaker because of the removal of most of 
the economic sanctions applied by the European Union to Iran, opening the 
market for the Iranian oil. Step by step the European countries build 
opportunities that allow them to find alternative sources of energy for their 
internal needs. The recent discovery made by ENI, the Italian national oil 
company, in the Nile Delta in July 2015, allows Italy to increase its gas 
production only in the site to 70.000 barrels of oil equivalent per day. That 
important new source only comes to complete the resources supplied to 
Southern Europe by oil and gas wells from Africa and Mediterranean Sea 
and in the Northern Europe by Norwegian exploitations in the North Pole 
areas. 

At the same time, all European countries secured, upgraded and 
developed their energy plants based on the use of coal and nuclear energy. 
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A quite important part in the energy strategic picture in Europe on a short 
and medium term is played by Norway, Romania and the Western Balkans 
countries. 

In Norway, the state has powerful control over the strategic 
petroleum sector and hydroelectric energy production, establishing a fund 
that allowed the implementation of a very successful strategy of country 
development and for acquiring an important position on the European 
Energy market. Keeping a very special kind of tradition, the Norwegian 
people rejected by referendums in 1972 and 1994 the proposals to join the 
European Union, making a very wise choice to participate in the European 
Union’s single market through the European Economic Area (EEA) 
agreement.  

Exploiting the oil wells, from which 5085 were drilled in the North 
Sea between 2007 and 2013, the oil and gas exports provide almost 50% of 
total exports of Norwegian economy2, representing 23% of the main 
external sources of oil and gas supply for the European Union, against 27% 
supplied by Russia and 8% Algeria, making Norway the fifth-largest oil 
exporter and third-largest gas exporter in the world.  

Refusing to be a part of the European Union and OPEC, Norway 
chose to insure its territorial security by becoming a member of NATO. 
Thus, a 5-million-people country managed to be not only the most important 
competitor of the Russian Federation on the European Energy market (and 
consequently weakening its economic influence), but also an important 
strategic actor that keeps a good balance in the North Sea, by claiming a 
very important part of the oil and gas resource in the North Pole region 
where the Russian Federation is very present with economic and military 
capabilities. 

Romania, on the other hand, is a very different country from 
Norway. If Norway is the second wealthiest country in Europe, Romania 
could not be categorized in a similar way. Romania is a member of the 
European Union and NATO, but the state has lost an important part of its 
control over the energy capabilities and resources by selling the national oil 
company PETROM to the Austrian OMV. At the same time, Romania is 
one of the fewest European countries that recently found oil and gas 

                                                
2 Secondary Industries. This is Norway. Statistics Norway. 15 March 2009. p. 40.  
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resources on its territory, i.e. on its Black Sea continental plate, and it 
produces electrical energy that exceeds its internal needs.  

With a population of 20 million people, Romania proves to be an 
emergent economy characterized by autonomy from the energy point of 
view. With a more and more unfriendly Ukraine, the Russian Federation 
made huge efforts to take and keep Romania out of the energy power game 
in Europe. The fact that Romania will never accept the Russian strategic 
options, neither politically nor in the economic and military fields, puts 
Russia in the position to look for other solutions that could point to the 
extension of economic control of Romanian companies through Gazprom 
and Lukoil, by buying PETROM shares from OMV Austria or increasing 
their level of ownership in Romanian critical infrastructure. However, the 
part that Romania continues to play on the European Energy market is going 
to become more important within a comprehensive European strategic 
picture.  

For the Western Balkans countries, energy security is a topic of 
growing concern because of their geographic position and the geo-strategic 
policies that have to include this region of the world in all the European 
Union plans built for supplying oil and gas from Eastern Europe, Middle 
East and southern European neighborhood. Albania, Montenegro, 
Macedonia, Croatia, Bosnia and Herzegovina and Serbia could have an 
important part in improving the European energy security and their own by 
supporting and making investments in liquefied natural gas terminals and 
gas pipelines. The access to the Mediterranean Sea and the geographic 
position are important incentives for making the Western Balkans an 
attractive prospect for energy investors. 

Yet, Western Balkans countries and foreign investors have to face 
serious challenges for developing energy supplies in the region. The 
potential of Western Balkans countries has been affected in a very negative 
way by the slow progress of reforms, lack of investments, corruption and 
issues related to enforcing the rule of law. Nonetheless, the region is one of 
the most important transit area for gas supplies to the European Union, and 
its potential is increasingly higher provided it succeeds in developing its gas 
infrastructure. 

The European demand-supply gap required more efforts from the 
European countries and their external partners in order to find out solutions 
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by implementing three main pipeline projects: the Nabucco had to bring gas 
to Europe from the Caspian Sea, the South Stream from the Russian 
Federation and the TAP from Azerbaijan. Nowadays only TAP is still being 
developed, as Nabucco lacked financing and the Russian Federation no 
longer supports South Stream. TAP is designed to bring natural gas from 
Azerbaijan via Trans-Anatolian Natural Gas Pipeline – TANAP, Greece, 
Albania, and across the Adriatic Sea to Italy.  

Like many others energy-exporting countries, Azerbaijan has been 
recently hit by the low oil prices on global market. The effects are terrible 
for the country as its economy slowed down and the currency tumbled, 
causing an inflation that exceeded 100% at the end of 2015. There is no 
doubt that Azerbaijan is going to receive help from other countries, as it has 
become an essential component of the complex strategic economic 
relationships between the Russian Federation and the Western democracies. 
One can easily identify in Azerbaijan strategic interests of Russia, European 
Union, United States of America, Iran and Turkey. With a much weaker 
Azerbaijan, the TAP project is endangered together with all the economic 
interests of Western Balkans countries and European Union. 

As liquefied natural gas is going to become more important for the 
European Union Member States that are far from becoming energy 
autonomous in the near future, the Western Balkans could take advantage of 
the potential demand, developing projects like building a liquefied natural 
gas terminal in Croatia, as there are already pipeline connections between 
Croatia and Hungary, and between Croatia and Slovenia. Interconnecting 
Italy and Austria with Slovenia and Hungary or increasing interconnectivity 
between them are operations much easier to accomplish, if there is a gas 
supply coming from a new Croatian terminal which the European Union has 
already decided to support. 

It is a fact that the Western Balkan countries have to be faster in 
implementing such projects in order to become a steady partner of the 
European Union. If not, Israel and Cyprus could become new gas suppliers 
for the European countries in the future, and Russia and Turkey could find a 
way to solve their bilateral issues, thus changing in a significant way the 
European gas supply paradigm and consequently harming the Western 
Balkan countries interests and influence.  
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Having considered all of the above mentioned facts and realities we 
can conclude that the European countries remain very vulnerable to external 
economic shocks because of the lack of an effective energy internal market 
and limited interconnectivity of energy infrastructures in some regions, 
especially in Central, Eastern and South-eastern Europe. The national 
economies in that region are re-industrialized and emerging such as the 
Czech, Slovakian, Hungarian, Slovenian, Romanian and Bulgarian 
economies, and others are subject to important reforms as the states of the 
Western Balkans. The interdependence, as a basic feature of the energy 
market and energy security, could be a strong instrument for mutual benefit 
and economic development, but also it could cause gaps, economic 
recessions, financial crises and even internal and external national political 
turmoil because of the changing nature of the global actors. 
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