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Conclusions
Economy  and  security  reinforce  each  other:  the  more  pronounced  is  the

sense  of  security  of  individuals  and  communities,  the  more  are  created  the
conditions  for  a  solid  growth;  the  more  developed  the  economy,  the  more
strengthened is the individual and community security.

The security state of the individual and of the community which he belongs to
is  closely  correlated  and  determined  by  the  proper  functioning  of  critical
infrastructure  networks,  their  need  of  being  protected  constituting  an  essential
condition  to  avoid  serious  disruption  of  society.  The  connections  between  the
functionality  and viability  of  critical  infrastructures, on the one hand,  and,  on the
other, the fundamental elements of social and economic, political and military life of
a state significantly strengthen the link between the security element and the role of
infrastructure systems in the sustainable development of society.

Although there are searched and implemented the most effective protection
solutions and measures, it is almost impossible to be able to completely protect a
critical infrastructure. However, we must make every effort to enhance as much as
possible the protection level and to find solutions that are adapted and covering all
categories of critical infrastructure that must be protected.
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We are not obliged to believe all the author’s predictions will happen but the
reader will  surely be amazed by the approaches courage and the major possible
consequences,  mainly  on  the  great  geopolitical  breakages contouring  more  and
more clear.  

George  Friedman in  person  confesses  in  author’s  note:  “I  do  not  have  a
crystal  globe.  But,  still,  I  have  a  method  at  handle  to  me,  even  not  perfect,  to
understand  the  past  and  to  anticipate  the  future.  Under  the  opponent  chaos  of
history, my task is to try to see the order and to forecast what events, trends and
technologies this order will bring with it. To do forecasts for the following 100 years
can appear to be a frivol act, but as I expect you to see, it is only a reasonable,
feasible not frivol process”.

Among the geopolitics specialists there exist utmost a consensus the world
evolved from USA-USSR bipolarity from the Cold War, to an unipolar world with a
single dominant power – USA, after the collapse of the Soviet Union (period which is
about to end) following a long multipolar period with few new power centres.

On the contrary,  George Friedman  states in fact the “American Era” has
barely started and at least to the end of this century USA will continue do dominate
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the world from economic, military and technological perspectives. We do not think
he  is  making  such  affirmations  only  because  he  is  American,  the  presented
arguments seem credible and of course they will  rise in the next period of time
critical  analyses  from  the  authors  from  the  specially  regarded  countries  or
organizations  as  Russia,  China,  the  European  Union,  Japan,  Turkey,  Poland,
Mexico, etc.

 The  social-economic  realities  will  lead  until  2050  to  the  end  of
demographic explosion. The developed countries will know dramatic diminution of
population. Until 2100 the most underdeveloped countries will reach to a birth rate
stabilizing the number of population. These evolutions will have complex effects in
the economic, social, military, cultural, etc. fields; effects which were not and are not
still attentively studied in the developed countries, in the developing countries or in
the underdeveloped countries. By all means, on global plan, there are appreciations
Mexico and Turkey will  maximum benefit  (there are many arguments able to be
presented) threatening inclusively the United States position. 

2.  The formulation of some forecasts for the next 100 years 

From the study of many studies and analyses it results in the end an utmost
unanimous  opinion:  it  takes  place  an  unprecedented  complication  of  the
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international  relations system in all  the plans (economic-social,  financial,  cultural,
religious, and military, environmental. etc.)

 Under these circumstances it is appreciated that geopolitics is not just
a big term for “international relations”.  It represents a manner of thinking about
world and to anticipate what will happen in time. Economy speaks about an invisible
hand, which, by personal interests and humans’ short term activities leads to what
Adam  Smith  called  “nations’  wealth”.  Geopolitics goes  on  the  application  of
invisible hand concept to the behaviour of the nations and other international actors.
The both, geopolitics and economy suppose the players must be reasonable at
least in knowing their own interests on short term. As reasonable actors, the reality
offers them limited alternatives. This theory of limited alternatives should be better
thorough, particularly by the politicians, in order to avoid as possible the adventure
and the serious mistakes with consequences often tragic on own nations. 

 Thus,  the geopolitical  forecasts  do not  mean all  is  meant  to  be.  It
means what people believe they do, what they hope to get and what happens in the
end are one and the same thing.

 Geopolitics presumes two things.  Firstly,  people should organize in
larger communities than family and by doing this, to involve in politics. This also
presumes people should prove native loyalty to the environment they were born in,
to  the  other  people  and  places.  Loyalty  to  a  tribe,  town  or  country  is  natural.
Nowadays, the national identity counts enormously. Also, geopolitics teaches us the
relations among these nations represent a virtual dimension of human living, and
this  means  war  is  omnipresent.  Secondly,  geopolitics  sustains  nations  have  a
character greatly decided by  geography  as also happens in the relations among
nations.  We  use  the  geography  term  in  wider  sense.  It  includes  the  physical
characteristics of the place, but it also goes beyond this, until the effects of the place
over the individuals and communities. If we understand these principles, then it is
possible to imagine a great number of people, connected by natural human tides,
constraint  by  geography,  acting  in  certain  manners.  The  United  States  are  the
United States and therefore they must behave in a certain way. This is also available
for Japan, Turkey or Mexico. If  we dig deeper to observe the forces shaping the
nations, it can be seen “the menu” they can choose is limited. 

 XXI century will be just the same as the others before it. It will have part
of wars, poverty, victories and defeats, tragedy and luck. But, XXI century will be
extraordinary by two regards. It will constitute the beginning of a new era and it will
know a new power dominating the world. The author believes by presenting some
arguments hardly to be argued that now we are in an American era. An argument it
would be that the European era ended, and the Northern America era started, but
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the  Northern  America  will  be  dominated  by  the  United  States  for  the  next  one
hundred years. The XXI century events will  pivot around the United States.  This
necessarily presumes the United States represents a right and moral regime. And it
means neither that America already developed a mature civilization. But it means in
many regards the United States history will be the XXI century history.

 Certainly  many  authors  will  contest  the  above  affirmations  of
STRATFOR director,  but,  in the end,  they should answer honestly to some
simple questions as formulation but complicated as answers: 

 Is there today, on medium and long term, any great country with
more favourable geographical position (to Atlantic and Pacific)? 

 Can  any  other  country  develop  a  military  fleet  the  same
dimensions and technological capabilities as the American one,
able to control all the world’s oceans? 

 Can  other  country  develop  air  and  spatial,  observance,
positioning,  communication  and  targeting  capacities  at  the
United States quantitative and qualitative level? 

 Does it  have or will  have in the XXI century other power
alliances, land and navy military basis all over the world? 

 Who  and  When  could  overtake  the  USA  economic  and
technological performances keeping in mind the main followers
China, Japan, the European Union already seem to be tired? 

3.  Aspects of “American Era” apparition and strengthening  

There are many analysts, including Americans; who strongly sustain the
idea the United States could go to the dawn of their destruction. Their arguments
seem solid at first sight: 

 Disastrous  wars,  uncontrollable  deficits,  great  price  of  combustible,
armed  attacks  in  universities,  corruption  to  the  governmental  level  and  in  the
business environment and many other problems of social,  ethnical, religious and
different nature. 

 American  culture  is  a  mad  combination  of  exaltation  and  deep
depression. The net result is a trust feeling permanently undermined by the fear that
all the misfortunes of the world, starting from the environment to destructing wars.

 The truth is that the United States  are still  impressively strong starting
from concrete facts: 

 The Americans represent about 4% of world population but produce
about 26% of goods and services;
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 In  2007,  USA Gross  Domestic  Product  was about  14 trillion  dollars
comparatively to the world GDP of 54 trillion dollars. The next great economic power
of the world was in that year Japan with a GDP of 4.4 trillion dollars. The American
economy overlapped the economies of the following four countries together: Japan,
Germany, China and the Great Britain.

 The United States  produced  8.3  million barrels  of  oil  every  day  in
2006,  comparatively to 9.7 millions of Russia and 10.7 millions of Saudi  Arabia.
Imports are also big, but given the industrial activity, this is understandable. 

 Because of the wide economy of America, it is interesting to remark
that  the  United  States  remain, even  today,  underpopulated  if  we  take  into
consideration  the  global  standards.  Thus:  the  world  range–  49  inhabitants/km²,
Japan – 338 inhabitants/km²,  Germany – 230 inhabitants/km²,  and USA only 31
inhabitants per km².

 The USA have five times more land for agriculture  per inhabitant
then Asia, twice more than Europe and three times more than the world range. An
economy is composed by lands, labour force and capital. For the United States the
numbers show the nation is able to increase more – disposes of a capacity big
enough to develop in all the three directions. 

 There are many answers to the  question “Why is the United States
economy so strong?”, but the easiest is:  the military power.  The United States
completely  dominate  an  invulnerable  continent  to  invasions  and  occupations,
disposing  by  the  military  force  of  their  neighbours.  The  military  power  and  the
geographical reality created an economic reality. Many countries lost time trying to
revive after wars. But not the USA. On the contrary, they developed more. 

 The military fleet of the United States controls all the Earth’s oceans,
each ship in the world is moving under the American eyes spatial satellites, and their
movements are approved or rejected as the American marines want. It is a reality
that the USA military fleet is bigger than the reunited fleets of the other states of the
world.  This is an unprecedented situation in the humankind history.  There were
regionally dominating fleets but never one to dominate on the global level, with so
overwhelming force. Moreover,  the United States control  the world commerce.  It
constitutes the basis of American security and welfare. 

 George Friedman decisively states that the United States are hardly to
the beginning of their ascension, “XXI century will be American”.  In the late five
hundred years, the global system grounded on Atlantic Europe power, meaning on
European countries to the Atlantic Ocean: Portugal, Spain, France and England, and
less to Holland. As we know, the European power dismantled along the XX century,
consequently  with  the European empires.  This  leads to the creation of  an open
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space filled in by the United States, the dominant power in the Northern America
and the single  great  power  with  shores  to  the Atlantic  and Pacific  oceans.  The
Northern America took Europe’s place, place held for five hundred years by Europe,
from the Columbus’ journey to the fall of the Soviet Union in 1991. 

 The  arguments  and  counterarguments  on  the  ascension  or,  on  the
contrary, the regress of the United States will intensively continue in the next years
but it will  be extremely difficult for the annalists to ignore the USA economic and
military power, also potentiated by a single geopolitical position which advantages
them against their possible competitors (Russia, China, Japan, Mexico, Turkey).

 An  example  worthy  to  be  studied  is  the  political  ascension  and
strengthening of Europe as consequence of mastering the Northern Atlantic and the
main routes of commerce. The main role in this process had the Atlantic Europe
(the Great  Britain,  France,  Spain,  Portugal  and the Netherlands).  Since the XVI
century to the XX century almost there was not a part of the world escaping from the
European influence and power. This power grounded on the geographical position
(Atlantic),  capital,  technology  and,  of  course,  military  power.  But  Europe did  not
succeed to remain united and initially lost its role of global development. 

 The events  decisively  rushing  the  passing  through the  Europe  to  the
Northern America power (with the United States as leader) were  the both world
wars  and  the  end  of  Cold  War confrontation  against  the  Soviet  Union  which
disintegrated in 1991, as we all know. 

  The  confrontation  between  the  USA  and  the  Soviet  Union –
represented  a  real  world  conflict.  Initially, it  was  about  a  competition  for  the
inheritance of the dismantled European empire. Also the both parties had big military
powers, the United States also had an advantage. The Soviet Union was enormous
but limited by land. America was about the same wide but it has easy access to the
world oceans. While the soviets cannot master the Americans, the Americans surely
were able to control the soviets. And this was the Americans’ strategy: to control the
soviets  and  to  strangle  them.  From the  northern  Norway  to  Turkey  and  to  the
Aleutians isles, the United States created a massive centurion of allied nations all
limiting the Soviet Union – a belt that, after 1970, included also China. In each point
where the soviets found a little gate, they were blocked by their position and the
United State military fleet.

 Geopolitics  has  two  basic  directions  where the  competitions  are
developing:  geography and power. In conformity to one of the directions, defined
by the  Englishman Halford Mackinder, who controls Eurasia controls the world.
This theory dominated British and the United States strategy during the Cold War
when took place some fights to master and subjugate the European Russia. Another
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regard  is  of  Admiral Alfred  Thayer  Mahan,  considered  the  greatest  American
geopolitical  thinker.  In  his  book „The  Influence  of  Sea Power  upon History”,
Mahan brings a counterargument to the Mackinder theory saying that who controls
the seas’ waters leads the entire world.  

 The history  confirmed  that somehow the  both  regards  were  available.
Mackinder was right if we think that the crash of the Soviet Union left free road to the
United States to become the single world power. But the American Mahan was the
one who understood the two crucial factors. The Soviet Union fall was determined
by America’s power on the sea, also opening the gate for the American navy forces
to the world dominance.

 Along the Cold War, an alliance of other countries with the United States
was by far more advantageous than an alliance with the Soviet Union. The Soviets
could offer armament, political support, few technology and many other things. But
the United States could offer access to their international commercial network and
the right to sale in the American economy framework. And this shadowed anything
else.  The  excluding  from the  system  meant  poverty;  the  introduction  in  system
meant richness. 

 The  author  of  “The  Next  100  Years:  A  Forecast  for  the  21st  Century”
believes all  these geopolitical transformations,  peculiarly those taking place in
the XX century, lead to the strengthening of the USA geopolitical position, so that
there are created the economic, financial, technological and military conditions for
the United States power to show off stronger in the XXI century. 

My initiative will continue if it is possible, in at least two materials wherein I
will try to present another aspects of forecasts for the started century: evolution of
the  USA  –  JIHAD  war;  cultural  wars;  demographic  explosion  and  computers;
apparition of new geopolitical  gaps;  China of  2020s;  Russia of  2020s;  American
power and the crisis in 2030; evolutions from 2040 as initiation for the war; 2050 – a
new  world  war  –  a  possible  scenario;  the  geopolitical  placement  of  the  world
following 2060 and USA – Mexico disputes in the horizon of 2080s. 

All these geopolitical events presumed to happen will be able to be confronted
with the regards expressed in different forms by the foreign and Romanian authors
as well amended by each reader (will be continued II and III parts).
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Abstract:  The present study approaches the notion of security that is considered the main
condition for the existence and development of a nation (statal entity) in a state of peace, seen in
direct  relationship  with  the  state-nation  imbalance  –  a  defining  coordinate  of  the  rule  of  law
modernity, the main cause of disputes and the element of continuity of peace, crisis and war. In the
current context, prospective security should be the landmark law of acknowledging the needs and
underlying  policies  and  strategies,  which  in  relation  to  the  dynamics  of  the  present  situation
contributes  to  the  orientation  and  appropriateness  of  the  strategic  decisions  in  order  to  avoid
undesirable developments of the nation (state). 

In what the modern intelligence is concerned, the multiple and varied aspects of the problem
have imposed orientating the approach towards defining it as strategic art, as a superior component
of informational confrontation, but also as an activity conducted by the informative structures of the
state entity.

Being a reliable support of acknowledging security needs and underlying state’s policies and
strategies, the intelligence informationally supports the adoption of the strategic decisions necessary
for the  prevention, reduction or removal of  the threats.

The strategic value of the intelligence derives from the support of decisions on safety, related
to the dynamics of the environment (peace, complex situations), with the objective of winning the
informational confrontation by creating an optimal info- decision- making flow, acquiring superiority of
decision,  predicting timely  decisions and eliminating uncertainty  as well  as influencing disruptive
factors.
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management.
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he disparities between states are expressions of the differences between their
analysis abilities and strategic decision, preeminent being the ability to speculate
an intelligent balance between knowledge and influence, reality and potentiality,

fully acknowledged and standardised factual elements and imagination. The current
security environment is characterised by complexity and non-linearity, requiring from
the intelligence structures adjustments of the means of actions, congruent with the
new challenges, context which facilitates innovative and experimental intercessions.

TT

1.  Security. Conceptual delimitations
Security represents the essential condition for the existence and evolution of

a  nation  in  a  state  of  peace  and  implicitly,  for  the  ensemble  of  organisational
structures through which it self- manages (statal entity).
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2.  Prospective security – the coexistance of peace,  crisis and
war

The coexistance of peace, crisis and war is disclosed by the ubiquity of the
controversy within human society ans their management forces. The controversy is
the conflictual state which evolves between landmarks such as dissesions, tensions
and conflict.

We  may  look  upon  the  state-nation  unbalance  as  the  main  cause  of
controversies (the power of the state, the degree of congruency of ethnic, national
and political borders – there is no compatibility between states and people’s national
feelings).

Society dynamics is characterised by a series of constant processes and
universality as a whole:

  the establishment, evolution and emergence of the nations;
  the establishments and interraction of the organisational forms by which

the nations self manage;
  the state-nation unbalance with different degrees of display.

One can notice the incidence of the whole effects on human organisations
(anomic states, crises, politico-military conflicts, wars), but also the punctual effects,
whose more and more pronounced impact contributes to the turbulence of society
(the source of asymetrical threats, on the background of the state-nation unbalance).

The security process implies maintaining peace state or establishing it  in
complex situations. Its efficiency depends on the prospective reporting to a desirable
security state, in which the current reference field will  be taken into account (the
nation’s  values and interests)  and its future reflection (correlated to the dynamic
landmarks – protection, promotion and defence needs).
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Figure 3. Prospective security

Thus, the concept of prospective security delimits two temporal stages of
action (present and future) in order to maintain vulnerability within acceptable limits.
They inter-conditioned each  other because prediction results in defining, developing
and integrating some national capabilities of preventing potential threats (in a limited
amount of time and predicted context – by prospective security), in direct connection
with the current operational situation.

Correct  evaluation  is  conditioned  by  the  acknowledgement  of  the  state
dynamics,  whereas  forming  evolution  scripts  regarding  prospective  security  will
emphasize means of prevention and counteracting disruptive factors (deriving from
the  state-nation  unbalance,  found  at  the  ground  of  conflicts)  or  removing  their
consequences with the purpose of establishing or maintaining security (implicitely
peace).

Thus, prospective security is constituted in a mark of recognising the needs
and substantiating the politics and strategies in the field, which contributes to the
current adoption of those strategic decisions which are capable of preventing the
nation’s (state’s) undesirable evolution and materializing complex situations.

3.  Intelligence. Notions and terms.
Information  is  ubiquitous  in  every  human activity  field  and  implicitely,  in

establishing and maintaining peace state.
The security process is both generative of and consuming information, that

simultaneously constituting a structural element, value and threat. This process is
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accomplished  according  to  the  obkectives  set  through  security  strategies  and
defense – which express orientation at the macro level of governmental politics, and
based on the ones mentioned in sectorial strategies (developed and implemented at
strategic institutions level, such as resort ministries).

The  role  which  information  holds  is  a  fundamental  one,  since  any
intercession meant to realise and preserve security state (desirable defence finality)
is  not  possible  without  information  (which  will  be  called  security  and  defence
information or security information), these ones constituting in structural elements
which  ensure  realising,  preemptively,  the  goals  regarding  acknowledgement,
decision or action in security.

Subsumed to knowledge, security information is essential for identifying the
insecurity  sources  on  time,  helping  to  highlight  disruptive  factors,  means  and
methods  used,  causality  connections  and  temporal  marks.  Subsequently,  the
security information contributes to generating decisions and actions necessary to
realising  and  preserving  the  security  environment,  both  in  peace  situations  and
especially in crisis time and war.

In  the  process  of  security,  information  carries  value  on  condition  that  it
facilitates the identification and adoption of operative counterattack solutions of the
insecurity sources.

Efficient  management  of  information  resources  ensures  avoiding  the
surprises  derived  from  adopting  inconvenient  decisions  (insufficiently  analysed,
unclearly set etc.), respectively the increase in the capacity to anticipate the actions
enterprised by a varied series of disruptive elements and their dynamics, as well as
adequate actional reactions.

The efficiency and means of improving the security and defence information
are dependent on the ability of related managerial entities to manage dinamically the
interractions between the security vectors and the insecurity vectors. They adapt
their knowledge and action abilities – having as result the identification of necessary
intercessions on the line of preventing or counteracting the contexts which harm the
security state, mainly decisions and actions in concordance with the nations’ values
and interests, according to security needs.

The informational  term refers to the informational content of  a reference.
The  significance  of  the  collocation  –  informational  situation  –  includes  the
informational content of the referentiated reality. The informative term implies the
role  of  informing,  in  the  meaning  of  obtaining  and  acknowledging  by  means  of
information.

The  informative  activity  is  carried  on  by  specialised  structures,  legally
constituted, which systematically, unitary and secretely use means and methods to
obtain and improve the security information. This represents the ensemble of related

26



SECURITY AND INTELLIGENCE. STRATEGIC ASPECTS AND ORGANIZATIONAL MODELSECURITY AND INTELLIGENCE. STRATEGIC ASPECTS AND ORGANIZATIONAL MODEL

operations and actions which are carried on in two stages: information and counter-
information.

The  informative  system  represents  an  ensemble  of  valued  elements
(principles, norms, procedures) and institutional structures which relate and display
informative activity, according to competence.

The  informative  services  are  components  of  the  institutional  ensemble
(informative  system),  which  acts  in  order  to  prevent  counteract  or  remove  the
actions of insecurity vectors. Permanently,  they carry on specialised activities  by
which they ensure the necessary support to the improvement of security resources
(according to principles, norms and procedures), meaning in which they obtain and
improve information in order to adopt and implement, by the entitled authorities, of
timely decisions.

The  institutions  legally  abled  to  carry  on  informative  activities  (national
security  system)  are  represented  by  internal,  external  and  military  information
services,  security  services and department  structures,  information and protection
structures  (a  component  of  some  ministries  such  as:  defense,  interior,  justice,
transport, economy etc.; special services that ensure communication, protection and
security).

At the statal entity level, the activity of intelligence services is coordinated by
the  National Intelligence Council (N.I.C.).

The organisational structure of a Multinational Intelligence Council (M.I.C.)
is  made  up  of  national  informative  systems  (N.I.C.  and  their  components)  and
collective  leadership  organisms  (supranational)  with  functions  correlated  to  the
activity of conceiving, planning and coordinating the ensembles of information of the
statal  entities,  member  of  a  union  /alliance.  Their  role  is  to  ensure  a  common
institutional  frame  that  will  allow  the  integrative  information  change  (not  only
bilaterally), respectively producing security information relevant to the union /alliance
as a whole (high level politics – security, defense and external politics), respectively
assuming  from  the  informative  ensembles  series  of  data  and  their  integral
exploitation.

The strategic  dimension of the intelligence activity  is  represented by the
National  Intelligence  Council (integrated  intelligence)  and  by  the  Multinational
Intelligence  Council  (stratified  integrated  intelligence),  the  operational  one  being
present at the  the informative systems level (intelligence). The tactic dimension is
characteristic to the components of informative systems.
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Figure  4. Integrated intelligence 

The operational term delimits the context of accomplishing some missions.
The  significance  of  the  collocation  –  operational  situation  –  includes  both  the
constitutive elements of referential realities, and the connections between them.

The  term  operative  implies  prompt  accomplishment  of  operations.  The
significance  of  the  collocation  –  operative  situation  –  includes  the  constitutive
elements  of  a  state  fact  and  causality  connections  (motivational  landmarks,
interests), with relevance regarding the efficient deployment of informative activities.

4.  Intelligence - concept and organizational pattern
For a general delimitation of conceptual landmarks and of the organisational

pattern, three intelligence hypothesys are taken into account: strategic art, superior
component of the informational confrontation and informative activity carried out by
an intelligence service.

4.1.  Intelligence – strategic art
The  area  of  significance  of  the  word  intelligence  includes  the  notion  of

intelligence which represents  „1.  The  ability  to  understand  easily  and clearly,  to
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seize  the  essential,  to  deal  with  new situations  or  problems  based on  previous
experience; Artificial intelligence= the ability of evolved technical systems to acquire
cvasihuman  performances.  Person  of  intelligence.  2.  (old-fashioned)  The  total
number of intellectuals; intellectuality – Din fr.  intelligence,  lat.  inteiligentia,  germ.
Intelligenz, rus. Inteligenciia.” 1

The following facts of the term intelligence are also representative:
 knowledge sought by nations in order to prevent or counteract threats and

to protect values and vital interests;
 prediction  on  the  world  –  a  preface  to  the  decision  and  action  of  the

strategic decision makers.
Broadly,  within  the  organisational  structures  which  function  in  the

information field, knowledge2 can be defined as:
 an active reflection of the real world, of the essential and generic

features,  in  the  conscience of  the  intelligence organisation members,  a  process
based on the capacity to decompose and analyse the attributes of the component
entities, respectively on the ability to synthesize and reasin with abstract concepts
(disfunctions, vulnerabilities, risk factors, threats, danger situations etc.); 

 a fluid mix of experience, values, contextual data, acquired visions
and intuition  which  create  the  environment  and  provide  the  frame necessary  to
evaluate and incorporate new experience and informational products at a cognitive
level,  which  are subsequently  materialised into  explicite  (procedures,  processes,
practices, norms);

 information  which  can  generate  potential,  useful  both  at  the
informative systems level, and at the beneficiary strategic institutions level.

From the perspective of the knowledge components in intelligence, there is
a  layer  of  the  informational  products  –  data  and  information,  followed  by
acquirements and expertise, under the roof of maximum rationalisation – existing at
N.I.C. level, hyerarchised increasingly according to complexity degree:

 Data – unstructured facts with a static character;
The word data derives from the Latin noun data,the plural of  datum,which

also derives from the verb  dare – to give (with the meaning of something given).
This category constitutes the lowest level of abstraction, the data being able to be
converted  by  contextualisation  into  information,  after  procedures  implying  their
evaluation,  highlightening  of  the  significant  connections  and  establishing  their
relevance.

1 www.webdex.ro, visited on 15th December, 2010.
2 Mazilescu,  Vasile,  Modelling the business  processes based on  knowledge management,  Galati,  Europlus
Publishing House, 2006, pp. 125-133.
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The data themselves have little relevance, representing a state of fact, with
no causality. Condidering that there is no qualitative clear perspective at their level,
the quantity of data often offer the illusion of riguour or accuracy (by inducing the
opinion according to  which collecting a sizeable  quantity  implies timely,  precise,
objective and rational decisions).

INFORMATION

DATA

EXPERTISE

ACQUIREMENTS

MAXIMUM RATIONALITY

RESPONSIBILITY DOMAIN

STRATEGIC LEVEL

INTEGRATED
INTELLIGENCE

OPERATIVE LEVEL

INTELLIGENCE

TACTIC LEVEL

Figure 5. Knowledge in intelligence
One can consider data some informational products included, obtained, at a

given moment,  from Human Intelligence (HUMINT)  –  through human resources,
Open Source Intelligence (OSINT) – open sources, Cooperation Liason Intelligence
(COLINT)  –  connection  and  cooperation  operations,  being  in  the  process  of
obtaining  /recovering  the  information  quality  after  contextualization  (evaluation,
highlightening significant connections, establishing relevance).

 Information – a contextualised aggregation of data favouring decision; 
The term is taken from Latin – inform, through French – information, whose

initial  meaning  is  „something  which  changes,  shapes  the  one  holding  it”  1.
Information implies  interpretation and relevance,  characteristics  obtained  through
processing, manipulating and organising data.

1 *** ro.wikipedia.org, visited on 15th February, 2010.
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By  processing  the  data  received,  the  receiver  will  set  attributes  like
relevance, pertinence and oportunity.  Thus, the principle according to which any
transmission of information has as effect its transformation into data is emphasised.

 Acquirements – an ensemble of elements obtained in virtue of the
cognitive processes of abstraction, generalisation, classification and intension;

In intelligence, acquirements are conceived as being:
 a  state  of  mind  –  knowledge  and  comprehension  (focalised  on

allowing  informative  services  members  to  the  process  of  enriching  their  own
acquirements and applying it according to security objectives);

 processes – referring to effectively applying the experience of the
informative services members;

 ability  to  rationally  use  information,  regarding  installing  and
preserving security state;

 access to information condition – concrete and operative means of
extending the perspective of the information;

 objects – entities that can be deposited, used and transfered.
In the informative activity, both implicit and explicit acquirements is used.
The implicit ones result from action, experience and specific contexts, being

materialised  in  ensembles  made  up  of  cognitive  elements  (individual  mental
patterns, predefined behaviour respectively, trust, conceptualisation, points of view)
and technical elements (abilities on the line of accomplishing goals in contextualised
situations). Thus, the personal character of implicit knowlegde, difficult to form, given
the  fact  that  it  is  stored  in  the  cognitive  systems  of  the  informative  services
members.

The explicit (formal) component of knowledge in informative systems can be
coded and rended through a systematic and formal language in the shape of:

 facts  –  utterances  that  refer  to  reality  instancing  (informational
products);

 rules –  cause-effect  relations that  can integrate  in their  structure
various types of acquirements (informative activity or informative services members
regulation etc.);

 heuristic – rules based on experience.
 Expertise – acquirements from the informative activity in a certain

field of responsibilisation, consists in a multitude of definitions, relations, heuristics,
procedures, strategies and hypotheses;

 Maximum rationality (wisdom) – holistic accumulation of expertise
in informative activity.

Knowledge  is  necessary  to  the  efficient  functioning  in  unstructured
environments of the informative systems, since they facilitate the collection of data
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and  procession  of  informational  resources  by  identifying  structural  and  dinamic
characteristics  of  the  environment  in  cause  (operational  situation),  and
subsequently, leading their  own internal processes in order to render intelligence
products to the legally abled beneficiaries.

The  imperative  of  obtaining  it  condition  the  functioning  of  intelligence
services  in  the  sense  of  detecting,  creating  and  systematically  using  some
communication  patterns,  made  up  of  information  sources  (internal  and  external,
namely  open,  official  or  public,  etc)  and  informational  circuits  related  to  its
exploitation.

Knowledge determines the extent to which the members of the structures
invested  to  deply  informative  activities  are  aware  of  the  relation  between  ends,
means and results, those between the intelligence services and their responsibility
environment,  with  a  direct  effect  on  the  informational  flux  (derived  from  the
informational  sources)  and  on  the  info-decisional  flux  (by  intra  and
inter-organisational structures).

Considering the landmarks through which knowledge is reflected within the
informative  systems,  corroborated  with  the  determinations  on  the  line  of  their
functionality, we consider that the activity of information consists in inter-dependant
info-decisional processes that take place on two axes, respectively data-information
and  acquirements-expertise,  in  a  specific  organisational  context  (that  ensures
maximum rationality).

Defined as acquisition of acquirements and action and organisation power,
the information is added to the knowledge of the one receiving it.  By intelligence
information  is  valued  at  the  beneficiary  institution  level,  in  the  sense  of  their
valorization  through  installing  and  ensuring  security,  considering  that  derived
knowledge (both at informative sistems level, and at the legally abled beneficiaries’
level) can structure contexts favourable to materialising and protecting the nation’s
values and interests.

Intelligence constitutes the strategic art of efficiently using forces and
informative means, corelated to legal attributions, in order to obtain, produce
and  improve  security  information,  having  as  background  the  use  of
acquirements and the intra and inter-institutional expertise transfer, with the
purpose of installing and preserving national security.

The indirect highlightening of the scientific character derives from the explicit
component of the knowledge in the informative systems contributing, in cohesion
with the implicit form (used by human resources to deploy informative activities), to
the  transformation  /systematic  perfection  of  the  intelligence,  corelated  to  the
evolution of society and the requests of the legal beneficiaries.
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4.2. Intelligence  –  superior  component  of  the  informational
confrontation  

In the security field, intelligence is „1. The product resulting from collecting,
processing, integrating, analysing, evaluating and interpreting existing information,
referring  to  countries  or  regions;  2.  Information  and  data  about  an  opponent,
obtained through observation, investigation, analysis or reason.”2

Obtaining and valorizing security information by the enabled authorities is
realised by the  informative  structures,  secretly,  in  two successive  stages,  which
disclose the intelligence functional pattern, respectively:

 informational flux (obtaining and transforming the initial informative
base – the sum of data – into an intermediate informative base);

 info-decisional flux, ambivalent circuit: the first one – processing the
intermediate informative base and obtaining the finite one (security information), and
the second one – recalibrating the informational flux based on reactions /feedback,
received both from the beneficiaries, and from their own informative structures. 

Basic /initial
informative base

Intermediate
informative base

Finite/ complete
informative base

Security information

Feed-back

Feed-back

Feed-back

INFORMATIONAL
FLUX

INFO-DECISIONAL FLUX

Raw information

Figure  6. The functional pattern of intelligence

Generally, in the composition of an intelligence service there are structures
specialised in obtaining the primary /intermediary informative base (acquisition) and
exploiting it (resulting in producing the finite informative base), as well as logistic
services.

Realising the primary informative base is due to informational resources –
the  sum  of  data,  information,  data  banks,  which,  by  organisation,  relevance,
2 www.webdex.ro, vsited on 10th April, 2010.
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availability and proper use, are necessary and useful at this stage, and sources of
information – human elements or means, technical methods or procedures which
identify and provide reference data for security, as well  as the material elements
contained. 

The intermediate informative base (informational products with the role of
clarifying and completing the operative situation) is obtained by processing the initial
informative base, which has the following data /information:

 basic or initial (singular facts or series /groups of facts representing the
description of the state facts in which they exist or existed in a given place and at a
given moment; they have an unequivocal nature);

 raw  (unprocessed  data  of  any  kind,  that  can  be  used  in  producing
information);

 cooperation  (obtained  by  the  intelligence  services  and  department
structures, based on competences, programmes or common measure plans).

Along  the  procession  of  informational  products,  each  member  of  an
informative structure will  decide the utility  of  the data  according to the situation,
acting  to  their  integration  in  intermediate  functions  or  keeping  them  as  a
documentary background.

Along the second stage, by processing the intermediate information, finite
/complete informational products (security) will result, which can be improved by the
legal beneficiaries.

The  security  information  thus  obtained  are  divided  into  two  categories,
respectively national necessity (defending values and realising strategic objectives,
as well as protecting the nation’s functions and informational, energetic and human
resources) and national interest (regarding the accomplishment, sustainability and
promotion means of fundamental interests).

They  are  constituted  in  the  viable  base  of  knowing  security  needs,  of
fundamenting  policies  and  strategies  in  the  field,  of  timely,  exact,  correct  and
equidistant threats on possible critical situations, as well as the decisions necessary
for the prevention, counteraction or removal of threats to national security.

During  the  process  of  the  received  information,  the  beneficiary  confers
absolute attributes (quantitative and qualitative delimitation of the relevance, in a
qualified  and  applied  way,  according  to  the  requirements  of  the  information
objectives of a consumer in a well defined problem and related to a precise purpose)
and oportunity (disclose the utility and availability at the right place and moment).

The value of the information is not given by the novelty, but by the means in
which its contents correspond to an expectancy and a goal, on the base of which
lies a necessity or an interest. In order to increase the quality, the novelty quantity
must be directed on the utility orientation. The quality is based on the veridicity and
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diversity of resources, independent from the obtain, and the novelty is implicit to the
quality.

The information quality formula is given by the significance of the element
within  the  system,  corroborated  to  its  relevancein  accord  with  the  consumer’s
acquirements base, respectively with utility in achieving the goal.

The qualified character  of  the intelligence product  is  essential  since this
activity represents an informational confrontation which is carried on permanently, at
the inter and intra-organisational level, determined by the correct representation of
the  dynamics  of  the  operational  situation  (identifying  and  establishing  the
subsequent evolution of the disruptive factors of the security state, which can afford
the adequacy of the strategic decision to counteract or remove threats).

This  implies  a  basic  component  (informational  flux  on  the  coordinates
informative  system  –  disturbant  factors  of  security)  and  a  superior  one  (info-
decisional flux, providing the decisional base and measures adopted by the state
institutions in accord with the activities meant to affect security). Supplementary, the
legal beneficiaries’ feedback (which highlights the quality of the information) induces
the complex character of the second component. On its basis (the significance and
relevance of the information in accord with the decision maker’s acquirements base,
its utility in achieving goals) informative intercessions of the information structures
will be reorganised, an aspect which reiterates superior informational confrontation. 

Thus, the objectives of the informational confrontation are1:
 acquiring a decisional superiority to the insecurity vectors;
 creating an info-decisional flux at optimum parametres, both at the

intelligence  organisation  level,  and  within  strategic  institutions  abled  to  dispose
measures for instructing and preserving security state; 

 anticipating  timely  decisions  and  eliminating  insecurity  from  the
process of strategic leadership;

 guiding the disruptive factors’ decision by obtaining and exploiting
influential potentials, according to the national security interests.

Moreover,  we consider  that  the informative structures  which do not  own
competences as the criminal investigation, detension or detension under remand,
the  importation  of  the  informational  confrontation  and  intra  and  inter-institutional
cooperation activities, being restrained, as a necessity, the aquisition, consideration
and interpretation of the feedback from the beneficiary, as a supporting element for
the quality of the information or generated intelligence products.

4.3.  Intelligence – informative activity in a statal entity

1 Onisor, Constantin,  Military strategy theory, Bucharest, Academy for High Military Studies Publishing House,
1999, pp. 450-480.
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The informative structures have attributions regarding the evaluation and
prognosis of the operative situation and support the process of decision making in
the state. To this extent, they are enabled to elaborate informational products useful
to the beneficiaries (verified, exact, relevant and conclusive) – complex analyses,
conclusions and predictions on the security state, which should notice the potential
threats,  in  order  to  generate,  as  anticipatory  as  possible,  the  informational
(knowledge)  context,  necessary  to  protect  the  fundamental  values  and  national
interests against any illegitimate action.

The informative activity has a planned and systematic character, through
which  it  can  avoid  parallelisms  between  specialised  structures  and  ensures
continuous  flux,  inclusive  of  security  information.  The  most  important  functional
aspects are offence abd mobility (active and complex measures for knowing threats
and  accomplishing  objectives).  Thus,  intelligence  has  as  major  determiner  in
accomplishing  the  attributions  confered  by  law  to  the  informative  structure  –
knowing, anticipating, preventing and counteracting threats to security, respectively
realising, supporting and promoting national interests.

The intelligence assures the security state (unitary /ensemble concept, with
an  immaterial  character)  by  exerting  some  vital  functions  in  the  state  power
ensemble,  mainly  a  decisional  base,  taking  into  consideration  the  fact  that  the
informational  activity  is  not a purpose in itself,  and the information represents a
strategic source destined to the legally abled factors only.

The intelligence constitutes the secret state activity, deployed in the purpose
of ensuring the competitive advantage to the state institutions rapported to subjects /
organisations whose actions are constituted in disruptive factors with consequences
on the security state. 
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- Internal intelligence services

- External intelligence services

- Military intelligence services

- Security services and departmental
structures, intelligence and protection services

S.I.I.

I.I.

I.I.

I.I.

I.I.

Figure 7. Stratified integrated intelligence 
At the level of a statal entity, integrated intelligence is:
 usually coordinated by one of the highest officials (the president, the

vicepresident, the prime-minister, the presidents of the representative assembly);
 directly  administered  by  a  high-ranked  person  (sometimes  the

leader of the main intelligence service from the state), through collective managerial
structures;

 controlled  by  the  state  powers  and  by  civil  society  through  the
mechanisms offered by the social organisation democratic system. 

As  an  informative  institutions  integrated  system,  the  N.I.C.  comprises
autonomous  or  departmental  intelligence  services,  respectively  informative
structures specialised in special activities (informational support).

A complete and viable community, with real informational possibilities and
offensive-defensive  abilities,  is  structured  into  informative  services  and  special
services.  The informative systems have as function the search and collection of
data,  their  analysis  and  transformation  into  security  and  defence  information,
necessary to strategic info-decision.  
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The  N.I.C.  informative  structures  are  usually  military  structures,  but  the
states with consolidated democracies use more and more frequently informational
civilian services (characterised by higher flexibility).

The most efficient and powerful states dispose of structures specialised in
special actions (informational support), which use means and procedures typical to
combat actions (collecting information through pro-active measures).  Thus, some
informative  structures  belonging  to  the  great  powers  especially,  such  as  USA,
Russia, Israel etc., which have instilled an inoffensive character to the informative
activity, dispose of special forces to carry out actions whose purpose is influencing
the operational situation according to own startegic interests (informational support,
in  fields  like  antiterrorist  combat).  They  are  usually  structured  within  technical
bureaux,  made  up  of  specialists  who  provide  the  collection  or  informational
explotation  structures  with  the  necessary  technical  means  (special  weapons,
conceived  for  different  types  of  missions,  electronic  material  etc.)  or  special
subunits, with a permanent or temporary character, that collect information through
means specific to armed combat. In the situation in which the informative structures
don’t dispose of special services, they use the military special forces in the activity of
informational support.

The operational target of intelligence is the assurance for the security state,
predominantly by producing and disseminating the security and defence information.
In this context, the following features of intelligence as security resource reside:

 it is accomplished by representatives of national /state structures;
 it consists in efficiently using secret means and measures, in order

to assure preserving values and materialising interests according to security needs;
 it circumscribes, mainly, to producing and disseminating information.

The purpose and objectives of intelligence are subsumed to the security functions
and consist of:

 knowledge  –  in  the  sense  of  owning  the  ability  to  identify  the
evolution tendencies of disruptive phenomena, with consequences in the security
plan;

 anticipating the possible options to materialise the type of existing or
foresight threats;

 prevention – reducing or removing the sources generating threats to
security;

 counteract – the action through which the materialisation of a threat
is blocked or limited to the negative effects generated as a consequence;

 sustaining and promoting national interests.
Besides  the  leadership  of  the  informational  confrontation  of  all  the

informative categories structures, the N.I.C. also holds the function of conceiving,
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planning  and  managing  the  activity  of  the  informational  systems.  Thus,  the
intelligence has as area of manifestation the domain of leadership and incorporates
decisional  elements (options),  planning elements (elaborating plans) and actional
elements (making decisions by achieving the suggested purposes).

5. Strategic value in modern intelligence
Strategy, in traditional and military sense, is defined as the use of political,

economic, psychologic and military forces of a nation or group of nations, with the
purpose  of  adapting  /realising  at  top  efficiency  the  war  or  peace  politics 1.  This
consists  in determining the long term goals and objectives,  as a direct  result  of
adopting  favourable  politics  and  alotting  necessary  resources  for  their
materialisation.

The strategy of integrated intelligence delimits as a means of using, on the
basis of an ensemble conception, all  the components of the national informative
system and of leading their actions in order to install and preserve national security
state.

Strategy  in  intelligence  represents  the  art  of  using  during  peace  and
complex situations (crisis, war), according to an ensemble plan, the components of
the  informative  system  and  the  leadership  of  the  informational  activities,
counterinformation and security  in  order to participate  in  the achievement of  the
integrated intelligence general purpose (achieving security objectives).

Both  concepts  can  contribute  to  defining  the  contents  of  a  strategy  in
stratified integrated intelligence, the efficient way of using national security systems,
based on a conception and an ensemble plan, respectively leading their actions in
order  to  install  and preserve stratified security  (national,  common, collective  and
cooperative).

Management  is  the  process  of  guidance  and  orientation  of  the
organisation’s  resources in  the sense of  accomplishing their  own objectives,  the
manager being the person invested with authority of decision on the line of engaging
the means available on efficience criteria and on preventive-anticipatory domains. 

Supporting the semantic delimitations of the terms management, strategy
and strategic – which the Dictionary of Romanian Language defines as „1. Very
important,  essential  from a strategic point of view; 2. Suitable, timely (in a given
circumstance)” 2 – strategic management is the managerial process through which
strategies are defined and implemented, whose defining elements focus on efficient

1 Onisor, Constantin, Military Strategy Theory, Bucharest, Academy for High Military Studies Publishing House,
1999, pp. 39-42.
2 The explicative dictionary of the Romanian language, Romanian Academy, Univers Enciclopedic Publishing
House, Bucharest, 1996, p. 1024.
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management  in  a  predicted  context  (temporal,  spatial,  situational,  circumstantial
etc.).

Management  in  intelligence  can  be  defined  as  the  intercession  oriented
towards motivating and engaging members in developing and using their cognitive
abilities, through valorising, subdued to security and defence objectives assumed
from competence, to informational sources, experience and abilities of each one of
them.

Strategic  management  in  intelligence  is  the  process  through  which,
according to the dynamics of the environment (peace, complex situations), strategic
changes  of  the  informative  entities  are  generated  and  controlled  in  order  to
accomplish informational and operational objectives. 

Strategies are  complex  decisional  processes which  are  materialised into
some comprehensive plans of documentation on the means of realising strategic
objectives regarding defence and security  and accomplishing assumed missions.
Strategic actions are instances of strategies, concerted intercessions with continuity
and interdependence character which are deployed in a predicted context (peace,
crisis or war).

Strategic objectives provide the background for the planning, organisation,
motivation, coordination and efficient control of management activities, in the view of
the fact that they highlight the directions to be followed and the informative priorities,
they support the evaluation process, diminish uncertainties and minimize inter and
intra-organisational conflicts.

Within a statal entity there are two levels of implementation of the strategy,
rapported to integrated intelligence and intelligence services.

Thus, the first level is represented by N.I.C., where horizontal dissemination
is carried on, on domains regarding the intergration of information provided by the
community components and empowering each of them for the informative products
provided.  The  second  level  is  formed  by  the  intelligence  services,  within  which
strategy dissemination is vertical (to inferior hierarchy echelon).

On  each  field,  strategy  stratifies  according  to  leading  structures  which
conceive, organise, plan and deploy informative activities. 

Correlated to the orientation function, strategy will set the conception of the
deploy in informational confrontation, organising informative systems, abilities and
their  proportion,  general  principles  of  using  it,  both  in  peace,  and  in  complex
situations.

Subsumed to the coordinationg function, strategy in intelligence will delimit
as  well  to  all  the  informative  ensembles,  the  conception  of  informative  projects
deploy (covering the issue) and operations (punctual intercessions), as well as their
way  of  deploying  in  order  to  accomplish  security  objectives.  On  this  stage,
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continuous adaptation of strategic plans, correlated to the prognosis and dynamics
of  operational  situation  (in  complex  situations  primarily),  which  show  the
importance /dimension of the coordinating function of strategy in intelligence3. 

Strategic management is the process through which strategies destined to
informative  cover  of  responsibility  area  (intelligence),  obtaining  and  improving
security information in order to support strategic decision in a statal entity (integrated
intelligence) or union /alliance (stratified integrated intelligence) are elaborated and
implemented – by adopting and implementing, by the abled authorities, of timely
decisions regarding the promotion of oportunities, prevention or counteract of the
insecurity  vectors actions,  with  the purpose of  installing and preserving national,
common, collective and cooperative security.

The  implementation  of  strategic  management  is  deployed,  in  stages 4,
following:  defining  the  vision  and  the  mission,  analysing  external  and  internal
environment, establishing strategic objectives, elaborating and selecting strategies,
implementing  at  the  level  of  the  whole  organisation  structure  /each  department,
respectively measuring evaluating performances.

Assessing the strategy implementation process

Measuring performance

Reevaluating external factors Reevaluating internal factors

Implementing the strategy in each department

Implementing the strategy within theorganisation

Drafting the strategic implementation plan

Planning and selecting strategies

Strategic objectives establishment

Defining the mission

Defining the vision

General external environment
Strategic groups (security /

insecurity vectors)

Interractional external
environment (organisations

/security institutions)

Analysis of the external environment

Informational resources Energetic resources Human resources

Analysis of the internal environment
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Figure 8. Strategic management in intelligence

3 Onisor, Constantin, Military Strategy Theory, Bucharest, Academy for High Military Studies Publishing House,
Bucharest, 1999, p. 52-55.
4 Băcanu, Bogdan, Strategic Management, Bucharest, Teora Publishing House, 1997, p. 37.
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Installing  and  preserving  security  (desirable  defence  finality)  needs
elaborating some national strategies which should be implemented by the state’s
strategic  leadership  structures,  the  accomplishment  of  security  and  defence
objectives depending on elite performance, on the ability to protect and promote own
values  and  fundamental  interests,  of  adapting  to  internal  and  international
environment. 

By  intelligence,  the  strategic  decision  factors  can  adjust  institutional
intercessions,  raported  to  security  community  purposes,  from the  perspective  of
manifestation or potentiality of disruptive factors with incidence on integrated and
multilateral security management.

Thus constituting a viable support in knowing security needs, fundamenting
policies  and state  strategies,  the intelligence supports  informatively  adopting the
strategic decisions necessary to the prevention, counteract removal of threats.

The  uncertainty  in  the strategic  decisional  process  reduces considerably
through the contribution of intelligence, which concurs to timely, exact, correct and
equidistant  warning  and  to  identifying  essential  elements  for  the  prevention  of
manifestation  risks  (spatiality  and  temporality,  probability,  means  and  forms  of
manifestation, generating sources, catalysers or inhibiting).

In the current context, a dynamic process of transforming the informative
systems is disclosed, regarded both as reshaping their component elemets, and as
a reevaluation of priorities.

Related  to  the  peace  state,  the  transformations  regard  adapting  the
intelligence activities to state’s strategic profile – redefined permanently from the
perspective of the security environment dynamics, exploiting defining characteristics
in order to streamline the strategic decision process (at national, community and
allied level).

In  order  to  underlie  strategic  politics  in  crisis  situations,  intelligence
competes decisively to constituting a prompt and adequate reaction of the general
strategic leadership system (adopting an enseble of measures with the purpose of
eliminating  the  causes,  diminishing  and  controlling  the  negative  effects  of  the
disruptive factors actions).

In  what  the war  is  regarded,  active  involvement  and defining role  which
intelligence has is reflected in the assurance of informational support  in order to
create favourable conditions to beligerancy and objective achievement (streamline
the  integrated  military  actions),  considering  that  the  finality  of  conflictuality  is
determined  by  obtaining,  keeping  and  raising  initiative  in  strategic  and  military
management.
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The strategic value of modern intelligence derives from supporting decisions
regarding security, correlated with the dynamics of the environment (peace, complex
situations), having as objective gaining the informational confrontation by creating an
optimum info-decisional flux, acquiring decisional superiority, taking anticipatory and
timely decisions and eliminating uncertainty, as well as influencing disruptive factors.

6.  Strategic leadership in intelligence
As  a  whole,  leading  an  informative  system  aims  at  the  following  main

coordinates:
 informative knowledge (permanent connection to relevant informational

circuits, knowing the dynamics of the operational situation, obtaining and improving
information by adopting /fulfilling politico-strategic decisions);

 initiating actions destined to installing or preserving security state (the
conception of the intercessions about to be carried on at the level of the informative
service,  participant  organisational  entities,  successive  objectives  to  be  fulfilled,
assessment, accomplishing or correcting informative intercessions etc.);

 assuring resources.
Strategic leadership represents an enseble of activities carried on by the

command  elements  /structures,  which  usually  consist  in  planning,  organisingm
coordinating, controlling and evaluating the actions at organisational level.

6.1.  Strategic leadership in integrated intelligence
The strategic leadership of a N.I.C. implies: structures with members from

politico-military  authorities  and  intelligence  services,  an  ensemble  of  activities
specific to management (as well  as the elaboration of the general conception of
accomplishing intelligence, establishing the purpose and decisions on the line of
fulfilling the security and defence objectives etc).

From  a  structural  point  of  view,  strategic  leadership  in  an  informative
ensemble comprises:

 intelligence services;
 a subordinated structure (N.I.C. Executive Council);
 an element of priority highlight (Informational Office);
 a general management structure (N.I.C. Council);
 an organism of connection to the national interests.

Within N.I.C., there must be internal organisms whose purpose is correlated
to  strategic  leadership  activities:  planning,  structure,  coordination,  control  and
evaluation.

6.2.  Strategic leadership of an intelligence service
The strategic leadership system of an intelligence service can comprise:
 Council – manager, assistant manager, leading factors of the subunits;
 Executive commitee – the manager and its assistants;
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 Central echelons – the entities’ leading factors at a central level or with
responsibility on clearly delimited areas;

 Local echelons – leading factors of the administrative – territorial entities.
The main attributions of the leading system may be, according to the level:

 Council  –  it  adopts  decisions  /issues resolutions  with  a  deliberate
character, disclosed in the management documents of the service’s
activity;

 Executive committee – it disposes, ensures the implementation of the
management  documents  of  the  informational  activity  and  the
functionality of the management system;

 Central echelons
- organize the deployment of the activities from the assigned

echelons;
- lead  the  process  of  the  security  information  achievement

locally and their improvement;
- organizes strategic cooperation within the service;

 Local  echelons  –  acquisition  and  improve  information  from  the
strategic interest space.

Globally,  strategic  leadership in an intelligence service induces the most
complex  effects  on  the  informative  activity  (especially  at  a  tactic  level).  This
generates decisional cycles both in a hierarchical decreasing orientation (mainly for
the  transposition  into  practice  and  achievement  ensemble  conceptions  of
intelligence disposed on operative level on the line of obtaining information), and
informational in an increasing orientation (improving information).

Strategic  leadership  activities  are  reflected  in  staging  the  informational
circuit  stipulated  in  the  informative  structures  (intelligence  service,  National
Intelligence Council, Multinational Intelligence Council).

Intelligence is deployed on the following stages:
1)  Planning the activity
Planning the informational activity within the informative systems represents

the transposition of the disposed objectives to the N.I.C. hierarchically superior level,
a  process  through which  the  establishment  of  the  mission  is  assured,  from the
perspective  of  the  values  to  be  defended  and  protected,  the  operational
objectives/priorities, action directions and necessary strategies, existing resources
and alloted ones.

Thus,  on  each  level  (operational  and  tactic)  the  information  is  planned
(qualitative  and  quantitative  determination  of  the  informative  necessities,  of  the
necessary and available informational  resources, competent intelligence structure
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designation, assigning orders and establishing the exploitation /improvement of the
informational  products),  concomitant  with  their  prioritization (according to  values,
interests  and  security  necessities,  internal  and  international  environment
characteristics, risk factors’ nature and threats, beneficiaries’s requests).

2)  Constituting the primary informative base
This  process,  subsequent  to  planning,  comprises  activities  of  search,

acquisition,  collection  and  attainment  of  information  through specific  means and
methods, having as result the elicitation of a primary informative base.

The  search  consists  in  establishing  and  orienting  on  the  informative
interests  zones  and  on  useful  informational  sources,  according  to  the  planning
documents (contain the objectives of the search activity, possible vectors of threats,
places and collection backgrounds) and integrated informative projects /information
operations  (stipulated  in  the  activity  coordination  stipulation  –  in  cooperation  or
collaboration conditions with other intelligence organisations).

During  acquisition,  the  informative  elements  use  sources,  means,
procedures  and  specific  methods  through  which  raw  information  is  obtained.
Concomitently,  the  database  is  completed  with  information  disclosed  through
collection (open sources) and attainment  (activities authorised through a warrant
issued by the abled authorities).

Basic /initial
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Finite / complete
informative base

Security information

Feed-back

Feed-back
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INFORMATIVE
ELEMENT
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Figure 9. Informational flux
3)  Ellicitting the intermediate informative base 
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Gradual transformation, by the informative elements, of the raw information
in basic /initial information (by checking, evaluating and completing), respectively in
intermediate information (by processing, supporting and integrating)  constitutes a
processing  stage  of  the  informational  products  through  which  an  intermediate
informative base is obtained.

4)  Producing the finite informative base 
The intermediate  information  is  processed in  order  to  produce  the  finite

/complete one (finite informative base), through analysis, synthesis and assessment.
5)  Improving  the finite informative base
This  stage  is  realised  through  a  specialised  activity  of  transmission

/communication of the finite informative base to the I.O. in order to support with the
informational products delivered by the other informative structures and to realise
documents to inform the legally abled beneficiaries (notes, informative synthesis,
informing reports, national informative estimations, security state reports etc.).

In the domain of national security, the intelligence activity is delimited by two
coordinates, respectively planning (decreasing orientation – from complex to simple)
and  communication  (meaning),  its  dynamics  being  ensured  by  the  acquisition  –
procession – production iterative cycle.
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Figure 10. Morphological unity in intelligence
From this perspective, the acquisition – processing – production iterative

cycle constitutes the morphological unity in intelligence and it is the main supplier
of  inputs  (information)  in  the  system,  following  the  sequence  raw  /initial  –
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intermediate – complete /finite, which are the base for the fulfilment of attributions
and organisational purposes.

Subsequently, the dissemination /propagation of the information is realised
on each level  through the existing links between the two coordinates (cowork –
primary and tactic level, coperation – operative level, collaboration – strategic level).

Within integrated intelligence, the following stages need to be covered:
1)  Informative planning
During this stage, means of realising the informational activities are realised,

by detailing the objectives and fields of the security, the methods, forces, means and
leading  and  executing  responsibilities,  by  indicating  the  concrete  means  of
developping the specific intercessions and actions.

The necessity of assuming /adopting planning at the level of the organism
responsible with the coordination of security and defence activities is highlighted (for
unitary  implementation  of  the  strategic  vision  of  the  respective  structure),  its
approval  by  the  high-ranked  strategic  management  factors  (to  which  N.I.C.  is
affiliated), but also its drafting at the level of the executive Commitee (which has the
necessart expertise in the informative activity corelated to strategic objectives) and
approval by N.I.C. Council.

Subsequently,  based  on  the  planning,  the  Informational  Office  (I.O.)  will
assign  the  tasks  to  the  community  components  (through  the  N.I.C.  council
manager),  will  monitor  their  accomplishment,  the  structure  of  accomplishing  the
security and defense information constituting in an objective factor  regarding the
establishment  /evaluation  of  objective  accomplishment  and  corrective  measured
which are imposed.

2)  Obtaining intermediate information
This process, subsequent to planning, consists in bringing information at the

level of the Informational Office, realised and remitted by the N.I.C. components, as
a follow up of the informative planning documents forecast, operative coordination
(strategies,  national  programmes and  action  plans  in  order  to  prevent  and  fight
against  terrorism,  proliferation  of  mass  destruction  weapons,  organised  crime,
corruption and other transfrontal threats) and cooperation (agreements regarding the
security  information  activity,  preventing  and  combatting  terrorism,  as  well  as
multilateral cooperation plans within the community members).

3)  Producing security information
At the I.O. level, integrated analytical products are realised, based on the

information provided by the community components and evaluation on the problem
of national security.

4)  Communicating security information

47



Brigadier General (ret) Professor Constantin ONIŞOR, PhD
Assistant Professor Mihai BALAN, PhD
Cristian-Sorin PRUNĂ, PhD

Communication reprents the specialised activity of transmitting information
to  the  legally  abled  beneficiaries,  realised  by  the  I.O.,  as  intelligence  products,
through  informational  documents  (notes,  informative  syntheses,  newsletters,
national  informative  estimations,  security  state  reports  etc.).  The  security  and
defence  information  will  contribute  to  reducing  /eliminating  incertitudes  from the
decident level (known aspects) or, contrarily, to alligning the decision. Within the
same structure (I.O.), the reactions of the legal beneficiaries to the current analytical
products and national evaluation are managed. 

Feedback is very important in intelligence (both at the community level, and
at the level of each informative structure), since it contributes to efficiency and utility
evaluation,  respectively  to  carrying corrective  meqasures  at  the level  of  primary
activities (planning, obtaining and exploiting the informative base).

Thus, in the field of national security, the integrated intelligence activity is
delimited by two coordinates, respectively planning (decreasing orientation – from
complex to simple) and communication (increasing orientation), its dynamics being
assured  through the  iterative  cycle  intermediate  information  elicitation  –  security
information production.

Stratified integrated intelligence has the following stages:
1)  Planning the activity
During this stage, at the M.I.C. level, the stablishment of the N.I.C. mission

is ensured, from the perspective of values to be defended and protected, objectives,
action directions and strategies,  necessary for  installing and preserving national,
common, collective and cooperative security.

2)  Obtaining information
This  process,  subsequent  to  planning,  consists  in  collecting  information

provided  by  N.I.C.  We  consider,  that,  initially,  realising  M.I.C.  will  circumscribe
primarily to a normative frame, regarding inter-agency cooperation. 

Thus,  the  main  weight  will  be  held  by  the  information  resulted  from
integrated informative projects /informational operations (subsumed to cooperationor
collaboration between intelligence organisations) subsequently,  as a result  of the
orientation on the informative interest areas and implicitely, on useful informational
sources, according to the planning documents adopted at M.I.C. level, the accent
will be laid on accomplishing security objectives which circumscribe to the politics of
the union/alliance.

3)  Producing information for stratified security
At  the  level  of  a  specialised  structure  –  I.O.  (multinational)  –  analytical

integrated  products  are  made based on  the  information  provided  by  N.I.C.  and
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evaluations  (multi)national  on  the  problem  of  national,  common,  collective  and
cooperative security

4)  Communicating information
Communication  represents  the  specialised  activity  of  transmitting

information to  the legally  abled beneficiaries,  realised by the I.O.  (multinational),
through  newsletters.  Within  the  same  structure,  the  reactions  of  the  legal
beneficiaries to analytical  products are  managed (representatives of  the national
/over-statal structures). 

Thus, the following activities held at the level of intelligence management
organisation are of great interest1:

1. Elaborating leadership documents: 
 they aim at establishing the general conception on the informative

activity and on the direct leadership of intelligence structures;
 they  can  be  informative  planning  document,  general  plans  of

searching information, operations, resource /informational structures use, directives,
etc;

 they can be elaborated by /under guidance of the tactic level and
are approved by the operative, respectively strategic level;

 they includ aspects referring to the operationalisation of the forects
stipulated in the planning documents;

 they are realised in peace situation, reiterated during complex states, in
order  to  be  applied  with  the  corrections  imposed  by  the  specific  of  the  operative
situation;

 they  impose  permanent  updates,  correlated  to  the  operational
dynamics and forecasting the evolution of state facts characteristics.

2. Obtaining information necessary to the underlying of the decisional act
in the intelligence organisation

  highlightening the operative context (establishing the dynamics of
the security /insecurity  vectors,  clarifying the orientation of the strategic situation
evolution, real-concrete determination of the action possibilities and satisfying the
info-decisional needs);

  identifying the actional process and inducing the desired orientation
in the operative situation (on their base, the forecast of the strategic management
documents elaborated in time of peace /updated are operationalised);

1 Onisor, Constantin, Military Strategy Theory, Bucharest, Academy for High Military Studies Publishing House,
1999, pp. 441-465.
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  they depend on the ability of the hierarchically inferior echelons to
adjust to the informational flux, having implications on the immediate adoption of
timely operative decisions.

3. Elaborating and adopting decisions in intelligence
 process with an anticipatory character, whose quality derives from

the  concordance  of  the  decisions  with  possibilities  /oportunities  confered  by  the
evolution of the operational situation (decisional drafts);

 the  efficiency  of  the  decision  resides  in  the  short  time  of  the
elaboration, adotion and transmission, in immediate implementation and imrovement
of the result (avoiding strategic surprise and assuring the preventive character of the
informative activity).

4. Planning the action 
 general planning of the actions on the coordinates of preserving national

security;
 it  is  realised  for  the  organization  and  deployment  of  the  informative

activities,  correlated  with  the  significant  moments,  forecast  to  materialise  in  the
dynamics of the operative situation;

 establishing informational missions and objectives to be fulfilled for the
inferior echelons;

 planning the logistics and ensuring resources;
 ensuring some means through which the decisional circuit in intelligence

should adapt to new /unpredictable conditions of the strategic situation.
5. Organising cooperation among informative structures
 the  manifestation  domain  of  the  actions  and  consequences  of

disruptive factors in security need cooperation among different informative systems
on the line of producing and improving security information, respectively adequate
strategic measures;

 the  coordination  ability  of  each  organisational  level  regarding
cooperation will be highlighted;

 coordination of  the informative ensembles to  prevent  and couneract
insecurity vectors;

 after creating the general frame, cooperation will be implemented and
maintained until the accomplishment of security objectives;

 the establishment of the main problems of cooperation is realised at
tactic level; organising coordination, implementing and maintainance will be held by
the participative structures;
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 in  extremely complex situations,  most  of  the time unfavourable  also
(the  unfulfilment  of  objectives),  the  reorganisation  of  cooperation  on  the  entire
hierarchy of the managing system will be resorted to.

6. Organising the assurance of the informative activity
 it aims at the protection and defence of the informative structures, of

the informational and info-decisional circuits;
 the  results  of  the  assurance  are  expresses  in  maintaining  action

flexibility, liberty, autonomy and continuity in the informational activity.
7. Control exerted at the level of informative system management
 it  has the role of  preventing the disorders in the functionality  of  the

informative structure;
 it follows and checks the understanding of the decisional content, the

way of transmitting the resulted tasks, respectively their transposition into practice;
 it applies corrective measures /adjustments.
Within the informative activity, other aspects regarding strategic leadership

in intelligence hold the attention:
1)  rule of law’s authority on the informational activity;
2)  intelligence management and N.I.C. management complementarity;
 it ensures the transposition of strategic decision by the informative

structures and unitary comprehension of the operational situation evolution;
 it  discloses  the  necessity  of  an  institutional  structure  for

understanding intelligence in the state’s politico-military decision;
3)  centralising strategic leadership;
 centralised  decision  and  horizontal  and  vertical  intercessions  in

order to implement it;
 informative subsystems need to  have a certain autonomy for  the

transposition into practice of the missions.
4)  intelligence services management unity and cohesion
 it expresses unitary strategy in intelligence;
 it  it  improves experience and competences of each management

structure;
 the  responsibility  of  decision  making  is  collective,  but  its

implementation is individual.
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Lieutenant General (ret) Professor Cristea DUMITRU, PhD*

Abstract:  The last two decades mark out the humankind evolution toward the Information
Age, a new stage of societal development where the modern society is affected, among other factors,
by the explosive technological changes. Within the context, technology represents the main changing
driver.  To  be  more  specific,  small  innovations  appeared  in  the  information  technology  and
communications are considered to be responsible for the global transformations in the economy,
politics or culture structure. This assertion also extends its validity over the military phenomenon,
which is just another human behavior. The use on large scale of the information technology and
communications led to a cybernetic battlefield and the change of the waging war philosophy, with the
arising of new concepts that better describe the new reality: Network Centric Warfare, and Network
Enabled Capabilities.

1.   Introduction
n our opinion the conflicts’ physiognomy of the end of 20 th century and beginning of
21st century have radically changed. The complex set of factors which personalize
the conflicts  include particular  political  and economical,  and strategic situations,

new political and strategic goals, new objectives, specific action forces and means, a
different  conception and intensity,  a  new attitude against  the opponent,  different
action spaces, a comprehensive variety of dominant action types, and ever more
sophisticated and unexpected ways of violence outburst. The world of these conflicts
is a world of the asymmetric confrontations.

II
Out of the main features of the actual and future military conflicts it is worth to

mention the following1:

* Corresponding member of the Academy of Romanian Scientists, Military Sciences Sectionand former Chief of
Romanian J.6.
1 Cf.  Frunzeti,  T.,  Mureşan, M.,  Văduva,  Gh.,  War and chaos,  Army Tehnical  -  Editorial  Centre Publishing
House, Bucharest 2009, pp.27-29.
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-  Complex  causal  that  results  from  the  existing  incompatibilities  between
dictatorial political or autocrat systems and democratic ones;

- Distinct fingerprint of the new military conflicts determined by the immense
disparity between the rich world and the poor world, between the civilization of the
high technology and the traditional civilizations, diversified, with ancestral values,
customs and traditions;

- The technological effect given by the different technological development;
- Different conflict intensity, from extreme violence of the terrorist attacks to

domination or imposition of a certain conduct;
- Continuous Nuclear, Radiological, Bacteriological and Chemical threat;
- Dissymmetry and asymmetry;
- Ubiquity of the action – reaction binomial;
- Prevention and the primitive character or repression;
- The new terrorism – antiterrorism binomial implication;
- The mosaic character;
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- Theatre warfare representing a confrontation between two or more armed
entities, in a well defined theatre of operations as geographical area and philosophy
of the real actions;

- War extended in other areas than those specific to the armed combat, like
cyber space, media, economical and financial dimensions;

- War  in  the  theatre  of  concepts,  which  has  as  goal  the  knowledge
dominance,  with  a  scientific  foundation  of  some systems  of  action  and  reaction
allowing the intelligent and efficient use of existing forces and means, together with
the innovation of new ones, more performing, and more difficult to be identified and
discovered.

The concept and employment of NCW belong to the nations that possess
high  level  of  technology,  and  developed  information  technology  and
communications,  especially  United  States  of  America,  the  only  nation  who
successfully used them in a direct military confrontation, in Iraq. 

The NCW concept provides six essential capabilities4:
- Real and virtual networks equipped with C4ISR (similar) systems;
- Relational databases;
- Rapid, flexible, expeditionary and interoperable forces;
- Interconnected weapon systems;
- Projection of forces and means;
- Networked logistics.
Even if during the war in Iraq NCW proved its effectiveness, it still has some

limits in the post-war operations. Under these circumstances, although NCW is likely
to  dominate the combat space (generally,  the armed confrontations),  it  is  not  at
anybody’s hand. According to all probabilities, NCW will not succeed, at least for the
first two decades of the 21st century, to provide all the proprieties it has been created
for, unless the combat environment has a high level of certainty dynamic, thus a
disproportioned warfare. NCW is not a chaotic warfare, but one that has a rapid
development  and  a  predictable  end,  and  that  could  produce  chaos,  since  the
disproportionality  brings quite  serious problems in  the immediate dynamic of  the
political, economical, social, information, and military situation. 

2.  Employment  of  the  C4ISR  Systems  in  the  New  Operational
Concepts:  Network-Centric  Warfare  and  NATO  Network  Enabled
Capability

4  Cf. Frunzeti, T., Mureşan, M., Văduva , Gh., War and c haos, pp.35-36.

56



NETWORK-CENTRIC WARFARE AND NETWORK ENABLED CAPABILITY IMPLICATIONS OVERNETWORK-CENTRIC WARFARE AND NETWORK ENABLED CAPABILITY IMPLICATIONS OVER
THE C4ISR TYPE INFORMATION NETWORKS IN THE ROMANIAN ARMED FORCESTHE C4ISR TYPE INFORMATION NETWORKS IN THE ROMANIAN ARMED FORCES

The concept of NCW describes the combination of emerging tactics, techniques
and procedures that a networked force can employ to create a decisive warfighting
advantage5. Although this concept is strictly related to the reality of American military
forces, its evolution – NATO Network Enabled Capability (NEC) – extended the theory
over entire North Atlantic Treaty Organization. NEC is the cognitive and technical ability
of the Alliance to conduct different components of the operational environment, from the
strategic level, including NATO Command, to below at the tactical level, using a unique
integrated network information infrastructure6.

The purpose of the employment of new concepts like NCW and NATO NEC in
planning, organization and warfighting is providing all leaders from every subordinated
level with near real time information necessary to understand the tactical situation and to
act according to commander’s intent. This increased capacity of command generates
new operational challenges. While the subordinates have broader access to the tactical
situation, high level commanders have access to very detailed tactical plans. The high
level commanders should resist the temptation to conduct minor military actions at the
subordinates’ level, because their intention could reduce the benefits of the modern
information systems and could also alter the level of understanding of the situation they
support. As a result, it is necessary to promote strong leaders at every level, and to build
troops’ confidence and cohesion on complex and combined systems and equipments
C4ISR type, brought in practice by realistic training, drills and field exercises.

A robust force, strongly connected in network improves the information exchange,
cooperation,  quality  of  information,  and  the  situational  awareness that  generates  a
significant  growth  of  the  mission  efficiency.  It  is  practically  proved  that  information
networks have a positive impact on the combat power, synchronization of the staff
personnel and decision makers on the battlefield, casualties cut, amplification of the
force agility and operational tempo. 

The  new  sensors,  extended  connectivity  and  new  information  systems
substantially  concur  to  the  efficiency  of  the  troops’  combat  actions.  Information
distribution  increased the situational  awareness with  the direct  improvement  of  the
perception of battlefield environmental elements, and growth of both maneuver speed
and fire precision. Extended connection enables troops to conduct combat actions on
larger distances and spaces than in the past. Information availability and reliability allow
a quick reorganization of the tasks and a full integration of the military units new entered
in  the  theatre  of  operations.  The  networks  level  of  development  determines  a
synchronization and correlation in time and purpose of the dispersed troops. Command

5 Cf. Garstka, J.J., Network Centric Warfare Offers Warfighting Advantage, Signal Magazine, USA, May 2003.
6 NNEC Vision and Concept,  MCM-0032-2006, Allied Command Transformation, Norfolk, Virginia, USA, 2006,
p.2. 
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of  a robustly  networked force improves information sharing collaboration,  quality  of
information,  and  shared  situational  awareness  resulting  in  dramatically  increased
mission effectiveness. The networked information have impact on the application of
combat power, battlespace synchronization, decision-makers and staffs, lethality and
survivability, force agility, and operational tempo7. Figure 1 presents this process in detail
within the network enabled organizational context.  

Figure 1. Command of the networked forces
Presently, there is a trend for the extended use of the information technology

and communications in defense systems in order to develop operational capabilities
at minimum costs. In the most of the situations, the main intention is oriented toward
the network working, namely making networks of sources, information, executors,
commanders  etc.  This  development  has  the  advantage  of  the  use  of  the  great
evolutions in the information technology and communications field.  Concepts like
NCW and NATO NEC are designed to develop and extend important capabilities as:
information collection, processing and dissemination; decision quality and command
efficiency; cooperation between different structures and between different levels of
the same structure; flexible use of the military units and defense systems8. These

7Cf. Cammomns, D, Tisserand, J.B, Williams, D.E., Seize, A., Lindsay, D., Network Centric Warfare Case Study,
Volume I- Operations, V Corps and the 3rd Infantry Division (Mechanized), 2003, p. 13.
8 Cf. Timofte, G., Vasile, R.V., Evolution Directions  of the C4ISR systems  required by the contemporane military
conflicts,   „XXI Strategies” Scientific communication session, National Defence University „Carol I”, Bucharest,
2008, p.2.
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new concepts impose enhanced methods or even new methods of conducting the
operations.  Introducing  new  capabilities  could  drive  to  deep  transformations  in
defense organization, both from the point of view of technical system exploitation,
and troop tactics and specific training. Concept development concurs, as well with
the efforts of adaptation to the global strategic and political environment established
after  the  Cold  War  age,  with  its  particular  fragmented  and  sometimes  unclear
security threats. One of the main elements demanded by the NCW and NATO NEC
concepts is  achieving the interoperability.  Interoperability  is  a procedure used to
strengthen equally the efficiency and effectiveness of the combined or joint forces,
and  the  required  capabilities  for  the  whole  operations  range  of  the  Alliance.
Interoperability is an essential facilitator and an important force multiplier9.

Several operational scenarios for operations or crisis management could be
conceived  in  order  to  better  understand  the  missions  assigned  to  the  C4ISR
systems,  and to observe major  information needs and requirements.  Information
requirements include data, communications, capabilities, and cooperation tools that
facilitate  the  success  in  any  scenario.  The  relationships  between  operational
scenarios and information requirements assigned to the C4ISR systems could be
represented like in Figure 210.

9 Enhancing Inteoperability, Executive Working Group, Brussels, 2008, p.1-1. 
10 Defense Science Board, Summer Study on Information Management for Net-Centric Operations, Vol. II, The
Office of the Under Secretary of Defense for Acquisition, Technology and Logistics, Washington, D.C., 2006,
p.10.
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Figure 2. The relationships between operational scenarios and information
requirements

Even  after  the  scenarios  assessment  a  certain  common  line  could  be
observed,  these  demand some  particular  information  requirements  out  of  which
eventually  resulting  three  specific  areas  or  domains,  as  follows:  information
management  (IM);  command and  control  information  capability  (C2);  information
surveillance  and  reconnaissance  (ISR).  Taken  as  a  whole,  the  three  combined
domains form out a so called information capability for combat/operation. 

3. NCW  and  NATO  NEC  Implications  Over  C4ISR  Type  Information
Networks 

Military  operations  of  the  21st century  are  characterized  by  a  continuous
growth  of  complexity  due  allied  effort  to  accomplish  the  objectives,  and  to  the
interlace nature of strategic, operational, and tactical levels, as well as because of
the mixture of military and civilian objective. Increasingly more, military commanders
face  the  problem  regarding  the  conciliation  of  conducting  traditional  military
operations with overall mission objectives, and national policy.

The  globalization,  technological  developments  and  transition  pace  to  the
Information Age deeply affects political, social and security environments, including
NATO’s ability to answer to the new threats, demanding new deterrence, warning,
and  prevention  strategies  against  terrorist  attacks,  with  amendments  in  proper
application of the military and civilian powers, within the effects based operations. 

This kind of arguments determines the transformation of the Alliance and its
members  alike  by  enhancing  the  decision  processes  based  on  information
superiority  and  NEC.  This  approach  aims  a  deeper  integration  of  political  and
military  tools,  adoption  of  new  methods  and  organizational  institutions  able  to
generate rapid and decisive results at the tactical, operational and strategic levels,
outside the traditional areas of responsibility. Resizing the decision making process,
based on information superiority and implementation of the NCW and NATO NEC
concepts  represents  essential  parts  of  the  armed  forces  transformation,  with  a
decisive role set aside to information systems. General framework of the Alliance
transformation is presented in Figure 3. 
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This  purpose is  ensured in  the military  by developing the potential  of  the
C4ISR systems that rationally encompasses the elements involved in the sensors
interconnection (sources of information), performers/weapon systems (operational
elements)  and   decision  makers,  together  making  possible  the  development  of
networking  and  effects  based  operational  capabilities11.  Providing  information
assurance, with direct influence on combat power and mission efficiency, drives the
optimization of the deployment and support of joint forces.

The future combat space will  include elements of the strategic concepts of
NCW  and  NATO  NEC  that  first  will  transform  information  in  power  factor  and
increase react capacity and precision of force commitment, and secondly will quickly
include  all  the  conceptual  and  technological  innovations  from  the  military.  It  is
important to emphasize the fact that if the new millennium conflicts will be conducted
mainly  in  a  coalition  or  alliance  environment,  then  the  most  difficult  obstacle  is
represented by the removal of the technological gap between the participant states. 

The concept framework of NCW and NATO NEC and the way it is conceived
the integration of data collecting capabilities, decision making, and transmitting the
decision to the operational elements is synthetically presented in Figure 4. 

11 NATO Network Enabled Capability Feasibility Study, v 2.0, Executive Summary, NC3A, Brussels, 2005, p.7. 
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Figure 4. The concept framework of NCW and NATO NEC

The integration of these dimensions (elements) allow NATO structures and
NATO nations to create a common picture of the battle space and consequently to
enhance  its  level  of  situation  awareness  and  the  effectiveness  of  the  common
actions.  The  principle  of  making  the  common  operational  picture  is  shown  in
Figure 5.

Figure 5. The principle of making the common operational picture

Concepts like NCW and NATO NEC will  allow troops to be able to action
within their structures or a coalition of forces in a way that should be redefined to
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match the actual concepts regarding the military operations and architecture of the
information systems. Conducting the forces demands integrated C4ISR systems at
every echelon. Under the conditions of particular dynamism of the military actions
and positions fluidity, the C4ISR systems have to ensure a full cover with leadership
alternatives of the entire area of responsibility, real time command and control of the
available forces and means, as well as efficient logistic support. The implementation
of the NCW and NATO NEC concept is seen as a force multiplier, a generator of the
information  and  decisional  superiority,  empowering  a  substantial  growth  of  the
missions’ efficiency.

4.  Assessment of the C4ISR Capabilities Development in the Romanian
Armed Forces According to NATO NEC Environment

At this moment, transformation is the most important observable fact in the
military. This is a key word in NATO and at the same time in Romanian Armed
Forces. Basically, transformation refers to:

-  Reconsidering military operations nature,  as well  as doctrines, skills  and
assets.

-  Influencing  the  C4ISR  systems,  with  two  general  frameworks,  namely
Network Enabled Capability and Critical National Infrastructure.

The main purpose of the two frameworks is to obtain information superiority,
which is one of the fundamental pillars of the NATO NEC concept.

Network Enabled Capability provides a better and faster support of the entire
operations spectrum. Most important desired results are:

- Information and decision superiority (first objective of NATO NEC);
- Information coherence and overall users’ interoperability;
- Increased awareness;   
- Increased flexibility.
These  results  become  possible  only  contained  by  a  Networking  and

Information  Infrastructure  that  brings  together  sensors,  command  and  control
centers, and effectors, regardless they are on land, sea or air.

In our opinion, the basic criteria of NATO NEC are the following:
- Intelligent networks;
- Information management software included in network nodes;
- Distribution of broadband services;
- End-to-end Quality of Services;
- Security solutions evenly distributed in the entire system;
- Users’ mobility.
The purpose of NATO NEC concept is to create intelligent networks able to

have  an  operational  contribution  to  information  management  and  dissemination.
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This  service  requires  information  software  management  applications  included  in
network nodes, implemented command and control, and administrative applications
(Intranet), and widely use of graphic and imagery tools. 

For  these  applications  broadband  services  are  needed.  These  services
require real time data, that’s to say multimedia service with guaranteed end-to-end
Quality-of-Service for streaming video, sensors management, effectors control etc.

This  whole  environment  demands  security  solutions  evenly  distributed
throughout the system, in order to serve different users communities (information
security, registration and authentication of the users etc.).

And last but  not  least,  NATO NEC concept requires the support  of  users’
mobility, specific systems and technologies that extend voice, data and multimedia
services to the fielded units, down to soldier level.

Taking into consideration the second mentioned framework it is important to
emphasize  that  it  started  to  be  consistent  after  9/11  having  the  following  basic
criteria:

- Proprietary or dedicated data flows;
- Network redundancy (grid systems) and different transmission media (radio

relay, satellite, optic fiber);
-  Automatic  restoration of  the users’  connections through the mechanisms

with Multiple Priority and Preemption;
- Operations System Support – OSS;
- Use of online certified encryption equipments;
- Control systems of the access to the public systems.
Network  Information  Infrastructure  is  composed  of  strategic  Network

Information  Infrastructure  –  National  Military  Communications  Network;  tactical
Network Information Infrastructure;  Functional Area Services, as well as users and
missions.

The first implemented element and one of most importance is the Permanent
Telecommunications  Network.  This  represents  the  infrastructure  of  the  National
Military Communications Network.

The Strategic Radio Network is a single channel network based on performing
radio  equipments  designed  to  provide  communications  capabilities  for  services’
staffs and deployable large units or for generation regeneration forces on move, as
well as a backup solution to the Permanent Telecommunications Network ensuring
mainly  data  communications.  In  order  to  provide  in  some  areas  supplementary
communications  capabilities,  there  are  deployable  elements  of  the  Permanent
Telecommunications Network mounted on containers or special vehicles.

Each service (especially  air  forces and naval  forces)  can make their  own
specific sub networks.
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To improve the performance of the Romanian National Defense Network, we
consider  an  evolutionary  strategy  should  be  adopted.  This  strategy  is  basically
founded on following stages:

- Assessment of existing systems;
- Projection of a national Overarching Architecture;
- Development  of  necessary  Reference  Architectures  and  Target

Architectures;
- Roadmap for Target Architectures.
The stages already started to be approached according to the operational

requirements and available funds.
Today,  the  Permanent  Telecommunications  Network  represents  the

infrastructure of National Defense Network that is used by all the structures of the
Romanian  Armed  Forces.  Over  this  communications  system  there  were
accomplished:  the  military  INTRANET  system  (INTRAMAN),  encrypted  video-
conference  system,  specific  naval  forces  applications  (ARGUS),  environmental
applications etc. At the strategic level, these networks represent the pillars of the
Network  Information  Infrastructure.  The  development  concept  of  the  National
Defense Network will allow the evolution toward a component of the NATO network
confederation.  The  actual  performances  provide  operational  capabilities  and
interconnection with other networks with certain limitations. In our opinion, the most
important  fact  is  the  permanent  commitment  for  the  improvement  of  these
capabilities.

The  strategic  Network Information Infrastructure  supply  communications  in
support of a significant number of functional applications, such as: the National Air
Command  and  Control  System (including  sensors  connections  –  FPS117,  GAP
FILLER and radars and updated analogical vectors – air bases, Soil-Air Missiles,
electronic  warfare  units),  NBC  Surveillance  and  Warning  System,  National
Integrated  Meteorological  Information  System,  Maritime  Complex  Observation
System (SCOMAR), Military INTRANET etc.

Presently,  the  Permanent  Telecommunications  Network  is  an  enhanced
EUROCOM  system  based  network  with  EUROCOM,  STANAG  and  commercial
(ITU-T)  gateways  to  other  networks.  All  of  these  ensure  a  high  level  of
interoperability with commercial (ITU-T), and tactical (STANAG and/or EUROCOM)
networks. The Permanent Telecommunications Network is also interconnected with
NATO  General  Communications  System  (NGCS),  and  with  the  Italian  National
Military Communications Network using the SICRAL satellite system. In the future,
the Permanent Telecommunications Network will provide services to NATO users on
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Romanian territory.  Furthermore, there is possible to interconnect the Permanent
Telecommunications Network with other nations’ tactical networks.

The Strategic Radio Network is intended to provide minimum voice, data and
link capabilities  for  all  tactical  and operational  units  HQs,  when other  means of
communication  cannot  be  used.  This  network  is  employed  at  the  level  of  the
services’ HQs, for tactical and operational units (mainly for the units made available
for NATO operations). The communications provided are protected to interception
and jamming with incorporated crypto devices and frequency hopping equipments.
The  Strategic  Radio  Network  has  integration  capabilities  with  INTRAMAN
messaging services.

Major services offered by the military INTRANET or INTRAMAN, as well as
the information systems which use it as support infrastructure are:

-  Basic  information  services  (electronic  mail,  files  and  printing,  WEB,
hierarchical activity management, hierarchical documents flows management etc.);

- Support for functional information systems:
- Support Information System of the Military Actions (SISAM);
- Defense Intelligence Information System (SIA);
- Modeling and Simulation Information System (SISMIM);
- Weapon Systems (SISARM); 
- Assisting Military Education Information System (SIMIL);
- Integrated Logistic System (AILS).

There are Out Of Area extensions of the Romanian National Defense Network
to support our deployed troops in international operations. There are also extensions
for the Romanian Ministry of National Defense representations to NATO, ACO and
EU. These extensions provide voice, data and VTC services.

5. Expansion  of  Romanian  Armed  Forces’  Defense  Capabilities  by
Implementing  Integrated  Technologies  to  Ensure  Flexible  and
Multifunctional Capabilities 

The operational needs that can be defined for a defence common network are:
- Connectivity for all involved segments: political level, military at all levels,

international coalition like NATO, EU and others 
- Access to the network to satisfy criteria like flexibility, simplicity and security,

in country or out of area, in order to allow the users exploiting the network:
- From fixed sites through military, governmental or commercial infrastructure;
- From fixed sites via deployable CIS/CCIS assets;
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- From mobile assets/commands/units via connections set up by means of
remote access services.

One of the most important technical requirements for the National Defense
Network is to comply with most relevant standards to ensure interoperability. The
network topology has also to grant a suitable flexibility, survivability and seamless
services integration according to users needs. The network should support as well
different services/applications/functions and the relevant information flows, granting
both autonomous and common operations,  integration and data  exchange when
required by specific services or applications.

No  less  important  is  the  employment  of  the  latest  technologies  such  as
Software  Defined  Radio,  Secure  Communication  Interoperability  Protocol,  and
TACOMS Post 2000 etc.

The National Defense Network should provide support for:
- Network interconnecting services;
- Core services;
- Functional areas services for human resources, reconnaissance, operations,

logistics, planning, geo-meteorological, and simulation etc.
This approach is similar to NATO’s approaches used for the development of

NATO Bi-Strategic Command Automated Information System, Deployable CIS, and
NATO General Purpose Communication System.

Within the described scenario, an evolutionary process leading to a “network
based” capability within an acceptable period is of the most importance. To this aim,
actions should be concentrated on the implementation of a “Common Network” by
taking  advantage  of  the  recent  procurements  and  by  optimizing  and  integrating
systems, already in use or to be introduced in use in the near future. Under the
assumptions on targets made, the following requirements will lead the process:

- Support of broadband services (multimedia integrated services);
- Optimization of the available transmission bandwidth;
- Upgrade/implementation of access networks;
- Increase of network security through NATO approved encryption systems,

and NATO security concepts (i.e. multilevel security);
- Upgrade of existing or introducing new IT platforms to support core services;
- Increase of integration with the achievement of out of area seamless support

through satellite bearers, and high capacity connectivity to mobile assets;
- Enhanced interoperability between RMNC and NGCS;
- Increase of automation and control functions to replace reduced manning.
These requirements lead to final objectives achievement:
- Building a secure and highly survivable network;
- Full integration of both strategic and tactical network components;
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-  Network  architecture  and  adopted  technologies  able  to  optimize  the
capabilities regarding the efficiency and management;

- Evolution of services.
Starting from the present situation, a sequential action plan could be defined

in order to build a common network for the Romanian Armed Forces. The services
provided  by  the  network  are  core  services  and  functional  area  services,  in
accordance  with  the  concept  of  Bi-Strategic  Command  Automated  Information
System. Core services are pretty well extended in the network, and in our opinion
the main issue is represented by less developed services dissemination to all the
users. In the Functional Area Services, Romanian Armed Forces are in the stage of
efforts and funds investments. These activities are driven by the need of real time
information exchange between effectors and sensors, as well as by specific services
for different missions. The services will be provided starting from core area toward
specific areas as national users, NATO users, users from different coalitions, and
participants to abroad missions.

For the short time perspective, we believe that Romanian Armed Forces will
focus their efforts on integration of existing systems and introducing only integrated
subsystems, or subsystems with integration capabilities into the existing network.

Romanian  Armed Forces  are  in  the  process  of  testing  and  finalization  of
integration activities of new Electronic Warfare System – the program Azur,  and
Weapon System – Hawk XXI.  Also there are two main programs for  services –
SCOMAR – surveillance and reconnaissance system for  Naval  Forces Staff  and
SCCAN – command and control system for Air Forces Staff. 

For the immediate next period of time the ambitions are higher. Because of
high demanding capacity of new information systems, the Romanian Armed Forces
will concentrate the efforts for up-grading the existing infrastructure by introducing
the high rate bearers. For some areas will  realize high capacity fiber  optic area
networks.  In order to  increase the processing capabilities,  multi-protocol  –  multi-
service switches will be introduced.

Furthermore, the efforts will be focused on:
- Integration of the legacy systems made through specific gateways that will

not limit the performances.
- Use of software defined radio that will be extended for all services and all

type of communications. Radios with these capabilities are already in use.
- Setting up a global network management system.
- INFOSEC area, protecting the information and the systems being another

major task. IP encryption is to be used as a standard solution.
- Sensors integration and use of smart sensors.
6.  Conclusions 
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The  Romanian  Ministry  of  National  Defense  has  started  different
modernization programs, many of them at lower echelons, due to the commitment
level at the programs initiation moment. Currently, this commitment involves higher
echelons, because it became obvious that because the lack of coordination these
systems hardly could be integrated at brigade level. 

Analyzing  this  situation,  Communications  and  Information  Directorate  from
General Staff, with Land Forces Staff support, decided that the only way to solve all
the aspects regarding the integration is to start a process of defining the C4ISR
system al brigade level. The reason of this decision is that a multilevel, flexible and
operational C4ISR system is potentially the most important force multiplier for overall
battle space.

In  order  to  develop  a  competitive  C4ISR  system,  we  believe  that  the
architecture recommended in NATO C3 Systems Architecture Framework is the best
approach. As basic technology is adopted battle space digitization and fundamental
idea is C4ISTAR concept.  Not  less important  is the coordination with interacting
programs.

The development and use of operational, digital and mobile communications
to provide reconnaissance, command and control data to the soldier are based on
operational requirements, and technological, time and budgetary constraints.

C4I system should make available command support for all levels. All weapon
systems have to be integrated. Mobility is a basic feature for all tactical systems.
Protection is the key behind which are security,  electronic countermeasures, and
data  encryption.  Communications  support  should  provide  enough  capacity  for
command  and  functional  services  support.  Not  least,  the  system  must  ensure
interoperability between national and international areas, within the North Atlantic
Alliance or with the military structures of the member nations of the European Union.
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Turbulence,  as  each  social  environment,  particularly  the  security
environment means a plus of risk and uncertainty. The political factors use security
risks to cover own uncertainties subordinating the national security to a collective
umbrella and this does as the collective security risks to also become national risks
of security and safety.

A  report  aiming  to  identify  the  trends  of  world  evolution  by  taking  into
consideration  some  factors  to  potentate  them  as:  globalization,  demography,
ascension of some power in the world, erosion of some political global institutions,
geo-climatic changes, energetic problems, etc. concluded the world will confront with
disturbances, turbulence, chaos and violence. Violent changes to the government
are predictable, escalation of armed conflict,  massive diminution of budgets with
social  impact  etc.21 Since  the  nowadays  globalized  world  characterizes  by  a
synchronized fragility wherein the chaos news instantaneously spread, each threat
to the security and safety aspects can generate truly investments’  quarantine for
different  businessmen  able  to  negatively  influence  the  undergoing  of  the  state
situated on an emergence trend. 

More then two decades ago, the normal security state was bipolar. Around
USA and respectively USSR were aligned the majority of other states, the security
disputes  undergoing  preponderantly  in  the  UN  framework,  the  world  body
recognized  in  security  crises  management.  Following  USSR  dismantled,  world
security reported to a single military superpower. 

Globally, many of USA satellite countries as well as many of the countries
which  were  under  the  political  and  military  influence  of  USSR  seen  they  were
compelled  to  manage  individually  their  security  environment.  Concomitantly,  the
process of ignoring the global security institutions, particularly UN, the place where
were developed principles and mechanisms universally available of world security
defence, this happened because many G-type elitist forums appeared and asserted.
The normality state of world security started to be traced by misunderstandings of
the most important states, weather they were five, seven, ten or twenty of them. 

Basically,  the secretly meetings of some states have as strategic goal to
agree on common interest issues and not only a basic approach of those, with the
consultation of all nations. These global actions result did as on local plan to be
emphasized the risks and threats against area and global security. Often, in majority
of cases, USA as main actor of security environment, NATO, the European Union,
even other states were involved in the installing of an agreed order. For example,
the Iraq, Afganistan, former Yugoslavia, countries from the Northern Africa, Mali etc.

21 In  detail,  Global  Trends  2025:  A Transformed  World,  U.S.  Office  of  the  National  Intelligence  Council,
November, 2008.
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situations represents the same cases wherein the changes of government regime
were possible by great military actions wherein actively participated foreign military
forces.

Certain situations represented the same turbulences of the world security
environment, what entitles us to sustain the opinions in regard to which the normality
situation of world security starts to be one of the unpredictable but also accentuated
turbulences in an increasingly globalized world. Countries become more fearful and
are  ready  to  easily  renounce  to  part  of  their  sovereignty  for  the  illusion  of  a
recognized and integrated national security on a NATO type system. The result is
multipolar  world  wherein  are  developed  causalities  and  new  mechanisms  of
threatening the security.

Nowadays  security,  which  normality  is  given  exactly  by  increased
turbulence is quite different from the normal security of the bipolar world. Today, the
peacetime and wartime do not succeed leaving enough time for certain ratios of
predictability.  Nowadays, world’s country can expect many dramatic disturbances
with major implications over security resulting in enhanced ratios of general risk and
uncertainty  for  the  security  environment.  Some  of  these  defy  treaties  and
agreements to which the countries are part in and the interests of moment become
filters for public treatment of principles. 

The  new  normality  of  security  environment  is  given  by  the  enhanced
turbulence. Therefore, the states governs are provoked to understand it better, to
accept it as a whole and then to imagine new ways and strategies to confront it. 

II. GLOBALYZING VALLENCES OF LOGISTICS 
In order to answer to the questions referring to the significances of future

logistics, the university professor Bernd Helmut Kortschak PhD, from the Economic
University in Vienna22, insisted the logistics already determines complex interactions
grounded on the labour division and the labour specialization between elements,
functions, compartments and enterprises, between national and international, under
the  conditions  of  seller’s  market  into  a  buyer  market  transformation.  By  this
perspective, there is needed for the logistics to be considered as an instrument to
optimize  the  efforts  in  certain  fields  of  human  activity,  from  the  merchandises
transportation  to  the  hospital  functioning,  from  a  business  negotiation  to  the
assertion of measures to defend the environment, in a connection uniting the firm or
organization logistics with the administrative area logistics, the national logistics with
the European or world logistics. 
22 Korka, Mihail, Time – an optimization factor of the economical agents activity, article, Logistic Systems, no 2,
August  1991,  pp.  7-8.  In  detail,  Kortschak,  Bernd  H.,  Was is  Logistik?,  wirtschfts  –  Forderungsinstitut  der
Handelsskammer, 1990.
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The problems of getting far or close the raw materials and sub-ensembles
from the places of their manufacturing, followed by the distancing or approaching the
finite products from the final consumers were greatly increasing in the late three-four
decades  of  XX century  emphasizing  the  integrator  processes of  production  and
consumption. Also, since the integrated economy was supported by the electronic
computer integration in the logistics flows, the logistics itself known a superior level
of  development,  and  now  is  represented  by  English  emblems  CIM  -  Computer
Integrated Manufacturing, and CIL - Computer Integrated Logistics. Consequently,
the present and future logistics step by step gets close to the organizational (firm)
management  spheres  with  remarkable  effects  in  the  field  of  stimulating  the
economic  efficiency  as  well  as  in  the  plan  of  qualitative  satisfaction  of  clients’
requests, the relevance of modern logistics consisting in the managerial process of
rigorous  determination  of  the  moment  to  find  each  milestone  submitted  to  the
transformation  in  the  quantity  and  quality,  in  the  spots  requested  by  the  chain
creating value. The new logistics science and the logistics system functioning tend
to focus on clear elements of time, distance and space as basic factors in all the
exchange processes of goods, information and financial means taking place while
the value is produced. 

If  under  the  conditions  of  producer’s  (seller’s)  market  the  goods  were
absorbed by the market, being enough the maximal exploitation of resources, with
focus of the labour productivity growth, on the future market, specific for consumers’
particularities,  gains  heaviness  the  activities  specific  for  bargain  sale.  Certain
productive patterns presume a rethinking of production, with focus on small series
production  even  on  production  on  demand,  but  also  to  proper  costs,  similar  or
smaller then the ones specific for the large or mass series production.

From  logistical  perspective,  the  interaction  between  the  active  and  the
passive  elements  of  production constitutes  a  succession of  ordinate  phases,  as
regards the labour specialization but also to answer  to the commandments about
time,  speed,  distance  and  space,  the  relational  chain  being  connected  to  the
optimum creation of value. thus, the future logistics asserts as coordination science -
with minimum costs of time, speed, distance and space of the active and passive
elements  in  order  to  increase  the  capacity  of  flexibility  and  adaptability  to  the
permanent modifications of framework-conditions of functioning of the market.   

In  order  to  encounter  these  commandments,  the  logistics  must  monitor
watch over the competitive maintenance of firm on market, and the provision of the
enterprise survival is determined by two goals, which become the financial limits of
logistical optimization thus: at one hand, there must be obtained long time financial
overpayment in order to cultivate the credibility of the enterprise in creditors's vision
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and,  on the other  hand,  there must  be favorable  managed the current  payment
capacity. 

In  the  context  of  a  pronounced  specialization  of  economic  agents,  the
ongoing by the passive elements - materials, raw materials and energetic resources
flows, of firm chain and distances between geographical interest spots presumes the
use of some active elements - equipments, humans, machines, energy, information,
by the transport structures which mission consist in covering these distances. but
the logistical chain comprises the totality of units and activities intertwining between
the  sources  of  material  raw,  materials,  sub-ensemble  and  energetic  products
supplied by an economic agent and the sale by the final consumer of the wanted
product.

Under the conditions of economic activity undergone on the buyer's market
while  the  goods  get  close  to  it,  it  rises  the  cost  of  risk  financing  to  be  in  the
impossibility to sell the product offered on market. Because the goods, once sent on
market hardly can be withdrawn to be improved under the conditions of stronger
affirmation of buyer's market when appear very high supplementary costs owed to
the distribution added differently  from an enterprise to another  to  the production
costs.

 If in the late 30-40 years the costs manifested an increasing trend in the
personnel,  supply,  design and production installations accomplishment field,  they
must be taken into consideration the opinions supporting the need to afford great
importance  to  the  signals  coming  from the  cost  of  data  processing,  one  of  the
future's  logistics  strategies  regarding  just  the  replacement  of  costly  physical
processes (deployment of materials) with processes of treating the information with
benefic effects over the surrounding environment protection. 

At one hand, the logistical solution presumes the reorganization of storage
activities undergone by the firm starting from the requirements to select the goods
closely concordantly to the buyers' demands, and, on the other hand, a logistical
pattern of cooperation between producer, the detailed commerce and transportation
partners by whom the intermediary storages become informational sources for the
optimization of foods flows. The logistical approach of production actually coincides
to  the  transition  from  processed  products  orientation  to  the  stocks  of  materials
management - product policy, to the conduct of fabrication and provision of materials
flows fluency reaching to a mix of fabrication.

Essentially, professor Bernd Kortschak sustains the apparition of logistical
management considered as new philosophy of firm leadership by the permeability of
functional compartments correlated to decisions of "when, where, how much, why,
etc." type with impact over the whole process of creating value. Even it is not seen
isolated as process of a firm but as spatial process of all the functional structures
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with involvement role, the firm's efficiency integrating in the optimum efficiency of the
group.

Moreover, sociologist Ilie Bădescu, starting from the significances inspired
from A.  Comte message,  in  conformity  to  whom the positivism preaching is  the
single real and complete religion states the logistics unifying with the institution and
computer recovered for the real field the positive religion essences, the institutional
computerized logistics being now apt to grow the situational states to the highest
ratio of human creation, single by its power to penetrate absolutely everything, from
soul to intellect, from object to senses, from feelings to idea, etc.23

In  order  to  get  such  powers,  science  must  accumulate  those  types  of
capacities  by  which  can  be  controlled  space  and  time,  the  creation  of  these
capacities  representing the main  preoccupation  of  logistics  because the science
without logistics contribution remains furthermore all that was, part of culture with
great analytical power but low prospective power.

The human powers over the space and time were studied many time by
religion and metaphysics and now they became object of study of science, owed to
the  synthesis  between  logistics,  institutions  and  computer.  The  English  terms
Computer Integrated Manufacturing and Computer Integrated Logistics point out a
new  phase  in  the  evolution  of  logistics,  its  computerized  phase  and  the
computerization  of  logistical  operations.  By  this  phase,  science  can  keep under
observance planetary even cosmic layouts, able to intervene in the temporal sequels
succession  transforming  the  successive  temporal  sequels  in  synchronized  thus
simultaneous even reversible sequels.  

By the unifying of computerized logistics with the institution there reached to
the logistical management from this moment being able to speak about institutional
logistics.

From  logistical  perspective,  sociologist  Ilie  Bădescu  considers  world  is
already shared in three logistical types of societies, as follows:

a)  societies  already  entered  in  the  corporatist  era  already  adopting  the
corporatist  logistics  as  principle  of  structural;  organization  wherein  the  power  of
managers is different from the political power.

b) societies which are still  in the time of classical industrial democracies,
well-known  by  the  British  model  and  grounded  on  principles  of  public  powers
separation, with inside self-control by the civil societies of autonomous individuals
free  to  adopt  by  own  decisions  forms  of  association  dictated  by  the  logics  of
interests and fulfilled under reasonable form of contracts.

23 Bădescu,  Ilie,  Institutional  Logistic  and  political  field  structure  (contributions  to  the  power  study), work
presented to the Sociologist Association in Romania, Sinaia, 1992.
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c) societies which are in full era of masses, wherein it cannot be realized the
individuals autonomy - specific for the civil society - and neither the corps autonomy
specific for the corporatist model. This was the situation of communist countries and
is probably the - military or political - dictatorship situation from different parts of the
planet. 

By this perspective, Romania, barely exists from the masses era it is forced
by the political elite to enter in the system of classical industrial democracies while
the managerial component hardly tries to bring the society toward the corporatist
system.

The  new  logistics  is  nowadays  not  only  the  way  to  follow  toward  new
instrumental power of human but also the way to a new form of democracy which
cannot detour but the elite with such egoism that they are caught in opposition to
own peoples. In this acceptation, logistics refers to those systems and strategies by
which there can be controlled the distances (between different units) and flows or
temporal sequels of some logistical activities - as, for example, the transit of a chain
of  enterprises  by the materials  flows,  raw materials  and resources.  This  control
means specific  power  to  shorten the periods of  time,  compression of  distances,
inversion of temporal sequels, re-establishment of operations tact, etc. Distances to
be transited compose the logistical chains which can be computerized controlled
thus the institution gains anthropological features, being the same thinking system
and action system. 

The preoccupation centred on the institutional logistics developed outside
the  logistics,  close  related  with  the  problematic  of  social  harmony  under  the
conditions of human groups dimension increase. 

The  institutional  logistics  describes  the  particular  manner  an  institution
growths - rhythms, forms, consequences, critical points of this process - meaning
the institution's ages, how rapid it grows, gets mature and get old as thinking system
as well as manner of action, meaning the replacement rate - what consequences,
loss of synchronism, how and why it blocks in certain conditions, the growth and
functionality of the institution, etc. From logistical perspective, in the late period of
time it passes from the small institution to the megalithic institution which neither the
strongest  national  states  cannot  control.  Terrorism,  money  laundering,  financial
operations  are  examples  of  putting  the  state  institutions  in  inferiority  situation
compared to institutions it directly guide them. 

An  institution  is  a  model  of  collective  thinking,  commonly  used  by  the
members of a group in order to solve social issues they confront with. Combination,
selection,  dissemination,  innovation  and  transformation  of  models  of  action  and
collective thinking – social logics – represent other field of study and research of
institutional logistics. In any society it creates a true logistical field in the deep area
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of  collective  conscience.  It  represents  the  logistical  basis  of  institutions  growth,
manifesting  as  values,  symbols,  conceptions  of  social  and  political  philosophy,
thinking styles and languages. 

The logistical basis of institution's growth has its own dynamic, own law of
development. This basis, at general level, it is not the privileged opera of politicians,
but the correlated effort of logistical bodies formed by philosophers, savants, writers,
artists, strategists, etc., meaning whole apparatus called in to work to the logistics
renewal of society, to the re-launch of institutions' growth process.

Organizations' growth seems to be logistical type, meaning an exponential
growth with saturation, the growing process starting from the inferior, almost zero,
threshold  following  an  exponential  development  until  a  flexible  point  and then a
growth with saturation until it is reached a superior limit of growth. As a whole, the
problem  is  extremely  important  because  by  its  resolution  depends  on  the
maintenance  of  national  societies  integrity  under  the  conditions  of  increasing
influence of some corporatist social groups. The internationalization of economic life
threats the integrity of national societies and this takes to the surface the annihilation
of consensus and violence enlargement. 

As the logistics is perceived as technical-material and managerial basis of
stimulating  the  globalization  implementation  of  any  nature,  political,  economic,
security, etc., it becomes responsible also about how are structured the elements of
resistance of the global security  environment.  By logistics is brushed the way to
globalization and also by logistics are germinated causes accentuating turbulences
of security environment. 

III. ACTUAL FACTORS OF LOGISTICAL NATURE ABLE TO GENERATE
TURBULENCES IN THE SECURITY ENVIRONMENT 

The  informatics  technology,  innovative  research,  commercial  ability,
freedom of finances movement, labour force and products, etc. became logistical
vectors of globalization and influence of security environment owed to their  deep
roots in fields as: research, development, economic and technological. 

For each, the informatics technology is causes and result of globalization.
The  discoveries  with  immediate  application  in  calculus  technique,  in
telecommunications, in soft, etc. lead to the rapid transfer of data, information and
knowledge to all the world. By the creation of interconnections able to put in touch all
the humans, they slowly transformed from citizens of one country in global citizens.
Consequently,  by  the  use  of  informatics  technology,  isolated  citizens  and  small
groups of people with specific interests, worsened by religious, nationalist, political
and other nature nuances, can transform from isolated situations in real turbulences
over the global security environment. 
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Terrorism,  informatics  attacks,  armament,  drugs  or  radioactive  materials
traffic,  etc.,  the  serious  infringement  of  elementary  human  rights,  etc.  are  such
examples of isolated actions which at least in the late decades transformed in real
global  crises.  The amplitude of  collective  security  aspects  generates  by terrorist
attacks in 2001, the decay of human rights situation in Iraq, Afghanistan, Libya and
Mali, etc. witness these evolutions. 

The informatics technology evolves in an exponential rhythm. The speciality
environments already consider the new „cloud computing” informatics engines are
capable  to  push the globalization on new qualitative  tops  because „..  refer  to  a
complex  infrastructure  of  communication  on  internet  in  which  framework  the
informatics capabilities are provided as informatics services in the new internet and
they do not need general or specialized knowledge and either capacity of control
over the technological infrastructure provisioning these services”.24

The informatics  technology  makes possible  the connection of  anybody -
individual or small firm, large firm or nation, etc. - to the any nature services offered
by internet. In such environment, the distortions of interests can generate different
turbulences  with  major  involvements  over  the  general  security  environment.  By
extremely cheap and extremely performing services, the interconnections become
more  complex,  more  performing  but  extremely  vulnerable.  Consequently,  the
security environments - individual and institutional become more interconnected and
more vulnerable. By the same considerations, the security environment becomes
more turbulent, and needs multiple efforts of continuous cleaning.   

The top scientific environment from the informatics technology uses in the
common  vocabulary  collocations  as  „Disruptive  innovation  and  disruptive
technology”25,  „radical  innovations and creator  destruction”26,  „Inferior  deployment
and deployment with creation of new markets”27,  which assign special innovation
meant to produce a spectacular change in the market, when the daily technology
trends to maintain on top. As this concerns, small technological curls can endanger
the  silence  of  those  trusting  in  the  oceanic  dimension  and  capacity  of  lately
accumulated technology.  The inferior deployment is considered to take place when
the rhythm of products enhancement overlaps the speed the clients can adopt the
new performance and the deployment with new market takes place when a product

24 Philip Kotler, John A. Caslione,  Chaotics. Management and marketing in turbulent times, Public Publishing
House, Bucharest, 2009, p. 21.
25 In  detail,  Clayton  M.  Cristensen,  Michael  E.  Raynor,  The  Inovator's  Solution:  Creating  and  Sustaining
Successful Growth, Harvard Business School Press, Cambridge, MA, 1997.
26 In detail, Joseph Schumpeter, Ten great  economists, Public Publishing House, Bucharest, 2010.
27 In detail, Clayton M. Cristiansen, The Inovator's Dilema: When New Technologies Cause Great Firms to Fail,
Harvard Business School Presss, Cambridge, MA, 1997.
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corresponds to the needs of a new or forming market sequel and which the existent
providers already ignore. 

The  series  of  innovative  centres  are  more  than  obvious  threat  for  the
mammoth structures of economic life but also for the nations supporting on such
global strongly centralized, divisionary firms. On this background, there appear more
frequent appreciations as "American anxiety springs from something more profound:
a feeling the world is trespassed by all directions by disruptive forces which cannot
be neglected. In almost all the activity fields, in utmost al the aspects of living, one
might say the past patterns are up-side-down. „On the throne climbs the swirl that
chased Zeus away”, wrote Aristofan two thousand and four hundred years ago. And
- for the first time in the recent history – the United States do not seem to be in the
top of the impetuous assault. Americans see how a new world is born, but they fear
born in far away parts of the world and from foreign peoples”28.

Basically, small firms which for great period of time looked to the large firms
situated to the "rich people table", do not agree the company of the mammoths, but
they  wish  to  master  that  table.  Therefore,  it  is  expected  for  the  small  firms  to
„..exploit  in  own advantage the  chaos provoked by the  unstable  balance of  the
economic  and  political  power  in  the  world.  These  extremely  ambitious  and
aggressive companies would not spare any effort to defeat their competitors from
the developed economies because the most robust profits are to find in here. In
order to smooth the competitive game field, these aspirants to the world glory in far
places, being in full ascension, will not renounce to any effort in order to provoke the
necessary chaos to defeat or buy with weapons and luggage, the market occupiers
in the developed world”29. But, such abstrictions are generator of acute turbulences
of the global security environment in which framework "The competitive advantage
gains more transitory feature and the most profitable firms are those which migrate
from a competitive position to another, by turbulence and chaos”30. 

In a turbulent  security  environment,  generated by economic and terrorist
actions, the acute situations can be generated by excesses or nationalist bursts, by
unilateral changes of generally accepted rules. For example, USA rejected in 2006
the initiative of a strong Arabian fund of investments to develop great businesses in
few American  harbours.  The  same,  the  French  president  in  2008 proposed the
constitution of own European funds, to be invested in firms hit by the world financial
crisis  in  order  to  protect  them  from  "predators",  from  actions  of  „extremely

28 Fareed Zakaria, The Rise of the Rest, Newsweek, 12 may 2008, htp://www.newsweek.com/
29 Pfilip Kotler, John A. Caslione, quoted work, pp.50-51.
30 In detail, Richard D'Aveni, Hypercompetition: Managing the Dinamics of Strategic Maneuvering, Free Press,
New York, 2004.
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aggressive sovereign funds”31. But, the enlargement of the undemocratic role of the
state  in  the  infringement  of  the  general  framework  of  liberties  creates  new
turbulences in the general security environment.  

31 In detail,  Sovereign funds Become Big Speculators, Washington Post, August 12, 2008; Reuters „Sarkozy
Wants Europe Sovereign Fund to Fight Crisis”, 21 October 2008.
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A possible counter-disaster strategy

Although it is not the time yet, the man has to think about when the Earth will
say goodbye to him, thanking him for the visit  and sending him into the world of
eternal or simply banishing him from his space. Or about the time when, due to the
fact  that  for  thousands of years he cut  himself  in  the foot alone,  destroying the
natural environment in favor of an architectural and infrastructural concept which is
not  approved  by  the  Earth,  he  will  have  to  bear  the  fault  effect  between  the
pressures created by humans on the natural  environment and the possible (and
predictable) reactions of the medium.

In both cases, the man must be prepared to accept or not such an end or
passage.  Beyond  what  can  be  speculated  or  imagined,  there  is  an  imminent,
predictable reality in its essence. According to the data we have, mortals, about man
and his land condition, the way that we'll probably go through it if peak load that we
mentioned above is just a simple point on a line upward to unbearable, i.e. to a sum
of a saturated space, with tens of billions of people and infrastructures that, probably
will not even fit on the terrestrial land, nor on the aquatic one, then the end could be
a choking by consuming all resources.

No matter how „caring“ Terra would be, with its population of intelligent and
insightful human beings, it can’t feed everybody or to provide them resources and
place for living, and the pessimistic Malthusian assumptions will  be proved to be
real. Earth is a living planet with a pretty intense geophysical activity, but that is no
longer what it was. Earth is no longer a glowing planet, and its evolution is, logically
speaking, to a more and more pronounced cooling. Perhaps, before disappearing, it
will become a simple inert rock in the Solar System and in the Universe. So far, its
interior temperature, at 100 km depth, is of 2400 °C, and the outside temperature at
100 km altitude is of -100 ° C.34  This huge difference says a lot.

It is clear that man will not be eternal on planet Earth, as it is now. The final
issue is whether it will be a suddenly one, caused by an endogenous or exogenous
catastrophe or whether it will  be a natural one, in the sense that everything that
exists deserves to perish. 

Such a premise is more than sad, but as it is well known, the law of energy
conservation and transformation, in nature, nothing is lost, nothing is gained, but
everything changes. When?, How? and Why? remain irrelevant questions here in
this reasoning about the Man and the Earth... It is clear for everyone, that at one
time, the Earth will  not support us or it  will  become inert  to our the presence or
disappearance and of the biosphere in general.

34 Source: http://www.notre-planete.info/terre/chiffres_cle.php
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This reasoning, for the human being, is both a reality which, at one time, can
become a sum of challenges, dangers and threats to life, in general, and to human
beings in particular, and a perspective that must generate a solution. Neither the
solution nor the finding ways are linear and cross, but lasting, non-linear and highly
complicated.

Humanizing the planet is natural, in terms of humans and the environment,
but it can become dangerous when a man destroys his natural environment in the
favor of an artificial one, created by him, the man, without respecting the nature laws
or violations. It is possible to build ski slopes in Dubai or in the desert by using some
man-made enclosures and some adequate facilities. It is also possible to achieve
some exceptional conditions for human life, created by him, but one day, without
knowing precisely when and how, a huge earthquake can start that simply blows
away entire towns on earth's surface. The cosmic, accidental or not, positioning of a
celestial body of comparable size to that of the moon on a trajectory around the
Earth is also possible, and this could lead to a sudden rise of the ocean water levels
in some regions and flooding in some parts of the coast with waves of over one
hundred and fifty feet, as it is assumed that things would have happened when the
moon became Earth's natural satellite.

These events and a lot more are possible and even predictable. Scientists
carefully have supervised and monitored them (obviously those discovered) for a
long time. But the means to protect the planet against them and their effects are not
and  can  not  be  beyond  human  reach,  although  there  are  some,  from  ballistic
missiles  to  the  laser  systems  and  the  systems  of  amplifying  the  waves  and
producing of some strong fields or shields.

There are also research programs to design and implement some security
and defense systems to enable the protection of the planet, or at least some large
parts  against  such  effects  generated  by  the  cosmic  pressures.  One  of  these
programs, but not the only one, is HAARP (High Frequency Active Auroral Research
Program), which studies the behavior of the ionosphere at high frequency waves
bombing.

Thus, the fundamental problem of planet Earth begins to be more and more
transmuted  on  one  of  the  biosphere  components,  which  exceeds  the  natural
dimension of the biological environment, namely the  population. The demographic
factor  gains  a  cosmic  value,  being  very  important  and  very  responsible  for  the
security of the planet.

Here is how this factor is presented 35:

35 Source:  Estimations  du  Population  Reference  Bureau,
http://www.prb.org/FrenchContent/Articles/2013/people-ever-lived-fr.aspx
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In 2012, the population on Earth was over 7 billion people (7,073,619,015)
and the number of birth for one thousand people was of 19.2, while the mortality rate
was of 8.2 for one thousand people. The natural raising was of 1.2 36 between 2005
and 2010. In many countries, this indicator begins to be negative, the population of
these countries, including Romania, is decreasing.

But  on  the  whole,  the  planet's  population  is  growing.  According  to  some
estimates37, the world population will be of ten billion people in 2050, and probably, it
will  keep  growing  at  the  same  rate  up  to  a  maximum of  12.5  billion,  which  is
expected to  be  reached in  2115,  following that,  afterwards,  to  begin  to  decline,
falling in 2150 to 10 billion people, the main cause being a decrease in the number
of births per family and especially of the girls.

The demographic situation until 2150 is as follows:

36 Source: http://www.universalis.fr/chiffres-monde/demographie/
37 http://www.planetoscope.com/natalite/5-croissance-de-la-population-mondiale-sur-terre-naissances---
deces-.html
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There are certainly other causes, such as the degradation and aging of the
human being, the depletion of the resources which are excessively exploited by the
civilization etc.  Thus, it  appears that zinc resources will  be finished in 2025, the
uranium in 2040, the nickel in 2048, the 2050 oil, the natural gas in 2072, the coal in
215838. 

Usually,  the  estimations  so  far,  in  connection  with  the  depletion  of  oil
resources, for example, it has been demonstrated. It's hard to believe, for example,
that after the next 12 years, there will be no zinc on our planet! Earth is a living
planet, in full swing, and some of the important resources for the biosphere, and also
for the life of the planet, will continue to reproduce. Some researchers (the team led
by Vladimir Porfiriev, but not only), continuing the researches started many years
ago, jumped in 1960 to the conclusion that oil is not of biotic nature, but abiotic, it
being  produced in  the  depths  of  the  earth,  at  very  high  temperatures  and  high
pressure,  and coming outside (i.e.  in  the depths of  the earth's  crust  that  has a
thickness of 30 km) in the form of cold rash. This is meaning that, as long as the
earth has a geophysical activity, there will be conditions that reproduce oil. Important
is  not  the  resource  itself,  which,  if  we  accept  this  theory,  it  is  practically
inexhaustible, but the means to ensure its extraction from very large depths of 15-20
km and even more. Therefore, only now the Romanian engineer Ion St. Basgan’s
invention begins to be fully exploited regarding the extraction from very large depths,
the successive overcoming of some thresholds, starting at the one of two thousand
meters, then the one of 9,000 meters and reaching the 15,000 meters through the
ingenious use of some really refined theories and applications such as, for example,
the  one  of  sonicity  of  an  another  great  Romanian  inventor,  George  (Gogu)
Constantinescu39. 

And one  more  very important  thing.  Oil  and natural  gas  are  not  the only
energy  resources  that  can  be  used  by  earthlings.  The  energy  of  the  universe
appears to be nuclear, but it can not be currently handled properly. It's too young

38 Ibidem.
39 The engineer Ion Şt. Basgan is of of the inventors who let the future behind them. Thus, the engineer Basgan
seems, today, like most common people, only one man about too little people remember about. The enginner
Basgan, even if he had a modest behaviour – the same as any valuable man –, he was not a common person,
but a bright personality and a great inventor.
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and too aggressive in knowing people! And even if it could be, the great oil and gas
tycoons, those of the oil and gas civilization, would not allow it, unless there would
be a revolution in the field of energy, a great revolution, requiring such jump. It's a
leap similar to the one produced in the military means from the bow with arrows to
the firearms, from the firearms to the nuclear weapon and from the nuclear weapon
to the weapon of wave amplification and influence of human behavior. People do not
always obey even the earth and the cosmos, but shapes the existing according to
the  specific  necessities.  Creating  their  own  nature,  they  assault  somehow  the
Mother Nature, and oblige it to assimilate and the men’s production too, and she
willy-nilly, supports them as long as people are present, as she fears them. But as
soon as they leave the place, nature takes over and begins to make it clean and
tidy.

If we looked only the humanizing of the planet from this perspective, the effect
would  be  the  denaturalization  of  the  planet.  Specifically,  the  transformation  of
geological  and  biological  nature  of  the  planet  in  a  human  nature.  Man  has  an
aggressive  attitude  towards  nature  (which  he  calls  it  “constructive”)  as  current
civilization  in  its  expansion  to  all  horizons,  had  an  offensive,  even  aggressive
attitude over the centuries, destroying practically the ancient existing civilizations on
the American continent and imposing the European one, marking the civilizing of
these  uncivilized  spaces,  but  which  created,  however,  Machu  Picchu,  an  Inca
civilization monument, the pyramid at Chichen Itza Castilio, temples and buildings of
some  cultures  which  not  even  today  are  fully  known  in  all  their  majesty  and
splendor.

So do the people in their  effort to civilize the planet:  require. That means:
demolish and build. Their project is not fully consonant with the project of the nature.
Man transforms the nature of the planet in what he wants, deceiving himself with the
thought that nature will obey him, the man, and that he, the demiurge-man, will be
able to change the world. The highways will travel Amazonia, as they currently cross
the Nevada desert, the energetic infrastructures will cross the oceans, many of the
major cities of the future will be built, perhaps underground and even in the deep
ocean, especially when they invent and improve the water desalination systems and
extracting from it the breathable consumable oxygen and hydrogen. Oceans occupy
71% of  the planet's  surface and contain  97% of  the  water  on  the planet.  They
receive 80% of the precipitation and attract 90% of the Earth. The oceans contribute
to the distribution of solar heat on the planet. The salinity and temperature determine
the density of the oceans and plays an important role in shaping the ocean currents.
Researchers at Scripps Institution of Oceanography (UC San Diego) found out that
in the last half of the twentieth century, there were oceans salinity changes caused
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by  humans40.  Warming  and  increased  the  carbon  dioxide,  due  to  the  human
activities,  show that  the  salinity  of  the  oceans,  particularly  the  North  Atlantic  is
decreasing. Combining the analysis of salinity with temperature analysis helps to
understand the global evolution of the oceans.

Of course, the man’s life, as he looks now, is not possible in the depths of the
ocean, as it is not possible in the cosmic space. But man lives very well in the orbital
bases, in the space shuttles, and perhaps in the future, there will be true habitable
orbital bases at very high altitude, which should continue the space exploration, the
solar system and other constellations, planets and more distant celestial heavenly
bodies.

This  is  the  exogenous  size  of  scientific  knowledge  and  cosmic  space
epistemology. There is also an endogenous dimension of this knowledge, that of
Earth planet and the interaction between geophysical and geo-climatic nature, the
cosmic nature and human nature. In general, between the geophysical nature and
the human nature, there is no full correspondence. It seems that the human nature
is not fully contained in the earth, even if  the man is a product of  the earth, as
everyone knows, though, according to some theories, it  may not be. The human
attitude towards nature is not only a good adaptation to its requirements, but also
one to  change these conditions of  creation,  even against  planetary nature,  of  a
specific and friendly nature of the human being.

The  human  attitude  is  one  of  the  possessive,  dominant  type.  But  still
possessive is the nature attitude, since it destroys all man-made when it can do it.
The man works, generally, against the nature and not for it, and the nature reaction
as such.

And  yet,  between  the  planet  nature  and  human  nature  there  is  a  close
interaction. It is present in geo-politicians’ theories, but also in many literary, artistic
and scientific works.

In 1916, Kjellen publishes a work entitled "State as a form of life", which has a
very strong influence on Karl Haushofer (1869-1946) and other geo-politicians. The
state  is  a  living  organism,  sustains  Kjellen,  among the  space  which  is  lived  by
people, the state policy and the quality of people being settled as an important even
essential conditioning, because the man is an earthly being.

Ratzel takes from Kjellen the idea of the state as a living organism. In Ratzel's
concept,  State has two main elements:  people and the  geographical space.  The
people have nothing to do with the social. It is a group of individuals bound together
not by race, but the land on which they live. The earth as a support, the earth as a

40 Les  activités  humaines  modifient  la  salinité  océanique, http://www.notre-planete.info/actualites/
actu_3655_salinite_ocean_rechauffement_climatique.php
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determinant  space  in  the  human  being’s  physiognomy  and  philosophy,  has  a
demiurgic role on the human being, in the sense that the earth created the man and
it also holds him, transforms him and keeps him forever. And even if he would not
have been created by the earth,  the planet  has already accepted,  adapted and
assimilated him the most.

In fact, in our opinion, it seems that the geographical space is the one which
generated or,  in  any case,  conditioned,  largely  (but  not  entirely!),  the  difference
between sedentary and migratory populations.

The  sedentary  man  lives  in  a  full  area,  in  a  space  with  resources.  His
philosophy is  the  one  of  the  full  space.  Man reaps what  nature  gives  him and
cultivates the land, because the land is fertile. Therefore, he is not interested in
leaving or horizons, but only the vertical dimension, i.e. the sky that gives him light,
heat and rain,  and the earth, which gives him fruit.  The sedentary man looks to
heaven and prays to God to give rain and sunshine, and the land that he works and
loves  to  bear  fruit.  His  character  is  formed in  the  relationship,  in  this  repetitive
construction as day and night, as the seasons and the life. Under these conditions of
survival in a natural environment, the sedentary man doesn’t offend the land, but
helps it, loves it as a being, he ennobles it, even if the land does not fully support or
his action or its effect. 

Obviously, in the twenty-first century, the sedentary is not the same as the
one at the beginning of the world.

Immigrant populations formed generally in a hostile area, in an area without
resources. Obviously, there isn’t only one such space, but when it  comes to this
concept, we mostly locate it in the northern Caspian Sea area and the Far East, an
area  of  steppe,  which  Gérard  Chaliand  in  the  introduction  of  his  famous  study
Anthologie  mondiale  de  la  strategie,  calls  it  disruptive  foyer41.  For  the  migrant  -
warrior or not – the departure is crucial. In search of a better place under the sun.
His philosophy is one of the empty space. Therefore, his gaze scans the horizon,
looking for food, shelter and survival conditions. He doesn’t bear the imprint of the
earth, but the one of the movement, the search for a better place, it is there to rub
the populations (if it is a migratory warrior) or to stabilize, to be sedentary, even if the
philosophy of migrants, at least in the time of antiquity and the Middle Ages, it was
none of this kind. They could not live without moving because they suffocated. The
full room was for them, pressing, overwhelming. But, as it is well known, in the end,
these migratory  populations were sedentary,  even if  they still  keep some of  the
essences of the ancestors’ migratory spirit.

41 Gérard Chaliand, Anthologie mondiale de la stratégie des origines jusqu’au nucléaire, Edition Laffont, Paris,
1990.
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Kjellen refuses the nationalities policy, which is already in vogue after World
War I, sustaining rather an imperial politics of the type of one from the past Austro-
Hungarian  Empire,  or  maybe  one  that  is  close  to  what  is  called  now  modern
multiethnic state, although we doubt that there may be something into life. Ratzel's
conception puts the state and its elements over populations. They belong to the
state,  are  a  part  of  it,  but  not  everything.  The state  is  essential,  it  has a  great
importance.  Karl  Haushofer  will  otherwise  use  what  Ratzel  called  vital  space,
namely the space of life and will develop a concept - pan iden - a kind of hegemony
areas  dominated  by  powerful,  expansive  civilizations.  The  geographic  pivot,  the
heartland, about which Mackinder was talking and, in accord, the  rimland - edge
pivots – noticed by Nicolas Spykman and contained in U.S. strategy of damming
(containment) of the communism, are other clear and unmistakable landmarks of the
interaction analysis between  space and man, between space and civilization.

And  this  is  geopolitics.  A  science  of  interactions  and  pressures  between
states, as Ion Conea called it. People and space, that they live, often form specific
identities with an exceptional role in history and future planning.

The land was already divided. There are only the deep resources - and they
somehow limited, although they are regenerated by the geophysical activity of the
planet  -  but  the  man continues,  on  the  one  hand,  to  war  with  his  neighbor  for
markets,  resources,  power, domination and influence, and on the other hand, to
apply a policy of "strategic coverage" through infrastructures and buildings of his
own imagination, of natural space, regenerating it,  namely, converting it  into one
dominated by the human nature. America today is superposed over the America of
earlier civilizations, of which there was nothing left but footprints. Impressive, that's
right, but only traces.

Human  actions  on  earth  nature  and  cosmic  pressures  generate  a  set  of
challenges,  dangers  and  threats  for  humans  and  Earth,  which,  exploiting  the
vulnerabilities of the planet  and of the people on them, might generate, once, a
disaster.

Therefore, we believe it would be good for the man, taking into account the
systems and flows of challenges, dangers and threats to the planet and thus to his
address, some of them even produced by himself, and also the vulnerabilities to
them, to calculate as accurately as possible (as far as it can be talking about the
Universe accuracy) the risk level, with values  between 0 and 1, and based on the
results and the need for survival, development and security, to develop a strategy or
set of strategies to prevent a disaster and generate an appropriate human behavior.

This is necessary because the planet humanization could mean not only the
domination of the natural space by the people, but also to generate an imbalance
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leading to the collapse of the natural conditions of people’s life, and as such, to the
destruction of its own environment and therefore the disappearance of the earth.

We believe that a political decision, unanimously accepted, is necessary, by
which  to  define  and  legislate  a  system  of  norms,  principles  and  procedures,
recorded in laws and clear regulations regarding this vital area for human survival on
the planet and even the survival of the planet from the perspective of the human
being.

A strategy of defense, security and protection of the planet and the human
environment should be able to put into practice the political decisions on this field
and to provide the necessary conditions, forces, means, devices and actions.

Such a strategy should include, among other things, a strategic objective and,
therefore,  a  strategic  concept  for  the  defense,  protection  and  security  of  planet
Earth, the natural and human environment and a coherent system of forces, means,
devices and actions taken to achieve this goal.

The  strategic objective could be the one to defend the planet, the natural
and human environment against some systems and flows of challenges, dangers
and cosmic, terrestrial and human threats, to prevent as much as possible a disaster
and if it is produced, to limit the effects, to liquidating the consequences and protect
the human being and its life environment.

Strategic Concept
I.  Calculation of the risk level,  depending on the challenges, dangers and

threats level and the vulnerability to them.
a. mechanisms or complex systems of identification, monitoring, analyzing,

evaluating (on a scale from 0 to 1), diagnosis, forecasting and detailed description of
sets,  multitudes  and  flow  of  exogenous  (especially  cosmic,  but  not  only)  and
endogenous (specific to the planet and living environment of the people) challenges,
dangers and threats (PPA) to the planet and the living environment of people.

b. Mechanisms or systems for identifying, monitoring, analyzing, evaluating
(on a scale from 0 to 1) and prognostic the vulnerabilities of the planet, biosphere,
biotic environment and population thereto (V), and detailed description thereof.

c Based on the analysis, evaluation and PPA and V forecasting, calculating
the level of risk (R), by the intersection of the two sets:

R = A.V, in which R is the risk, A is the danger and the threat, and V is the
vulnerability on them.

d. Formulating the  intelligence and developing the information expertise for
the decision makers.

e. Scientific knowledge of the entire area's level of risk and its conditioning.
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f.  Clear  establishment  of  the  global  and  national  identification  system,
supervising, monitoring, analysis, evaluation, diagnosis and prognosis of sets and
multitudes (luxuries) of challenges, dangers and threats to the planet, the natural
and human environment. 

II. Developing, namely, updating the strategic concept of defense, protection
and security of the planet and the human environment

a.  definition  of  the  concept  of  strategic  defense,  strategic  concept  of
protection  and  security  strategic  concept  of  the  planet,  the  natural  and  human
environment and detailed knowledge of these concepts,  both by science and by
common, pragmatic means.

b. delimitation of these concepts and interrelation between them.

III.  Defining  and  structuring  the  Global  Defence,  Protection  and  Security
system of the Earth (SGAPSP), the systems and regional and national subsystems,
principles,  rules  and  algorithms  of  their  structure,  configuration,  training  and
functioning, mainly in three big groups:

1.  SGAPSP  elements  and  structures,  determining  the  competences,
functions, locations and methods of their preparation and action.

2. Elements and regional structures of SGAPSP, somehow aligned to major
global and regional security systems in NATO's strategic devices, the EU and other
major  powers,  but  with  responsibilities  in  all  environments  (cosmic,  Earth,
informational and cognitive)

3. SGAPSP national elements and structures, which integrates, under single
strategic  concept,  and  also  privately  and  sequentially,  depending  on  the
characteristics of the country and the environment where it is.

IV. The design and structure for each group of SGAPSP items and regional
and  national,  forces,  means,  resources,  devices  and  actions  systems.  In  this
respect, on the levels of strategic planning and action (strategic, operational and
tactical), we have the following possible configurations:

A. Forces
1.  Forces  for  global,  regional  and  national  devices  of  identification,

surveillance,  monitoring,  evaluation,  diagnosis  and  forecasting  the  systems  and
flows of challenges, risks and threats, of their vulnerability and calculation of the risk
degree,  to  all  areas:  cosmic,  the  planet  nature,  the  human  nature  (human
environment);

2. Forces destinated to  defense, protection and security of the planet,  the
natural and human environment at global, regional and national level:
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a. Immediate Reaction (fast) or in emergencies Forces;
b main force
c auxiliary forces;
d directly support forces

3. Support forces.
All  these  types  of  forces  are  required  to  be  structured,  organized  and

prepared on the three big areas mentioned above:
- Cosmic (orbital stations, satellites, cosmic propulsion means, investigation,

surveillance and monitoring means of the solar system and the cosmos, of PPA
identification, monitoring, evaluation, diagnosis and prognosis and the defense and
protection against them etc.).

- Planetary (means joined to the cosmic ones, which ensure the fulfillment of
the same tasks on the planet and in various areas);

- Human (defense and protection means of human environment and human
being).

For each category of forces and for each level, it is required to have a specific
management, a coherent system of training and retraining and clear sets of skills
and tasks in coherent systems, both linear and nonlinear.

B. Means
The most  important  components  of  this  strategy  are  the means.  When it

comes to  actions to  defend the  planet,  nature and the  human environment,  we
consider the use of the full capacity of mankind to create the necessary resources,
and to develop policies, strategies and actions to enable their effective use.

It is expected that in the future, a priority attention to be given to these means,
the main conflict knowing a shift to common defense and protection against cosmic,
planetary and human PPA systems and flows, which goes to the planet and human
existence. The man already started to become aware of these huge PPA systems to
the planet and the human life environment, and to understand the need of human
solidarity about this.

All knowledge till now, the entire intelligence and creative power of the people
should focus (and we believe they will concentrate) more and more on creating the
necessary means for the defense, protection and security of the planet and thus of
the human being. These means are, effectively, the results of a long human effort, of
human capacity to create, invent, develop, transform, change, exploit and use in an
ingenious and productive way the available resources.

Man is the demiurge of the means that can lead either to insult the nature and
therefore to  deepen the fault  between the human and natural  environment  and,
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consequently, the maintenance and regeneration of a conflict that man has no way
to win, or to use their defense and protection of the planet. It remains to be seen
how the principal conflict will be resolved between man and nature.

C. Resources
Resources are mainly of two types:
- Resources of the planet, which appear to be exhausting, or at least strictly

conditioned  by  the  geophysical  and  geo-climatic  activity  of  the  Earth  and  its
interactions with the cosmic environment;

-  The  resources  available  to  human  beings,  which  are  practically
inexhaustible, because of man's ability to know the Universe, to create and use the
virtual space. The people’s intelligence is the most valuable resource of the Earth.
However, it depends on how it will be used for strategic objective set out above.

The optimistic view is that the man will not destroy, but will save the Earth and
the living environment of the people which, probably, Terra will hold of more and
more. This does not mean that Earth will create necessary infrastructures for human
nature, but that it would be possible in the future, not to destroy them so easily, even
when the man fiercely defend them.

D. Actions
The man’s actions on his life environment are numerous and very diversified.

Most of them have a rigorous, strictly planned character, with clear objectives and
clear regulations. There are also unpredictable actions (especially reactions) - most
of them being in the creative space – that have unpredictable effects. We don’t know
exactly  how  the  human  being  will  act  in  2115,  the  peak  year  of  demographic
trajectory,  but  we know that  in  that  year  it  is  likely  that  the  determinations  and
coordinates of the human action to be relative modified to those of today.

It  is  possible  that  the  large  human communities  to  divert  their  effort  from
achieving  some  goals  related  to  power,  domination  of  markets  and  resources,
control and influence over other communities, towards a synergy of power and its
redirection to the defense, protection and security of the planet and thus of the living
environment.

The strategic planning of possible actions, the realization beforehand of the
supports of action and of some devices, are part of this strategy of defense, security
and protection of the planet and the human environment and open the necessary
supports for operational and tactical areas.

Conclusions
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1. Currently, the man belongs to the Earth. The relationship between man and
his planetary life environment is still very complex and very complicated, and the
process of mutual adaptation is still  on tension and destructive. The Earth nature
and the  human nature  are  in  a  report  of  annoyance,  if  not  even  of  opposition,
causing a hardly manageable conflict. It is unlikely that in the near future, this ratio to
change or improve, since man is still in a primitive offensive to conquer the planet,
even if he does it with the most modern means which he himself has developed for
this purpose. We believe that there will come a time when this conflict will improve,
Terra accepting less aggressive and less pollution infrastructures created by man
and realizing that man can not destroy nature in which he himself belongs, because
if he continues this way, he will get to destroy its own life support.

2. Man started to be able to identify, monitor, evaluate, diagnose and predict
the main challenges, dangers and cosmic threats or caused by the human activity,
but also of another nature, which, by exploiting the planet vulnerabilities and the
human environment, will generate adverse life changes on earth or even a disaster.
There will come a time when such human knowledge and PPA assessment actions
and vulnerabilities to them aren’t secondary, random and, somehow, random, but
systematic,  priority  and  very  consonant  with  their  own  aims  and  life  reasons
conscious on the Earth. That moment will radically change human attitude, changing
it from a product and from a simple beneficiary in a responsible factor for the life of
the planet and its life.

3.  The  home  heat  and  the  environment  austerity,  such  as  removal  or,
conversely,  the  return  to  natural  home  -  earth,  underworld,  lake,  aquatic  or
underwater, perhaps beyond the atmosphere, human bases situated on orbiters -
are  clear  enough  items  (some  of  them existing,  others  only  predictable)  of  the
human condition. We like to think that the man, though by his actions he seems to
be hostile for his own planet or just for the planet where he is living, he will still find
the means to effectively contribute to its defense, protection and security, even by its
humanizing.
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The Korean Peninsula, as well as the two new regional power centers, India
and Pakistan, can lead to unpredictable evolutions and uncertain endings.

Central  Europe,  from the security  viewpoint,  represents a coherent  space.
History shows that, especially during the Second World War followed by the Cold
War, as many times the coherence of the security in the area was affected, as many
were the times the seeds of a future conflict were about to grow. 

It  is  not  by  pure  happening  that  the  fragmentation  of  Central  Europe
generated major tensions and conflicts on the continent. The formula of creating the
identity of European Security and Defense in NATO’s context aims to reunite a new
major  European  autonomy  on  security  and  defense  issues  by  keeping  the
transatlantic relationship. In this context, the processes of expansion of the two large
integrative  organizations  –  NATO  and  EU  –  complete  the  physiognomy  of  the
present security environment, making credible the efforts of building new security
architecture in stability, trust and safety conditions at the regional level.

The  Balkan  Peninsula,  including  Albany,  Bulgaria,  Greece,  the
states formed as a consequence of  Yugoslavia’s  collapse, next  to Romania and
European  Turkey,  represent  a  border  among  cultures,  religions,  mentalities,
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ideologies and spheres of influence, as multiple and individualized, as varied and
interdependent.  In  this  framework are reunited on the one side, state  entities in
different  levels  of  the  process  of  transition  to  democracy  and  market  economy,
having extremely differentiated levels of development and distinct statuses towards
integrative Euro-Atlantic institutions and, on the other side, spaces and regions still
unstable and unsure, subject to some active or ready to begin crises and conflicts,
insufficiently  settled,  capable  of  generating  new  threats  and  challenges  in  the
context of global and regional security.  

Role specialization is an initiative launched as part of PCC implying a new
form of cooperation in NATO framework that of roles, considering the aptitudes and
real possibilities of each state member. 

According to the new conditions of security strategic environment, NATO is
attended to be a military-political  organization of collective security and defense,
which contributes at maintaining the peace and stability in both the Euro-Atlantic and
global space, through military actions and other crisis management actions, either
on its behalf or under UN’s aegis or by collaborating with other international security
organizations. 

The  Alliance  has  many  missions,  among  which  that  of  security  –  the
participation of the entire NATO operations spectrum (art.5 and non-art.5), with the
Alliance  Respons  Force  (NRF),  the  infrastructure  and  the  Host  Nation  Support
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(HNS), at PCC; the participation to peace, humanitarian and post conflict support
operations. At the Lisbon Summit in 2010 the new “Strategic Concept - Lisbon 2010”
was approved and it states, among others, the following:

 the  alliance  must  have  the  capacity  of  planning,  preparing  and
deploying activities of reconstruction and development;

 defining  and  implementing  a  C4ISR  strategy  in  order  to  assure
measurable,  flexible,  robust  command functions depends on the capacity  of  the
nations of making possible a capability enabled by NATO network (Network Enabled
Capability);

 the interoperability represents a multiplying factor which will allow the
Alliance to develop in a partnership a capabilities/forces package able to deploy
combat actions in any environment; 

 the quality of member of the Alliance consists of even the distribution
of  the  roles,  risks  and  responsibilities.  (The  budget  allotted  by  every  nation  to
defense domain, respectively the percentage of the GDP allotted to endowment is
indicators of the efforts of every state member for the defense domain).45

At the Chicago NATO Summit on May, 20 th - 21st , 2012, it was discussed and
approved the “Smart defense” concept which actually means building security with
less money by working together and being flexible. 

As far as we are concerned, the international security environment is in a
continuous  change,  its  fluidization  causing  a  ceaseless  adjustment  of  military
missions and international political alliances.

We consider that it is an imperative to know in details the characteristics of
the present security environment for political and politico-military organizations so as
to carry out short and medium term forecasts regarding the evolution of state military
organizations.

45 Constantin Mincu, NATO ,,smart defence” between theoretical concept and reality, Military Sciences Magazine
no.3 (28), Year XII, 2012, p. 11.
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Operation "Desert  Storm"  was the annihilation of Iraqis by Americans and
their allies, largely because "third wave" type systems proved simply overwhelming.
Very sophisticated anti-aircraft systems, fit of the Second Wave, they were of no use
in  dealing  with aircraft undetectable Third  Wave.  Armies in the  trenches of  the
Second Wave was simply overcome and dismantled before targeting systems and
logistics Third Wave. The result was a campaign as decisive as defeating forces of
the Mahdi genre's  first wave of Omdurman by the Anglo-Egyptian  army Second
Wave in 1989.  Conducting war was entirely reversed.  Future war will change the
whole nature of belligerence, namely:

- movement  of causes of military  conflicts  in the real (economic)  to  the
predominant ethnic  and religious where the enemy is no longer considered "the
alien"  that  can  not communicate through  language,  but relatives,  friends,  the
speaker of the same language or dialect, more precisely it can be stated that, from
the economic area, the conflict moved in the moral and religious, then the ideology,
and today, moral and ideological vacuum is introduced ethnic rasial and religiosity
(inter and interconfesional);

- passing  from the  brutal use  of  force to more  subtle ways:  armed
intervention to  support or  installation of  a  constitutional  regime or  not favorable
politico-military power interventionist, imposing or maintaining peace, blockades and
so on, in other words, the emergence of new types of military operations against the
classics other than war;

- combining classical type of aggression with new types: economic, cultural,
psychological,  religious,  computer,  information aggression,  among which the
symbolic one  plays an important role. Information warfare has become a reality in a
world of signs and symbols of consumption.  In fact,  this type of  warfare can be
defined as the conquest and mastery of the mind by means of signs, symbols and
consensus on their meaning, it will be a war of civilizations and not a war of cultures.
It will be total and absolute war, as the target is the entire population of a state, and
the aim is, ultimately,  the change of mentalities and values. Actually the battlefield
will be the world we think;

- armed  forces,  military  assets retain  their role  as  "the  best  solution"
whereby  a politico-military  power to  impose  its interests to restore  or  maintain
political order, to enforce or maintain peace in its area of interest. The new armies
that are currently  building will  have to  change  their orientation space  with an
orientation  to time, taking  action a  force shaping meet present  and  future
imperatives.  A feature will  be essential in  the future,  professionalism,  which will
increase the value of employment, based on competence and responsibility;
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- adequacy of military doctrines in order to increase the ability to project
power over  long  distances with high speed,  with  emphasis  on  joint operations
between  different services, multinational  operations,  simultaneous  attacks
synchronized,  real-time control of their execution and tempo battles,  as  well  as
further development of the initiative and greater confidence in the quality soldiers.
Military doctrine – A. Toffler notes - continues to change in all the world's armies.
But if you look closely, whether formulated in terms of Chinese or Italian, French or
Russian central  themes remain those  of "Battle  Aero-Terrestrial"  and "Aero-
Terrestrial  Operations," in other  words, the ability to see depth. The new military
doctrine retains the role of nuclear weapons deterrent and threat. The basic purpose
of the nuclear forces N.A.T.O. - reads the papers NATO - remains Political preserve
peace  and  avoids war or  any kind  of constraint.  New  technologies, high-tech
weapons that  defy the  old military doctrine  are  designed and introduced.  Their
introduction on the battlefield were imposed as part of the new doctrine to focus on
close coordination between ground and air, to prevent strokes in depth echelons
first,  second and next to arrive in theater and most significantly - the using new
technology to hit the targets previously assigned to nuclear weapons46. This reduces
the risk of nuclear confrontation;

- military actions, especially  fighting actions will differ greatly from those
in the Second World War and postwar military conflicts. 

Today, as in  future military action is distinguished in relation to the postwar
through: scale in time and space,  special forces and means, complexity, intensity,
sudden change situations at all levels; warfare will result in all environments on land,
sea, air, underwater and in space, the use of forces and means varied with superior
tactical  and  technical features with great  mobility,  firepower,  beating, accuracy
increased effect of  annihilation and  destruction, context in  which technological
surprise and measures to prevent it will continue to play an important role; shares a
particularly maneuver,  insisting  especially  on  the surround and back,  high
consumption of  ammunition,  fuel  and other  material, destroy routes  and node
communication, works  of art, and  dislocations huge population on ethnic, religious
and so on;  tendency in most  situations,  to  avoid direct confrontations,  front,  the
actions taken by small  parties,  with  great firepower relative  autonomy in  action
through a variety of tactical processes, particularly in the wings at intervals through a
variety of tactical processes, particularly in the wings, every enemy in depth device,
where and when you least expect it, engaging in a battle of true professionals with
high mental and physical qualities, able to engage complex actions, quick and great
violence, various conditions of terrain, climate, seasons, night and day, achieving a

46 Cf. North – Athlantic Organization, Partnership and cooperation, A.I, S. M, 1994, p.45.
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balance  between an outstanding  level  of training  and armament and combat
equipment and peripheral systems. The new features of the operation and the fight
are  outlined in  various studies  carried  out by military  experts,  as: asymmetrical
actions,  mobility,  adaptability,  decentralization,  handling,  flexibility,  simultaneity,
continuity, high pace of action, modularity, digitizing, amplifying the impact force, etc.

- achieving success on the battlefield also in the future will  be based on
sound and thorough organization and preparation of actions in the smallest detail,
and a normalization clear, precise and flexible. In this respect, the armies of almost
all developed countries in Europe, North America, Middle East and Asia intensified
effort  for fighting new  regulations in  line  with the  strategic  objectives,  the
development  of modern technology and organizational  structures adopted or the
adoption of new concepts to design the military and in other media than war, and the
fact that  today and in  the future,  commanders action on the lowest step of  the
military hierarchy is consistent with the policy objectives in conflict of authority at the
highest level;

- battlefield of future military actions will be completely different from before.
A  number  of studies battlefield 2000s,  or the "Third  Wave  war"  introduced  the
concept of "expanded field loupe."  Traditional Concept (linear) that  there is a front
and depth,  will follow a battlefield extended (three-dimensional), in which any area
will not be safe from precise and devastating attacks.  Some military experts even
foresee that  the  battle will  take  place after the  model  of  the ship,  i.e.  36000.
Expanding the battlefield in time, space and purpose all available resources will
require a variety of options in decision-making, decentralization of implementation,
access  to  information, civil-military  relations,  the  ability  of the  post-conflict
management etc.

Nature of future wars is hard to predict, but more strikingly manifested two
major  trends.  The  first  is that all countries  of  the  world are armed  with more
sophisticated weapons and equipment, which opens the possibility of an outbreak of
conflicts or wars between  the forces  and  means well  prepared variable  is
symmetrical wars.  A second trend is the regular forces confrontation with irregular
forces,  placed under the command centers of economic power, religious, ethnic,
ideological, etc.., Representing variant of asymmetric warfare. What is certain is that
the next war will not enter fully into any of the forms or types expressed, but it will
manifest itself as a multifaceted war where combat forces will have to cope with a
wide variety of actions in all three natural environments,  all bearing the burden of
international component.

Picture of the battlefield in the coming decades will be almost completely
different from that of the present. The countries which will come off victorious are the
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states that take third generation wars, the dominant role of information returns. War
beginning  of  this millennium  will be heavily  modified and will  require  a greater
concentration of military force,  the potential integrator and low capacity maneuver
echelons until the fighter, which will be the consequence, a consummate technician.
Battlefield of the years 2010-2020 could be characterized as follows:

 three dimensional - caused by intense exploitation of the third dimension,
the vertical;

  transparent - due to the performance by research systems, detection and
determination arranged in space;

  dynamic and pulsating - it will require both combatants movement in the
horizontal and vertical in order to hit the opponent's center of gravity casting;

 multidirectional - as low forces that echelon can run missions with strategic
value, operational and tactical in wide strips in different conditions;

  automatic - will be used as weapons systems that will incorporate a high
degree of robotics, artificial intelligence, expert systems and simulation for decision-
making;

 digitized - through the use of high technologies and miniaturization of the
computer;

  integrated - using all categories of military forces;
  multinational - determined by using forces from many countries in alliance

relationships.
Also the  forces designed  to take  action in this  battlefield must meet the

following main characteristics:
 high availability - understood as the level and extent of training and the

time the unit will be ready to complete a mission;
 technological capacity and versatility - understood by its ability to adapt to

missions that strategic uncertainty could an advertisement;
 mobility and autonomy - the right response to the diversity of possible

action scenarios;
 Interoperability - understood as the ability to operate with allied forces from

other nations;
 adaptability - driven by the opportunity to learn in a short time new forms of

action.
In  the modern battlefield,  the  technologies  of  the  information  age will  be

determined, the forces will support information systems, especially for management,
control and communications.  Fight Information will  aim detailed knowledge of the
situation in the theater of action and use of measures of misleading data acquisition
systems of  opponents.  The  means  of data  acquisition, detection and
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communications protected and the high precision striking considered the objective
requirement and essential requirements in the efficient action of forces in the new
framework.

Using new generation of electronic means and some software are targeted for
management performance and increase combat effectiveness of the fight  means
(either tanks, armored combat vehicles, missiles or laser devices).

The battlefield of the future actions will succeed in a fast pace due to the
ability to maneuver land and air combat means and velocity information available.
Success, it seems, will belong to those forces that will decide and act promptly and
efficiently as possible.

2.  INFORMATIONAL AND TECHNOLOGICAL FACTOR’S SUPREMACY –
DECISIVE CRITERION IN ACHIEVING THE MILITARY OBJECTIVES

 
Some of the authors, especially  Anglo-Saxon,  believe that in modern times,

Europe has  experienced  a military  revolution,  and  this  mutation is  the  basis of
European superiority to the rest of the world and explains the colonial expansion in
the  seventeenth century and  in the  nineteenth century. Others,  especially  the
French, disagree with such  an  explanation,  since  it  is  very difficult  to  define a
concept so elastic that describes a phenomenon whose conduct is difficult to identify
and to  assess and  whose circumstances are difficult  to  locate in  time .
Therefore, RMA debate around the impact of the global order,  social, international
relations in  general  and military  art,  in particular, it  remains  open. Some even
believe that RMA belongs to the Americans and it concerns only the Americans. 

When asked about whether or not it is about  a revolution in military affairs,
meaning in the military field, the answer can be only affirmative. Such a revolution
has  seen many  cycles and stages, which depended  on  the great  scientific
discoveries and their implementation in the military, the advent of efficient means of
fighting that led to substantial changes in the design and execution of war. Although
the general principles of war have remained almost unchanged in their essence, for
hundreds of years, the military actions have known over time, radical changes. The
journey from physical confrontation with his sword,  lance or bow, of two entities in
front of the non-contact war is very long.

Therefore, recent discoveries in the field of armaments - satellite intelligence,
directing the infrared laser,  microwave and GPS, creating and using high-precision
weapons,  integrated weapon systems,  etc.  – have  created  a  new facet  of
belligerence. 

A report  by the  Parliamentary  Assembly  of NATO cites a  definition given
conclusive revolution in military  affairs (Revolution  in Military Affairs, RMA)  by
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Andrew Marshall,  director  of  the  Office  of Evaluation U.S.  Department thus:  "A
Revolution in  Military Affairs (RMA)  is a fundamental change in the nature of war,
driven  by  innovative  application  of new  technologies which,  combined  with the
profound changes in military doctrine and operational and organizational concepts,
radically alters the character and conduct of military operations."

Revolution regarding  armaments  is undeniable.  In a  few years,  there has
been  a huge  leap in terms  of  form and  effect kicks from massive precision
uncertainty to certainty, thanks to new high-performance technologies in information,
research,  recognition  and  collision.  Nanotechnology is  completely  changing  the
configuration of military action and reaction in the theater. The new dimension of
control violence is  built,  under  the  RMA,  the strategic fluidity and  even spatial-
temporal  virtuality which in turn are based on information omnipotence. “Who has
the information has the power”.

Information dominance is a strategic paradigm enshrining"  real time "as a
cancellation  of strategic  spatial depth of  the  opponent ("asynchrony ") thereby
inducing decision superiority. At the strategic level global - military, geopolitical and
geo-economic - information dominance  allows systematic  control  of world  order
(shaping the world):

At the military level, the informational dominance allows RMA the integration
of battle and speed operators in decision-making and execution of operations, and
full integration joint, interagency, interlude, civility, military-industrial synergy, i.e. the
integration of systems’ system1.

The American  concept,  RMA aims mainly three  areas: technological
(integration of  new  information technologies in weapons systems and integrating
C4ISR - command, control, communications,  computers, intelligence, surveillance,
recognition)  the doctrinal and  operational (technology  experimentation and
translating its  effects on concepts,  theories and actions) and the organizational
(integrating joint, civil-military integration, institutional etc.).

The  essence is  the integration  of RMA (information, weapons,  sensors,
structures,  etc.)  And  the  synergistic  effect of  the  system is  given information
superiority systems’ system, i.e. integral action based on: knowledge of the situation
permanent theater in the world, due to the network information, action and reaction
speed and timing required rapid neutralization crisis and conflict called "preclusion". 

1 The  concept  of  systems’ system belongs  to  the  integrated  strategy  and  is  about  the  C4ISR integration
(command, control, communication, computer, information, supervising, recognizing) of some systems and sub-
systems (weapons, forces, logistics, infrastructures, strategic culture and even political and juridical systems) in
a  whole  for  which  RMA assures  a  unitary  and  very  efficient  functionality.  (see  the  article  published  in
“Disarmament Forum de I’UNIDIR, 4cme trimester 2001” entitled La revolition dans les affairs militaries ET LA
“COURSE AUX CAPACITIES”, BY Sad’da Bedar, English version: http://www.unog.ch/unidir//e-df1-4.html
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Preclusion is actually a compression of time for action to neutralize crisis and
this may not be possible if you did not provide synergistic information networks and
integrated perfectly as weapons systems.

RMA is contemporary with the concept of globalization. Somehow, these two
concepts go  hand  in  hand.  Performance in  information  and weapons  systems
involve increased performance in  industry, communications,  in nanotechnologies
etc. Such a vision is beyond the paradigm of war between states and involves one
technological dominance by companies widen the type information using information
offensive strategies.

This is a reality and not just an American reality. Even though the European
Union and the United States there are some inconsistencies and some differences
in terms of military spending, production and  acquisition of weapon systems and
particularly rapidly transport distance,  Europe  is  not strictly interested in such
investments, everyone is agreement with the impact of technology and information
and information  technology to  all  areas (economic,  political,  cultural,  social),
including the military art. 

 2.1. The technological revolution and the military art
 Military  art,  understood as  a  philosophy of  war,  which  includes  both the

science of war - polemology - the practice of war (armed struggle) and strategic art
(art  design and management of military action), do not change  so easily. General
principles of military  confrontation are almost unchanged for  hundreds and even
thousands of years, and the  commanders’ intelligence, their  experience, creative
capacity of the commands, the ability to capitalize on specific conditions (depending
on the available information,  technology, quantity and quality of forces and other
measurements),  the inspiration  of the moment,  the courage to  make asymmetric
decisions will always be surprise factors, impossible to be put into the equation, to
calculate, to predict. Chaos theory applies very well in the armed confrontation too.
But nonlinear equations - the ones that change the complex determinism, of chaotic
type - will not ever capture the totality and diversity, the man's creative capacity, his
endless opportunities to put ingenious into practice a decision way or another. They
are the moving space,  the law and compliance in bifurcations2, and  technology is
always the source and their substance. 

2 The  system,  developing  in  a  certain  direction,  due  to  the  variable  initial  conditions,  depending  on  the
circumstances and many other causes, applies different in bifurcations;  the direction where it  goes can’t  be
calculated very exactly, but this direction will be extremely important until the next bifurcation. This assertion
proves the impossibility of an exactly prediction in a system evolution and more than that in a military active
system.
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Not everyone shares ideas and  arguments of  the Americans about  RMA.
Some believe, according to the report's special Lothar Ibrügger, that the world took
place only  three revolutions (agrarian,  industrial  and  informational),  and  others
believe that  the  number  of revolutions can  rise  to number 14. And  even if  so,
technological  innovation  would  not  be sufficient  to cause a revolution. Since the
discovery of gunpowder, for example,  the applications of effective have  been five
centuries. 

The  example  is however debatable. The  impact of  technology  on
physiognomy theater of war is developing in geometric progression.  The day will
come when such impact will be instant.

In terms of the technology influence on military art must distinguish between
principles change (revolution) and rapid adaptation of the structures (forces strategy
and means strategy)  and of actions (operational strategy)  to new possibilities. For
example,  in the Second World  War, Germany has relied on a  strategy of rapid
actions, based  mainly on a very good communication system in place and as a
strategic concept. In this way, it managed to stand in front of the French army which
had  hung from  the  positional warfare philosophy,  neglecting  the  role  of  the
movement, i.e. armor and aviation in its possession sufficient to counteract the Nazi
forces. Late French military art technological impact, especially in the field of forces
strategy and the operational strategy,  cost  the  glorious army of  this  country the
defeat and humiliation at the beginning of the second world war.

Referring  to this painful episode,  the  French  say categorically that "the
greatest French  military inferiority lies  in  the brain of  his  generals.  The
commandant’s breviary, the instruction on tactical usability of large units expressly
provides that the war of the future will be the continuation of the previous war. "So
not the German technological superiority was due to the defeat of the French army
but  the strategic inflexibility of  the  latter, not  adapting concepts  to engineering
requirements.

Americans  are  the first  to have  drawn appropriate lessons from  the
experience of military confrontations, especially after the war in Vietnam. 

They understood perfectly that new technologies create possibilities hitting far
away,  which  led  to setting  up several  new ways  to  engage the  forces and,
accordingly,  some  types  of  war it  is  considered that  it  might  be involved:  low
intensity war, moderate war intensity and high intensity war. The U.S. armed forces,
as the economy and infrastructure got, after the dramatic experience of Vietnam, to
the application of a new concept of forces training. The strategic vision of the 80's,
the  Americans had to be prepared to fight  a war and a half,  even  two wars  in
different regions of the world where interests require. Regarding the  East – West
confrontation, Americans have created, at that time, a rigorous system of action and
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reaction,  based  on a  concept  that  has evolved  from the  doctrine  of massive
retaliation " aero-grounded battle  2000", under a  containment policy of the Soviet
Union.  After the end of the "cold war", the concept  remained somewhat pointless.
But technology  has gone forward,  both  in  the creation  of advanced  research,
information,  monitoring  and impact  systems, as  well  as the design  and
implementation of systems’ systems.

But the concept has immediately found a new object, a new space applied.
Operation "Desert Storm", for example, took place not according to a strategy,  but
according to the strategic concept on aero-grounded battle.

Thus, during the Gulf War, the  transmissions system of  Saddam Hussein's
army  was destroyed in less than 24 hours - even in the early hours of action -
allowing almost unrestricted use of 6,250 tons of guided1 munitions to 81,980 tons of
blind bombs.  The first have achieved the object in a rate of 80-90%, while,  it  is
known, only 25% of unguided bombs (blind) reach their target.

The primacy of information and technology has become, according to the U.S.
indisputable. General  Gordon Sullivan and Lt.  Col. James M. Dubik believe that
there are the following trends in technology development,  which are  valid for  all
areas:

 Increasing power of destruction;
 Increasing the volume and accuracy of fire;
 Increasing technological integration, which ensures high efficiency;
 Enhancing the role of small units;
 Strengthening invisibility and detecting.

In this regard, a team from the Science Applications International Corporation
(SAIC) proposed a typology of warfare areas that NATO Assembly's special report
which we referred above considers interesting. 

It is due to these new coordinates RMA impact on confrontation and contains:
 precision attack from a great distance;
 Information warfare;
 dominant maneuver;
 space war.

In  this  way  the direct  confrontation gives  way to a  more  complex and
multidimensional one in technological diversity. This way raises the concept of "non-
contact  war" based on technological superiority and therefore strategic.  The report
highlights a compelling example:  in  1943,  8th Squadron U.S. Air Force hired
throughout the year, only 50  targets of strategic value.  In the first 24 hours of the
1991 war against Iraq, the Air Force Combined hired 150, which means a thousand

1 Precision Guidance Munitions (PGM).
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times more than in 1943,  plus precision strikes and minimizing side effects.  It  is
estimated that in 2020, could be hit around 500 such objectives, the first few minutes
of the campaign, that is 5,000 times more than during the Gulf War.

The weapons precision is astounding. Cruise missiles, laser-guided and GPS
bombs,  AWACS systems have  introduced entirely  new elements in  belligerent
physiognomy, space of confrontation.

This reality prompted Gen. John Shalikashvili to publish, in 1996, a document
entitled Joint Vizion 2010 (JV 2010), which emphasizes that in revolutionizing the
ways of warfare, not only the technology matters, but also the quality of command,
personnel, organizational structures and operational concepts.  Major trends in the
evolution of technology, in the opinion of former Chief of Joint Staff  of  the U.S.
Armed Forces are:

 Accuracy striking distance with the range of vectors;
 A wide range of effects on neutralization to destroy targets protected;
 technologies to ensure a good invisibility and masking its own forces;
 Information systems and systems integration (systems of systems).

U.S.  General in  2020 shows  that JV  2020 is  supported  by  four new
operational concepts:

 dominant maneuver;
 Engage precision;
 Integrated protection;
 Logistics Network.

These concepts have been extensively discussed in the United States and
accepted as such. Each theory translates  into reality governed  by technological
impact,  revolutionary weapons and information and  communication systems and
opens new directions into practice belligerence in operational strategy.  Dominant
maneuver is  not  just the  same with  what military art has  been  recording  for
hundreds of years (surround,  back, front kick), making  a clear distinction between
them, but also covers how to identify, select and categorize goals, establish centers
of gravity the enemy and hit them very accurately, whenever  needed, combining
shares information (informational  war)  with the space,  air,  sea and  land,  rapid
transportation  of forces and  especially the necessary  resources, the  actions
choosing is best suited to simultaneously hitting sensitive points of the enemy and
planned success.

Other concepts – accurate employing, full protection and network
logistics - are complementary to the dominant maneuver, ensuring consistency and
efficiency. Americans are masters of effective actions. Their pragmatism is relevant.
Logistics must be tailored to the situations, flexible and precise and the protection to
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ensure the  implementation  of  the concept  of  "zero  loss"  (minimum)  and  action
security for all forces and not just for some.

Shalikashvili's work through the key ideas that he promoted in 1996, opened a
new horizon not only for the  military theory,  but also to the  practice.  After all, the
American general was not a theorist in the established sense of the word, but a
practical person, as befits a chief of staff.

Therefore, almost immediately, his ideas were taken up, continued and turned
into action and  reaction for combined forces.  The Concept for  Future Joint
Operations (CFJO)  develops  concepts of JV 2010  and gives them  a practical
purpose. Concept for future Joint Operations (Integrated articulated) requires major
changes in six critical areas:

 staff;
 leadership;
 doctrine;
 education and training;
 organization;
 material.

Starting from here, concepts Army Vision 2020 and Army After Next were
developed, which take place for 30 years, until 2045. Research taking place in these
coordinates aims mainly four areas:

 geopolitics;
 military art;
 human and organizational theory;
 technology.

However, even if seemingly they bring nothing new (always research the area
was conducted and coordinated or primarily on these coordinates), they focus on the
same plane the effort of correlation the politics with the means and forces strategies,
according to the  scientific and technical performances where they reached and to
the  quality of the  communication systems.  The results are already visible through
the implementation (by the Americans, of course)  on some operational imperative
regarding  the forces  projecting,  decisive operations,  shaping the  battlefield,
protecting and forces supporting etc.

We deal with a revolution in all components of the military field, and not only
here but  also  in the adjacent covering economic,  political  and strategic  culture.
Regarding the physiognomy of combat means, RMA involves designing, testing and
producing new generations of weapon systems based on information technology,
nanotechnology and even biotechnology. They still maintain the traditional platforms
- aircraft carriers, fighter jets with pilot, tanks and chassis systems - force level - 12
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aircraft carriers, 20 air squadrons, 10 divisions - but it is growing at the same time,
the systems of the future, within a budget two times higher than the rest of  the
military world. In these new systems, the information warfare, transport (ships with a
speed  of 100 knots, supersonic planes and hypersonic air  transport,  suitable
logistics,  smaller  and faster  units,  etc.)  and  the  space warfare will  play  a very
important role.    

2.2. RMA, NATO and Europe
According  to the  report  of  the NATO  Parliamentary  Assembly and the

Committee of specialty, the debate over RMA is conducted in the United States. No
other country had such a wide debate on the future conduct of military operations
and  apparently nobody hurries  to make  a fundamental  analysis of operational
concepts. Americans often complain that Europeans under invest in this area.

Between Europe and the United States there is a real gap in terms of military
technology and this crevice does not shrink, but deepens more and more. Currently,
Americans are able to work anywhere in the world and against anyone, without EU
support. 

In the field of  long-distance transport,  the invisibility,  the informational war,
electronic war and precision strikes,  the United States are so far that it is unlikely
that someone can even propose to approach such a performance.

Although qualitative  and  quantitative differences in the  equipment are
unavoidable, since the operational technologies and concepts are similar, NATO can
operate as an integrated force. Action against Yugoslavia - NATO's first war action -
although  had  some limitations, it highlighted this  possibility  too.  It  is  estimated,
however, that it  will be very difficult to integrate NATO forces in a coherent whole.
Americans have  already  developed studies  regarding  the experience  of RMA
operations carried out by a coalition. They revealed data, information and feedback
on  the  experience of coalition operations in  Bosnia and  Yugoslavia,  they were
developed possible scenarios of the coalition actions, it was emphasized the role of
technological demonstrations and of  the  simulation techniques to  strengthen the
compatibility of a coalition C4ISR systems development, the interoperability and also
of the use strategies and tactics,  the principle of complementarily, of  the American
forces and those of partners in a coalition.

Widening the differentials between the U.S. and European partners in terms
of  technology - especially information integrated technology,  communication and
weapons systems, including the ones of  strategic transport – is  not convenient for
the Americans, or either the Europeans can not try to improve this difference. And
not to please the Americans, but because, at this stage of the reconfiguration of the
world order,  Europe can not be complacent. Switching to the  type of  information

113



Colonel Dorin EPARU, PhDColonel Dorin EPARU, PhD

society,  the  battle  for  resources, the  market  expansion,  asymmetrical conflict
prevention,  reducing vulnerabilities and increasing security are goals that Europe
can not be achieved only through a close collaboration with U.S. partner.

Joint Vision 2020 emphasizes the need for the U.S. to work with friends and
allies in almost all operations. The trenchant question that arises (and which can not
remain without a  right  response) is  whether the European partners are  meeting
short-term strategies to deal with this.  For this, they have to admit that,  actually,
there is a revolution in military affairs and that, this revolution will expand in both the
Alliance and beyond.

The performance means should be  opposed by those performance means.
The humans never gave in this competition and will  not give up. Alliance,  to the
extent that it  wants to build a new philosophy and a new strategic identity must be
with the United States,  not only in terms of political strategies but also in terms of
revolutionizing the means of combat, of  the military strategy and, therefore, of  the
military art, in almost all its components. A new philosophy in the future war is built.
Information,  cosmos,  weapon systems and capacity of forces planetary projection
changes completely  the  concept  of belligerency and war theater configuration.
Europe will have to make a great effort to close the U.S. or even on track to RMA.

However, these technologies exist, some of them have been tested in the
theater, and the world will have to adapt to them. And the first structure which will
make important steps towards high technologies is NATO of course.  This option
means inter-European  and  Euro-Atlantic  (geopolitical,  military and  industrial)
cooperation.  

CONCLUSIONS
Analysis of  the  military phenomena  in  order  to  determine solutions for

success is far from being complete.  Revolution in the military field, with all  avant-
garde achievements  is just  at  the  beginning. Europe meets the NATO defense
capability initiatives (DCI), which comprises  five areas: deploy ability and mobility;
logistics support capability;  effectiveness of employment;  the survivability of forces
and infrastructures; C4ISR systems.

The main factor for the victory, the technologic one was caused by computer,
driven by the globalization of emphasized communication and helped by the moving,
in geometric proportion, of the gap between the discovery phase (through scientific
research) and the application.

Today, the planet is covered by the surveillance of airspace and aircraft radar
and computer networks and the information, with the image appears almost instantly
on the screens of the TVs in the world.
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Following this reasoning, it is expected that the technological process to bring
substantial changes especially in forces strategy, in the means and obviously in the
operational strategy. In the first stage (which has already started), decisions will be
made in hours, minutes and even seconds,  enemy vital centers will be hit quickly,
instantly,  by surprise,  from a distance,  dominant maneuver will  connect in a  fluid
space, a whole (a system of systems) information-impact research that will make the
opponent unable to respond effectively.

This is the technological effect in the immediately strategic space, whose, in
the plan of action, it  corresponds the  disproportionately war,  usually,  non-contact
rule. The response effect, in the same context created by RMA, will probably be a
great  one that will characterize the second stage of the overall involvement of this
revolution. The first expression of this effect was the  asymmetric reaction (which
Americans contemplated before)  and notably increasing the terrorist  activity.  The
asymmetric war of the third wave described by Alvin Toffler has already begun. In
coming years, there will be, no doubt, a remodeling of the confrontation space and
belligerence philosophy,  both in terms of military revolution and that of a potential
counterrevolution in this field.

For the  Romanian  Army,  the  alliance  system which  integrated innovation,
technology,  strategy and geopolitics, created  opportunities for adherence  to a
security environment adapted to the current requirements. 

Our army is undergoing an adaptation and even remodeling the coordinated
Euro-Atlantic strategy and,  within this framework,  to redefine (i.e.,  to refresh)  its
strategic concepts, acquiring them with the new ones.
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1.1.1. The requirements of the integrated defense planning system
As one of the main objectives of defense transformation, namely the introduction

of modern resource management systems for  defense are embedded in a broader
context, of adopting more efficient management practices / procedures for improving the
financial, strategic planning and budgeting systems and for making a better correlation
between performance and results.

Thus, taking into account the experience of countries which have a tradition in
the  field,  a  viable  defense  resource  management  system  entails  the  following
requirements1:

1. A National Security Strategy;
2. A Military Strategy;
3. Realistic plans for achieving these military capabilities;
4. Outlook / forecasts of potentially available resources for defense;
5. Defense Planning Directive  which helps in establishing within a multi-

annual planning cycle, the objectives, priorities and institutional constraints;  

1 Although they are not specific to a particular country, the items listed are adopted by several NATO countries,
including the United States.
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6. Working  within  Defense  Programs  and  Projects  having  a structure
which takes into account all potential resources available;

P.P.B.S.  Method:  involves  identifying  long-term  objectives,  quantification
(based on, specific calculations) the costs and benefits of different programs which
can be financed from the budget and establish their ranking based on effectiveness
indicators.

II. Management Based on Objectives Method (M.B.O.)  sizing budgetary
indicators in accordance with real needs of the economy at a point in time. This
method is based on mathematical calculations in order to express the quantification
of the obtained effect and undergone effort. 

MBO method: involves a decentralization of decision, a real determination of
objectives, and their correlation with national objectives of the state budget.

III. Zero Base Budget Method (Z.B.B.)  choosing a certain combination of
programs which minimizes costs of achieving a particular objective and at a certain
level of resources which can be obtained.

Z.B.B.  method: requires  the  justification  of  alternative  programs based on
different cost, including a zero base, or the lowest level of cost which is necessary in
achieving the objective. After highlighting and assessing both costs and appropriate
benefits,  the future net benefits  are updated. The legislative body systematically
reviews the budget on regular bases, as if they would start each time from scratch.

IV. Rationalization of Budgetary Choices Method (R.B.C.)  identify and
study  objectives,  comparing  alternative  solutions,  decision-making  based  on  the
cost-benefit analysis and continuous monitoring of resource spending.
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R.C.B.  method:  requires  consistent  in  budgeting  (defining  objectives,  the
means possible to use), in execution (programming and management), and its control
(compare the results with those expected and making predictions for the future). The
originality  of  the method lies in the ability of  adaptability  and the reformulation of
options.  Given the iterative nature, the method allows the objectives analysis and
dragging them through the so-called ‚plan-revolving’ 4.

Despite the advantages arising from the determination of budget options based
on economic criteria neither the home countries nor the countries which have adopted
and adapted them managed to generalize the modern methods of drafting budgetary
indicators.

1.2. Linking Performance Management - type of budget. Determining the
needs of the performance management system

Institutional  performance  requires  setting/monitoring/evaluation  of  staff
performance indicators, processes, systems, institution’s performance. Overall, it is
stated that ‚performance represents the capacity/ability of an institution to procure
resources  in  an economical  manner  and to  use these resources in  an effective
manner in order to achieve the desired result’5.

“If you do not measure results, you cannot distinguish success from failure, and
if you see success you cannot reward it and respectively, if you do not recognize
failure you cannot correct it”6. Studies in this area emphasizes that the adoption of a
coherent system of performance measurement requires a clear definition of what is
quantifiable,  of  the  measurement  systems  and  how  we  use  the  performance
measurement systems. The need for a system of measuring performance may be
justified, inter alia, by the fact that decisions about resource allocation should be made
on clear, grounded bases, using the so-called performance management system.

Developing  a  performance  management  system  implies  implementing  a
system which absorbs activities, their costs, measure performance, develop specific
standards  and  compare  costs  and  performance  levels  achieved  with  the  ones
already established.

The  great  challenge  of  this  approach  is  to  correlate  information  on
performance with budget execution and resource allocation. International experience

4 Văcărel I., Finanţe publice, Didactică şi Pedagogică Publishing, Bucharest, 2001, p. 156.
5 Organizaţia pentru Cooperare şi Dezvoltare Economică (OECD) - Journal of Budgeting, vol. 2/2, p. 45.
6 Osborne G., Reinventing Government, 1992, p. 147.
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shows that before this connection was made, the performance was regarded as a
regular  reporting  requirement  without  making  a  direct  connection  with  the  daily
management of  the organization’s  activities.  Based on these considerations,  this
article focuses on the link between performance and different ways of construction
and execution of an institutional public budget.

In  order  to  understand  different  types  of  budget,  the  difference  between
“outputs”  and “outcomes” should  be made.  Outputs designate things or  services
created/provided by a ministry, institution, department or person, requiring a serious
control over them. Outcomes represent what actually happens as a result of outputs.
Sometimes  external  factors  have  an  impact  on  the  results  and  therefore  the
outcomes are less predictable than outputs. In this respect RIA (Regulatory Impact
Assessment) proved an effective tool in forecasting more accurate outcomes.

It is important to notice the differences between these types of budgeting in
terms of their orientation towards inputs (resources), outputs (what is produced) or
outcomes (the impact of outputs). Thus, there are three major types of budgeting:

 traditional budgeting oriented towards inputs;
 budgeting oriented towards outputs;
 budgeting oriented towards outcomes.
Unlike traditional budgets which do not specify the cost of activities/ programs

which are  envisaged to  take  place,  do  not  specify  priorities,  ignore most  of  the
medium and long term planning, outputs and / or outcomes oriented budgets are
based on plans / programs / projects for establishing clear objectives and measuring
results, taking into account the efficiency and performance of such activities.

If the budgeting system is a traditional one, the performance will be defined by
the extent to which budget allocations are in accordance with existing rules and
standards  in  the budgetary system.  If  the budgetary system is  oriented towards
outputs / outcomes and evaluates success based on the impact’s outputs on the
society,  then  performance  will  be  defined  as  the  effectiveness  of  outputs  (an
example of the link between performance and the budgeting system is shown in
figure below).
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Figure 1 – Relations between performance and the budgeting system7

1.3.  Using  cost-effectiveness  analysis  for  resource  allocation
optimization 

The  cost-benefit  analysis  is  the  most
commonly known technique for rational resource
allocation.  This  method  of  evaluating  the
expenditure programs is an attempt to measure
the costs and gains of a community as a result of
developing  an  evaluated  program.  It  is  not  a
direct  procedure  for  decision-making,  but  one
that leads to a better oriented decision, when this
decision is respected.

Scope  determine whether a certain level of public spending can produce a
greater benefit  other than when the respective funds were used in an alternative
public program or if they were kept in the private sector.

Process  consists of a set of techniques which are designed to ensure that
scarce resources are allocated efficiently between the private and public sector, and
subsequently between alternative projects within each sector.

Using  the  cost-benefit  analysis  in  the  public  sector  has  some  particular
features due to the difference between the objectives pursued by the two sectors.
Essentially,  the  characteristics  of  the  cost-benefit  analysis  of  the  public  sector’s
specific objectives are reflected by the following aspects:

 including some different costs and benefits in calculating net present value
in the analysis conducted with reference to the public sector other than in the private
sector (private costs and benefits, social costs and benefits in the public sector);

 using different principles for assessing the costs and benefits in the public
sector  other  than those used in  the  private  sector  (market  prices  in  the  private
sector, the so-called shadow prices in the public sector);

 application of different discount rates.

7 Source: IMF Working  Paper,  Establishing  a Performance Management  Framework for  Government,  Jack
Diamond.

Performance Triangle
In terms of financial and
institutional mechanism, cost-
effectiveness analysis is based on the 
cost-benefit analysis and efficiency as
well as effectiveness in the public 
sector.
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Analyzing an organization’s performance involves establishing a relationship
between  results,  means  and  objectives,  thus  there  is  a  need  for  an  approach
regarding effectiveness, efficiency and budgeting8.

Figure 2 - The triangle of performance.

In this context, an important distinction must be made: efficacy is not the same
as effectiveness. In short, although within the Romanian Dictionary (DEX) the two
words appear to be synonymous, there is a minor but crucial difference within the
strategic management. The definitions of the two terms are: efficiency = doing things
right, effectiveness = doing the right things. Often in developing a strategy, a clearer
analysis of the notion of efficiency is looked, passing straight to the work of achieving
efficiency. The two terms are often used as having the same meaning, but they refer
to two different  concepts:  while efficiency is mainly focused on minimizing costs,
effectiveness refers to the use of resources to maximize effects.

Efficiency of public spending expresses an optimum size of a proportional
basis  between  financial  effort  (public  financial  resources)  and  measurable  or
estimated effects  which can be obtained based on the objectives  funded by the
state9.

In assessing the effectiveness of public
sector,  managers  take  into  account  the  fact
that  efforts  necessary  to  meet  social  needs

8 Profiroiu M., Managementul organizaţiilor publice, Bucharest, Economică Publishing, 2001, p. 8.
9 I. Văcărel, coord., Finanţe publice, Bucharest, Didactică şi Pedagogică R.A Publishing., 1999, p.175.

Efficiency vs. effectiveness
‚It  is  more important  to  accomplish
well your goals – effectiveness – than
to  achieve  better  something  else  –
efficiency’
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are measurable, usually quantified (material, human, informational cost) while social
effects are difficult to determine and cannot be totally foreseen.

An organization’s efficiency is influenced by its staff efficiency, which requires
public managers to shift the focus on human resources since the human factor alone
can make a more efficient and sustainable system in terms of economic, financial
and management viability.

In order to analyze a mission’s effectiveness there is a need for a system of
relevant indicators by which we measure actions, including during their development.
Thus,  a  set  of  performance  indicators  significantly  facilitates  quantitative  and
qualitative analysis of activities.  In analyzing effectiveness,  it  is  very important  to
follow  the  same  principle  as  for  cost  analysis,  which  is  establishing  the  scope,
objectives and alternative missions in a clear, concise and relevant manner. Set of
performance  indicators  includes  several  categories:  input,  output,  outcomes and
impact (environmental indicators).

Regarding the need to assess performance Peter Drucker said: “We know we
have to measure results. We also know that except for businesses we do not know
how to measure results in most organizations”10.

Increasing  social  needs  combined  with  decreased  revenues  require  an
increase in efficiency and effectiveness in the public sector. Furthermore, it became
clear that neglecting efficiency leads to waste and lack of performance in the public
sector.

Effectiveness – regards the relationship between the result obtained and the
objective  to  be  achieved.  Within  an  organization,  effectiveness  entails  achieving
standards,  objectives,  which determines a preliminary definition of objectives and
subsequent measurement results. It thus brought again to the forefront the need of
measuring results as well as the importance of setting up relevant objectives which
for public bodies must consider both the „macro“ and the „micro“ level effects.

1.4. The European approach to evaluation
The  European  Commission  has  advanced  five  relevant  criteria  of

assessment:  relevance,  efficiency,  effectiveness,  sustainability  and  impact.
Having this starting point, assessment = the process by which, with  the help of
specific elements and instruments, one can measure the degree to which projects
have relevant objectives and results, resources are economically spent in order to
achieve  the  objectives,  weather  projects  have  the  chance  to  continue  after  the
financing is over, the degree to which activities reach the target group and whether
there is a long-term impact. 

10 Drucker P., Eficienţa factorului decizional, Bucharest, Destin Publishing, 2001, p. 147.

123



Colonel Ovidiu-Mihai COCENESCU

Relevance refers to degree to which the program under analysis manages to
answer the real needs of the actors involved. Furthermore, this criterion takes into
consideration  changes  which  may  affect  the  type  of  needs  which  the  program
addresses  or  change  in  their  ranking.  A  program  is  relevant  if  during  its
implementation it takes these changes into consideration and has the flexibility which
allows for change whenever necessary. A program becomes irrelevant when it meets
only a part of the needs or fails to address them.   

Effectiveness refers to the degree to which programs meet their objectives.
Moreover,  the  degree  to  which  the  project’s  results  are  in  line  with  the  needs
identified in the initial phase is also an indicator of effectiveness of a program.

Efficiency takes into account an additional criterion – the financial one, which
is  essential  for  projects  and  programs.  Furthermore,  efficiency  takes  into
consideration other aspects (Can the same results be obtained with less resources?
Are  the  unitary  costs  to  high?  Even though the  objectives  were  reached is  the
project/program too expensive to be carried on?).

Impact  represents the net effect produced by the program. Due to external
variables, the impact of a project is hard to calculate. It  is difficult to observe the
effect  of  a  program  in  a  complex  socio-economic  environment.  However,  using
appropriate measures, it is possible to measure impact, by answering the following
questions: What were the changes resulted after the program was implemented? Are
there any other benefits of the program other than the envisaged ones? Another
definition of impact is that it represents the long-term effects of a program.  

Sustainability refers  to  the  program’s  continuity  after  its  financing  was
interrupted  (Do  the  effect  of  programs  or  programs  themselves  continue  after
implementation?  Can  alternative  financing  sources  be  identified?  Sustainability
offers,  along  with  the other  criteria,  the  measure of  performance of  a  project  of
program. 

Along with these criteria, others, equally important, can be specified in order to
assess the performance of a program such as equity (access to services provided by
the project regardless of age, sex, social  and material conditions, projects  which
discourage discrimination of  any  type  being  usually promoted) and  community
involvement.

These criteria, along with others which are equally important, are used in the
evaluation process. However, depending on the evaluated program or project just a
few of them can be used. Besides taking into account as many of the criteria listed
as possible, the evaluation should be analytical, systematic, reliable, user /problems-
oriented, depending on the assessment model used.
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1.5.  Cost-effectiveness  analysis  from  military  perspective  –  Main
instrument of developing alternative variants for the Programming
stage

Cost-effectiveness analysis plays an essential role in the programming phase,
presenting  two essential  components interdependent  when decision-making  is
necessary:  estimating and cost  analysis  on  one hand and the identification and
analysis  of potential  benefits (capabilities),  while  maximizing the capabilities and
minimize costs on the other.

Cost-effectiveness  analysis is  a  type  of economic  analysis which  aims  at
correlating all the costs of a course of action with effects. Decision-makers can use
this analysis to compare various alternatives for resource allocation using the same
criteria. A common preconceived opinion is that there is a reliable way of identifying
the cheapest alternative for achieving a goal.

In reality, the cost-effectiveness analysis is a comparison tool, which is used
in  the singular decision-making; this  tool will  not always supply  a  clear  answer,
allowing  only a  relatively objective and quantitative  assessment based  on  a
predefined model.  The starting point for cost-effectiveness analysis is to identify,
with high accuracy, all types of costs associated with the mission.

Depending on the available data and time for making a  cost-effectiveness
analysis, the following techniques for cost estimation can be applied:

 direct method (identifying all  available costs,  where enough information
are available);

 parametric method (developing and using quantitative relations between
‘historical’ costs and system’ performance characteristics);

 analog method (analogy with the costs involved in other existing systems
or the new system results  from combining existing sub-systems);

 industrial  engineering  method,  (accounting  scientific estimates  of
reliability, maintenance and cost characteristics, resulting ‘bottom-up’ assessments
of each component);

 Delphi method (consulting specialists, used when there is a lack of data
or they are unavailable).

The  second  component  of  the  cost-effectiveness  analysis  refers  to  the
manner in which the results of the mission were used to carry perceived benefits - in
other words, if the mission was achieved. From this point of view, effectiveness is
the extent to which an activity satisfies a requirement, a goal or fulfills a function.

The cost-effectiveness analysis brings together the two components, costs
and  effectiveness,  both addressing  the same  issues:  the  mission to  be
accomplished. As shown so far,  the two components have  opposite direction of
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evolution for the analysis:  costs  must be as small  as possible and effectiveness
must be as high as possible. Note, however, that the best alternative is not always
the lowest cost or the highest effectiveness (capability). Also, do not forget that the
cost-effectiveness analysis is only a tool that facilitates decision-making.

1.6. Implementation of defense planning systems within MoND 
Programs / projects management related to defense are totally different from

those  carried  out  by  other  institutions,  because  they  involve  investments  which
require an extensive period of production/ acquisition. Thus, for the development /
completion  of  such  a  program,  realistic  forecasts/financial  projections  of  future
budgets  for  the  entire  period  of  program  implementation  and  an  insurance
mechanism for accurate values should be made.

Thus, a modern system of integrated management of resources for defense
requires the following characteristics:

 A stage in which the Parliament/Government/MoND should „fix“ a line of
multiannual budgeting for defense (at least 4 years)   this line, after
being  approved,  will  be  used  in  setting/finalizing  the  Romanian  Army
program/projects;

 Political management  identify needs, analyze options, select programs,
allocate resources

 Defense  Planning  Directive   taking strategic  decisions,  ensuring  the
implementation of strategic objectives based on priorities and institutional
constraints;

 Resource  management  establishing  an efficient support  logistics
system, in conjunction with improving financial management 

 Program  management  / Performance control   developing  and
implementing  an information  management subsystem capable of
supplying  managers  with  periodic performance  reports which  enable
execution tracing and detection / correction of deficiencies;

 Training of involved structures and staff.

Presenting the above characteristics requires the setting / compliance with the
following systemic objectives:

a) defining and  comparing  different government objectives in  terms  of
contribution to national objectives;

b)  determine  the  number  of objectives  which can  be  achieved with  the
allocated resources;

c) design activities with an appropriate time horizon;
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d) comparing the private and private sector with regard to the contribution to
national objectives;

e)  reviewing  objectives,  programs and  budgets in  line  with  the  acquired
experience and new circumstances.

At the level of the Ministry of Defense an integrated planning system based
on Planning, Programming and Budgeting Evaluation – PPBS11 has been developed
and implemented since 1999, with the support of American experts from the Institute
for Defense Studies, Washington DC. In 2002, the system became operational12.

Figure 3 – The phases of the Planning, Programming, Budgeting & Execution
System i.e: USA (Planning, Programming, Budgeting & Execution System)

The main aim of the system is to ensure an  integration of activities of the
Ministry of  National  Defense structures  with the  most  efficient  use of  available
resources in  order  to  achieve the  planned  objectives,  ensuring  the  resource
management needs for  national defense and drafting  the  planning  documents
required by NATO.

Along Romania’s  ‘road’ to Euro-Atlantic  accession,  starting with  1998,  the
Ministry  of  Defense has  become one  of  the ‘pioneers’  of  the implementation of
modern resource planning systems.  The first step was completed by developing a
concept on defense  planning, followed  by its enactment by  the  Government

11 American inspired – P.P.B.S. = Planning, Programming and Budgeting System – Eng.
12 Adopting this system was assumed through the Accession Action Plan (MoND/cycle IV), being Objective 8 /
chapter II – Defense/ military issues.
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Ordinance no. 52/1998,  Law  no.  63/2000,  and  Law  no.  473/2004 on  defense
planning.

Chronologically, the integrated defense planning had the following key points:
a) From the structure point of view, the following bodies were set up: 

Year Name of the structure

1997 The Group of Defense Planning (at the ministry level) whose role was
to coordinate the development and implementation of the P.P.B.E.S.

2000

The  Integrated  Planning  of  Defense  Department  (by  merging  the
Group of  Defense Planning  with  the Planning of  the Defense  Policy
Section)
The  Council  for  Defense  Planning   central  level  decision  body
within the system of integrated management of MoND activities 

2001

Programs and Budget Section (General Staff/J8)  was changed into
Budget Service and was integrated into the  Integrated Planning for
Defense  Department  the  main  MoND  body  responsible  with
activities in the field of integrated planning of defense 

2006 Budget  Service from  within  the  Integrated  Planning  for  Defense
Department was transferred to the Financial Department

2007 It was reestablished J8/General Staff – Directorate for structure and
acquisitions planning

b) From the legal point of view:

Year Name of the document
1998 Government Ordinance no. 52 on defense planning 

1999

Romania’s first National Security Strategy (June)
Romania’s Armed Forces 2000-2007/2010 (approved by the Supreme 
Council of National Defense)
The first White Book of Government (November)

2000
Law no. 63 on defense planning
Romania’s first Military Strategy (March)
The first Defense Planning Directive13 (September)
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Year Name of the document
2001 Romania’s second National Security Strategy 

2003
The first process of Strategic Review of Defense (not completed)
Romania’ s new Constitution

2004
The second White Book of Government 
Law no. 473 regarding defense planning

2006 Romania’s third National Security Strategy 
2008 The first National Defense Strategy 
2010 The second National Defense Strategy (project)

With  the  admission  of Romania  as  a full  member  of NATO and  the  EU,
national  defense  policy has  acquired  a more  pronounced proactive character.
Accordingly,  Romania’s  responsibilities  was  no  longer  limited to  policies  which
defend the national territory, or defense diplomacy but extended towards policies
which offensively promote Romania’ interests and  which support global stability in
any region in which NATO and EU missions exist.

Defense planning in most NATO countries is done through a system similar
with  PPBES developed  and  implemented in Romania.  The  implementation  of
PPBES in Romania ensures interoperability with Euro-Atlantic structures, facilitating
Romania’s performance evaluation process in the field of national security and its
actual ability to participate in the Alliance specific tasks.

One  of  the  main features  of  the PPBS is  the multi-annual  planning of
resources, the use of multi-annual programs and the emphasis on finding alternative
solutions for achieving assumed objectives,  the best alternative is made based on
cost-effectiveness  criteria.  The  Forces objectives  (FG)  assumed  by Romania in
relation  to NATO are spread over eight major programs, their  financing being the
first priority of each program, in order to ensure  fulfillment of obligations towards
NATO and the EU14.

This sometimes involves achieving these priorities at the expense of other
sub-programs or elements of sub-programs  of lower priority,  for which funding is
reduced or delayed.

13 Consistent with Ministry of Defense Disposition regarding the Manual on the PPBES, the Defense Planning
Directive is reviewed annually.
14 The EU commitment is correlate with NATO one (“separable” not “separate” force package).
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2. Integrated Defense Planning System optimization: Costs Directive –
instrument for insuring the connection between the costs of the programming
phase with that of budgeting  

Ten years after the resources management for MoND based on  P.P.B.E.S
was startup some improvement elements of the process are necessary: 

A.  Strategic level:
 The start-up process of Strategic Defense Review. The result of this

effort will lead to a recalibration of the Romanian Army transformation. 
 The  starting  of  designing  the  National  Level  of  Ambition  for  national

security assurance. For the Ministry of National Defense, this document will be of
the essence in the process of developing military capabilities, and in the negotiation
of  national  commitment  at  the  NATO  and  EU  level  (especially  for  general
capabilities).

B.  Department level:
 Optimization of integrated management for defense, especially for

the  Military  Capability  Development  System will  provide  an  improved
development capacity of the military system, leading directly to a higher level of
compliance with the commitments undertaken by Romania in the field.

 The optimization of the process of drafting public policy in order to
improve its presence in the public agenda of the Romanian Army strategic issues
such as staffing, new strategic equipment, connection to the national economy, and
so on, are just a few items, which through an offensive public policy can improve the
economic and financial situation of the Ministry of National Defense.

 Reconceptualization, within PPBS, of the resource categories, as
follows: 

- Human Resources; (existing) 
- Material resources; (remodeling - refers only to those necessary for the

operation and maintenance / procedural feature: Supply) 
- Technological resources; (new category - refers to the procurement of

complex/ procedural feature military technique /: Multiannual procurement) 
- Information  resource;  (new  category  -  refers  to  all  sources  of

information which the military needs) 
- Infrastructure (existing) 
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- Time resource (remodeling – its mentioning in the annual documents,
detailing the need to manage time)

 Startup process  of  transition, into the Planning, Programming,
Budgeting and Evaluation System, from major programs having the functional basis
to capabilities  groundwork (action  basis).  The  process  is  complex  and  time-
consuming because there has to be a change in the current strategic major program
directors, but once implemented, it will provide a much better management than the
current one.

 Starting  the  process  of  substantiating,  development  and
implementation of the  Costs Directive,  strategic coordination document which is
missing  from  the  PPBES.  This  document  is  very  useful  in  the  early  stages  of
Programming and Budgeting as it provides a unified image on both costs and their
calculation formulas.

A significant problem, still unsolved, is the need for and the use of a single
system of costs in defense planning. Since the beginning of implementation of the
new system of integrated defense planning it was well acknowledge that within the
PPBES  in  addition  to  the  Planning  Directive,  there  is  also  a  Costs  Directive.
However,  within  the  Integrated  Planning  for  Defense  Department,  where  the
programming and budgeting stages were  developed,  there was no need for the
second strategic document.

It  should  also  be noted that  there  were no information  about the  Costs
Directive.  All  efforts were directed  towards developing the  Defense  Planning
Directive.  Thus, given the  state of development and performance of the Planning,
Programming,  Budgeting  and  Evaluation system  one  can  now  proceed  to the
foundation and development  of  the  ‘missing  document’.  Moreover, to  ensure
correlation between the Programming and Budgeting phases, including transitioning
between  them, this  problem is  achieved,  in defense  planning systems of  some
NATO countries, by the Costs Directive. 

Thus, we hereby present a draft regarding the structure and content of such a
document which should be developed and implemented as soon as possible within
the defense planning system.

The Costs Directive will be the basis for calculating costs within the Ministry of
Defense, including for  integrated defense planning, especially in the Programming
and Budgeting stages.
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The Costs Directive will be published annually, coupled with updating / issuing
the  Defense  planning  Directive,  and  will be  employed as  a  tool for integrated
planning of defense, specifically in the Programming and Budgeting phases.

It will comprise two basic chapters:
 Chapter  I:  Calculation  procedures,  standards  and  values  for defense

planning;
 Chapter  II:  Standards  and benchmarks  for detailed  plan  (used  in

programming).
The Cost Directive will include the total annual costs related to specific items

of expenditure classified as follows:
1. Personnel expenses;
2. Utilities and administrative expenses;
3. Contributions and dues;
4. Representatives in international bodies;
5. Loan repayments, interest, commissions;
6. Commitment appropriations for contracts awarded;
7. Theaters of operations;
8. Force Objectives Implementation;
9. Operating and maintenance expenses;
10. Dangerous munitions destruction;
11. Other investments;
12. Infrastructure investment.

Conclusions
Integrated defense planning system implemented in the Ministry of Defense

has  reached its  institutional maturity level.  From  this  point  onwards  certain
interventions without creating dysfunction in the coordination / execution of specific
activities or introducing new elements designed to optimize / streamline the whole
process  can  be  performed.  During  the  next  period  attention  should  be  paid  to
optimizing the management  tools  available to  military and civilian leaders at the
highest  level  as  well  as  directors  of  major  programs  since  they  are  the  ones
responsible for the efficiency and effectiveness of the entire system.

One of  the  goals  of the  MoND  transformation  is  the  consolidation /
optimization of the  PPBES. In this respect, the reconceptualization of the MoND
major  programs for  the  purposes  of making  the transition  to capabilities
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management will  bring  a whole new  breath  to  the  integrated defense planning
process.

Furthermore,  the  financial  crisis  should  also  be  considered.  Thus  the
competition  for financial  resources allocation  will tighten,  national  defense  being
usually disadvantaged. This aspect is confirmed by the budgetary allocation from the
previous years, namely:

Evolution of defence spending (2000-2012) 
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Figure 4 – MoND budget evolution1 (2000-2012)
By developing and implementing the Costs Directive the  set of documents

corresponding to the Planning, Budgeting and Evaluation System will be completed.
This document will help unify all cost estimation element which will contribute to the
optimization of activities during the Programming stage, leading to a more rigorous
allocation of financial resources and having an impact on all types of resources.
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