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General (ret.) Professor Eugen BĂDĂLAN, PhD* 
 
 

The present paper presents some considerations on the inclusion of sustainable rural 
development in the national security strategy of Romania as well as on the changes in the 
evolution of the national security strategy paradigm. 

Keywords: changes; paradigm; national security strategy; sustainable rural 
development.  

 
 
Changes of the National Security Strategy paradigm 

he nowadays bipolar world is characterized by unpredictable evolutions, 
major unbalances, and also by an increasing frequency of changes at 
regional and global level with the facile trespassing of national borders. 

In the forefront of political and economic scene, beside the consecrated geopolitical 
actors new states appeared, especially in the Asian area, endowed with economic 
efficiency and technological progress. 

The novelty in the present world balance is an emphasis on the role of the 
economic-financial factor that has become more prominent, thus asserting major 
restrictions to the political level. The nowadays financial crisis is the result of the 
global financial power will to resettle the current world balance on solid grounds 
conferred by the real, tangible economic-financial potential. It is intended to 
reconstruct the hierarchy of geopolitical influence bearing away the unimportant 
actors from the regional and global power equation. 

                                                 
* Deputy, Secretary of Defence Commission in the Romanian Parliament, President of the Section of Military 
Sciences from the Academy of the Romanian Scientists, phone/fax: +40213229165; e-mail: b51me@yahoo.com. 
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Under the already mentioned circumstances, the world states are in the 
position to manage a wide range of risks and threats. The first set of destabilizing 
factors refer to hard factors, such as armed aggression, violation of the territory from 
the borderline, territorial rapt, local conflicts or state terrorism. The hard risks and 
threats are visible and therefore revealed by the public opinion, the United Nations 
Organization, and the security organizations with regional vocation. 

Those threats are approached in the National Defence Strategy, the 
document synchronizing the decisions made at national level in order to counteract 
the destabilizing factors by adequate measures regarding the use of the state’s 
armed power. The National Defence Strategy defines the defence policy guidelines, 
the armed forces missions and the means to use the forces able to fulfil the aimed 
goals. The National Defence Strategy must be presented by the Romanian 
President 6 months subsequent to his/her investiture. The document generates 
guidelines of action for other subsidiary documents, the White Chart of Defence, 
elaborated by the National Ministry of Defence and the Military Strategy settled by 
the General Staff. 

The hard way of action is considered counterproductive in the actions against 
another state, if we take as an example the Iraqi War, in 2003. The military actions 
leading cost billions of dollars, but the efforts from the postconflict period for Iraq’s 
reconstruction were ten times expensive. The Iraq War winners had, in real terms, 
the hardest bill to clear by assuming the political, administrative, economic, social, 
security etc. attributes of the defeated state. Consequently, that way is obsolete. 
This can be exemplified by the situations in 2011 from Egypt, Bahrain, Syria and 
Libya where different ways were activated to reach to the desired goal. Practically, 
we witnessed a return to Sun Tzu’s assertion from the “Art of War” stating that the 
perfect victory is materialized in the situation when you defeat the enemy army 
without producing any victim. On this line, the soft means can have great 
diversification: elements of climatic and telluric war, financial crises, cyber attacks, 
biological war, commercial war, interethnic manifestations, bioterorist attacks 
protectionist policies, collapse of the national currency, soil and underground wealth 
seizure, bad governance etc. The diversified, omnipresent soft means with 
possibilities to widen their action range should be the object of National Security 
Strategy. Thereby, the National Security Strategy has diverse components: military 
(of defence), economic, demographic, diplomatic, food, cyber, technical, health, etc.  

By its integrator dimension as a document initiated to counteract the factors of 
external and internal risks and threats, the National Security Strategy answers to the 
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priorities grounding the existence of the Romanian state. The soft threats can regard 
all the fields and activities consecrated to the preservation of citizen’s security, 
public order, national security and defence. In order to effectively prevent the 
multiple challenges efficient forms of activity can be taken into consideration in the 
fields of intelligence, counter-intelligence and security, expressed by measures of 
efficient prevention and management of crises, along with the measures from the 
threat materialization field.  

The National Defence Strategy must allow the fulfilment of some distinctive goals:  
- The identification and proactive counteraction of destabilizing factors, the 

diminution of vulnerabilities from the political, economic, military, social etc. spectre;  
- The prevention of conflicts and efficient management of destabilizing factors 

against the national security, of crisis situations and diminution of their 
consequences;  

- The active participation to the promotion of democracy and the building of 
security and prosperity in the vicinity of Romania and other areas of strategic 
interest; 

- The thorough involvement in the transformation of internal social-economic 
framework and in the enhancement of the national capabilities. 

As we have seen, the National Security Strategy includes the Defence 
Strategy. As far as the relation between the National Security Strategy and the 
Defence Strategy is concerned, a few delimitations are needed. The release of the 
National Security Strategy is absolutely needed, as it is a fundamental, 
comprehensive and perspective document. The National Defence Strategy can be 
part of the National Security Strategy restrictively approaching the national defence 
issue. Therefore, the release and approval of the integrator document is an 
undisputable priority on the strategic level. 

In agreement with the requests coming from the Romania statute as border-
state of the European Union, we consider that our country must be seen as one of 
the dynamic vectors of prosperity and security in the Black Sea Region. In our view, 
an instrument of maximum efficacy in the National Security Strategy content is the 
enclosure of the sustainable rural development concept intending to contribute to the 
eradication of certain economic-social vulnerabilities of Romania. 

The priority of the Sustainable Rural Development of Romania 
The Sustainable Rural Development is both a concept and an absolute 

strategic priority of Romania. The concept’s content refers to the way to restart the 
national economy engine, involving in synergy all the country’s economy sectors. It 
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aims to mobilize and valuate Romania possibilities on short, medium and long term 
concerning the provision of the vegetal and animal food in the rural environment, the 
conditions of existence, comfort and wellbeing.  

The starting point is represented by the investments in the rural environment, 
as this sector benefits from the territorial fund, claims little investments and obtains 
enhanced efficiency. The rural sector comprises 40% of the country’s population 
who, dramatically hit by the insufficiency of material resources, has only symbolic 
assistance and social protection, the level of pauperization being very high. At the 
level of the Romanian village, the first step is to stop the present social-economic 
decline that presumes import of food for population, the next step is to provide the 
food necessary for the poor rural communities by own efforts and the third step is to 
inverse the actual report by sending the surplus of food to the neighbouring urban 
environment and also to export. 

The Sustainable Rural Development means the following: to gather the 
constructive effort to use the existent labour force in the rural environment; to 
provide modern technology; to allocate financial resources; to grow the institutions’ 
potential for main exploitation of soil’s possibilities in order to obtain, develop and 
consume the vegetal and animal production at rural and urban level with possibilities 
for industrial processing; to implement the living, comfort and civilization factors in 
the rural environment and to turn to profit the surplus of production in the urban 
environment. 

Romania takes the 5th place in Europe to the items of arable and agricultural 
surfaces owing the potential to produce food for about 80 millions inhabitants. The 
catalysts of this concept’s success are the national effort synergy and high 
management. The finality of efforts consists in the preservation of food and 
demographic security, essential compounds of national security. 

The synchronization of efforts is possible by the constructive integration of 
distinct strategies on sustainable development: 

- at the national level – fulfilled to the Executive level with the agreement of 
Opposition and the consultation of the academic environment by multi-yearly plans 
on long term (25 years), medium term (15 years) and short term (5 years) forecasts; 

- at the county level – grounded by the Prefect institution in agreement with the 
field’s specialists with the large support of Local Council, on medium and short term; 

- at the commune level – instituted on medium and short term by the Mayor 
with the support of the Local Council. 
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The Agro-Industrial Park Combined with the Trade Centre can be defined 
as the basic element of the Sustainable Rural Development. The Park can be 
considered as an element of all national, county and local strategies. The concept 
regards the smart use of financial, agronomic, veterinary, hydrological, genetic, 
pedological, technical, technological, viticulture, forestry and other nature resources 
in order to produce food and services in the rural area. 

The constitutive elements of the Park can have a variable configuration, being 
directed to the economic growth sustained at the rural area level. 

On the Park’s surface that can be about 10-20 hectares, distinct functional 
modules can thus be settled: 

- Banking units in order to optimize the flows of capital to generate/regenerate 
the production and to capitalize the Park’s achievements; 

- Vegetal markets with banks of seeds of great productivity, silos for cereals, 
food shops, stations for agronomic information; 

- Centres for artificial reproduction, slaughter houses, shops for animal 
products selling, centres for conservation and processing, sector for fishery 
production capitalization; 

- Conferences halls, cultural spaces, centre for information and 
documentation;  

- Hi Tech elements, Internet rooms, servers, dispatchers; 
- Reserve generators and modules to produce ecological energy (solar, wind); 
- Kindergartens, playgrounds and entertainment areas for kids, swimming 

pools; 
- Parking places and areas to house the vehicles, harnesses and animals; 
- Micro-units to produce bio diesel, vegetal oils, sugar, caloric briquettes, etc.; 
- Touristic units (motels), cafeterias and/or restaurants; 
- Malls and shops for local traditional handicrafts or brands (pottery, weaving, 

painting, eggs painting, plum brandy production, etc.); 
- Park of agricultural machines, technologies and technical means designed 

for zoo-culture (forestry). Details in Figure no. 1. 
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Figure no. 1: Generic view over the elements of the agro-industrial Park (after 
GNIR) 

 
 
The Park will be the starting point (the interface) for financing production, for 

picking and capitalizating vegetal and animal funds retaking the yearly cycle of 
production.  If need be, if the conditions allow it, particular forms of the Park can be 
implemented, such as the Green sheepfold, Green farm, or other distinctive forms. 
Details in Figure no. 2. With respect to the actualization of materialization forms of 
the Park, other forms can also be identified so as to capitalize the potential of 
different geographical areas or morph-geographical areas. 
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Figure no. 2: Ensemble view of Green Sheepfold (after GNIR) 
 
The implementation of the concept at the national level 
At the national level, the project which integrates and enhances the effort 

specific to the areas with agricultural potential and allows reaching the goals of 
Sustainable Rural Development is the Romanian Plains Project. 

The Romanian Plains Project intends to optimize the possibilities to use the 
pedological-climatic potential of plain forms from Romania in order to produce the 
maximum vegetal and animal food quantities. 

The project’s content refers to the implementation of unitary, efficient agro-
zoo-technical activity with great ecological results, with ample modern technical-
scientific support and the use of biotechnologies, under the conditions of The Agro-
Industrial Park Combined with the Trade Centre, concomitantly with effective 
measures of forestation, pedological and irrigations/drains.  

The implementation measures should focus on the following objectives: 
- To stop the acquisition of agricultural surfaces by the foreign citizens (more 

than a million hectares are already remised), to stimulate agricultural 
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entrepreneurship for the efficient use of the territorial fund in order to provide for the 
family’s existence and to capitalize the surplus on the market; 

- To extend the associative forms to the entire surface level with the provision 
of financial, technical, agronomical and zoo-technical support; 

- To cease the uncontrolled enlargement of villages producing significant 
damage to the agricultural surfaces abusively passed to the category of built-up 
areas, and to scientifically ground a reintegration of the arable surfaces and 
pastures in the agricultural circuit;  

- To improve and maximally use the potential of irrigation by natural fall 
(Danube, Siret, Olt, Mures, Somes, Jiu, etc.), the use for irrigations and transport of 
the Bucharest – Danube Canal; 

- To develop the infrastructure of roadway, railway communications and 
telecommunications in the rural area and of modern IT support; 

- To combat the enlargement of arid areas (by forestations, irrigations, 
protective cultures) with the help of acacia and similar plantations, especially in the 
areas with a risk of desertification (the South of Oltenia, Dobrogea, the Central 
Moldavian Plateau); 

- To extensively use the Agro-Industrial Park Combined with the Trade Centre 
in the standard template and derived forms; 

- To modify the agronomic practices by obtaining two crops in rotation on the 
same soil following the existence of two seasons and the global warmth; 

- To include in the production of the breeds and races with enhanced 
efficiency, the improvement of technology of culture, development and breeds 
capitalization; 

- To permanently survey and to ensure the scientific support of the Romanian 
Academy for the phases of multi-yearly planning, design, implementation of pilot-
projects, interconnected involvement and assessment. 

The implementation on the national plan of 4-5 pilot-projects related to the 
Park is very urgent. The positive results, once publicized and efficiently analyzed, 
can be a decisive step toward possible future developments.  

The Carpathians Mountains Project can aim at the interconnected 
capitalization of the Carpathian Mountains area potential and the contiguous hills 
(about 1/3 from the territory) to produce vegetal and animal food especially in the 
context of global warming. The project must have a complementary approach with 
the Romanian Plains Project with involvements specific for the hilly and 
mountainous relief. The grounding elements will situate in the forefront the animal 
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husbandry, the enlargement of fruit-trees and vineyards cultures, the practical 
application of grass-lands potential, the forest fruit and mushrooms picking, the 
participation of apiculture and plants from the spontaneous flora, fishery. 

The Delta Danube Project should be structured on the preservation of the 
bio-diversity specific for this unique area, the enhancement of possible means in 
order to use the capacities for the fishery production, tourism and entertainment, and 
also for the production of locally specific vegetal and animal food. The outcomes 
must bring benefits to the local traditional community isolated by the aquatic 
environment. 

The project must prioritize the unitary agro-zoo-technical activity adequate for 
the distinctive space of Delta, characterized by a great variety of fishes, but with 
limitations owed to the vegetation and zoo-culture specific for the area. The 
accumulations and developments are possible by the advantageous husbandry and 
exploitation of productive breeds (taurine, bubaline, caballine); precious species of 
fishes in temporary facilities, aquaponic cultures or hydroponic cultures, the animal 
husbandry in the natural habitats, reed exploitation, measures to protect the existent 
ecosystems. 

On the whole, the Sustainable Rural Development is applicable to the quasi-
totality of the national territory by distinct particularized organizational forms 
producing major economic-social mutations. The concept must be naturally 
connected to the Danube River and the Black Sea European geopolitical projects. 

The implementation of the concept at county level 
The means to implement the priorities imposed by the Sustainable Rural 

Development is represented by the Sustainable Development Strategy of the 
county. The document is released by the County Council realistically settling 
possibilities to exploit the potential of the rural community in the reference time 
horizons. 

The strategy will have as goals, objectives, the means of financing, the forms 
of implementation of projects, the surface sharing, the means to capitalize and 
refinance cultures and animal/vegetal production. 

Comparatively with the national level measures, in a general, integrated form 
at county level, the concept’s approaches will be realistic, particularized, applied 
strictly to the possibilities every county has. The realistic feed-back of every county 
possibilities’ assessments lead to the correct estimation of national potential over the 
use of concept. 
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The implementation of the concept at local level 
The administrative space of implementation at local level is represented by 

the entity of the commune level, dramatically hit by the insufficiency of material 
resources, social assistance, and dramatic pauperism and characterized by 
symbolic social protection. The essence of the concept consists in the integral 
systematic use of pedological-climatic, agro-zoo-technical, social, economic, 
financial, banking and other nature potential in order to satisfy the needs for food of 
the country’s population, the creation of some substantial surpluses for export. 

Food security 
The sustainable rural development concept gains special valences when we 

think about the ever-increasing number of specialists stating that Europe is about to 
pass into a food crisis. 

The food security represents the balance situation when the citizens are 
protected against dangers induced by the production, preparation, processing and 
consumption of aliments, the sentiment of trust, peace and comfort induced on the 
macro-social and individual level. It synthesises the totality of efforts and measures 
designed to protect the community and the individual against a wide range of risks 
and threats, among which the use of aliments with toxic content, organic 
constituents harmful to the health, pesticides and fertilizers. 

The food security state is the balance instituted between the risks, threats and 
dangers against community generated by the usual consumption of vegetal and 
animal food. Under these circumstances, the bio-economic sciences represent a 
field of scientific research that approaches the interdependency and evolution of 
human economy and of natural eco-systems in time and space. 

Because of its multiple implications, food security can be evaluated and 
analyzed on levels of interest, as follows: global, regional, national and local. 

The global food security represents the balance state instituted by the 
provision of an optimum of food, in point of quality and diversity, into the global 
community, with institutions, mechanisms, instruments and processes adequate for 
the promotion and fulfilment of designated objectives. 

At global level, 20% of planet’s population consumes 80% from the world’s 
food resources. The nowadays population is about 6.7 billion inhabitants, and can 
reach up to 8.9 billion in 2050, stabilizing around 9 billions in the perspective of year 
2300. The food is not enough for 2/3 of world’s population. In case the actual trend 
of soil fertility continues to decay, corroborated with the same pace of population 
growth, the deficit of food will become dramatic. That situation will worsen further 
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when the replicas of the financial crisis will profoundly shake the fragility of the 
poorest countries economies. 

The regional food security supposes the institution of a harmonized system of 
relations between a number of states on a distinctive geographic surface, 
characterized by the assumption and respect of some norms unanimously accepted 
in the mutual exchange of food policies in agreement with the geo-climatic 
conditions from each state, in order to provide the reaching of own goals in point of 
food security without damaging other countries’ interests, as well as the amiable 
resolution of the misunderstandings among them. 

 In the European plan, Romania must do its best to align its production and 
consumption to the European standards, under the conditions of an efficient 
attraction and use of European funds. 

The national food security represents the supreme expression of national 
interest. It materializes in the constitution, implementation and maintenance of food 
policies adequate to the state level, in order to preserve the health state and the 
harmonized development of population. 

The application of Sustainable Rural Development concept allows the 
development of a balanced alimentary consumption in agreement with the traditional 
national values, the possibility to affirm the culture and spiritual life in universal 
context, the ensurence of physical health of its country citizens, the surrounding 
environment protection.  

The local food security is accomplished in agreement with the local specificity. 
It is distinctively materialized on every administrative unit of reference (county, 
commune, village, farm, individual household). 

The food security concept is becoming a national priority which, in the future, 
is likely to become more important than the energetic security. The food security is 
the pillar supporting the health state, the harmonized physical development, the 
wellbeing, the demographic growth, the nation’s trust and balance, sheltered from 
possible risks induced by crises or destabilizing policies. 

The concept must be emphasized in the actual context, characterized by the 
growth of human (food) energetic resources request at global level wherein the 
climate modifications and natural disasters are amplified by the destabilizing 
modifications induced by the human activity. In a world with social and political 
disturbances, we witness the exponential increase of population, with food 
resources in dynamic diminution. 
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 The steps to be followed in providing the food security aim to: 
- elaborate the multi-yearly projects related to food security by the agreement 

of Power and Opposition, engaging major investments from internal and external 
sources; 

- take inventory of surfaces able to be used in the production of aliments of 
vegetal and animal nature by reaching the maximum efficiency; 

- assert in national emergency regime the programs to combat the arid soils, 
combined with forestations in network realized on the surfaces with risk of decay or 
with low vegetative potential; 

- develop the national system of irrigations by natural fall by using integrally 
the potential of the inner rivers network, to rehabilitate the main irrigations canals 
and the local system of irrigations/drains; 

- introduce in the national circuit the Agro-industrial Park Combined with the 
Trade Centre project by the initial implementation of 4-5 projects at every county’s 
level; 

- efficiently launch some projects of national range – the Romanian Plains, the 
Carpathians Mountains – to capitalize the excellent pedological-climatic potential to 
produce the ecological, traditional and diversified food resources; 

- impose the coordinated measures to optimize the potential use offered by 
soil, forests, water surface, inner rivers and Danube Rivers; 

- include in the economic circuit the acclimatized breeds and races with an 
economic potential and increased efficaciousness, with the elimination from  
production of genetically modified bodies and ones with low efficaciousness; 

- build small factories for processing vegetables, fruit-trees, vineyards and 
fishery basins products, and the modular abattoirs; 

- apply viable strategies to produce qualitative wines, traditional plum 
brandies, natural juices, healthy refreshing drinks, medicines, with the use of 
atypical cultures possibilities, inclusively the spontaneous flora; 

- accelerate the use of modern procedures of production related to 
aquaculture, hydroponic cultures, etc. 

The food security must eliminate from alimentation the elements of risk 
materialized by genetically modified bodies, chemical substances from the range of 
conservatives and the enhancers, the toxic elements induced by the packages or 
inadequate treatments. Also, it must operate efficient elements of control, means of 
awareness of consumers and firm instruments to sanction those attempting to 
endanger the population health. 
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The food security closely interferes with other components of national 
security, the inputs being part to the system. 

 
Conclusions 
The preoccupations related to Sustainable Rural Development must be 

approached in the context of the global warming, the aquifers exhaustion, the 
drainage and reduction of agricultural surfaces, the exponential increase of global 
population, the rarefied ozone layer, the increase of planetary ocean level and the 
flooding of a wide territory used for food production, the preoccupations over the 
destructive use of meteorological, tectonic etc. weapons. Also, one must consider 
the possibility of the means related to bioterrorism to compromise the production on 
huge surfaces, the intended destructive use of medicines, the introduction in the 
alimentation of genetically modified aliments, the production of unhealthy food, the 
massive illness or population’s mortality growth. 

In the same manner, the implementation of policies at the population level in 
the Romanian villages must be corroborated with the hope of regaining a massive 
contingent of the country’s population. The globalization eases the rapid passing of 
country’s borders by disturbing factors; therefore, Romania can rapidly confront the 
migration of persons with consequences able to dramatically affect the country’s 
stability. The approaches used for the security dimensions – national, domestic, 
alimentary, veterinary, agricultural, etc. – must contain pertinent approaches. The 
gradations on fields of interest must be undergone realistically, connected to the 
challenges and convulsions of nowadays world. 

Romania should produce its own security in order to produce food for its 
people from own resources, to structure the solid social policies and to ground 
robust strategies regarding demography and population health. The developments 
can be and must be approached in an interconnected plan. Under the circumstances 
in which the underground resources were entirely chartered, the soil’s possibilities 
must be put in the job of basic interests of state and citizen’s benefit. The Romanian 
soil, with a layer of black earth over 20 centimetres, in the situation of a rigorous 
management, can produce ecological food, diversified and in quantities exceeding 
their own consumption needs. We appreciate that the implementation of Sustainable 
Rural Development concept must constitute the basic national priority that can bring 
the intern economic revival along the next 15-25 years. The delay of project’s launch 
with 2-3 years may be similar to a total failure (the agricultural surface will be totally 
alienated, the soil’s decay will be quasi-irreversible, the rural population will reach a 
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dramatic level of pauperization, the climatic changes will be unpleasant, the rural 
space will be hard to stabilize). The priority resides from the need for security, food 
and future scented at survival for almost half of population and from its level of 
benefit undisputable for the national interest. 

The imposition of Sustainable Rural Development concept to the food security 
and to the demographic security in the content of National Security Strategy 
represents an absolute priority coming from: 

- the increase of those components’ percentage in the total equation of 
national security in the future, imposing taking attentive measures in order to 
decrease the threat from the respective area of responsibility; 

- the financial, economic, social and climatic disturbances, unpredictable and 
very ample as they are, do not admit momentary solutions, but long-term actions; 

- the programs and measures from the agro-zoo-technical sector must be 
analyzed on adequate periods of times, the proposed horizons (25,15, 5 years) 
being quite reasonable. 

Along with the measures regarding the optimization of National Security 
Strategy content, we consider it necessary to include the Sustainable Rural 
Development concept, as an essential arm to provide food security in absolute 
priority regime. The implementation of Romanian Plain, Carpathian Mountains, and 
Danube Delta projects represents major desiderates of balanced development of 
rural space of the Romania of tomorrow. 
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The article briefly presents the developments in the Arab World between December 
2010 and February 2012, epitomizing on: the international context, the geopolitical and 
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characteristics and consequences of the „Arab Spring”, the implications of these movements 
in the repositioning of the great powers and regional actors in the following period. 
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 was marked by the revolutions in the Arab world and by the 
fall of the dictatorial (authoritarian) regimes from Tunisia, Egypt 

and Libya and also by the onset of some partial reforms in many other countries 
from the North of Africa, the Middle East and the adjacent areas. 

Although the more or less violent popular events from the aforementioned 
countries were presented as heroic acts of a population craving for liberty and 
democracy, last year’s analysis strongly questions the real target of revolutions and 
riots.  

Many analysts and observers of diverse orientations from the Occidental 
world, Russia, China and the Arab countries try and often manage to design a 
complex spectrum of interests and conditionings leading to geopolitic, geo-strategic 
and economic power games (the race for oil and other strategic raw materials), 

                                                 
* Titular member of the Academy of Romanian Scientists, scientific secretary of the Section of Military Sciences, 
member of the Honorific Council of the Academy of Romanian Scientists; email: mincu_constantin@yahoo.com, 
phone: 0722303015; fax: 031402180. 

2011 



 

 
Major General (ret) Professor Constantin MINCU, PhD 

 
18 

situations wherein democracy, human rights and social justice are forgotten and 
uninteresting.  

 
1. The international context in the last few years (2008-2012) 
Many conspiracy theories (with a sense of credibility) circulate in the 

media and on the  socialization websites of the Internet global network, theories that 
grant the global economic crisis genesis, the often chaotic acceleration of the 
globalization phenomena, the crazy race for resources (especially energy – oil and 
gas), the redefinition of spheres of influence, new alliances and groups of forces, the 
complex issue of demographic growth and the dramatic poverty of a large number of 
people owed to some occult groups formed from the wide global finance (tycoons 
from Wall Street and the City, Bilderberg group, Illuminati bankers, IMF and the 
World Bank board, etc.). 

These groups seem to control world governments, inclusively those of 
great and strong countries (i.e., the USA, the UK, France, Germany, etc.) promoting 
their own agenda that would lead in a shorter term than was thought toward the 
New Global Order.  

Starting from the reality that the world has now seven billion people and 
from the fact the exhaustible resources are not enough (as some analysts declare - 
“too many for so little oil”), we are in search of solutions to satisfy and save only the 
already strong ones by a set of political, economic, demographic, military and other 
nature measures which will consist in:  

- The dramatic reduction by rapid and efficient measures of the actual 
world population (some sources speak about the decrease of population 
of about 50-90%); 
- The action of devastating strike over Iran in the last months 

(protagonists – USA and Israel); 
- The destruction of position and potential of development of the 

important currencies (dollar, Euro, Yen, etc.) preparing the introduction of 
the Global Unique Currency; 
- The limitation and then fall of world’s great states’ power, starting with 

USA, Russia, Japan, etc.;  
- The challenge of the oil prize to 150 – 200 USD/barrel; 
- The orchestration by the great banks of the Banking Mortgage Crisis 

by the regulation of  accommodations taking over without legal 
empowerment (see the USA case); 
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- The promotion of some “laws” attacking the human being and the 
latter’s biological genes (see the USA Health Law and not only); 
- The increase on short and medium term of China’s role as an 

intermediate stage before the gaining of control by a Global Government:  
• China already owns all Greek harbors;  
• It also owns 90% of all the rare minerals of the Earth – essential 

components for industrial and weapon technologies;  
• It is already the great extractor of mineral resources at global 

level (it owns mine exploitations in Australia, Africa, USA, the 
Middle East, Canada);   

• It occupies the firth place in the world in the oil production (3.8 
million of oil barrels per day) and imports an equal quantity from 
the global market, mainly from Iran and Saudi Arabia);  

- The orchestration of some strong attacks on the main religions of the 
world in order to create the ”One World Religion”. The use in this regard of 
promotion by all mass media means of homosexuality, abortion, 
euthanasia, pornography, witchcraft and other means to confuse people 
(the activity of the Global Board of Churches sponsored by Masonic 
organizations – Rockefeller, Carnegie and Ford Foundations to be 
studied); 
- The intensification of control over citizens from all the countries by the 

introduction of some laws (regulations) as “the Cyber Security Act” and 
”The Carbon Tax Act” in the USA and “ACTA” in the European Union; 
- The use of public money to “help” the great banks, although they were 

the ones who launched the global disaster (knowingly and in conformity to 
well-defined plans). Only the American tax payers must contribute 3 trillion 
dollars. The same evil threatens to come upon the tax payers from all the 
countries seriously affected by the triggered crisis.  

The aspects briefly presented below forecast explosive situations for the last 
years, impossible to control, with hardly anticipated results even by the ones who 
make decisions with such determination. 

That makes the more so explainable the disappointment of the observers 
from western or other countries and of the analysts that view optimistically the 
developments of the “Arab Spring” (the fall of three dictators, free elections in 
Tunisia, Morocco and Egypt) as compared to the real evolutions: the economic crisis 
continuation, the increase of instability in the North of Africa, the Middle East and the 
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adjacent areas, the seizing of power of the Islamic and Salafist parties (some 
declare themselves as moderate, but nobody  believes them).  

 
2. The geopolitical and economic importance of states from Northern 

Africa and the Middle East 
Almost all the analysts and observers of the evolutions in the last few years 

on the international stage agree the states comprised in the “Arab Spring” and also 
some countries in this vicinity have the main role from many regards:  

- They are situated in the vicinity of some important commercial routes 
(the Mediterranean Sea, the Suez Canal, the Red Sea, the Persian Gulf, 
the Indian Ocean); 
- They have an important demographic impact that can be taken into 

account as potential for development and consumption market for the 
occidental states;  
- They produce and export a large amount of the world’s oil, still a vital 

resource for occidental world’s economies and also for the economies of 
some emergent states (China, India, Brazil, etc.). Thus, in the top of the 
first twenty producers of oil in the world there are:  

•2nd place – Saudi Arabia, producing 8.3 million barrels of oil per 
day from which exports 7.5 million; 

•4th place – Iran, producing 4 million barrels of oil per day and 
exporting 3 million; 

•8th place – the United Arab Emirates, producing 2.4 million barrels 
per day and exporting 2 million; 

•9th place – Iraq, producing 2.4 million barrels per day and exporting 
1.9 million; 

•10th place – Kuwait, producing 2.4 million barrels of oil per day and 
exporting 1.4 million; 

•16th place – Algeria, producing 1.8 million barrels of oil per day and 
exporting 1.3 million; 

•17th place – Libya, producing 1.7 million barrels of oil per day and 
exporting 1.2 million. 

If we also take into consideration the states situated in the vicinity of the 
great already mentioned producers (Nigeria – 12th place, Angola – 15th place, 
Kazakhstan – 18th place and Azerbaijan – 20th place), it clearly results the major 
dependency of the industrialized countries, great consumers and without own 
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resources (excepting Great Britain – 19th place and Russia – 1st place), by the black 
gold production from the areas affected by the revolutionary movements called in 
the international press “the Arab Spring” or “Islamic Spring”. In fact, we speak about 
a production of 29.4 million barrels per day and an export of 24.4 million barrels       
per day.  

Daily, these huge amounts of oil supplies the industrial machinery, the 
public consumption and the (hard to neglect) military system’s needs.  

That is why the revolutionary riots started in December 2010 and which, 
under different forms, continue even today must be viewed beyond the real 
economic, social, political and religious causes and rather as control key for some 
vital resources for the industrialized world economy and for the great military 
powers. This fact needs a thorough analysis of the contemporary phenomena and a 
more realist assessment of the historical hypocrisy of some occidental powers (the 
claim of democracy’s cause and human rights when, as a matter of fact, the fight is 
for the privileged access to vital resources).  

3. Causes, goals, characteristics and traits of the „Arab Spring” 
In the last 30-40 years in the Arab world were accumulated demographic, 

political, economic, religious and other nature tensions. This situation needed a 
catalyst, a spark for all to ignite the fire.  

Many analysts** consider the main role was played by the disclosure of the 
corruption of the dictators and autocrats from Northern African and Middle East 
countries done on Wikileaks site by showing a part of the diplomatic correspondence 
of the US State Department (the disclosure also regarded other states from Europe 
and Asia, Romania included).  

The aforementioned disclosure stirred the spirits, especially the educated 
young people having access to the socialization networks (Facebook, Twitter, etc.) 
which, started to manifest, at first shyly and then more firmly after the Tunisian 
“spark” in December 2010, when the young Tunisian Mohamed Benaziza set fire to 
himself in the small town of Sidi Bouzid. 

Recent analyses showed that among the main causes that initiated the 
“Arab Spring” riots were:  

- The demographic developments during the last 30-40 years that ended 
in the growth of the young population without social and economic 
prospects;    
- The existence of some dictatorial or authoritarian regimes 

perpetuated in force on clan and clientele principles that resisted with the 
same main characters for 30-40 years;  

                                                 
** See the material posted on different Internet sites by using Google search and the “Arab Spring” topic.  
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- The generalized corruption of the government and local authorities;  
- The massive violation and without any abstention of the fundamental 

human rights;  
- The galloping inflation and the increase of prices for the basic foodstuffs;  
- The affirmation of “kleptocracy” (kleptomania)  as state policy; 
- The religious and clan sectarianism; 
- The lack of jobs, the unemployment rate affecting 20-30% of the 

population able to work in economic activities.  
Taking into account the above presented reasons, most of the 

demonstrators claimed - through more or less violent forms - the following:  
- The introduction of some democratic regimes;  
- The respect of fundamental human rights;  
- Free and fair elections, inclusively by accepting women to vote (in the 

countries where this thing has not happened yet);   
- The resignation of the autocrats and their allies.  
The means to reach the already presented goals embraced different forms 

of manifestation, from civil war (Libya) to more or less peaceful demonstrations:  
- Civilian disobedience through the disrespect of laws and rules imposed by 

the authorities;  
- Civilian resistance by diverse forms;  
- Attacks on some state institutions;  
- Huge demonstrations with the participation of tens of thousands of people;  
- Intensification of online activism, especially of teenagers;   
- Violent armed rebellions with casualties and injured people;  
- Reach of revolution stage, especially in Libya, Egypt, Syria;  
- Other actions (self-burning, destructions, urban war). 
Until now (February 2012), the consequences of the revolutionary 

movements have been important at both regional and global level:  
- Presidents and prime-ministers went off from power;  
- The demonstrators imposed some economic concessions;   
- The political map of Northern Africa and the Middle East was redesigned;  
- They set the conditions for access by democratic means (by free 

elections) of some moderate or radical Islamic parties; 
- The movement has not finished yet; there are ongoing actions also in 

other states (mainly in Syria).  
Based on some analyses made by experts in global and regional 

issues we can state that:  
- It increases the danger of some Islamic radical parties, especially in the 

Palestinian Territories, Egypt, Yemen, Tunisia and Morocco;  
- The conditions for religious intolerance (see the violent harassment of 

the Copt Christians in Egypt);   
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- The great powers and other regional actors try new geopolitical and geo-
strategic arrangements in order to offer advantages (i.e., the control of commercial 
ways, access to resources – especially oil and gas) and the use of the potential of 
some important markets for industrial products’ sales.  

As a final conclusion, we believe that the last year’s movements will have 
main regional and global effects, with explosive potential, particularly as regards the 
situation in Iran and Syria.  The international community, the public opinion should 
take stands to avoid a scenario in the near future that can lead to a regional or even 
global scale war.  
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The protesters’ actions during the Arab Spring have benefited the consistent support 
of the information technologies and communications. Although this element is not unique in 
the landscape of the popular protest movement of the last decade, the way it influenced the 
Arab riots drew the attention of both political analysts and security and internal security 
services of all states. The development and widespread of the information technologies and 
communications in countries where Islamic religious conservatism raises significant barriers 
to communication between people allowed the streamlined movement of information 
between many users and an unexpected propagation environment for the popular 
dissatisfactions and claims. Furthermore, the information technologies and communications 
have played an important role in the structuring and preparation of the contesting 
movements during the Arab Spring.  

 
Keywords: Information technologies and communications; Arab Spring; Twitter 

Revolution; Facebook Revolution. 
 

 
Introduction 

ecember 2010 marked the outbreak of a protest movement in Tunis, 
the capital of Tunisia, following the very gesture of self-immolation of a 
young Tunisian named Mohamed Bouazizi, in the Sidi Bouzid town, 

after the police confiscated the fruits and vegetables which he sold on the street. 
The gesture of "Basboosa" as he was called after he became a "Hero in Tunisia", 
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gave way to some violent protests in the North African country, which led to the 
expulsion of President Zine El Abidine Ben Ali and sparked a wave of riots in 
countries of the Arab world, from Egypt to Mauritania and Algeria to Oman. 

Some series of protests and demonstrations that took place in North Africa 
and the Middle East, beginning with the Tunisian protest in December 2010 became 
known as the Arab Spring [1], although not all participants in the protests were 
Arabs. The success of protests in Tunisia initiated a wave of riots in Algeria, Jordan, 
Egypt and Yemen that later spilled over in other Arab states. Until February 2012, 
the Arab Spring had overthrown governments in three states. Tunisian president fled 
to Saudi Arabia on January 14th, 2011. In Egypt, President Hosni Mubarak resigned 
on February 11th, 2011, after 18 days of massive protests that ended his three 
decades of presidency. Libyan leader Muammar Gaddafi was overthrown on August 
23rd, 2011, after the National Transition Council won control of Bab al-Azizia, and 
was killed on October 20th, 2011, in his hometown of Sirte. 

During the Arab riots, many leaders stated their intention to give up power 
after the current mandate. President Ali Abdullah Saleh of Yemen signed an 
agreement on November 23rd 2011 allowing the transfer of power within 30 days 
after the official mandate in February 2012, in exchange for immunity. Sudanese 
President Omar al-Bashir announced he would not stand for election in 2015, as 
Iraqi Prime Minister Nouri al-Maliki promised, whose term ends in 2014. Jordan 
protests led to the subsequent resignation of two governments.  

We consider that the Arab Spring is a set of popular movements, of variable 
scale, which has included many countries in the Arab world since December 2010. 
These national revolutionary movements are called Arab revolutions, Arab riots or 
Arab awakening.  

In order to properly understand the Arab spring, its trigger mechanisms and 
development, we think it necessary to analyze the context in which the Arab riots 
took place [2]. In our opinion, the context of the Arab riots’ development refers to: 

- The demographic factor - young people from the age group of 15-25 years 
is a quarter of the population of the Arab countries, and they faced an 
unemployment rate estimated at 40%. Consequently, a young generation full of 
dreams, active, becoming more educated, urbanized and widely connected to the 
outside world via the Internet, mobile telephony, television, satellites, etc., and a 
restricted labor market make it a key player of the Arab riots. 

- The nature of political regimes in countries covered by the Arab Spring 
- as a whole, the Arab political regimes are authoritarian, oligarchic [3]. As a 
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consequence, the Arab societies aspire to democratic regimes, but this seems to be 
a long and very difficult process because currently there is limited freedom, 
developed corruption in most countries and very often elderly heads of state in office 
for many years, in favor of hereditary transmission of power, the republican-style 
regimes included. 

- Social and economic conditions - although they have a high education 
level, the young people from the Arab countries cannot find a proper job, because 
the region is struck by high unemployment rates. Paradoxically, the young people 
are the most affected by unemployment, 90% of the unemployed are aged between 
15 and 29, and the net unemployment rate for this age group in the region ranges 
from 20 to 25%. 

- The protesters’ non-violent actions and the role of the military during 
and after the riots – the military attitude to the popular demands is essential in the 
riots’ development. In Egypt and Tunisia, the army is neutral and detached from the 
state leadership, which will no longer have the force to suppress the demonstrations. 
The armed forces of other Arab countries are devoted to the dictators because of 
substantial or specific recruiting privileges (i.e., use of naturalized mercenaries, 
especially tribal recruitment of minority populations, etc.). When these measures are 
insufficient to defeat uprisings, foreign armed forces can support national military 
tasks of repression: e.g. Syrian Air Force in Libya, Saudi troops in Bahrain. 

- The role of the new information technology and communications - one 
of the common aspects of the riots during the Arab Spring was the important role 
played by information technologies and communications. The development of these 
technologies allows for the streamlined flow of information among many users. 
Information technologies and communications have enabled the structuring and 
preparation of contesting movements. 

- The place of the Islam and women in the Arab riots - as a general rule, 
the religious leaders have supported the regimes in power in the Arab world. 
Therefore, their influence was relatively low for the Arab Spring. In their turn, 
women, traditionally isolated, took an active part in the protests, even playing the 
role of leaders, and demanding more justice and freedom [4]. 

Following in our approach, we will discuss how the Arab Spring protesters 
have exploited the advantages of using information technology and communications 
to meet their aspirations. We will also highlight how governments have tried to 
counter the use of information technology and communications throughout the 
course of the Arab riots. 

 
 



 
 

TTHHEE  RROOLLEE  OOFF  IINNFFOORRMMAATTIIOONN  TTEECCHHNNOOLLOOGGYY  AANNDD  CCOOMMMMUUNNIICCAATTIIOONNSS  IINN  TTHHEE  DDEEVVEELLOOPPMMEENNTT  
OOFF  TTHHEE  AARRAABB  SSPPRRIINNGG  RRIIOOTTSS  

 

 
27 

Information technology and communications in the Arab countries 
In many countries in North Africa, severe limitations are imposed in areas 

such as press and television, as well as restrictions on the freedom of expression 
and the right to organize meetings. It is not an easy task to set up a publication in 
Libya, to organize campaigning for human rights in Algeria or a march in Bahrain. 
The Internet space is about the only space of expression for many groups or 
individuals who wish to exercise their right to freedom of expression, to participate in 
meetings and to form associations and groups sharing common interests. 

Since 2004, Internet users in Arab countries have been able to use effectively 
online platforms for different causes. Thus, many taboo topics have been discussed, 
such as torture in police stations, sexual assault, religious minorities, and human 
rights violations by those in power, etc. Based on the statistics provided by the 
Dubai School of Government, in Table 1, we consider that the number of users of 
social platforms is not large compared to the population. However, there is some 
degree of complementarity between the organizations campaigning for human 
rights, the users of social platforms and offline media journalists. Journalists submit 
topics that cannot be published offline because of the censorship specific in the 
region, together with records and multimedia evidence, whereas bloggers can 
publish details of those cases in the social networks. 

 
Table 1. Twitter and Facebook users (average at the beginning of 2011) 

 

 
Recent protests and riots in Tunisia and Egypt were surnamed "Twitter 

Revolutions" and "Facebook Revolutions", because the widespread use of 
messages with user generated content (UGC), which were disseminated by the 
protesters, activists and supporters of the protests, through the Internet, social 
networks like Twitter and Facebook or mobile phones. 

The use of mobile phones, social networking and UGC in the Arab Spring 
protests is not unprecedented. Twitter has been used in Moldova and Iran protests, 

Country Population  Twitter users Facebook users 
Algeria 35.953.989 13.235 1.947.900 
Egypt 85.950.300 131.204 6.586.260 
Libya 6.670.928 63.919 71.840 
Morocco 32.770.852 17.384 3.203.440 
Sudan 44.103.535 9.459 443.623 
Tunisia 10.476.355 35.746 2.356.520 
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in 2009, and in both cases some analysts called such movements Twitter 
revolutions [5]. The popular movement to remove President Joseph Estrada from 
the leadership of Philippines, in 2001, was called "the SMS Revolution", due the use 
of SMS text messages to mobilize protesters. It was described as the first change of 
government supported by modern communication technology [6]. 

However, we believe that labeling the Arab Spring riots as Twitter or 
Facebook revolutions is exaggerated, taken into consideration the given access to 
information technology and communications of the population of the states under 
analysis. In 2009, in Tunisia and Egypt there were only 34.1, respectively 24.3 
Internet users per 100 inhabitants. Analyzing the data presented in Table 2, we can 
conclude there is no significant correlation between the intensity of riots and the 
number of users of information technology and communications in these countries. 

 
Table 2. Access to information technology and communications in Arab countries [7] 

 

Also, users of social networking in the Arab countries represent only a 
minority of the population that is living in urban areas, has a steady income and a 
level of educational appropriate for the use of computers.  

But we can say with certainty that many protesters have used messages with 
user generated content, social networking and SMS messages sent by mobile 
phones to express the popular dissatisfaction and claims during the Arab Spring. 
This fact has led to a better mobilization and coordination of the protesters, and a 

Country 
Mobile phones 
subscriptions 

(per 100 inhabitants) 

Estimated number of 
Internet users 

(per 100 inhabitants) 

Broadband 
transmissions 
subscriptions 

(per 100 
inhabitants) 

Algeria 93,8 13,5 2,3 
Bahrain 177,1 10,0 9,6 
Egypt 66,7 24,3 1,3 
Jordan 95,2 26,0 3,2 
Libya 148,5 5,5 1,0 
Morocco 79,1 41,3 1,5 
Syria 45,6 20,4 0,2 
Sudan 36,3 - 0,4 
Tunisia 95,4 34,1 3,6 
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reaction from the Arab states to limit or ban users’ access to Internet and phone 
services. 

The Arab states’ reaction in cyberspace and against its users during the 
Arab Spring riots   
The cyberspace is frequently used to expose human rights violations that 

governments strive to keep hidden. The video clips published online that proved the 
violence of forces loyal to the Arab governments created, in time, a powerful wave of 
resistance among social platforms. It is the case of the video clips that revealed 
corruption of the police in Morocco and torture in police stations and violence in 
Egypt. During the revolt in Tunisia, particularly cyberspace and blogosphere were 
almost the only sources of information, circulating photographs and video images of 
street fighting. Transmission of UGC has become almost an act of conduct for 
reporting news from the events that took place as the conventional media could not 
have access or necessary means. Blogging and sharing photos and videos via 
mobile phones have become the major sources of dissemination and consumption 
of news about the protests in the streets. The relationship between UGC and mobile 
phones was an important tool for protesters in their approach to inform the world on 
their claims, events that marked the protests and the response nature of the police, 
military or civilian forces. In Syria, where the access of the international journalists 
was almost completely restricted, video transmission via mobile phones became one 
of the few ways of reporting the situation. 

These realities determined complex reactions in the cyberspace from the 
Arab states. Some governments even used filters to block the Internet content of 
messages during the protests. In Tunisia, Egypt, Libya and Syria, transmission of 
UGC and even Internet traffic were blocked by disconnecting the supply service of 
the Internet connection or drastic slowing of the data transmission speed [8]. The 
Mubarak regime closed almost completely all providing services of Internet and 
communications, from the night of 27/28 January until February 5, 2011 (see Figure 
1). In Libya, the Internet was blocked for most of the Libyans, since the very 
beginning of the protests, in areas controlled by Gaddafi. In Tunisia, the Ben Ali 
regime stole user names and passwords on Facebook, Twitter and e-mail accounts, 
by the introduction of Java scripts in the content pages of these sites before they 
reached the users. 

Twitter and Facebook social networking platforms have been used by intelligence 
and security agencies to identify and locate activists and protesters. In Northern Sudan, 
where groups of users of Facebook have announced protests against the regime, the 
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government has monitored actively, all the social websites. When the protests started, 
many potential protesters, social network users, were arrested. 

 

 
 

Figure 1. The diagram of measures adopted in cyberspace by the Egyptian Government [9] 
 

Conclusions 
Internet social networks, user generated content messages or 

communications by mobile phones are not infallible instruments for the benefit of 
protesters, but rather part of a contested terrain, used both by the protest 
movements in societal conflicts and transitions and the governments. Social 
networking sites like Twitter and Facebook can be used to spy on protesters, to find 
their real identity and perform arrests and detentions. 

As recently noted by Julian Assange, the founder of Wikileaks, the Internet is 
not only a force for transparency and openness, but also the biggest intelligence 
machine that the world has ever seen [10]. Social networking platforms often 
correlate an online identity with the real name, city of residence, occupation, 



 
 

TTHHEE  RROOLLEE  OOFF  IINNFFOORRMMAATTIIOONN  TTEECCHHNNOOLLOOGGYY  AANNDD  CCOOMMMMUUNNIICCAATTIIOONNSS  IINN  TTHHEE  DDEEVVEELLOOPPMMEENNTT  
OOFF  TTHHEE  AARRAABB  SSPPRRIINNGG  RRIIOOTTSS  

 

 
31 

interests, photos and network of friends of the user, providing many opportunities for 
surveillance. 

The information from social networks can be explored through secondary 
applications or by ad providers. The application of programming interface to 
Facebook, which is a language or set of commands for finding information on 
Facebook, is accessible to everyone who makes their user account into an account 
of the developer. We also have the example of the British company Gamma 
International Group which provided, in 2009, a software security application to the 
State Security Service in Egypt. This was described as a high-level security system, 
whose capabilities ensured breaking personal accounts on Skype, breaking e-mail 
accounts associated with Hotmail, Yahoo and Gmail, as well as complete control of 
the target computers, respectively recording the audio and video chat, recording the 
nearby activity and copying the content of controlled computers. 

We consider that the Twitter and Facebook platforms and mobile phone 
applications providing a function of geo-location, which can further provide 
information about the user location. The position of a mobile phone can be tracked 
by mobile phone operators and consequently by the government or third parties. In 
some circumstances, mobile Internet use can increase the surveillance capabilities 
of repressive regimes. 

In our opinion, information technologies and communications were during the 
Arab Spring riots a propagation environment for the popular dissatisfactions and 
claims, complementary to the offline media and tools to mobilize and coordinate the 
actions of protesters. 
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The concept of protection, the same as that of security, is a scientific and practical 

matter and therefore should be approached in close collaboration with the beneficiary, whith 
complex analysis on stages and testing in the final phases. 

In fact the complexity of security and critical infrastructure protection is necessary to 
develop a new concept of protection which integrates the securiy and quality issues and to 
be able to counter the unfortunate event occurrence and ensure swift restoration of their 
functionality.  

 
Keywords: critical infrastructure; intelligence; risk matrix; assumed risk; protection 

strategies; integrated protection system.  
 
 

n our view, integrated systems of critical infrastructure protection could be 
the command and control (C4I2SR)*, which have the basic functions of 
information collection, transmission and processing, assisting the decision-

making act and providing means for protection, security and defense. 
The two axioms in the analysis of this area could be the following: failure to 

ensure a 100% of critical infrastructure protection (CIP) whatever this is, the lack of 
a unique solution, a universal system for ensuring PIC. The use of the concept of 
critical infrastructure protection should require implementation of the PIC in 
accordance with safety and evaluation, design and implementation of integrated 
protection mechanisms (i.e., constructive measures and equipment, organizational 
and procedural measures, measures related to human resources and personnel). 

The critical infrastructure protection mechanisms could include: perimeter 
protection and physical barriers to their sustainable access control, intrusion 
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detection, CCTV surveillance, information system, control centers, primary and 
secondary power supply. In our opinion, any protection system is an integrated 
system for the human, technical and procedural elements, to achieve deterrence, 
delay, detection, evaluation and intervention against unauthorized entry attempts in 
the critical infrastructure area. It was found that protective measures are only 
inefficient and cannot ensure the integrity of the infrastructure perimeter fences. 
Lists were developed which were reviewed and updated regularly on the issues 
involved in the design and implementation of integrated critical infrastructure 
protection. Difficulties which are obsolete and have a major influence on the 
performance of the protection system are: lack of accurate data that characterize all 
threats (availability, "fingerprint"-specific evolutionary parameters, potentially 
destructive).  

The risk matrix method, by applying it to the target, allows to obtain values for 
"assumed risk" that compares the concept of risk attitude (acceptable selective 
attitude is unacceptable) and causes selective tolerance (prevention and 
mitigation) and unacceptability (measures to ensure the maximum risk materializing 
cases). 

Under the provisions of the law, in relation to the risk and costs incurred by 
the organization, critical infrastructure protection strategies have the following levels: 
minimal risk assumed by some (12-15)%; sufficiency, risk assumed by some (8-
12)%; risk assumed by some (5-8)%; safe, risk assumed by some (3-5)%. According 
to the coverage of the activities of the organization (company) responsible for the 
PIC strategies, there are two categories: global (homogeneous or hierarchical) or 
partial. 

But costs are very high for the global strategies, and the way of applying them 
depends on the functional importance of the protected system component and 
acceptable risk levels. The concept of integrated protection because of the social 
implications of industrial technology and real time processes, integrated human 
collectives, architectural achievements and influence of the environmental elements, 
their protection as an essential element of technological and social, is a fundamental 
condition for economic efficiency. But we can talk about economic efficiency only if 
the industrial process is carried out in safety and security without disasters, since 
they are targeted by international terrorism and the capabilities (in conjunction with 
issues of unfair competition). Therefore all this requires a scientific concept and 
implementation of protection mechanisms that are necessary for quality assurance 



 
 

TTHHEE  CCOONNCCEEPPTT  AANNDD  TTHHEEOORREETTIICCAALL  MMOODDEELL  OOFF  TTHHEE  IINNTTEEGGRRAATTEEDD  SSYYSSTTEEMM  FFOORR  TTHHEE  
PPRROOTTEECCTTIIOONN  OOFF  CCRRIITTIICCAALL  IINNFFRRAASSTTRRUUCCTTUURREESS  

  
 

 
35 

and counteracting unwanted, dangerous events (terrorist acts, sabotage, theft, 
earthquakes, floods, explosions, emissions or pollution etc). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1. The need for critical infrastructure protection concept 

 
Analyzing all general threats (i.e., terrorism, sabotage, concealing information, 

production and technological accidents, etc.), given the characteristics of industrial 
capacity and in terms of protection, they can be classified classified as seen in Table 1.   

In accordance with the production process used, the industrial capabilities are 
classified into the following classes: mono-process, multi-process, and multi- 
cumulative consequences of insecurity. 

 
Table 1.Classification of the industrial capacities in terms of their protection 

and security 

Type of industrial 
capacity 

Level 
of 
risk 

Protection 
class 

Examples of industrial capacity 

Major social impact 
Thermal and hydro capacity, electricity distribution, 
gas and oil products, technological density and 
large geographic area 

Catastrophic 
consequences 

3.2-5 E, F, G 

Nuclear capabilities, chemical weapons and 
explosives and refineries 
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Type of industrial 
capacity 

Level 
of 
risk 

Protection 
class 

Examples of industrial capacity 

Particularly sensitive 3.2-
4.5 E, F Strategic capabilities in terms of technology and 

products fabrication 

Subjected to high 
pressure 3.2-4 E Capacities of economic efficiency and  

high market competition 

Medium risk level 1.1-
3.2 B, C, D For small to medium size and production 

 
This new system should meet the following requirements: analysis of threats, 

vulnerabilities and risks of estimated occurrence and its consequences, 
establishment of protection class capacity and protection strategy, depending on the 
risks and likely costs; defining the protection of the environment to store production 
capacity, defining environmental protection, construction, implementation and 
integration of protection mechanisms in an effective, protective structure formation, 
dynamic stability of the system, evaluation, testing and licensing system protection, 
selecting scientific maintenance measures, definition and implementation of complex 
insurance (damage, risk, etc.) of product protection.  

The concept of protection, like that of the security, is a scientific problem, and 
also a practical one, and it should be implemented in close collaboration with the 
beneficiary, the analysis and testing complex, as well as the final stage. 

The critical infrastructure protection environment should ensure: 
environmental protection of the critical infrastructure, protection of the production 
processes, quality protection, environmental protection, confidentiality, 
technological, physical protection (perimeters, buildings, production lines, capacity 
and information management, personnel, supplies), information protection (including 
licenses, trademarks, manufacturing recipes); a moral framework for education and 
behavioral protection and security of all staff (rules, privacy statement, codes of 
conduct) and fire prevention, protection against natural disasters, legal structure to 
protect the progress of works, the resources and procedures for mitigating unwanted 
consequences of the events and recovery of production capacity. Any critical 
infrastructure protection system must: prevent and deter malicious actions, detect, 
as early as possible, malicious actions, delay carrying out malicious action, stop 
action (capture and neutralize the malicious ones before finalizing the action), 
decrease the least possible consequences of a successful malicious acts, highlight a 
large number of indicators to track and prevent criminals, security and stability and 
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business processes, privacy and management processes, protect against fire and 
natural disasters, eliminate or mitigate, as much as possible, technological and work 
accidents, as well as the ecological consequences. To achieve the optimal 
functioning of critical infrastructure protection systems the following measures are 
required: optimal design of buildings and installations, use of state-of-the-art 
surveillance and alarm devices, appropriate organizational measures, 
implementation of an information system to support effective and safe operation. To 
design the critical infrastructure protection it is necessary to take into account the 
following principles: the security system is based on a design, the chosen strategy 
and careful analysis of costs and efficiency; it is adaptable and open in behavior. 
The protection mechanism is the practical (pragmatic) protection strategy with one of 
the following three forms: 1) a set of technical and organizational measures, 2) 
protective mechanism measures, professional equipment and personnel 
organization, 3) system protection based on systems theory and forecasting 
functions and adaptability. 

 
Conclusions 
The Romanian legislation does not provide complete rules for CIP, for 

preventing and minimizing terrorist attacks, human resource training to be ready to 
respond to attacks, an immediate response capability on site and organize the 
recovery from an attack. It is therefore necessary to define the concept of integrated 
protection concept based on the complex analysis of risks and threats to critical 
infrastructures. 

Based on this concept to design functional integrated theoretical model of 
critical infrastructure protection, which ensures reduce their risks: a surveillance 
radar detection and warning areas, a video system, an automatic identification 
system; non-lethal weapons and command and control system (C4I2SR). These 
subsystems should not be addressed individually because otherwise this would 
have a robust and complete solution. In order to design and physically implement 
such a system, it is necessary that the cumulative conditions are met and the 
following steps are taken: conducting a full risk analysis and audit protection to 
reveal the risks and vulnerabilities, designing the protection system and defining 
procedures for use / intervention / project implementation and staff training 
intervention, results analysis and verification procedures, system maintenance and 
ongoing assessment of compliance procedures. The project is a multidisciplinary 
stage, where designers must work in all areas of attention (electronic, mechanical, 
computer and human protection). 
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The article discusses the influence of the Internet as one of the most critical 
information infrastructures to facilitate social networking for planning, inducing and 
enhancing coherent effects of the protests in states located in North Africa and the Middle 
East, during the so-called “Arab Spring” revolutionary social movements. The first part 
summarizes the political events in the region since the end of 2010 to the present with 
emphasis on the social impact in Tunisia and Egypt, where the role of the internet has been 
shown as strongly related to the population turmoil. 

The essay further analyzes the impact of network use in correlation with the 
statistical distribution of users based on geographic and population layout. Some 
assumptions are made on how the Internet has been evolving in a "key enabler" sparking 
the riots in the Arab world, delivering appropriate support to the actions and responses of 
the parties involved in the street conflicts. 

The authors highlight a number of consequences caused as the result of using the 
Internet technology by the socio-political actors during the Arab Spring demonstrations, 
including the most important point as the most active of the social networks in the 
development of the relationship between the individual and the state - formally recognized 
by the international community.  

 
Keywords: Internet; Arab Spring; social networks; Twitter; Facebook; YouTube. 
 
 

tarting on December, 17th 2010, when the Tunisian Mohamed Bouazizi 
set himself on fire in a supreme protest against the ultra rigid autocracy 
in power, the international community was shocked by the news of what 

came to be later known as the "Arab Spring". The Arab world erupted in outrage 
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spreading the chain of protests against Governments and their national autarchic 
regimes, the actions being mostly driven by members of the youth movements. 
Several Presidents including Hosni Mubarak in Egypt, Muammar Gaddafi in Libya 
and Zine El Abidine Ben Ali of Tunisia were forced to resign while similar tests amid 
some major protests took place and still continue today in countries such as Yemen, 
Morocco, Syria, Bahrain, Algeria, Iraq, Jordan, Kuwait and Oman. The Arab Spring 
protests may also include minor but connected activities in Lebanon, Saudi Arabia, 
Sudan, Mauritania and Western Sahara, as well as movements from the borders of 
Israel and the Palestinian territories.  

In this context, the Internet as whole, instant messaging applications, also the 
Twitter, Facebook, YouTube and other social networking solutions supported by 
Internet information infrastructure easily became tools that facilitate the expression 
of feelings, channelling and directing fears and determination of individuals in a 
rising tide of social awareness. All these tools are exactly what the wording indicates 
– drivers of change. They do not replace nor were any moment meant to replace the 
will of the communities of users who, based on a collective consciousness as a 
result of individual tragic experiences, transforms suffering or dissatisfaction, from 
individual obsessions in mass movements. Personal computer or mobile phones 
connected within the networks offers new ways of turning much faster, spontaneous 
reactions into a coordinated coherent set of actions.  

Geopolitical and social context 
How could this happen? How and why was it possible for a seemingly passive 

young generation to become aware of its power standing up against the repressive 
regimes? What role was played by the Internet, in this context, as a facilitator and 
information infrastructure for social network applications, fully used during these 
popular riots? By exploring the similarities, differences and cascading effects 
developed when individual uprisings in North Africa and the Middle East occurred, 
we could try to answer these questions and, in particular, to identify the role of the 
Internet in the context of these revolutionary events known as the Arab Spring. 

Journalists and, mass media in general, have often been involved in such 
moments of social and political upheaval, spreading the news through various 
channels. However, the relatively recent wave of unrest in the Arab world is 
different. The media has been mostly overrun by the fact that the success stories 
from Tunisia and Egypt have been spread like wildfire abroad in many other 
countries with authoritarian regimes, through social networks on Internet. 
Furthermore, the new means of information delivery in public domain facilitated a 
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cascade of social disobedience in many countries with fervent dictatorship rulers, 
but also succeeded in enabling the use of the Internet and social networks as a 
single and effective way to supporting of virtual civic organization. 

The protests were not only to overthrow the Governments, the dictatorship 
leaders, but also took into account other issues such as human rights violations, 
corruption among the highest authorities, high rate of unemployment, extreme 
poverty, economic decline and lack of education. Arab Spring protesters openly 
recognized the role of Internet support, as a basic infrastructure for their actions. 
During the days of protests in Cairo, an individual participating in events described 
how important was the Internet for organizing political unrest: "we used to use 
Facebook to schedule protests, Twitter to coordinate, and YouTube to tell the whole 
world about them". Even former Moammar Gaddafi's counsellors advised him to 
submit his resignation through the Twitter network. However, it is not the digital 
networks that had Hosni Mubarak removed from office. Egyptians who occupied the 
streets of Cairo made this change. One could say the mobile phones and the 
Internet were used only for cascading the calls of freedom in Northern Africa and the 
Middle East. As Suharto's fall during the Indonesian Revolution of 1998 is 
associated with the creative use of mobile phones by the revolutionaries, the fall of 
Zine El Abidine Ben Ali of Tunis and Egypt's Mubarak may be considered as Internet 
enabled processes for social mobilization [1]. 

 

 
 

Figure 1. Cascade effect in Twitter during the uprising in Egypt 
Source: http://www.miller-mccune.com/politics/the-cascading-effects-of-the-arab-spring-28575/ at 19.02.2012 
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 During this civil unrest, in almost all major Tunisian cities, protesters used the 
Internet, particularly Facebook, Twitter and YouTube to their advantage. These sites 
were used not only to support the gathering of the people in the street, but also to 
provide them with a direct link to share their mobilizing ideas. Social networks have 
proved to be a very efficient tool for information sharing and advice based on the 
hands-on experience gained by the protesters, heavily obtained on the "battlefield", 
as for example, tactics of confrontation with the security forces. The Government 
and the protesters quickly discovered how the Internet could be used, but for 
different purposes. Bearing in mind that the national media has always been 
controlled by Government the only way for the protesters to voice their claims 
throughout the world remained the digital environment provided by the Internet. 
Therefore, when the Government decided to block access to Facebook, Twitter and 
other websites of social networks, it has proved rather an escalation measure, than 
one of relaxing the spirit. Protests in Egypt had begun in 2005, before Mubarak’s re-
election, when a Christian Egyptian named George Ishak set up with some of his 
colleagues a movement called Kefaya (Enough) to protest against the constitutional 
provisions which did not limit the number of mandates for the President. 

Then, in the spring of 2008, there was a strike of protest in the City of 
Mahalla, which caused an aggressive reaction of the Egyptian Government, but at 
this time of the strike a new and effective instrument was used by the Egyptian 
protesters: the Internet. While the official media sustained the Government version, 
the world witnessed the emergence of a new class of reporters: the bloggers1. 

Not trusting the way in which the events in Mahalla had been depicted in the 
official media, many bloggers transmitted real time news using local Internet 
websites directly on the "battlefield", sharing information and blogging intensively 
even for assisting the leaders to better negotiate the final terms of the agreement 
with the Egyptian Government. Finally the Mahalla events were not concluded in 
favour of the workers, but succeeded in establishing the first step in launching a 
social movement called “Youth Movement April 6”, in the form of a Facebook user 
group on the network, to denounce "the unfairness of their Government towards the 
working class" [2]. Inspired by the example of the Egyptian movement, a similar one 

                                                 
1 blog – english word (web log  = diary on Word Wide Web) is a personal diary published on the World Wide 
Web consisting of discrete entries ("posts") typically displayed in reverse chronological order so the most recent 
post appears first. Blogs are usually the work of a single individual, occasionally of a small group, and often are 
themed on a single subject. Blog can also be used as a verb, meaning to maintain or add content to a blog. 
http://ro.wikipedia.org/wiki/Blog. 
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was set up in Tunisia. The Tunisian youth movement representatives were contacted by 
their Egyptian counterparts via Facebook in order to communicate and share 
experience. Similar features, goals and methods of information exchange had been 
adopted by the youth movement Otpor, against the Slobodan Milosevic regime as well. 

 
 

Figure 2. Egyptian protester in Tahrir Square 
Source: http://www.nato.int/docu/review/2011/Social_Medias/Egypt_Facebook/EN/index.htm 
 
After the resignation of President Ben Ali of Tunisia, on 14 January 2011,”The 

Egyptian Youth Movement April 6” considered an opportunity to turn the annual 
protest of the national police day into a much larger event. The Facebook web-page 
was used to mobilize the support of the population. Over 100,000 people signed the 
virtual endorsements. The demonstrations of 25 January were huge - thousands of 
people gathered in Tahrir Square in downtown Cairo. The organizers used their 
pages on Facebook and virtual groups to mobilize people for the daily 
demonstrations. The protesters exchanged messages and ideas on how to cope 
with tear gas bombs, how to annihilate the armoured police vehicles, how to equip 
themselves for street demonstrations, etc. 

The events from both Tunisia and Egypt showed that the Internet can be a 
very effective weapon, one that was a challenge for both Governments. In these 
cases, free access to the Internet allowed on the one hand for the dissemination of 
information and photos depicting acts of violence against the demonstrators, 
authorities and, on the other hand, the exposure of authorities in the face of public 
opinion worldwide, including criticism from human rights organizations. At the same 
time, the sudden decision to deny access to the network had the reverse effect than 
the one expected and led to escalating the conflict and, strained by warnings and 
lack of information, the people decided once more to move in very large numbers to 
public markets to see and understand how the events develop. 
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Similar to the ones in Egypt and Tunisia, further revolts were initiated in Syria, 
Libya and Yemen.  In Libya, the uprising turned into civil war, in which one of the 
most eccentric dictators of history, Muammar Gaddafi was killed. The President of 
Yemen, Ali Abdullah Saleh, surrenders in November 2011, while Bashar Assad of 
Syria does not want to resign, despite domestic and international pressure. 

The use of network and information infrastructure effects for socio-
political purposes 
As shown below, there is no direct link between the number of Internet users 

and the anti-governmental riots from the Arab countries. The events were influenced 
especially by the specific social grievances caused by the internal public policies of 
the authorities targeted during the Arab Spring as well as due to the different scale 
and means of repression used against these social movements. 

Instead, it may be concluded that the organization, the number of participants 
in the protests, the speed with which each relevant event occurred in different 
countries were heavily influenced by the actions carried out in this virtual social 
environment facilitated by the Internet. 

Table 1 – Internet use in the Arab world (Arab States, where the Arab population 
represents the majority) 
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The list in table 1 is sorted descending from the "Arab State" with the highest 
to the lowest level of Internet use (according to the latest data available). Internet 
users from Egypt -12,568,900 as of 2010, are on the first place with the most 
important number of users (18.7% of the total users of the "Arab world"), followed by 
Morocco and Saudi Arabia. 

 
Figure 3. The Internet users’ situation in the main Arab countries from North Africa and the 

Middle East 
Source: http://sbaydoun.files.wordpress.com/2010/03/statistics-internet-usage-arab-countries.jpg 
 
Statistics on the use of the Internet in the Arab world is shown in the figure 

above. One of the conclusions may be that in the State with the most users of the 
public data networks the street events had the highest magnitude on the basis of a 
near uniform opinion of the population against the authorities. Where there was not 
a significant presence of Internet users the authorities succeeded in developing a 
fragmentation of the population, part of it promoting the official views until the 
Government split the social supporters of the regime and opposing parties, as was 
the case of Libya. 

 

 
 

Figure 5.  The Internet – a facilitator of socialization on high-tech support 
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A specific feature of the social movements enabled by the Internet is that, 
although initially they seem to experience great fear of repressive measures, 
individuals assisted by an enhanced information exchange network could easily get 
confidence and assume collective risks to actively support and participate in the 
protests. 

On the other hand, sometimes the Internet could also facilitate the repression 
of the social movements as well. Offline tracking methods are difficult and less 
efficient compared with the ease of online surveillance by monitoring communication 
channels on the Internet. In some cases the Internet service providers are making 
available the IP addresses of social networking users to the authorities, for 
monitoring normal message exchanges as well as instant messaging such as Yahoo 
Messenger or Skype. 

At the same time, the pressure causes adaptation. Ben Gharbia2 declared 
that the Tunisian regime's online censorship created a generation of activists who 
know how to escape controls. The activists have learned how to circumvent 
monitoring, while the Arab Governments are concerned about the use of dedicated 
software for the suppression of dissidents in order to counter the uprisings. The 
phenomenon resembles an armaments race online. 

The chart below presents the highest percentage of the population that has 
access to the Internet in the United Arab Emirates, followed by Bahrain and Qatar. 

 

 
Figure 4. Penetration of Internet use in the registered population (%) 

Source:http://sbaydoun.files.wordpress.com/2010/03/statistics-internet-usage-arab-countries-penetration.jpg 

                                                 
2 Sami Ben Gharbia – Tunisian blogger who was born at Bizerte, Tunis in 1967, today living in The Netherlands 
as a political refugee since 1998, http://sitemaker.umich.edu/infosurgentstunisia/sami_ben_gharbia.  
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Statistics of Internet "penetration" in Arab countries (as a percentage of the 
population) show that technology does not guarantee any revolution as poverty is 
not a criterion for their success. The American journalist Katherine Zoepf [4] pointed 
out that the Internet penetration is much greater in the countries of the Persian Gulf 
than in Egypt or Syria. However, Egypt and Syria have had riots, while Saudi Arabia 
has not. Why? The answer is obviously linked to the big money from oil that can buy 
a better standard of living for the Saudis, that it so feeling less need to change the 
Government. Ahmed Omran, a Saudi blogger, said money from oil won't last forever 
and will not solve all the problems of the country. But he admitted that it can "buy 
time" for the regime. So, poverty may be needed to push people to revolt. 

On the other hand, sometimes poverty prevents manifestations against 
Governments by preventing access to technology. Oula Alrifai, a Syrian activist, and 
Mary Jo Porter, a Cuban translator for bloggers, explained how Internet access is 
expensive and awkward in these countries.  In Syria the home Internet access is too 
expensive for most people, so they must share the connectivity to the Internet cafe, 
a situation in which the Government can monitor all the online activities. In Cuba, 
two hours of Internet access at a coffee shop cost 20 dollars. For many Cubans that 
represents the 1-month salary, and one text message costs 1 USD. In North Korea it 
is even worse. Marcus Noland, Deputy Director of Peterson Institute for International 
Economics, declared that the country is not able to sustain the capacity to support 
telecommunication traffic on the Internet with the outside world, even if the regime 
would allow this. Even if Somalia was mentioned at the end of the table showing "the 
penetration of Internet” in the Arab States, it would have the highest rate of growth 
reaching 50.900% (from 200 to 100,000 users in approx. 9 years), followed by 
Sudan and Syria. 

In some cases it was found that people use the Internet to express their own 
grievances, while in other cases the network is used for entirely different reasons, 
the users joining the new ideas of change sharing the burden of those whom they 
are getting in contact with. 

 
Figure 4.  Increasing access to the Internet in the Arab States 

Source:http://sbaydoun.files.wordpress.com/2010/03/statistics-internet-usage-growth-arab-countries.jpg 
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Increasing use of the Internet statistics in the Arab countries is shown in 
Figure 4. The debate remains open with regard to the accuracy of the data, but they 
offer still the most authorized and realistic perception about the situation3. 

Based on these statistics and the statement4 made by the Egyptian Wael 
Ghonim in Tahrir Square to the CNN voicing the protesters’ viewpoint, it should be 
admitted that the Arab Spring came to be a massive wave of protests precisely due 
to the outcome of the Egyptian and Tunisian riots, supported by the information 
disseminated in almost real time using the available software tools in public 
networks. In addition, these demonstrations echoed quickly, at a smaller scale in 
Saudi Arabia and Sudan. Mobilisation of young people on the Internet was moved 
into the street, the social networks, especially Facebook, being the first push of 
those who later came to protest. 

Geography remained still important even in the context of the Internet virtual 
networking. Geographical distribution of users impacted the online traffic at least as 
it could be done by 3G5 mobile technology coverage at the physical state borders, 
regardless of their restrictive policy with respect to the communication services 
provided by those networks. 

 
Consequences 
The results expected by local population and the international community 

have not been equally identified in all the Arab countries in which massive protests 
erupted, even though sometimes they were paid by shedding blood, destabilization 
of the economy and political unrest. In January 2012, the international press noticed 
that the fall of three Governments happened during the Arab Spring. During this 
period of massive protests, with an obvious echo in the Arab world, other leaders 
announced their intention to conclude their mandates. The President of Sudan, 
Omar Al Bashir, announced that he would no longer run for the presidential elections 
in 2015, but even so, the Sudanese want to remove Bashir from power as soon as 

                                                 
3 Source:  http://internetworldstats.com/stats.htm, on 18.02.2012. 
4“ That was an Internet Revolution. I named it the Revolution 2.0”, http://www.nato.int/docu/review/ 
2011/Social_Medias/Egypt_Facebook/EN/index.htm, on 19.02.2012. 
5 3G or 3rd generation mobile telecommunications is a generation of standards for mobile services fulfilling the 
International Mobile Telecommunications-2000 (IMT-2000) specifications by the ITU. Application services 
include wide-area wireless voice telephone, mobile Internet access, video calls and mobile TV, all in a mobile 
environment. 
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possible. The situation is in fact about the same in almost all the Arab World: people 
do not have faith anymore in the promises of their leaders, searching with all 
diligence to remove them from power. In Syria, for instance, protests began on 
March 15, 2011 and until today they have not been concluded. Then, in Iraq, the 
protests were crushed or diminished in intensity as early as august 2011, the Iraqi 
winning factions gaining only the promise of Prime Minister Maliki, that he would not 
run for a third term and also some promises of Province Governors and local 
authorities for their dismissal. The Arab Spring also included a social movement 
brutally crushed in Bahrain, through local intervention and external support, provided 
on call by Saudi Arabia and the United Arab Emirates, the protests of Oman 
unmercifully repressed, other smaller protests and riots in Algeria and Sudan, and 
"prophylactic" changes in the Government of Jordan, as well as preventive 
measures of liberalization in Morocco. After reaching its peak the phenomenon 
seems to not be completed yet, moving and extending as a disease across the 
borders. One could say that the Arab Spring was the result of protests on the 
Internet, implementing a common online scenario with people interacting on the 
networks, particularly on Facebook, but also on Twitter, then, going out in the street. 
The increasing time spent by the Tunisian youth on the Internet became even longer 
once the protests began, spreading all kinds of video, photo and text materials, 
designed to motivate and convince the rest of the people to go out to the street. The 
Arab Governments’ fear regarding the power of the Internet to bring people onto the 
street existed and some of them even blocked Internet access, but without much 
success, the online activists managing, finally, to make their voice heard and to 
bring people to the streets. Therefore, when we speak about the Arab Spring we can 
recognized the role which the Internet played, even though, most likely, the people 
got to the streets not only because of the Internet, but also for a common cause, 
developed over the years in what they are looking for [5]. 

In this context, the leaders of the Group of Eight (G8)6, gathered at Deauville 
on 26-27 May 2011, launched a partnership with the invited countries from the 

                                                 
6 The Group of Eight (G8) is a forum for the governments of eight of the world's largest economies. The forum 
originated with a 1975 summit hosted by France that brought together representatives of six governments: 
France, Germany, Italy, Japan, the United Kingdom, and the United States, thus leading to the name Group of 
Six or G6. The summit became known as the Group of Seven or G7 the following year with the addition of 
Canada. In 1997, Russia was added to group which then became known as the G8. The European Union is 
represented within the G8 but cannot host or chair summits. 
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Middle East and Northern Africa to support the political and military reforms. "The 
Deauville Partnership is based largely on the new partnership of the EU in the 
region, as it is clearly shown in the Summit Declaration", was claimed in a joint 
statement made by the President of the European Council Herman Van Rompuy 
and Commission President José Manuel Barroso, who represented the European 
Union at the Summit. The initial commitments include economic guarantees of 20 
billion dollars worth from the multilateral development banks. 25% of this amount will 
come from the European Investment Bank. In addition, all members of the G8 will 
provide substantial bilateral assistance, which includes subsidies under the EU 
budget for neighbourhood policy (EUR 7 billion, of which EUR 1.24 billion represents 
additional funds proposed by the European Commission). The Summit recognized 
the unique role of the Internet as an instrument to promote democracy and 
economic growth. For the first time at the level of first rank leaders and executives in 
the field of Internet, it has been agreed on a series of key principles relating to 
Internet development orientation, including freedom and multilateral governance. 

This official recognition at the highest level could lead to radical changes in its 
structure, architecture, even the philosophy of developing and using the Internet. 
One thing is for sure, – the role of the Internet in people's lives can no longer be 
ignored and where the international community would expect less this evolving 
technology has substantially influenced significant changes in the state political 
order or rocked solid regimes previously perceived as positive in the geopolitical and 
social environment. 

On the other hand, a political strategy, and especially one with revolutionary 
character, which is not adapted to technological solutions, is a strategy doomed to 
failure. What was therefore shown? That there is no revolution on the Internet, but 
rather a manifestation of the revolutionary spirit facilitated by the Internet (Network 
Enabled Revolution). Though unable to create revolutions, the Internet is also part of 
the revolutionary changes in our world in the dynamics of social communications. 
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SECURITY ANALYSIS: THE EMERGING POWERS: BRICS 
 
 

Cristina AVRAM* 
 
 

The world is changing and is becoming more interdependent. This global 
interdependence has led to a real international cooperation and, given this configuration, the 
emerging powers – Brazil, India, Russia, China, and recently South Africa – cannot be 
ignored in the global government process. Having as starting point a theoretical approach of 
the concept of emergent power, this article aims to present the positioning of emerging 
powers (Brazil, India, Russia, China, South Africa – BRICS) in the changing global system 
and how they are influencing the patterns of power in the system. 

 
Keywords: emerging powers; BRICS; India; Russia; China. 
 
 
Introduction 

he world is changing. Through its socio-effects, globalization changes 
the hierarchy of power centers both by transforming the way in which 
actors assume and play roles and by emphasizing the trends of 

reconfiguring strategic partnerships, depending on the interests and security 
objectives of the main actors1. The world is becoming increasingly interdependent, 
not only economically, but also with respect to the threats and challenges our 
societies are facing. The globalization process is characterized by a global 
interdependence and the international cooperation cannot be ignored; in addition, 
the emerging powers such as Brazil, India, Russia, China, and South Africa must be 
taken into account in the new global era. The world of the 21st century is becoming 
increasingly multipolar, characterized by the emergence of these new powers 
(China, India, Brazil, or the resurgence of Russia). The American “unipolar moment”2 

                                                 
* Master Student, “Carol I” National Defense University, Bucharest (cristina_avr@yahoo.com) 
1 George Poede, Studii de securitate, Editura Cavallioti, Bucureşti, 2005, p. 87 
2 Charles Krauthammer, “The unipolar moment”, Foreign Affairs, vol7:1, 1990, pp.23-33 

TT 



 

 
Cristina AVRAM 

 
52 

has ended, however, it seems too early to evoke true multipolarity, US remaining the 
dominant power, or the “lonely superpower” 3. America’s decline is not an illusion, 
but it must be understood in relative terms. US global influence is decreasing 
because it contrasts with the rise of other actors at the local, regional and global 
level.  

The questions who will emerge as a major power and when will US 
dominance really end are answered  by great uncertainty. Still, the emerging 
countries can be determined and they may create in the 21st century a sort of 
asymmetrical multipolarity and may want to impose themselves as dominant actors, 
great powers, regional powers and local powers. 

 
1. The emerging powers – theoretical approach  
The 21st international relations system is based on sovereign states and on 

their relations. This situation has known very substantial developments, one of the 
main characteristics of this period being the transformation of the actors involved. 
Along with the emergence of regional groupings and organizations, the central role 
of state signed up on a downward path. Although the state remains the main actor of 
international relations, the non-state actors are also recognized as they are likely to 
have the power to influence international relations. This trend is accompanied by a 
growing multipolarism, because there already exists at global level a growing 
number of major powers both from a military and an economic4 point of view. 

In the theory of international relations, the concept of emerging power has 
no accepted definition. There is a general confusion about the concept of emerging 
powers, emerging countries, emerging economies or emerging markets. In this 
sense, the concept has different meanings. 

The emerging powers are characterized by a regional preponderance, the 
aspiration for a global role, and the challenging of U.S. hegemony. Particularly, the 
cooperation between these states and possible other powers unhappy with the 
actual unipolar configuration of international politics can lead to the creation of a 
coalition able to balance the American power. What is obvious with respect to all 
these emerging powers is the discontent with the existing international political 
structure. 

                                                 
3 Thomas Renard, „A BRIC in the world: emerging powers, Europe, and the coming order”, Egmont Paper, no. 
31, Academia Press for Egmont  - The Royal Institute for International Relations, 2009, Brussels, p. 3 
4 Teodor Frunzeti, Dorel Buşe, RelaŃii internaŃionale, Editura Universitatea NaŃională de Apărare „Carol I”, 
Bucureşti, 2011, pp. 51-52 
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Many commentators have sought to define emerging powers using a variety 
of criteria, including geopolitical significance and economic weight. Most of these are 
evident in the BRIC countries which possess the economic means to merit their 
political voice. Some run large foreign exchange reserves, for example Brazil and 
China. Some influence or position themselves to influence global energy markets, as 
is the case with Russia and likely to be so with Brazil as it rises to become a new 
major energy player with the discovery of presalt oil fields by Petrobas in 2007. 
China has become the global manufacturing centre and is also developing stable 
and solid technological capabilities5. 

The notion of „emerging power” is partly informed by a theoretical assumption 
that the international behaviour of states is determined by their place in the 
international system. Small states generally bandwagon with threats, great powers 
tend to balance against them, „middle powers” float in a postmodern universe that is 
largely irrelevant, and hegemonic powers seek to control. Emergent powers are 
distinctive because their identity is dynamic; their position is changing as their power 
grows and, along with it, their capacity to shape outcomes. They carry some 
potential for systemic revisionism – a challenge to the hierarchy of the system in 
which they exist. The structural interpretation of state behaviour is widely contested, 
not least by liberal alternatives stressing the nature of the unit as the factor 
determining its external behaviour, but also by mixed models that posit that the 
foreign policy behaviour of states is a product of both domestic and international 
considerations. Between the structural realist and the liberal perspectives there are 
regional interpretations that suggest that the external behaviour of states may be 
powerfully influenced by their immediate geographical contexts. Moreover, systemic 
interpretations tend to emphasize hard power. However, many states, including 
some emerging powers, may seek to enhance their positions in the international 
system through the exercise of „soft power”—the promotion of ideas and values that 
are attractive to others6. 

Discussions around emerging powers are generally tainted with an economic 
background, seemingly following Paul Kennedy’s thesis in his „Rise and Fall of 
Great Powers” that economic development is necessary and preliminary to political 

                                                 
5 Mzukisi Qobo, Emerging  powers and the changing global environment: leadership, norms and institutions, 
South African Institute of International Affairs, London, 2011, p. 6 
6 Neil S. Macfarlane, „The ‘R’ in BRICs: is Russia an emerging power?”, International Affairs, vol. 82, no. 1, 
January 2006, p.41 
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and military emergence7. Hence, an emerging power is expected to go through a 
phase of economic development in order to integrate and dominate a growing share 
of global economy. In this regard, the concept of emerging power could be 
paralleled to that of emerging market economy forged by Antoine van Agtmael, an 
analyst of the World Bank in the 1980s in order to characterize countries in rapid 
transition, industrializing, with high economic growth rates that offered opportunities 
for economic and financial investments. Not all emerging economies become 
emerging powers, though. The „Asian dragons” (Hong Kong, Singapore, South 
Korea and Taiwan) followed by the “Asian tigers” (Indonesia, Malaysia, Philippines 
and Thailand) are famous cases of emerging markets and yet no one would 
consider any of these countries as a global or even as a regional power. The reason 
is that power is not only about finance and economics. There are many other factors 
that need to be taken into account8. 

Economic emergence is tightly related to power emergence – and it can 
reasonably be seen as a necessary precondition – but it is by no means a sufficient 
condition for global power. A state power can be conceived on three levels: 1) 
resources or capabilities; 2) how that power is converted through national 
processes; and 3) power in outcomes, or which state prevails in particular 
circumstances9. 

Most emerging countries are still considered today as developing countries 
which need to catch up with the developed world. Beyond the fact that they are 
emerging in common, emerging countries are essentially characterized by 
fundamental differences: 1) they are still at very different levels of development. For 
instance, they can be found in the four different income groups (per capita) of the 
World Bank: among low income economies ($975 or less) there was no emerging 
power in 2010 although India was still in this group in 2007; among lower middle 
income economies ($976-$3,855) there were China and India; among upper middle 
income economies ($3,856-$11,905) there were Brazil, Russia and South Africa; 
and among high income economies ($11,906 or more) there were Hong Kong, 
Singapore and South Korea10; 2) they have very distinctive historical and cultural 

                                                 
7 Thomas Renard, „G20:Towards a new order”, Studia Diplomatica, vol.63, No.2, 2010, Academia Press for 
Egmont  - The Royal Institute for International Relations, Brussels, p.8 
8 Ibidem, p.8 
9 Gregory F. Treverton, Seth G. Jones, Measuring National Power, National Security Research Division, Santa 
Monica, 2005, p.1 
10 Th. Renard, „G20:Towards a new […]” in op.cit., p.8 
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backgrounds: China and Russia are (former) communist regimes, India is the former 
leader of the non-aligned countries and a country with democratic and pluralistic 
values, and Brazil and South Africa share an autocratic past on two different 
continents; 3) they have followed distinct paths of development which still influence 
the shape of their economies today, proving moreover that there is more than one 
model of development than the Western one. Brazil and India, for instance, have 
followed a model of industrialization by substitution of importations, while China has 
followed a model of industrialization by exportations11. 

In conclusion, an emerging power is a country - or more exactly an actor - that 
is developing resources and capabilities in most or all dimensions of power, and that 
is able to convert those resources and capabilities into global power. The emphasis 
on outcomes is important because a country that is not willing or able to use its 
capabilities internationally cannot be considered a power. The extent of these 
resources and capabilities, as well as the will to transform them into power will 
determine whether an actor will be a global, regional or local power. 

2. BRICS’s role in the global system 
The global system has undergone significant changes in the past two 

decades since the collapse of the Berlin Wall. While advanced industrial powers 
such as the US, Europe and Japan are still the driving forces of global policymaking, 
there is now a shift to non-polarity, interpolarity or multipolarity, still persisting the 
incertitude about what will be in the future and who will have the power. In this 
regard, the transformation of G8 in G20 symbolises the shift from an old global 
order, dominated by transatlantic actors, to a new order characterized by the 
competition for power between the established powers and the emerging ones. 

In this changing system, BRICS countries are seen as the main emerging 
powers. This vision is due to Jim O’Neill, who in his analysis for Goldman Sachs, 
„Dreaming with Brics. The Path to 2030” gave great importance to the emerging 
powers. Lately, another study of Goldman Sachs „Building better global economic 
BRICS” compared the economic results of emerging economies (BRIC) with that of 
the G7 countries (USA, Japan, Germany, Great Britain, France, Italy and Canada) 12 

                                                 
11 Ibidem, p.10 
12 Jim O’Neill, „Building Better Global Economic BRICs”, Goldman Sachs Global Economics Paper, 66, 30 
November, 2001, in http://www2.goldmansachs.com/our-thinking/brics/building-better.html, accessed at  
02.02.2012 
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and considered that their growth in US dollar terms will surpass that of the G7 
countries by 2050, which has since been revised to 204013. 

BRIC - the group consisting of Brazil, Russia, India, China, born in 2009 at 
Russia’s initiative, having as central idea the institutionalization and politicization of 
the acronym „BRIC” created by Goldman Sachs in 2001, and from April 14th – 
BRICS (to the third summit of the BRIC, South Africa joining the club)14, is now part 
of the global geopolitical landscape and represents a heterogeneous coalition of 
competitive powers that share a common fundamental political objective: to 
undermine the hegemonic claims of the West, by protecting the principle considered 
to be threatened, that is, the political sovereignty of states. They do not seek to form 
an anti-Western political coalition based on a counter proposal or a radically different 
vision of the world, but are concerned to maintain the independence of national 
decision and action in a world that is increasingly in an economic and social 
interdependence. 

The growing importance of cooperation between BRICS states has become 
acknowledged by the leaders of the five states and has led to the organization of 
official working groups. If on June 16, 2009, the leaders of the four BRIC countries 
met in Yekaterinburg to discuss various topics related to the 2008 economic crisis, 
such as international trade, the role of the dollar as reserve currency and the 
participation in international organizations, among others, at the official meeting of 
April 16, 2010, in the capital of Brazil, the four major emerging powers expressed 
their desire to create a new world order to be - „democratic, just and multipolar”. 
Moreover, the final declaration of the summit stated that it is necessary for 
international institutions such as IMF, World Bank and UN Security Council to be 
reformed thus to better reflect the importance of the emerging economies15. The 
primary function of these meetings is to serve as a forum for consultation or an 
informal pressure group, before acting more effectively in formal multilateral 
institutions. Thus, for Brazil, India and South Africa, these BRICS forums help to 
strengthen their international profile and support their desire to project themselves 
as emerging powers beyond their respective statute as regional powers. Moreover, 
                                                 
13 D. Wilson & R. Purushothaman, „Dreaming with BRICS: The Path to 2050”, Goldman Sachs Global 
Economics Paper, 99, 2003, http://www2.goldmansachs.com/our-thinking/brics/bricsdream.html, accessed at 
02.02.2012 
14Folashadé Soulé-Kohndou – „IBSA, BRICS : l’intégration des pays émergents par les clubs ?” mai 2011 in 
http://www.ceri-sciences-po.org, accessed at 01.02.2012  
15Dorel Buşe, Centre şi raporturi de putere în relaŃiile internaŃionale în epoca post Război Rece, Editura 
Universitatea NaŃională de Apărare, Bucureşti, 2012, p. 229  
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in the international institutions, particularly the UN, the cooperation between India, 
Brazil and South Africa (IBSA) has a double objective: legitimization (the right of 
association and inclusion in a system whose decision-making process would 
integrate them especially in the Security Council) and autonomy (the will to preserve 
the independence and the autonomy of action vis-à-vis the great powers). The 
objective is therefore to contribute so as to rebalance the global governance16. 

Yet this defensively strong coalition remains weak on the offensive precisely 
because the sovereign states that form it pursue narrow national objectives. Since 
they are very distrustful of one another for a number of reasons – of which some are 
historical (Sino-Russian and Sino-Indian rivalry) – the BRICS have trouble 
interpreting sovereignty as anything other than a zero-sum game. This narrow 
attachment to sovereignty is both their strength and their great weakness17. 

This stringency towards sovereignty has increased since the beginning of the 
Arab Spring. At the United Nations, the BRICS formed a united front against the 
Western countries to prevent a vote on resolutions likely to breach the sovereignty of 
repressive states. Granted, they all voted for Resolution 1970, which placed 
sanctions on Libya. Several weeks later, however, they all abstained (with the 
exception of South Africa) during the decisive vote, which paved the way for NATO’s 
military intervention. The BRICS abstentions were considered a form of progress 
towards relativizing state sovereignty on the basis of the responsibility to protect. 
The West’s political optimism proved to be quite premature though; in one way or 
another, all of the BRICS expressed the view that NATO had overstepped the rights 
created by resolution 1973 in Libya, and they feared a repetition of this pattern in 
Syria. Thus, they decided to oppose to the vote that would undermine Siria’s, 
opposing to the West without being able to offer an alternative18.  

In demographic terms, BRICS holds the world’s two most populated 
countries and another two with considerable populations. China holds 19.7% of the 
world’s population, followed by India 17.2%, by Brazil - 2.8% and Russia - 2.1% and 
South Africa – 0.7%19. Despite their large territories – Russia’s 17 million km2, 
India’s 3.2 million km2, China’s 9.3 million km2, Brazil’s 8.5 million km2 and South 

                                                 
16F. Soulé-Kohndou, „ IBSA, BRICS : l’intégration des […]” in op.cit.  
17 Zaki Laïdi, „The BRICS Against the West?”, Ceri Strategy Papers, no. 11- Hors Série, November 2011, p.2,  in 
http://www.ceri-sciences-po.org/ressource/n11_112011.pdf, accessed at 02.02.2012 
18 Ibidem,  p.8 
19 Cf. BRICS: Joint Statistical Publication, 2011 in http://www.stats.gov.cn/english/statisticaldata/ 
otherdata/brics2011/P020110412519191303418.pdf, accessed at 02.02.2012 
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Africa’s 1 million km2 – the Brics differ from each other in terms of natural resources, 
level of industrialization and impact on the global economy. Moreover, Russia, India 
and China are military powers, unlike Brazil which has never engaged into an arm 
race. These countries have as common features: the recently stabilized economy; 
the stable political situation, growing production and export levels, large reserves of 
mineral resources, investment in infrastructure sectors; growing GDP, improved 
social indicators; decrease, although quite slow, of social differences; rapid access 
to public communication systems, capital markets that receive foreign investments, 
etc. All these differences and similarities are important in order to point out just 
where the heterogeneity of this group of states comes from, given that they do not 
form a political bloc like the EU or a trade alliance like MERCOSUR, much less a 
NATO type military alliance, but they have built an alliance with the various treaties 
of cooperation signed since 200220. 

Concerning competitiveness, according to the Global Competitiveness 
Report 2010–2011 of World Economic Forum21, this is defined as the set of 
institutions, policies and factors that determine the level of productivity of a country, 
which in turn contributes to improving the level of prosperity an economy can 
generate - countries characterised by high levels of productivity produce high 
standards of living for their citizens – among BRICS this is reflected in the following 
way: in Russia, goods markets remain inefficient. The country has inept anti-
monopoly policies and restrictive conditions for foreign ownership. Russia’s 
institutions are said to be very weak, but domains such as infrastructure, education 
and health are seen as domains where Russia made improvements;  India is weak 
in its health and primary education pillar of global competitiveness. It has high rates 
for diseases and infant mortality; the macroeconomic environment continues to be 
characterised by persistent budget deficits, high public debt and high inflation and  
need to upgrade its infrastructure. The size of its market and the efficiency of 
financial markets are strenghts for India’s global competitiveness; China has 
achieved consistent progress in its global competitiveness. The large and growing 
size of its market, macroeconomic stability, and relatively sophisticated and 
innovative businesses have put the country in a more favourable light. However, 
challenges abound in areas such as technological readiness and information and 
communications technology penetration. Except for China, South Africa ranks ahead 
                                                 
20 D. Buşe, op.cit., p.228 
21 WEF, Global Competitiveness Report 2010–2011, http://www.weforum.org/reports/globalcompetitiveness-
report-2010-2011-0,  accessed at 02.02.2012 
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of the other BRICS in the global competitiveness index. South Africa performs well 
on measures such as the quality of institutions and goods market efficiency. The 
country is regarded as innovative and benefiting from good scientific research 
institutions and strong collaborations between universities and the business sector. 
Brazil is also appreciated for its markets’ efficiency and innovation, being weak in 
the goods markets efficiency and macroeconomic stability22.   

With respect to economic freedom, according to the Heritage Foundation 
Review which calculated the Index Review of Economic Freedom23, this is defined 
as the fundamental right of every human being to control his or her own labour and 
prosperity. This index measures 10 components: business freedom; trade freedom; 
fiscal freedom; government spending; monetary freedom; investment freedom; 
financial freedom; property rights; freedom from corruption; and labour freedom. 
Among BRICS, this index is shown as below: South Africa has a high overall ranking 
compared with the other BRICS countries. Out of the 183 countries assessed, South 
Africa ranks 74th with a score of 62.7%; Brazil is 113th with a score of 56.3%; India 
124th with 54.6%; China 135th with 52%; and Russia is one of the worst performers, 
ranking 143th with 50.5%; Brazil’s investment freedom and also the investment 
regime is low, with a score of 50%, being marked by restrictions in several 
industries. Although the banking sector is diversified and competitive, this remains 
one of the domains the state involves in. Nonetheless, there is foreign participation 
in the banking sector, with three of the top 10 banks being foreignowned. Corruption 
remains a government’s problem, although this is not as significant as in South 
Africa, India and Russia; Russia has an underdeveloped financial sector. Russia 
possesses a minuscule capital market, which is dominated by the energy sector. 
Foreign investment faces severe restrictions, Russia remaining a highly statist 
economy that is characterised by pervasive corruption. Corruption is undermining 
Russia’s modernisation efforts, elected officials, civil servants and police being  
more corrupt than any other BRICS, situating the country far from a modern 
economy. However, Russia tries to join the World Trade Organization and acceed to 
the Organisation for Economic Co-operation and Development. India scores poorly 
on business freedom, being characterised by a weak legal framework. Investment 
freedom is also weak and the country is lacking the bureaucratic transparency and 

                                                 
22 M.Qobo, op.cit., pp.20-21 
23 The Heritage Foundation & The Wall Street Journal, 2011 Index of Economic Freedom., Washington, DC & 
New York: The Heritage Foundation and Dow Jones & Company, Inc., 2011 în  http://www.heritage.org/index/,  
accessed at 02.02 2012 
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the capacity to enforce contracts. India is battling with pervasive corruption in 
government procurement of telecommunications, power and defense contracts. 
China scores poorly in point of freedom from corruption, corruption having infiltrated 
banking, finance, government procurement and construction. According to accounts 
based on China’s Central Bank, Chinese officials reportedly stole $120 billion from 
the mid-1990s to 2008. The country has a weak judicial system, with court decisions 
sometimes ignored with impunity. South Africa generally performs better than other 
BRIC members on economic freedom. It has a fair scoring on financial freedom at 
60%. The financial sector accounts for 20% of the country’s GDP. The country has 
well-developed capital markets but has problems with the lack of transparency and 
rigid labour laws, which act as a disincentive for investors. Corruption is the biggest 
challenge undermining economic freedom and, possibly, future political stability in 
the country24. The indexes presented above indicate that these countries are still 
maturing, that there are challenges to the developing level and even the fact that are 
differences between BRICS countries. 

In terms of political multipolarization, the political weight of the BRIC 
countries is rising as illustrated by the international attention received by the two 
BRIC Summits held in Russia – 2009, Brazil – 2010 and China - 2011. Together, 
they now have a voice calling for a multipolar and pluralistic world order, mirroring 
aspirations of a great number of countries worldwide that question the legitimacy of 
existing international organizations. Depending on the issue, they can also morph 
into other acronymic clubs, such as BASIC (Brazil, South Africa, India and China) or 
IBSA (India, Brazil and South Africa) when discussing South-South cooperation 
among democracies. There are too many divergences and tensions among BRICS 
nations (e.g. between India and China) for the forum to become something more 
than a club meeting once in a while. Beyond the notoriety of the BRIC club, 
however, each member has gained political clout in the recent years, despite 
signifiant differences between each country’s political weights. China and Russia sit 
both in the UN Security Council as permanent members. In this regard, they already 
belong to one of the most exclusive clubs in the world. Officially, they support a 
reform of the UNSC, in order to include Brazil and India, although historically China 
opposed the adhesion of India and the support of Beijing is still filled with 
uncertainty. Brazil has been a regular non-permanent member of the UNSC (10 
times since 1946), while India was represented six times, but only once since the 
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end of the Cold War (in 1991-92). BRIC countries, especially India, China and Brazil, 
have also found interest in another body of the UN: peacekeeping operations. 
Indeed, they all have increased significantly their human contributions to UN 
missions (India - 9000 soldiers, Brazil and China have over 2,000 each). 

Concerning regional influence, BRICS countries stand in completely 
different positions. 

China. In recent years, China's global presence and influence have 
increased, imposing China as a major player in the global geostrategic context. 
Already established as an important regional power, it fosters wider aspirations, 
given its history of great power and vision that China is the world center25. In BRICS, 
China is one of the most importants actors, with a special status, being an emerging 
power in the full meaning of the term, but also far from being the most emergent of 
the emerging powers. It has the ambition of a great power and aims to become the 
principal challenger to U.S. power through pacific means. China’s strategy towards 
the BRICS stems from this perspective: play the game of integrating into the 
capitalist system without assuming the political consequences. The fact that China’s 
BRICS partners have different political systems from its own – most prominently 
because they are democratic - constitutes an additional asset for China, precisely 
because it allows China to demonstrate to the West that the attachment to 
sovereignty is in no way linked to the nature of political systems. In other words, if 
China refuses the slightest interference in its internal affairs, especially for anything 
related to human rights, it is not because it is not democratic, but rather because it 
considers the protection of sovereignty to be crucial to a stable international order. 
China is one of the states most hostile to what could be called a democratization of 
the international system, an example is its opposition to increasing the number of 
permanent members of the Security Council. And this because the main beneficiary 
would be India, which also happens to be a BRICS member that enjoys U.S. support 
for its claim to a seat. As a result, the BRICS are a curious coalition, wherein 
members seek to neutralize each other in the most strategic areas of power. By dint 
of the simple fact that it has become the second greatest economic power in the 
world, China has seen its economic relations with the other BRICS significantly 
increase. China is the primary trade partner of Brazil, India, and South Africa. The 
interdependence among BRICS is thereby considerably deepening. The closer 
economic ties among the BRICS have more to do with the bilateral agreements than 
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with any integration among these countries. For all the BRICS, the region remains 
the preferred level for economic integration processes26. 

China is without doubt, a superpower in Asia and began to expand its 
influence and its direct neighborhood, facing Russia (Central Asia) and India (Indian 
Ocean) in their traditional spheres of influence. China is by far the richest state in the 
region, with a gross national product (GNP) of $ 9.872 trillion, about four times larger 
than Russia's GDP. In fact, China in its future evolution can reach and even surpass 
U.S.: due to the large population, China has the potential to become richer. The 
military power is the only aspect which differentiates between these powers; 
moreover, China can convert economic power in a military one, because China is 
developing competitive and modern technologies27. China has three geopolitical 
imperatives: 1) to maintain the internal unity in China's Heartland region, 2) to 
maintain the control of the buffer regions, 3) to protect against foreign invasions the 
coastal regions28, while China's grand strategy emphasizes that it has a policy 
aiming territorial integrity (status quo oriented) and tries to reassure neighboring 
states that China's rise as a great power will not be accompanied by an attempt to 
become a regional hegemon. China has established strategic partnerships with all 
major powers in the international relations system – from  the U.S. and Japan, to 
India and Russia. It was specified that this policy would be one in which China seeks 
to increase its attractiveness as a strategic partner, maximizing the regional power 
and preparing the international environment for the status of great power. 
Partnerships with those countries are a tool to build interdependence in terms of 
complementary interests and to reduce the risk of confrontation, isolation or 
balancing29.  

Russia is the BRICS’ most atypical actor. It is not an emerging power, strictly 
speaking, but rather a former superpower eager to regain a part of the political 
status it lost in the aftermath of the Cold War. To this end, Russia can draw on 
several assets. One is its legacy as a great world power under the tsars and the 
communists. This is a significant asset because it makes it much easier for Russia 
than for the other global players to project itself on the global stage, to hold a view 

                                                 
26 Z. Laïdi, op.cit., pp. 9-10 
27 Vasile Paul, Ion Coşcodaru, Centrele de putere ale lumii, Editura ŞtiinŃelor Politice şi Sociale, BucureşŃi, 2003, 
pp. 281-282. 
28 T. Frunzeti, op.cit., p. 218 
29 D. Buşe, op.cit., p. 246 
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on most key issues and to have a voice on the world stage30. Compared to the other 
BRICS, Russia holds an ambivalent, or even ambiguous position. The BRICS form a 
coalition that allows Russia to exist in a broader group when interacting with the 
West. It is no coincidence that Moscow was most willing to politicize the BRICS at a 
time when relations with Washington were deteriorating. Unlike the other BRICS, 
Russia is a global power without being a genuine regional power. Just like the 
others, however, it sees this group as a tool to multilateralize its power in all the 
areas where its position is vulnerable. Moscow seeks to protect its status as 
privileged partner of the U.S., be it to the detriment of other BRICS. Russia therefore 
has no interest in increasing the number of permanent members in the Security 
Council. What is certain is that Russia sees its status as permanent member of the 
Security Council as one of its principal assets next to its nuclear power. Its economic 
and demographic positions are much weaker. As a rentier state, its vision of the 
international economic system is warped by the very nature of its economy, which is 
based on the value of hydrocarbons. Its has interest in joining the World Trade 
Organisation, but like other rentier states, Russia only has a limited interest in 
complying with trade rules. Again, Moscow only joins the BRICS on sovereignty-
related issues. Moscow received no support (or condemnation either) from the 
BRICS when it decided to invade Georgia in 2008 and did not receive a response 
from China which is extremely stringent about respecting the territorial integrity of 
internationally recognized states31. 

Russia is essentially a regional power, with strong ties with former Soviet 
states that are institutionalized through various organizations (Commonwealth of 
Independent States, Collective Security Treaty Organisation). One organization - the 
Shanghai Cooperation Organisation - is of particular interest as it gathers Russia, 
China and Central Asian countries into one forum, hence illustrating the potential for 
cooperation but also competition between Russia and China in the region32. 

Russia is unlikely to become a potential hegemon in Northeast Asia in the 
short term, until 2020. Even if Russia had a spectacular economic growth, it would 
still face the population problem, being less numerous than China. Specifically, 
China has eight times more people than Russia, and the difference will increase 
over time. Russia's problems are further complicated by the fact that it has serious 
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31 Ibidem,  p. 7 
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security interests in Europe and at the southern border, which limits the military 
resources that could be allocated in Northeast Asia33. 

India finds itself in a relatively uncomfortable situation as it is surrounded by 
countries with which it holds problematic relationships (e.g. Pakistan or China) 
despite being the largest country in South Asia, and therefore cannot use its regional 
leadership to support its aspirations to global power. India's relationship with China 
(between the Indian „elephant” and the Chinese „dragon”) is associated and partially 
explained by factors such as the exotic nature of the two states symbolized by 
„elephant” and „dragon”, their impressive structural attributes of power, the 
population size (military translated in armed forces and economically in labor forces 
dimensions) or surface, or their fulminating economic  development in recent years. 
Their accentuated profiling in recent years as major global players explains the 
interest for China and India at all levels and in multiple spheres34. In this context, it is 
expected that the key factor in shaping the pattern of power and dynamics of 
international system as more multipolar will be the development of this relation 
between the two Asian „giants” China and India. In a spectacular remake of „Great 
Game” - the famous label assigned a century ago by Rudyard Kipling to the imperial 
Anglo-tsarist clash in the same region, many realist observers anticipate a medium-
term configuration of a multipolar international system structured as a „balance of 
power” between two blocks. The first will be Russia and China and would group inter 
alia, as secondary poles of power, Iran, Pakistan and the „classic” Central Asian 
States group (the 5 former Soviet Muslim republics) - states now united almost 
completely under the institutional umbrella of the Shanghai Cooperation 
Organization. In opposition, the second block would gravitate around two major 
poles U.S. and India, extended in its turn with other secondary poles such as Japan 
or South Korea, while the European Union would be, depending the source of 
interpretation, the balance-holder between the two blocks or an integrated state of 
the second block. This interpretive grid almost identifies the relation between the 
U.S. and China as the main axis of competition, while the rivalry between the U.S. 
and Russia, characterized as a episodic resurgence of Cold War antagonism 
between the superpowers, is seen to gradually diminish in the context of surpassing 
the current context of increasing natural gas price that was used by Moscow as 

                                                 
33 Ibidem,  p. 7 
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„geopolitical weapon”35. The relation between Russia and India cannot be 
considered as a conflict relation, while the last rivalry – a hypothetical one between 
China and India – will be vital for maintaining the internal balance of the two blocks 
of the system. Thus, USA needs to have India’s support to oppose and balance 
China and Russia’s capabilities and influences36.  

In this situation, probably, the best term for characterizing the sino-indian 
relation is „complexity”. Beyond the remarkable consistency of foreign policy 
principles of the two states (the desire for a multipolar world and the peaceful 
settlement of international disputes), the empirical analysis of the evolution of 
bilateral relations revealed a spectacular rapprochement likely to cause headaches 
in Washington. Times when China and India clashed military at the border (1962) 
seem history. Under economic pressure, meanwhile, crossing points were opened in 
all three sectors of the common border, and some intelligence services claim that 
discrete discussions were initiated between the two parties on regulating the 
situation in Kashmir. The deepening of economic interdependence drastically reduce 
the likelihood of a military conflict, the bilateral trade volume increased from 300 
million USD in `90s to nearly 18 billion today, China imposes itself as the main 
import partner (with 7.1% of total) and the second export partner (8.9% of total) of 
India after the U.S. and seriously threatens the overthrow of the latter in a few 
years37. 

Brazil is, without doubt, a mammoth in the South Africa, even if it failed to 
impose itself as a leader, that unites the South America’s nations  and is a founder 
member of MERCOSUR. Under the leadership of Lula and his Minister of Foreign 
Affairs Celso Amorim, Brazil played a significant role in the emergence of the 
BRICS. Brazil and Venezuela, too, contest the U.S. „hegemony” and act for UN 
involvement in the internal conflict in Colombia, where U.S. have already deployed 
forces38, and more recently, with Turkey, it was central to a political maneuver to 
counter the Americans with regard to Iran by attempting to negotiate a trilateral 
agreement with Teheran on the nuclear issue. Brazil understands that it does not 
have the position to get involved in areas where it does not have interests and that it 

                                                 
35 Ionut Apahideanu, Celălalt gigant de la răsărit – India, in http://www.strategikon.ro/files/analize/ 
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36 Ibidem 
37 Ibidem 
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was not able to to count on either Russia or China when the time came to vote on 
the third round of sanctions against Iran. As a result, Brazil found itself isolated. 
Moreover, even if it shares some common objective with China, it cannot build a 
strategic alliance given China’s economic expansionism and due to its refusal to 
support Brazil’s accession to a permanent seat on the Security Council39.  

Brazil is considered, at the international level, an emerging power due to its 
population and rapidly growing economy in recent years. Brazil is the eighth largest 
economy in the world, accounting economic stability and also managing to attract 
more foreign investment. In 2006, Brazilian GDP reached 1.888 trillion U.S. dollars, 
surpassing countries such as Spain, Canada, Italy and France and significantly 
coming closer to the United Kingdom. Only in 2002-2007, Brazil's exports have 
tripled, increasing from 60 to 216 billion dollars. In fact, Brazil's foreign policy 
continuously oscillated between regional ambitions (Brazil already acting as a 
mediator between pro-Washington regimes (Colombia) and the "new left" 
(Venezuela, Bolivia, Nicaragua, Ecuador)) and the global ambitions that materialized 
in alliances with other large nations to impose itself as leader of the South40. 

South Africa. On December 24, 2010, China invited South Africa to join 
BRIC, and at the summit held in China, in April 2011 to become a member of BRIC. 
This decision to accept South Africa has not only economic reasons, but also other 
important dimensions, being politically important, in terms of geopolitical potential 
and strategic considerations. Although Nigeria was better placed in terms of GDP, 
South Africa was chosen, which has an approximately GDP of $ 285 billion lower 
compared to that of Russia or India ($ 1600 billion), Brazil ($ 2000  billion) and China 
($ 5500 billion). The reason is to promote a polycentric international emerging 
system. The significance of South Africa joining to the BRIC was highlighted by Aide 
Arkady Dvorkovich, the president’s counselor: „This is a landmark event. The 
geography is expanding but this is more than just an expansion – this is the addition 
of another continent, such that BRICS now represents four continents: South 
America, Asia, Europe and Africa” .41 Thus, by accepting a new member, BRICS 
tries to become a voice that could count in the international world.  

From a military point of view, the military indicators are seen as obsolete 
tools for measuring power, into a world where wars are deemed to be „improbable”. 

                                                 
39 Z. Laïdi, op.cit. , p.11 
40 Th. Renard, „G20:Towards a new […]” in op.cit., pp. 13- 14 
41 Cf. „BRICS: un nou format”, în Vocea Rusiei, http://romanian.ruvr.ru/2011/04/13/48866951.html, accessed at 
03.02.2012 
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42 But because no one can predict what will happen in the next 20 years and as 
surprises are a constant factor of history and tensions are not lacking between 
emerging powers, for instance between China and Russia or between China and 
India, the military capabilities remain an important component of the perception of 
power by the other actors. Hence, military indicators can and should still be used as 
a measurement of power. 

The US is by far the world’s largest military spender. In 2008, its military 
expenditure amounted to approximately US$550 billion, which is almost equal to the 
sum of military expenditure by all the other countries taken together. Among the 
BRICS, China and Russia lead the game, respectively spending US$63.643 and 
US$38.238 billion, although the military spendings of China are subject to intense 
debates. India and Brazil spend less on their armed forces (respectively US$24.716 
and US$15.477 billion) but they have both doubled their budget since 1990, while 
South Africa spend only US$3 billion43. 

Beyond absolute numbers, the military spending has evolved between 2000 
and 2008. China is undeniably the fastest militarizing country, with an increase of its 
expenditures by 170%, while Russia follows with a 100% increase. India and Brazil 
are again far behind their BRIC fellows, with respective increases of 40 and 20%. 
Regarding the West, the difference between the US and the EU is self-explanatory: 
while the US increased its spending by 60% (mainly as a consequence of the wars 
in Afghanistan and Iraq), the EU member states taken together increased it by only 
6%44. 

In terms of boots, China has the largest armed forces in the world with over 
2$million men and women in uniform. The EU and the US share the second rank 
with over 1.5 million men and women in service. India comes in fourth position with 
1.3 million, while Russia has seen the most spectacular reduction in its armed forces 
(1 million). Comparative with these armed forces, Brazil seems weak with its 
325,000 men and women in uniform45.  

A final indicator that is very illustrative of the power of the BRICS countries is 
the nuclear power. The country with the most nuclear weapons stockpiles is Russia 
(about 14,000), largely outnumbering the US (about 5,400), although the Russians 

                                                 
42 Cf. “A Secure Europe in a better world – European Security Strategy”, Brussels, December 12, 2003, p.3, in 
www.consilium.europa.eu/uedocs/cmsUpload/78367.pdf, accessed at 03.02.2012  
43 Th. Renard, „G20:Towards a [...]”, op.cit., pp.17-18 
44 Ibidem,  pp.17-18 
45 Ibidem,  pp.17-18 
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have a relatively similar number of operational ones (5,000 for Russia, 4,000 for the 
US), and the new START agreement signed in April 2010 plans to reduce the 
amount of operational nuclear weapons to approximately 1,500 each. China and 
India have much less nuclear weapons (less than 200 operational ones for China, 
less than 50 for India), while Brazil abandoned its nuclear program in the 1980s and 
included a non-ammendable clause in its Constitution forbidding itself from ever 
developing a nuclear weapon46. 

Despite significant differences among the BRICS countries concerning their 
military capabilities, they all remain regional powers. China is without doubt the 
rising challenger, while Russia can still count on its nuclear arsenal for its own 
prestige, but none of the BRICS countries is currently able to challenge the US in 
conventional warfare, and this situation is unlikely to change in the near future. 

 
3. The emerging powers’ potential  
What are the opportunities for the emerging powers to be heard, to make their 

views regarding the operation of a multipolar world be taken into account? Robert 
Strausz-Hupé referring to the factors that contribute to the realization of a state or a 
group of countries potential power took into consideration the geographical position, 
natural resources, population and its degree of training, the national will and the 
quality of public institutions. Having as starting point the specifications above, 
Strausz-Hupé believed that the United States is the only power that use these 
factors most powerfully, and hence, a global equilibrium could be achieved by 
creating a world federation led by the United States, as a single center47. The 
emerging powers have become, due to the economic fall of Western countries, the 
main source of global growth and by consequence a decision maker in the G-20 
group48.  

BRICS stays for the moment the „spearhead” of emerging countries and as 
consequence, the estimates for the GDP trend growth for the period 2010-2050, 
without considering some possible cooperation or alliances between BRICS and 

                                                 
46 Ibidem,  pp.17-18 
47 Sergiu Tămaş, „Schimbări istorice în raporturile de putere”, Sfera politicii, no. 165, 
http://www.sferapoliticii.ro/sfera/165/art01-Tamas.php, accessed at 02.02.2012, apud Robert Strausz-Hupé: 
“The balance of tomorrow”, G.P. Putnam’s Sons, N.Y. 1945 
48 Ibidem 
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other large emerging markets, indicate the year 2035 as the moment when the 
balance will change for countries of BRIC group49. 

 
  2010 2015 2020 2025 2030 2035 2040 2045 2050 
G7 30.437 33.414 36.781 39.858 43.745 48.281 53.617 59.475 66.039 
Bric 8.640 13.653 20.226 28.925 40.278 55.090 74.483 98.757 128.324 

 
Actually, the estimated GDP of BRIC surpassed the 8.640 level, situating at 

11,000 and 19.000 billion dollars. The World Bank report published on September 
11, 2011 estimated that between 2011 and 2025 the average of the global economic 
growth will amount for the emerging powers around 4.7% while the average of the 
economic growth of developed countries will be much lower, being estimated to be 
2.3%. In these conditions, the contribution of emerging powers to the global GDP 
growth of 36%, as is now, will stay around 45-50%, or more50.  

Some experts are advancing the more radical idea that the change of 
economic power hierarchy will occur quickly, namely in 2016, when China's GDP 
calculated by purchasing power will reach $ 19,000, while U.S. GDP will be $ 
18.80051.  

The ability to press of the emerging powers increased on the international 
stage because they have significant resources for domestic and international loans 
investment. In October 2011, state foreign currency reserves, in rounded figures, 
look like the following52: 

G-7 billion $ BRICS billion $ 

Japan 1.138 China 3.200 
Germany  231 Russia  510 
France  182 Brazil  352 
Italy  170 India  312 
Great Britain  114 South Africa  50 
US  75     
Canada  64     
Total 1.974 Total 4.424 

                                                 
49 Ibidem, apud Goldman Sachs study : „BRICS and Beyond” , November 2007  
50 Ibidem apud IBRD şi World Bank: „Global Development Horizons. Multipolarity:The New Global Economy”, 
17.05.2011, www. worldbank.org   
51 Ibidem apud Ziarul financiar, 29 iunie 2011 
52 Ibidem apud www.ciattheworldfactbook.com, updated with economic news in October 2011 



 

 
Cristina AVRAM 

 
70 

While Western powers forced by the crisis pressure of „sovereign debt” are no 
longer a reliable source of credit for countries in difficulty, China together with other 
BRICS countries use their important reserves to invest in the European Union, Africa 
and South America. World Bank, faced with the real dynamics of international 
markets, acknowledged the need for changes, being possible that by 2025, the 
domination of the dollar as international reserve currency to be replaced by a tripolar 
monetary system consisting of dollar, euro and Yuan53. The most spectacular result 
of emerging powers is the high rate of development, in the context of a global 
financial crisis, the recession phases and the actual crisis of the sovereign debt of 
the Western states. This economic and financial potential, which allowed some 
improvements in the social status of people from the emerging countries, supports 
the ability to influence of the emerging powers in the G-20 meetings. 

 
Conclusions 
In conclusion, we can say that after the end of the Cold War, world has 

significantly changed, and the centers of power have started changing too. If after 
the end of the Cold War, the bipolarity passed to unipolarity, with the U.S. as 
hegemon of the international political scene, together with globalization, after 2001, 
the transition to multipolarity began, several states wishing to compete in the race 
for power and to make their presence felt as great powers on the world stage. 

While the economic indicators of the Western powers are worsening, the 
strongest signal for opening a new geopolitical and geo-economic global cycle is 
given by the rise of emerging economies and the possible effects of realizing 
political and economic alliances mostly „South-South”. Re-balancing the global 
geopolitical relations towards building a new power pole, stating its willingness to 
help improving the management of international affairs has recently become a reality 
accepted by the Western powers. In these conditions, BRICS has appeared 
(although is quite a strange coalition, where the differences and the strategic 
interests of each actor has a weight in their affirmation as a whole), a group that in 
the future will be able to attract the other world actors’ attention, as they account for 
more than 15% of the world economy and comprise almost 40% of the world 
population. 

 

                                                 
53 Ibidem apud „Global Development Horizons. Multipolarity: The New Global Economy”, 17.05.2011 in 
www.worldbank.org 
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When discussing the current strategic environment, there is the "when" of the Cold 

War and the first half of the '90s , and the "now" of today . The changing demography and 
migration patterns, ethnic and religious tensions, environmental degradation, instability 
coming from states that are likely to decline or have already fallen, and growing proliferation 
of weapons are just some of the problems that have exacerbated the differences between 
security "then" and "now", such as the transnational terrorist attacks after September 11, 
2001. The concept of security was much disputed, as seen from a study of the United 
Nations in 1986, developed by a group of experts on the concept of security, resulting in the 
existence of a limited conceptual similarity between them [1]. Mankind has always been 
concerned with building or rebuilding peace and security [2]. During the Cold War, Central 
and Eastern European countries were not talking about a national security concept in the 
Western sense of the word, but about a military doctrine of the Warsaw Pact and, in some 
cases, as was that of Romania, about a national military doctrine. After the fall of the Iron 
Curtain, those countries have gradually chosen to use the concept of national security, a 
term that takes into account all types of threats to national interests, and also the whole 
range of ways to counter them, the military not having the leading role any longer. 

 
Keywords: Homeland Security; Balkans; vulnerabilities; defense strategies; 

cooperation; terrorism. 
 
 

 national security concept adopted by a particular state contains the 
detailed concerns of the country in its own security, provided alone or 
with external partners. The national security concept adopted by the 
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state shall guide the security policy, as part of the general policy of the state, which 
will indicate how the country will react to these issues. 

 It is noted that the concept of security policy currently suffers major changes 
[3]. A security policy involves a network of interrelated decisions on the choice of 
objectives, means and resources allocated for their achievement in specific 
situations. 

In recent years, the non-military dimension of security has gained ground in 
front of the military one. The main reason is simple and all too often invoked in 
security studies: the realization that, with the end of the Cold War, a major military 
threat has diminished[4], being replaced by new risks, dangers and threats [5] of 
political, economic, social, ecological, etc. nature.  

Thus, changes affecting the international security environment have resulted 
in clarifying a vision of the international community aimed at strengthening global 
peace and security and hence the conflicting tensions of all kinds and causes of 
major international disputes. 

This means, essentially, as stated earlier, identifying the existing 
vulnerabilities at an international scale, the risks and threats hanging over larger 
spaces than the national state space [6] and even regional, resulting in instability or 
sources contributing to the worsening of the existing ones. 

The problem of transforming the national armed forces is a topic on the 
agenda of almost every European country, whether belonging to the European 
Union or NATO or not yet a member of any of the two. Over the past 15 years, major 
geopolitical changes in Europe and new perceptions, such as the collapse of certain 
states and terrorism in the military area, have caused a shift from the traditional 
tasks of defending the country to peacekeeping operations, crisis management and 
networking security. 

This development requires - among other things - new security and defense 
strategies and, to date, effective management of the human, financial and 
infrastructure resources, as well as new decision-making structures for implementing 
security arrangements, not only nationally but also at EU and NATO level.  

Although the transformation of armed forces is not a problem, which identifies 
only the transformation of the states in South-Eastern Europe, the region must also 
cope with some additional challenges in terms of military issues. In particular, the 
social aspects of transforming the armed forces in South-Eastern Europe appear to 
play a more important role than in Western Europe. Unlike the established 
democracies and market economies in Central and Western Europe, where security 
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institutions are easily accepted by people, in some countries in the South-East 
people have little confidence in their security forces. The reasons are obvious: 
the security force abused for political goals during the authoritarian communist 
regime and especially during the Balkan wars of the 90’s. 

 Building confidence among the peoples in the Balkans over their security 
forces is only possible if each country west of the Balkans and the state is making 
headway in the transformation: this means that democratic institutions and the rule 
of law grow as a social and economic market. If the transformation of the armed 
forces in South-Eastern Europe is closely linked to other sectors, it could adversely 
affect military commitments, even the Balkan countries in international 
peacekeeping operations. Transparency, relationships and democratic control are 
some keywords that should characterize successful peacekeeping operations. 
Clearly, the armed forces, who see themselves as a "corpus separatum" (separate 
entity) in their own society, will not be able to meet this criterion.  

Only if the process of transforming the armed forces will be brought into line 
with political institutions and economic transformation, negative social 
consequences due to staff reorganization measures will be minimized. 

The reorientation of the armed forces in the South-East, which is usually 
connected with a large and painful staff reduction becomes an important issue for 
the regional stabilization process and not a problem for only one state. 

Thus, the social and political transformation of the armed forces in the South 
East should be put on the agenda of international aid programs. 

The countries of South-East Europe could therefore learn many more lessons 
in reforming the security sector.  

For example, Western Balkan countries could benefit from the experience of 
Bulgaria, Romania and Hungary which have undergone since NATO integration 
processes all major consequences upon their armed forces, described for example 
in Bulgaria’s contributions. But there may be joint efforts to assimilate these lessons 
from Western Balkan countries. For example, Serbia and Montenegro are now 
facing a large reduction of troops, which will lead to social problems. Bosnia and 
Herzegovina have already gone through this painful process, so that Belgrade could 
benefit from the experience of Bosnia in the development of social and economic 
programs for retired military personnel. 

Among the good reform proposals built in the South-East, which are 
presented in this article, one will have to remain realistic about what can be 
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achieved in the short or medium security in the region: the South-East is still far from 
having a common system of cooperative security. In terms of security we can 
differentiate between three types of countries: a group of Hungary, Romania and 
Bulgaria as full NATO members, the second group consisting of Croatia, Macedonia, 
and Albania waiting to be integrated in a few years, and the third group consisting of 
Serbia, Montenegro, Bosnia and Herzegovina that are not supported even in the 
NATO Partnership for Peace. With this distinction present, an important aim of 
NATO and the EU in South-Eastern Europe should harmonize the armed forces in 
the Balkan countries by setting the same values to build a cooperative security 
system. 

But the process of harmonizing and unifying solutions can generate forces 
required for transformation in the South-East, which do not take into account in 
particular the various economic opportunities and social conditions of each Balkan 
country. 

The September, 11 attacks on the United States warned the decision-makers 
worldwide. For Europe, these attacks have signaled the emergence of new threats 
and stressed the importance of cross-border cooperation, for which the EU has 
adopted several measures. 

 This reality is beginning to gain its concept of terrorism Homeland Security, 
whose reason lies precisely in mastering these undesirable phenomena. The 
Homeland Security tried to harmonize the actions of various sectors, both national 
and international, to enable a common approach to worldwide challenges [7]. 

"Homeland security" is a global mission. From ensurance to protecting border 
supply chains worldwide, virtually every aspect of preventing terrorist attacks has an 
international dimension involving the United States to cooperate effectively with its 
allies. 

For many, the term “Homeland” resonates most strongly at the country level. 
In fact, European policy decision-makers prefer to use terms such as internal 
security, civil protection, security and cooperation when referring to security issues 
within the European Union. 

 The literal translation of the notion of "Homeland Security" [8] is "security of 
the country", but it does not contain the entire concept. According to the Explanatory 
Dictionary of the Romanian Language, homeland is "the territory historically 
belonging to a people and where the latter lives, the country of his birth, and whose 
citizen someone is" [9]; Homeland Security refers not only to the protection of a 
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country's citizens and their property, but also to the protection of a certain way of life 
that transcends borders. 

In theory, it appears that such a definition is too narrow to reflect the 
complexity of the concept. This is about the security of what we call, in globalization 
terms, "home", whether this space is the national territory or that of the European 
Union or across the Atlantic. A translation of it, which could include all these 
features, can be "security area of interest", i.e., the security interests of the state, 
regional organization, regional or even global in their circumscribed space, and also 
outside it. 

From here one can go on to analyze the density of interest that a player has 
in a certain area. It is obvious that at the state level, the highest density of interest is 
within the boundaries of that State. Globalization, however, resulted in increasing 
the permeability of borders, so as to secure the state and the nation, governments 
projecting their interests abroad, launching various external instruments designed to 
protect national interests. 

Due to the transnational nature of contemporary terrorist threats, the 
interdependence of modern societies resulting from globalization, and the concept of 
defense by using aid to counter threats in stages, all multinational partnerships are 
subject to the security interest of space. 

The events of the last decade illustrate the extent to which terrorism has 
become an international challenge. 

The attacks in Madrid (March 11, 2004) and in London (July 7, 2005) caused 
the amplification of debates among Community experts. Gijs de Vries, EU counter-
terrorism policy coordinator, estimated that "the EU anti-terrorist policy must 
articulate new threats, so that: the entire panoply of security and intelligence 
services, police forces and judicial authorities can work together (Coherence); 
agreements arising from Brussels to be applied by all Member States 
(Implementation), to provide increased capacity for analysis and dissemination of 
information (intelligence)" [10]. 

Such systematic effort was initiated, which engages both government bodies 
and the private sector to reduce vulnerabilities and to develop special protection 
capabilities. 

As these vulnerabilities [11] both belong to different levels - national, regional 
and global – it is essential to achieve objective analysis tools that serve to create 
this vision that can be implemented practically. Already today we can say that this 
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process has become far-reaching, both in terms of spatial dimension and the 
temporary nature harmonizing major sources of instability, which may originate at 
the economic-financial, political, military, social, and cultural environment. 

Above the levels themselves, there is the classic battle for resources 
(especially energy), in which there are the rivalries or ethnic and religious conflicts. 
In addition, recent decades have shown vehemently other sources of insecurity, 
such as terrorism, proliferation of weapons and technology for weapons of mass 
destruction, arms and drug trafficking, illegal immigration [12]. 

One possible approach, proposed by Peter Faber [13] (a researcher at the 
War College of the National Defense University, USA), "Homeland Security" may be 
affected by three categories of risks, dangers and threats: non-state enemies 
international and domestic enemy enemy state. In the first category, between 
terrorism and organized crime, in the second - terrorism, organized crime and 
military attacks, and the third - terrorism, civil movements turbulence and natural 
disasters. All such risks, dangers and threats they can be countered by an efficient 
algorithm: prevention, protection and response. 

Although at first glance it seems a simplistic model, behind each element 
there is a complex action. Thus, prevention can be achieved by: border control, 
collection, analysis and dissemination of information, cooperation agencies and 
international law enforcement, arms control and nonproliferation; use of diplomatic 
means and instruments, etc. Protection covers both the critical infrastructure and the 
population on that space, and response and crisis management considers the 
consequences, and also ensures continuity of government activities. 

But, unlike the U.S., the Black Sea area, the vision of the concept of 
"Homeland Security" riparian countries divided into three categories : 

1. NATO and / or the EU countries, Bulgaria, Romania and Turkey, which 
structures the security strategies depending on the status and international role of 
membership in these organizations involved; 

2. the Russian Federation, which has a distinct vision of security that comes 
from its position in international relations;  

3. countries aspiring to NATO and / or EU membership, e.g. Georgia and 
Ukraine, which began a process of adaptation to the requirements of accession / 
integration in these organizations. 

So, the first group of countries has a tributary status on the international 
stage. NATO has not a clearly defined strategy in terms of Homeland Security, but 
the concept is not new for the Alliance. Since the Cold War years, they have had 
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clear plans to combat the Soviet special forces, which had managed to infiltrate the 
Western block [14]. 

Also, allied military forces have always been prepared to assist civil 
authorities, whether it was natural disasters, closure of borders and critical 
infrastructure protection. 

However, NATO is not the only organization that coordinates counterterrorist 
efforts of the West, as understood by "Homeland Security". If you want to play a 
distinctive role in achieving effective and Homeland Security, you must make 
changes in the strategic concept and the organizational culture, by developing new 
concepts and preparing special operations units [15]. 

While developing the concept for the U.S. "Homeland Security" means 
engaging in a comprehensive reorganization of the national security system for 
European countries, implementing and developing the same concept is implemented 
within the existing institutional and countering terrorism and other types of threats 
and counter threats to security. Overall, the core of the European approach on SSI / 
HS is societal security, namely the protection of citizens. 

Since the '80s and '90s, the EU has provided a framework for cooperation, in 
order to ensure protection of its citizens through the Schengen agreement and 
initiate cooperation in Law and Home Affairs. 

Internationally speaking, there are opinions that the Europeans have urged 
the application of the law enforcement tools to strengthen SSI / HS. Meanwhile, 
other analysts said the strategy of European governments in the SSI / HS is the 
integration of counter-terrorist strategies into the existing efforts in crisis 
management and emergencies, so that they can give greater flexibility in responding 
to challenges to security. 
  
          BBIIBBLLIIOOGGRRAAPPHHYY  
 
 
Grigore Alexandrescu, AmeninŃări în mediul de securitate, în Constantin Moştoflei, 

Nicolae Dolghin (Coord.), Studii de Securitate şi Apărare, Vol. I, Editura 
UniversităŃii NaŃionale de Apărare, Bucureşti, 2005 

Rafael Bardaji, Daniel Keohane, Debate, Should homeland security be a 
fundamental NATO mission?, în NATO Review, nr. 2/2006 



 

 
Valentin-Bogdan DĂNILĂ, PhD 

 
80 

Nicolae Dolghin, Alexandra Sarcinschi, Mihai-Ştefan Dinu, Riscuri şi ameninŃări la 
adresa securităŃii României. Actualitate şi perspectivă, Editura 
UniversităŃii NaŃionale de Apărare „Carol I”, Bucureşti, 2004 

Nicolae Dolghin, Stabilitatea lumii navigând printre strategii, în Revista  Impact 
strategic, Nr. 1 [26] 2008, Ed. UniversităŃii NaŃionale de Apărare      
“Carol I”, Bucureşti 

Peter Faber, Homeland Security: General Templates and Options for the Future, în 
Information & Security. An International Journal, vol. 17/2005 

Constantin Moştoflei, Strategia, arta operativă şi tactică în contextul politicii de 
securitate viitoare, în Revista Impact strategic, Nr. 4 [25] 2007, Ed. 
UniversităŃii NaŃionale de Apărare “Carol I”, Bucureşti 

Gijs de Vries, European Union, A Secure Europe in a Better World. European 
Security Strategy, Bruxelles, 12 December 2003 

Alexandra Sarcinschi, Regiunea extinsă a Mării Negre între constrângerile tradiŃiei şi 
provocările noului mediu politic internaŃional de securitate, în Securitate 
şi stabilitate în bazinul Mării Negre, a V-a sesiune internaŃională de 
comunicări ştiinŃifice, Editura UniversităŃii NaŃionale de Apărare      
“Carol I”, Bucureşti, 2005 

Alexandra Sarcinschi, Securitatea spaŃiului de interes,. Reprezentarea psihosocială 
a securităŃii şi Homeland Security în zona Mării Negre, în Impact 
Strategic, nr.3[28]/2008, Editura UniversităŃii NaŃionale de Apărare       
„Carol I” 

Gheorghe Văduva, Strategia acŃiunilor rapide, Editura Academiei de Înalte Studii 
Militare, Bucureşti 

 http://www.dhs.gov/xlibrary/assets/nat_strat_hls.pdf: The National Strategy for 
Homeland Security, Office of the Homeland Security, July 2002 

http://www.esnips.com/doc: Terorismul: Dimesiune geopolitică şi geostrategică, 
războiul terorist, războiul împotriva terorismului, Centrul de Studii 
Strategice de Securitate, Bucureşti, 2002 

http://www.dtic.mil/doctrine/jel/new_pubs/jp1_02.pdf: Department of Defence 
Dictionary of Military and Associated Terms, 12 aprilie 2001 (actualizat 
la 17 octombrie 2008) 

 http://www.russiaeurope.mid.ru/russiastrat2000.html  
  



 

 
TTHHEE  GGLLOOBBAALLIIZZAATTIIOONN  AANNDD  RREEGGIIOONNAALLIIZZAATTIIOONN  OOFF  SSEECCUURRIITTYY  

  
 

 
81 

  
  
  

TTHHEE  GGLLOOBBAALLIIZZAATTIIOONN  AANNDD  RREEGGIIOONNAALLIIZZAATTIIOONN  OOFF  SSEECCUURRIITTYY  
 
 

Iulia Florina NENTU 
Captain Laura SIMIONESCU 

 
 
Globalization is a multidimensional process: information technology and other fields 

develop and spread with amazing rapidity. On the one hand, these developments allow the 
possibility of economic prosperity, political freedom, promoting peace and democracy, but 
on the other hand, they can lead to social fragmentation, to the creation of critical 
vulnerabilities and to states of emergency or conflict. Local threats are now easily becoming 
regional or even global. For an efficient and effective response to these threats, security 
cooperation is absolutely necessary. There are global threats which regional cooperation 
cannot cope with, but there are also regional threats for which global cooperation does not 
have the necessary tools to counter, regional cooperation being more effective. 
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Area. 
 
 
Globalization – a conceptual approach 

lobalization is now the source of much controversy in international 
relations in terms of reporting to reality, the content and the impact it 
could have. Although these debates started from studies on global 

political economy, the interest in analysing the phenomenon of globalization as the 
impact on national and international security has increased. 

A temporal excursion in the genesis and inclusion of the concept of 
globalization locates it in the '60s and '70s, hidden under the term "international", 
while the following decades impose it by phrases like "global economy", "global 
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governance" etc., bringing it within the globalist, post-modernist sphere only after 
1990, under the current name, so intensely debated and publicized1. 

Being a wide and highly debated phenomenon, it is easily understood that an 
attempt to find a universal definition of globalization will not lead to any conclusion. If 
we try to find a definition in the Explanatory Dictionary of the Romanian Language, 
we will be disappointed - the term "globalization" is not mentioned in this dictionary. 
However, The Great Dictionary of Neologisms 2000 defines the verb "to globalize" 
as: "bringing together disparate elements into a whole; judging a problem on the 
whole. (fr. Globaliser) ". So, one of the keywords is "whole". 

As Roxana Ciurcanu, assistant professor at the University "Alexandru Ioan 
Cuza" Iasi, states, "lacking a rigorous definition, globalization tends to become a 
cliché, a grand idea, which includes everything that happens around us and cannot 
be explained coherently, or the cause of all the problems that world economy and 
the contemporary society have to face."2 The term globalization can be used in 
different areas. In the economic context, it refers to reducing or even eliminating 
barriers at the borders between countries to facilitate the route of goods, capital, 
services and labor (although there are still certain barriers on the labour market). 
The term can also refer to the spread of cross-border ideas, languages or cultures. 
In this article we try to analyse the phenomenon of globalization from the 
perspective of national and international security. 

Regarding post-Cold War security, great attention is paid to asymmetric 
threats, the proliferation of weapons of mass destruction, cross-border crime and 
environmental threats, as well as to global inequality as a threat to human security. 
After the events of September 11, 2001, national and cross-border terrorism has 
become a priority on the international security agenda. All these aspects are clearly 
linked to globalization, not only in the economic aspect but also as an idea of 
interconnected social movement, of goods and people circulation, especially as an 
idea of  “transnational” as opportunity and threat at the same time. 

The study of the relationship between globalization and the reconstruction or 
reconfiguration of political, economic, cultural, military, multinational, alliance and 

                                                 
1 Vasile Popa, ImplicaŃiile globalizării asupra securităŃii naŃionale, Bucharest, National Defense University             
"Carol I", 2005, p. 7 
2 Roxana Ciurcanu, Economia mondială între globalizare şi regionalizare, in Analele ştiinŃifice ale UniversităŃii 
“Alexandru Ioan Cuza” din Iaşi, ŞtiinŃe Economice, Tomul L/LI, 2004/2005 apud general-locotenent prof. univ. Dr. 
Teodor Frunzeti, Globalizare sau regionalizare?, Impact Strategic, Nr.2/2011, Bucharest, National Defense 
University "Carol I" 
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power centres’ identities is extremely enlightening for the impact of this wide process 
in a globalizing world. The development of global networks results in a state 
interdependence in certain industries. Financial markets are getting global. Global 
strategic alliances and new players who want to become global competitors 
emerge.3 

Even though the economic power has a central place in the study of 
globalization, the term is not synonymous to economic liberalization. This view tends 
to marginalize the role of states in the globalization process by labelling states as 
victims of globalization rather than making an analysis of the interaction between 
states and globalization.4 For example, works dealing with the phenomenon of 
globalization emphasize the transformation of northern industrialized countries and 
such trends are not entirely consistent with the literature on security and 
globalization. 

Therefore, it is imperative to develop a conceptualization of the globalization 
of security. In other words, the relationship between globalization and security has to 
be redefined. All in all, the globalization of security should be seen as evolving in 
each of the security dimensions - economic, military, political, social and 
environmental. Far from being a linear process, with a uniformly accelerated 
development, globalization is accompanied by numerous side effects, which, 
uncontrolled in time, can irreversibly destabilize the system. The risks, dangers and 
threats to the process, occurring on the basis of unpredictable vulnerabilities, create 
a state of uncertainty and insecurity for its development. Thus, globalization is also 
the engine of its insecurity. This is because the process "did not only transform the 
characteristics of the existing risks and threats, but also created some new, specific 
ones". From this perspective, the globalization of security appears as a sine qua non 
condition for the success of the globalization process. Far from being a metaphor, 
security globalization requires a global response not only to risks, dangers and 
threats, but also to their management requirements and to the monitoring and 
reduction of vulnerabilities5. Therefore, we could very briefly define the globalization 
of security as a response to global threats to security. In the following pages we will 
                                                 
3 Dan Nica, Uniunea Europeană în era societăŃii informaŃionale şi globalizării, 
www.mie.ro/media/Romana/2003/Publicatii/ro/ue/informatizare.htm apud Vasile Popa, ImplicaŃiile globalizării 
asupra securităŃii naŃionale , Bucharest, Editura UniversităŃii NaŃionale de Apărare “Carol I”, 2005, p.11 
4 Bryan Mabee, The Globalization of Security. State Power, Security Provision and Legitimacy, Basingstoke, 
Palgrave Macmillan, 2009, p.4 
5 Grigore Alexandrescu, Globalizarea securităŃii – o simplă metaforă?, Sesiunea de comunicări ştiinŃifice cu 
participare internaŃională Strategii XXI/2007, National Defense University "Carol I", Bucharest, 2007, p.25 
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list some of the globalization effects that have led, more or less, to the phenomenon 
of globalization of security. 

The impact of globalization on security 
Globalization has a considerable amount of effects, both positive and 

negative. From the positive elements, we can mention: trade, investment, financial 
flows amplification and liberalization, extension of democratic values, individual 
identity protection, environmental protection and "free circulation" of security ... But 
globalization also has negative effects, such as: safety lowering to all indicators,  the 
globalization of chronic local and regional phenomena, the globalization of great 
organized crime (weapons, drugs, people trafficking), the radicalization of ethnic and 
religious fanatism, terrorism.6 

There are also positive and negative sides regarding the impact of 
globalization on global and national security. The global market can generate wealth 
and prosperity, but where the level of development is not uniform, it can lead to 
political tensions and risks of instability. 

In the context of globalization, communications and new technologies can be 
used by states, institutions and honest people as well as by organized crime 
networks, terrorist groups and organizations, the latter thus accomplishing their own 
propaganda, expressing their threats, making illicit money businesses (through e-
Money) or affecting the security of states by breaking the computer systems 
protection. Globalization gives birth to insecurity in various ways, by transnational 
political terrorism, illegal weapons and lethal unconventional means, drugs and 
persons trafficking, illegal migration, proliferation of weapons of mass destruction, 
economic and financial aggression, as well as by generating environment 
catastrophes.7  

The international security environment is now full of serious risks and threats - 
terrorism and weapons of mass destruction, ethnic disputes and religious rivalries, 
transnational organized crime, tensions and conflict maintained by destabilizing 
forces in many parts of the world, internal disorders, while some unexpected events 
like floods, earthquakes, droughts, etc., individually and all together, being a risk of 
instability and insecurity for the international community. Ensuring collective security 
is therefore the objective of bringing together the efforts of UN and other 
international organizations which increase solidarity in the world, their cooperation 

                                                 
6 Vasile Popa, op. cit. p.15 
7 Ibidem, p.19 
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and collaboration leading to common rules, structures, procedures and capabilities 
meant to tackle the challenges of the 21st century, being an effective response to 
crises, threats and regional and global instabilities.8 

As a conclusion of this section, we emphasize that the many dimensions of 
globalization require a new approach to security. The new transnational threats, 
rooted in various aspects of globalization, involve too many risks to be ignored. In 
order to prevent and control the threats resulting from the globalization process, it is 
important to use the positive aspects of this process, by achieving international 
cooperation in the security field, by promoting economic growth and by spreading 
democracy. 

The regionalization of security 
Regional security is a necessity imposed by many factors: the challenges of 

globalization, the substantial difficulties that the countries in the region encounter in 
economy, ethnicity, environmental issues and more. In the Middle East, for example, 
economic and security deficits, according to analysts, cannot be solved using 
patterns or by external force solutions, thus generating resentful phenomena of 
rejection. The Muslim issue must be "viewed in a regional rather than a global 
perspective  and from a geopolitical, not  theological, point of view." In the "new 
global Balkans", a space between the Persian Gulf and Xinjiang, Brzezinski sees a 
main challenge for the U.S. for at least a generation from now on. Influenced by 
violence, social injustice, massive demographic growth, the region will have to build 
its security through U.S. security cooperation with its traditional partners: Turkey, 
Israel, India, and Russia. The problem is that they have their own internal security 
problems and, moreover, they have a security agenda that does not always 
correspond to the American one.9 

Regional cooperation has become an increasingly important phenomenon in 
international relations in recent years. As globalization continues to evolve, we might 
as well say that we live in an era of regionalization. An objective view over regional 
security – the global security relationship highlights the existence of a real 
congruence and complementarity between the two terms of the process, put into 
practice by continuously supporting and empowering each other - the only possibility 
that is capable of successfully establishing and maintaining a genuine atmosphere 
of peace and regional, continental and international stability. 

                                                 
8 Grigore Alexandrescu, op. cit., p. 26 
9 Vasile Popa, op. cit., p.21 
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Regional security, which is basically a sum of economic, ethnic and state 
security entities in the region, is built on the involvement of states, on the concept 
"common regional problems - solutions through regional cooperation" so as to 
combat the current risks and threats generated by the globalization process.10 As an 
integrating part of globalization, regionalization is a tendency in international 
relations today. 

Regionalization should not be seen as a rival concept of globalization. On the 
contrary, the co-operation between the United Nations and the regional 
organizations should be encouraged in conflict prevention and peace-keeping or 
peace-making. The regionalization of states is now considered an element of 
integration, by establishing a community – region connection, which aims at 
correcting or preventing regional imbalances, giving legitimacy to the regions and to 
those institutions that represent their interests. This process is designed as a factor 
of democratization and of cultural specificity awareness. 

The regionalization of security - the role of regional organizations in 
maintaining international peace and security in their region - is now at the centre of 
discussions both within the United Nations and in regional organizations. The global 
role of the action of many existing regional cooperation organizations in the area - 
see the Stability Pact for South-Eastern Europe, the Cooperation Process of the 
countries in South-Eastern Europe, the Cooperation Initiative in South-Eastern 
Europe, The Conference of the Defence Ministers in South-Eastern Europe, 
GUUAM -, that have the capability to generate new initiatives, including the field of 
regional security and defence, indicate a regional-global bi-univocal relationship, 
supported by large institutions, like the UN, OSCE, NATO, EU, etc.11 

Regions are both sources and solutions to many security threats. There are 
some contemporary threats that can be seen as regional rather than global, i.e. 
there is a shift of threats at local level. However, the regionalization of security does 
not exclude the possibility for many or some security issues to be also global, 
therefore being dealt with by multilateral institutions, such as the United Nations. But 
we must be aware of the fact that some regional sources of insecurity can be 
controlled more effectively by regional institutions, since there are cases where the 
UN does not meet the specific needs and interests of a region. 

                                                 
10 Ibidem, p.23 
11 Ibidem, p.23 
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Regional security threats are usually military. The magnitude of this type of 
threat occurs in the absence of a pre-set order, which should reinforce or create 
generally accepted rules on the use or threat of military force. In this context, we 
note that regional security is threatened by both internal and external elements: 

- the unwanted military presence of Russia in Chechnya; 
- the conflict in South Ossetia; 
- the conflict in Transnistria; 
- the conflict between Armenia and Azerbaijan in the Nagorno-Karabakh 

enclave; 
- the unfinished conflict in Bosnia-Herzegovina; 
- the campaign against terrorism in Afghanistan; 
- the war in Iraq; 
- underground economy, corruption, etc..12 
Of course, regional threats are constantly changing, differing from one area to 

another. Some initially considered global threats become regional and vice versa. 
Regions themselves may change depending on the nature of threats, regional 
interests, etc. Thus, we conclude that regional and global security must remain in 
close contact to better counter the threats, whatever their nature. 

Security in the Wider Black Sea Region 
The security environment in the Black Sea region is subject to a series of 

transformations from two perspectives: the impact of NATO and EU expansion on 
the region and the development of the cooperation between riparian states. The 
vision of security in the area classifies riparian states in the following categories: 
NATO and / or the EU countries, Bulgaria, Romania and Turkey, which organize 
their security strategies depending on the status and international role involved by 
their membership in these organizations, the Russian Federation, which has a 
distinct view about security, coming from its position in international relations. 

Risks, dangers and threats to security in the Wider Black Sea Region 
Europe is facing a period of challenges derived not only from changes taking 

place in the national, regional, or global security environment, but also from the 
large-scale institutional transformation. The Black Sea Region and the Balkans are 
the main target of all present and future processes and for these reasons, assessing 

                                                 
12 Alexandra Sarcinschi, Cristian Băhnăreanu, Redimensionări şi configurări ale mediului de securitate: zona 
Mării Negre şi Balcani, Bucureşti, National Defense University "Carol I", 2005, p. 30 



 

 
Iulia Florina NENTU 
Captain Laura SIMIONESCU 

 
88 

vulnerabilities, risks, dangers and threats to regional security13 is the basis for 
working out regional policies for the state actors. 

In such an analysis it is necessary to follow a series of indicators of regional 
stability and security, out of which we consider the following to be the most 
important: internal political stability, market economy, resources, access to the 
strategic resources, observing fundamental rights and freedoms, the quality of life, 
achieving democratic civilian control over the armed forces, involvement in armed 
conflicts (national, regional, or global), possession, use or production of nuclear or 
biological weapons, cultural differences between a country’s national values and the 
values of the neighbouring countries, participation and cooperation at regional and 
global levels, environmental degradation etc. 

Regional security - the Black Sea Region and the Balkans 
The state's internal stability is crucial to its ability to cooperate internationally 

and, more than that, its internal security is an important factor for the regional 
security quality. There is a danger that, while some countries strengthen their 
democracy, others may be poorly managed, so they that are either disintegrated or 
marginalized under the external pressure of European and  Euro-Atlantic integration. 

At the same time, regional security directly influences global security, making 
international organizations and institutions adopt policies of stabilization, 
development and regional security. The process therefore develops in both 
directions: regional – global – regional. 

In the Black Sea region and the Balkans, the wars in Kosovo and Chechnya 
have contributed to setting a new international security environment: the territories, 
population and vast resources of the powers in the region no longer represent 
advantages in 21st century geopolitics, meanwhile factors such as information 
warfare and "the CNN effect" help establish the rules of the game in this fragmented 
region. 

Meanwhile, the new security environment has undergone two significant 
changes14: 

1. a new internal structure, due to the increased number of European 
countries after the disintegration of Yugoslavia, Czechoslovakia and the Soviet 
Union  

                                                 
13 Regional security threats are largely military in nature. A threat is a declaration of intent to punish or injure a 
person, especially if that person does not want a sign or a warning of possible trouble, danger, etc. 
14 Loucas Ioannis, The New Geopolitics of Europe and Black Sea Region, în Security Dynamics of the Black Sea 
Region: Greek Geo-Political Perspectives, Coord M. Sheehan, Conflict Studies Research Centre,2000 
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2. a new perception of the eastern border of Europe, due to the Euro-Atlantic 
extension towards the East. 

Because of these new realities, there are new major problems directly related 
to the political, economic and European military identity. It is obvious that such 
problems are, on the one hand, connected with the NATO and EU extension, and on 
the other hand, with the post-Cold War transformations in the Black Sea countries 
and the Balkans. In the other direction, from global to regional, the European 
geopolitical transformation had two main effects on the Black Sea region and on the 
Balkans. South-Eastern Europe no longer consists only of the Balkans, but also of 
Georgia, Armenia, Azerbaijan, Turkey and Cyprus; at the same time, the Balkans 
represent a Southern part of Central Europe, which in turn will be divided into four 
geosystems: 

- the Scandinavian geosystem, consisting of Finland, Sweden, Norway and 
Denmark; 

- the German geosystem, consisting of Germany, Austria, Poland, Hungary, 
the Czech Republic, Slovakia, Slovenia and Croatia; 

- the Italian geosystem: Italy and Malta; 
- the Balkan geosystem: Bosnia-Herzegovina, Serbia-Montenegro, 

Macedonia, Albania, Romania, Bulgaria and Greece. 
Another proof of the mutual relationship between the regional and the global 

security environment is the new concept of the Wider Black Sea Region. 
Romanian interests in the Black Sea Region 
The Romanian National Security Strategy15 defines the security objectives for 

our country: maintaining the integrity, unity, sovereignty and independence of the 
Romanian state, guaranteeing the fundamental rights, democratic liberties, welfare, 
safety and protection of the Romanian citizens, the economic and social 
development of the country, in keeping with contemporary development. 

No matter if we talk about national, regional, or international security, in 
general risks and threats are placed in the unconventional area - terrorism, 
organized crime, drugs, weapons, radioactive materials trafficking, corruption etc. 
National structures admit the need to contribute to the management of European 
and Euro-Atlantic security, particularly to find effective and lasting solutions to crises 
and conflict situations in the Western Balkans and in the Wider Black Sea Region. 

                                                 
15 Strategia de Securitate NaŃională a României, România Europeană, România Euroatlantică: pentru o viaŃă 
mai bună într-o Ńară democratică, mai sigură şi prosperă, Bucharest, 2007 
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Chapter VI of the "National Security Strategy", entitled "Romania – a dynamic 
vector of security and prosperity in the Black Sea Area", clearly defines Romania’s 
objective in the Black Sea region. "Building a climate of security, stability and 
prosperity in the Black Sea is a distinct direction of action of this strategy." 
Romania's interest is to be bordered by stable, democratic and prosperous states, 
because only such states are able to maintain peace and good relations among 
them, to create pluralist regional communities and have a predictable security 
behaviour. Romania's interest in the area is, at the same time, the European Union's 
interest. Romania has stated its desire and proved its ability to be a vector of 
stability and democracy, as well as to  promote the values of the two organizations, 
NATO and the EU, in the area, while demonstrating that it can be a coagulation 
factor for the ex-Soviet states’ aspirations. 

Romania’s political interests lie in the fact that the Black Sea opens its way to 
the Planetary Ocean (a source of political and economic power), allowing it to reach 
a medium maritime power status, as a result of the geostrategic advantages 
provided by its access to the sea, by its possession of  a very important segment of  
the river-sea communication path that is the Danube, as well as by its participation 
in political organizations formed by the Black Sea countries. Our country has a 
fundamental strategic interest in having the Wider Black Sea Region members in a 
stable security environment. "With its EU accession, Romania's eastern border 
became the eastern border of the Union and this causes increased obligations 
regarding security in the area.” 

Romania's contribution to security in the Wider Black Sea Region 
Romania has a crucial role in securing the eastern border of NATO and the 

EU. Romania aims at becoming a vector of stability, democracy and Euro-Atlantic 
values for the Black Sea region and for the Western Balkans, as well as an anchor 
of these regions to the West16. Romania takes a long term commitment to invest in 
the extension of democracy, market economy and the values that characterize an 
open society, as far as possible towards the East. As stated in the National Security 
Strategy, in order to promote this initiative, Romania will closely cooperate with the 
Black Sea countries - Bulgaria, Georgia, the Russian Federation, Turkey and 
Ukraine - with other countries in close proximity, and also with other Euro-Atlantic 
community member states. At the same time, Romania will actively support the 

                                                 
16 Strategia de Securitate NaŃională a României, România Europeană, România Euroatlantică: pentru o viaŃă 
mai bună într-o Ńară democratică, mai sigură şi prosperă, Op. cit. 
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setting-up in this area of a development Euro-region that will be able to facilitate 
cooperation with the EU member states, to stimulate the development of energy and 
transport infrastructure, to promote trade, investment and market economy 
mechanisms. Concerning the frozen conflicts, Romania will promote active political 
and diplomatic strategies and will be more actively involved in the mechanisms that 
aim at solutions through peaceful means. The ineffectiveness of some mechanisms 
used so far to resolve conflicts requires the necessity of revising them and a more 
active involvement of those states and organizations that can make a positive 
contribution to this effect. 

In the relationship with the Russian Federation, Romania aims at developing 
a dialogue in which pragmatism and good cooperation in economic terms will be at 
the top of the list. 

From Romania’s point of view, Central Asia should become an area of 
convergence and construction. In this regard, creating bridges of cooperation 
between Europe – the Black Sea – the Caspian Sea - Central Asia is a necessity. 

Conclusions 
Studying national and international security from the perspective of 

globalization and integration is essential, since it provides an opportunity to structure 
a response strategy, which, by starting with the causes of generalized crises, would 
reduce the states’ insecurity. Since there is a global and regional determination of 
national security in parallel with a process of dynamic opening of states to the 
outside and of increasing collaboration and international cooperation in the field, the 
multiple efforts of the international community should be aimed at the peace, 
security and stability in the regions and in the world. 

In terms of security, programs and projects aimed at accelerating the 
integration into the European and Euro-Atlantic structures, the effectiveness of the 
strategies for preventing and fighting against new risks, dangers and threats to the 
region should be a priority. These forms of cooperation and dialogue should be 
encouraged and further developed by using European, Euro-Atlantic and Eurasian 
methods and instruments. 

The Black Sea is a strategic link between the neighbouring countries, having 
a synergistic effect in maintaining a stable security environment, favourable for the 
economic and social development and for regional co-operation. This environment 
can positively influence the chronic conflict areas in the Caucasus, Transnistria and 
even the Near East. The NATO and EU border enlargement to the Black Sea 
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created the conditions for this space to turn into a communication hub and 
crossroads between East-West and North-South. 

Romania, as a NATO and  European Union member, should be more actively 
involved in transforming the Black Sea area in a region of stability, both through the 
means provided by its strategic position at the crossroads of the Balkans with the 
Caucasus, and through cooperation and collaboration with the EU and the riparian 
states. Thus, Romania can advise countries aspiring to NATO and PfP membership. 
In addition, our country must continue its mission as a leader of the regional efforts 
to counter asymmetric threats and dangers such as terrorism and weapons of mass 
destruction. Simultaneously, it can be a gateway to the West, promoting the 
transatlantic values of democracy, peace and security in the Black Sea Region and 
in the Middle East. 
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