
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Topics: 

 

� EUROATLANTIC SECURITY AND CRISIS 

MANAGEMENT 

� GLOBALIZATION – A NATURAL COMPONENT 

OF THE SOCIO-ECONOMIC DEVELOPMENT 
� SECURITY ENVIRONMENT DEVELOPMENTS 

AND MILITARY POWER IN THE CONTEXT OF 

THE GLOBAL ECONOMIC CRISIS 

 

THE SIGNIFICANCE OF NATO’S STRATEGIC CONCEPT  

FOR DEFENCE AND SECURITY, ADOPTED IN LISBON, IN NOVEMBER 2010 .... Page 3 

General (ret.) Professor Eugen BĂDĂLAN, PhD 
Colonel (ret.) Professor Eugen SITEANU, PhD 

 

EUROATLANTIC SECURITY AND CRISIS MANAGEMENT .................................  Page 14 

Major General (ret) Professor Constantin MINCU, PhD 
 

GLOBALIZATION – A NATURAL COMPONENT OF THE SOCIO-ECONOMIC 

DEVELOPMENT............................................................................................................  Page 33 

Brigadier (ret.) Professor Mircea UDRESCU, PhD 
 

BIOTERRORISM EMERGENCY PREPAREDNESS AND RESPONSE IN ROMANIA - 

IMPLICATIONS FOR NATO STRATEGIC CONCEPT - ............................................  Page 52 

Dana PERKINS 
Manuela SIRBU  

 

SECURITY ENVIRONMENT DEVELOPMENTS AND MILITARY POWER  

IN THE CONTEXT OF THE GLOBAL ECONOMIC CRISIS .....................................  Page 66  

Major General (ret.) Visarion NEAGOE, PhD 
 

GREAT UNIFICATION MONUMENTS.......................................................................  Page 77  

Brigadier General (ret) Floriean TUCA 
Colonel (ret) Eugen SITEANU 

 

OBJECTIVE METHOD FOR ASSESSING THE INFORMATION  

IN CONTEMPORANY INFORMATIONS OPERATIONS ..........................................  Page 86 

Captain Assistant Professor Sorin TOPOR, PhD 
 

ASPECTS OF THE EVOLUTION OF TRANSNATIONAL ORGANIZED  

CRIME IN THE GLOBALIZED WORLD.....................................................................  Page 96 

Valentin GIUPANĂ 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

Information for authors:  
Submitting manuscripts in electronic form 

 
The Annals of the Academy of Romanian Scientists, series on Military Sciences 
fields: 

Topics: 

� EUROATLANTIC SECURITY AND CRISIS MANAGEMENT 

� GLOBALIZATION – A NATURAL COMPONENT OF THE SOCIO-

ECONOMIC DEVELOPMENT 
� SECURITY ENVIRONMENT DEVELOPMENTS AND MILITARY POWER 

IN THE CONTEXT OF THE GLOBAL ECONOMIC CRISIS 
 

Papers presenting theoretical and/or experimental contribution concerning 
up-to-date research are strongly encouraged. Book reviews are also accepted. 

The preferred language for papers is English (both UK and US spelling 
are permitted, provided that the spelling is consistent throughout the paper). 

AII submitted manuscripts should be as concise as possible and should 
include an even number of pages. Papers whose length exceeds 12 pages are 
discouraged. The software used to produce your document should be Word for 
Windows. 

The format of the document is A4 (21 cm x 29.7 cm). The settings for the 
mirror of the page are: Top 4.7 cm; Bottom 4.7 cm; Left 3.5 cm; Right 3.5 cm. 
Please use Times New Roman font, size 12 for the main text and size 10 for the 
figures and tables. 

The text will include the following sequence of parts: 
- Title 
- Name(s) of author(s) and author's affiliation 
- Abstract (not more than 100 words, both in Romanian and English) 
- The main text (authors must arrange the subject matter under headings: 

Introduction, Experimental details, Results, Conclusions ..., in bold). 
- References should be listed at the article's end, and numbered in the 

order of their appearance in the text. Use numerals in square brackets to cite 
references. Footnotes should not include bibliographic material. 

- AII line drawings and photos should be in grey scale. 
- Equations, tables, illustrations will be positioned within the 

paragraphs. 
The whole responsibility for the accuracy of the calculations, experimental 

data and scientific interpretations, as well as for the accuracy of the English text 
belongs entirely to the author(s). 

Submission of the manuscript implies that it is not under consideration for 
publication elsewhere. 

AII papers must specify the name, phone number and e-mail address of 
the author to whom proofs should be sent. This author is responsible for 
informing all co-authors that the manuscript has been submitted for this series. 

The articles would be submitted by the authors both in Romanian and 
English version. 
 

 

 

ANNALS OF THE ACADEMY OF ROMANIAN SCIENTISTS 
 

 
 
Series on MILITARY SCIENCES 
 

Founding Publisher: General (ret.) Professor Vasile CÂNDEA, PhD, Dr. HC 
Founding, Full member of the Academy of Romanian Scientists 
Chairman of the Academy of Romanian Scientists 
 
Publisher: General (ret.) Professor Eugen BĂDĂLAN, PhD 
Chairman of the Military Sciences Section 
 
Series Editor-in-chief: Lieutenant General Professor Teodor FRUNZETI, PhD 
 
Co-Editor: Colonel Vasile ANGHEL 

 
Series Editorial Board: 

General (ret.) Professor Anghel ANDREESCU, PhD, "Carol I" National Defense 
University 
Major General (ret) Professor Constantin MINCU, PhD 
Air Flotilla General Professor Florian RĂPAN, PhD, Romanian General Staff 
Brigadier General (ret.) Professor Viorel BUłA, PhD, "Carol I" National Defense 
University 
Lieutenant Colonel Cristophe MIDAN, PhD, Joint Defense College, France 
General (ret.) Professor Mircea MUREŞAN, PhD, "Carol I" National Defense 
University 
General (ret.) lecturer Constantin DEGERATU, PhD, "Dimitrie Cantemir" 
University 
Karina Paulina MARCZUK, PhD, Warsaw School of Social Sciences and 
Humanities, Poland 
Professor Adrian GHEORGHE, PhD, Old Dominion University, Norfolk-Virginia, 
USA 
Colonel (ret.) Professor Eugen SITEANU, PhD, Commercial Academy Satu Mare 

 
 
Assistant-Editor: Associate Professor Luiza-Anca KRAFT, PhD 

 
 

 
Make-up Editor: Liliana ILIE 
 

 
 
Printed by 

 "Carol I" National Defense University Publishing House 

68-72 Panduri Street, sector 5, Bucharest 
Phone: 00-40-021-319.48.80/0215; 0307 

Fax: 00-40-021-319.59.69 
 
 
 
 
 

The series is published by the Military Sciences Section 
of the 

Academy of Romanian Scientists 

B.0162/886/2011 C.234/2011 



 
 
 

 

 

 
1 

THE ACADEMY OF ROMANIAN 

SCIENTISTS 

 
 
 
 
 
 
 

Anna l sAnna l sAnna l sAnna l s     
 

S e r i e s  o n  M i l i t a r y  S c i e n c e sS e r i e s  o n  M i l i t a r y  S c i e n c e sS e r i e s  o n  M i l i t a r y  S c i e n c e sS e r i e s  o n  M i l i t a r y  S c i e n c e s     
 

Volume 3                         2011                        Number 1 
 

 
 
 
 
 
 
 
 
 
 
 

The Academy of Romanian Scientists Publishing House 
Bucharest 

Topics: 

 

� EUROATLANTIC SECURITY AND CRISIS 
MANAGEMENT 

� GLOBALIZATION – A NATURAL COMPONENT 
OF THE SOCIO-ECONOMIC DEVELOPMENT 

� SECURITY ENVIRONMENT DEVELOPMENTS 
AND MILITARY POWER IN THE CONTEXT OF 
THE GLOBAL ECONOMIC CRISIS 



 
 

Annals of the Academy of Romanian Scientists 
ISSN 2066-7086                      Military series, Volume 3, Number 1/2011 

 

 
2 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
© Copyright 2011 

All rights reserved; no part of this publication may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means without the prior written permission of the authors and 
publishers.  

 

 

ISSN 2066-7086 



 
 

THE SIGNIFICANCE OF NATO’S STRATEGIC CONCEPT FOR DEFENCE AND SECURITY, 
ADOPTED IN LISBON IN NOVEMBER 2010 

 

 
3 

 

 

 

THE SIGNIFICANCE OF NATO’S STRATEGIC CONCEPT  

FOR DEFENCE AND SECURITY, ADOPTED IN LISBON  

IN NOVEMBER 2010 
 
 

General (ret.) Professor Eugen BĂDĂLAN, PhD 
Colonel (ret.) Professor Eugen SITEANU, PhD 

 
 
 

The Heads of State and Government of the NATO nations decided to fulfill 
the Alliance’s mission in ensuring “their common defense and security”. When 
NATO has put into practice this Strategic Concept, the Alliance will be more 
“effective in a changing world, against new threats, with new capabilities and new 
partners”. This Concept reasserts the bond between NATO nations to defend one 
another against attack, and against new threats and “to keep the door to NATO 
open” to all European states “that meet the standards of membership”, because 
enlargement contributes to the Alliance’s “goal of a United Europe, free and at 
peace”. 

The Concept “commits the Alliance to prevent crises, manage conflicts and 
stabilize post-conflict situations” (including by working more closely with the 
United Nations, the European Union and the other NATO partners), and “to 
continuously reform towards a more effective, efficient and flexible Alliance”, so 
that NATO citizens get the best security, “with the goal of setting the conditions for 
a world without nuclear weapons” (as long as there are nuclear weapons 
worldwide, NATO will remain a nuclear Alliance). 

The Alliance offers its partners “more political engagement with the 
Alliance, and a substantial role in shaping the NATO-led operations”. NATO’s 
essential mission has always been the same, i.e., to ensure that the Alliance 
remains a unique Organization of freedom, peace, security and shared values. 
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ATO’s Lisbon Summit, held on November, 19-20, 2010, is 
obviously an historical event because in its framework was 
adopted and launched the New Strategic Concept of the 

North-Atlantic Organization so that the Alliance becomes more efficient, 
more involved in the relations with the international organizations and the 
partner states, more capable not only to fulfill its classical mission of 
collective defense, but also to successfully confront this century’s new 
security threats and challenges. The New Strategic Concept was adopted 
because the former Concept had lasted since 1990 and was now obsolete 
and did not fully meet the new threats, as the ones represented by Al-Qaeda 
terrorist group, cyber attacks and piracy.  

Among this Concept’s objectives a very important one is to develop 
an efficient and effective anti-missile defense capability. The new document 
of the Alliance provides its commitment to develop new capabilities, new 
partnerships and to modernize its capacity regarding the accomplishment of 
collective defense foreign missions. One of the main partnerships, perhaps 
the most important NATO partnership, is the one developed with Russia.  

In Lisbon, the North-Atlantic Alliance committed itself to leaving 
the door open for further adhesions of some European democratic countries 
and to reforming itself, and also to managing its financial resources more 
reasonably. The chiefs of state and governments of the 28 member states 
agreed to reduce certain Alliance structures and, firstly, some command 
centers, reinforced by NATO’s adaptation to the challenges of the 
particularly fluid 21st century security environment. The downsizing, as a 
whole, of the military expenses in Europe will be 10-15% in the second 
decade of our century; annually, 210 billions Euro are spent in this field and 
about a quarter of this sum was allotted to investments, which means that, in 
conformity with the Strategic Concept, NATO “will do more things, with 
less expenditure”. 

In Lisbon, on November 19th, 2010, President Barack Obama stated 
the relation with the European allies and partners of the United States of 
America represents “a basic element of the American foreign policy” and 
even “the milestone of our global engagement, and a catalyst for global 
cooperation”1.  Therefore, the American president wished to emphasize the 
                                                 
1 Marilena Georgescu, Un summit istoric, Observatorul militar, anul XX, nr. 47 (1080), din 24-30 
noiembrie 2010, p. 2. 
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USA does not have such alignment of values, interests, capabilities and 
objectives with any other region besides Europe. Also, Obama underlined 
“on the basis of the wider economic relation worldwide, the transatlantic 
commerce sustains millions of jobs” not only in the USA, but also in 
Europe, this being the basis for the common efforts towards global 
economic revival. Furthermore, the high American official pointed out the 
Alliance will transform by the new “Strategic Concept recognizing the 
capabilities and partners needed to respond to the new threats of the 21st 
century”2. He also declared the US will be continuously engaged in the fight 
to eliminate the nuclear weapons, but still added that as long as such type of 
weapons exists, the North-Atlantic Alliance will remain a nuclear 
organization. 

In this respect, the US President has steady reasons of concern, 
because North Korea has developed a nuclear arsenal raising worries not 
only to South Korea, but also to Japan, a country feeling threatened by the 
Korean army’s experiments made in 1998, when it tested some medium 
range missiles, although the North Korean nuclear program had frozen in 
1994, following an agreement signed with the American administration. 
North Korea has two types of missiles: No Dong, with 1,000 kilometers’ 
range, and Taepo Dong, with range about 2,000 kilometers. 

North Korea does not want to give up the nuclear program in 
exchange of an economic aid recently promised by the United States of 
America; this raises serious obstacles in some states’ engagement to start the 
procedures in order to eliminate the nuclear weapons. 

In 2009, the USA, Russia, China, Japan and South Korea conducted 
negotiations with Pheniang, but these did not go on not just because of the 
tests made with the North Korean missiles, but also because of the initiation 
of the program to enrich uranium for nuclear warheads. North Korea’s 
communist administration recently passed to threat and nuclear arming to 
preserve its power by all means3. Accordingly, Barack Obama declared the 
United States will defend South Korea against any aggression from North 
Korea, even against an unconventional one.  

In an optimistic perspective, German Chancellor Angela Merkel 
declared the Lisbon Summit could constitute “a decisive step” for the 
Alliance’s relation with Russia and “could open a new chapter in the 
                                                 
2 Ibidem. 
3 Marilena Georgescu, Conflict în Marea Galbenă, Observatorul militar, anul XX, nr. 48 (1081), din 
1-7 decembrie 2010, p. 14. 
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relations between the Cold War’s former enemies”. Also, the German 
Chancellor declared she supports the Russian President’s proposal “for 
Moscow to deploy an anti-missile shield in Europe”, to counteract some 
eventual attacks or threats by attacks from some states “considered, 
especially by the United States, as sustaining terrorism, as is Iran’s case”4. 

Therefore, Angela Merkel expressed her consent for this project and 
for Russia to be included in the Summit’s discussions. So, the Russian 
President, Dmitri Medvedev, proposed a common Russia – NATO project 
for anti-missile defense (a Russia – NATO common anti-missile shield) 
starting at the end of October 2010, sustaining the NATO offer to Russia. 
Hence, Moscow promotes a policy meant to dissolve the division lines 
between Russia and NATO and to jointly develop a common space of 
security, based on mutual trust.  

Consequently, upon the Lisbon Summit president Medvedev 
accepted Russia’s participation in a NATO anti-missile system which will 
cost about 280 millions USD and will protect NATO’s allies and the Eastern 
Europan states against a threat as the one of long range missiles Shahab 3 
and Qiam 1, made in Iran. 

Some NATO member states possess radar systems and interceptors 
able to shoot down short and medium range missiles. Now, NATO works on 
a program to interconnect all the allied states’ systems to allow NATO to 
bring down any missile flying over any portion of the NATO space, using 
those national systems. 

USA officials designed and revealed some plans to move on the 
European Union territory some elements of the long range American system 
on ships stationed on the Mediterranean Sea, then, in 2015, on Romania’s 
and, in 2018, on Poland’s territories. Missile ground systems will be soon 
deployed in Poland and Romania, followed by drones. In the distant future, 
in Europe will be deployed long range action systems to counteract the 
possible intercontinental missile which will be sustained by powerful radars. 

In Afghanistan, NATO leads a transitional policy towards an Afghan 
takeover of the political-military power; this will allow in the future for the 
gradual withdrawal of the NATO-led coalition troops from this country. 48 
nations are participating in the coalition, among them being the 28 NATO 
nations, as well as 40,000 militaries from the allied and partner countries. 
The American president expressed his high appreciation for the coalition 

                                                 
4 Ibidem. 
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militaries and partners’ services and sacrifices, and stated the allies’ 
common effort is necessary and essential in the fight to eliminate and 
annihilate the insurgent (terrorist) groups and in the efforts posed to 
improving the living standard of the Afghans. At the end of his Lisbon 
speech, Obama concluded: “Now, at last, there exist the strategy and 
resources needed to interrupt the Taliban permanence, to deprive the 
insurgencies of fortifications, to train many Afghan security forces and to 
support the Afghan people”5. 

The North-Atlantic Alliance’s main and unfading goal is to defend 
the liberty and security of all member states by political means, and also by 
military ones. Further, the Alliance remains a main and even essential 
source of stability and security in an unstable and unpredictable 
international environment. 

The NATO member states represent together a unique community of 
fundamental values, respecting and defending individual freedom, human 
rights, democracy and rule of law principles, and are firmly committed to 
the common efforts to fulfill the UN Charter and Washington Treaty 
objectives and principles, providing the prevalence of the Security Council 
decisions as regards the Alliance’s actions to maintain international peace 
and security. 

The political and military relations between the European and North 
American states were strengthened within the North-Atlantic Treaty 
Organization immediately after NATO’s creation, in 1949. The chiefs of 
states and governments of NATO nations also declared that the Trans-
Atlantic relation will continue to be as strong and important as always for 
the Euro-Atlantic peace and security safeguarding and “we will continue to 
defend together on the basis of solidarity, the shared goal and equitable 
distribution of tasks”. The political-military events after the end of World 
War II proved with sufficient arguments that NATO countries’ security on 
both shores of the Atlantic is, indeed, indivisible.  

The adoption of the NATO Strategic Concept represents a current 
political-military strategic event of utmost importance. For drafting the 
document important human and intellectual resources of NATO member 
states were gathered. The final draft of the concept’s content has a 
generality note corresponding to the consensus principle and the document’s 

                                                 
5 Marilena Georgescu, Conflict în Marea Galbenă, Observatorul militar, anul XX, nr. 48 (1081), din 
1-7 decembrie 2010, p. 2. 
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unclassified character and requires complex analyses to set its provisions’ 
implementation solutions. In our approach, we will try to present the basic 
principles underlying the Alliance’s institutions and also of NATO member 
states’ and partners’ studies. 

The Strategic Concept will surely determine notable transformations 
as regards the Alliance’s defense and security approach, by an independent 
manner or one adopted in the theatres of operations, and also important 
reconsiderations from some states outside the Alliance, no matter their 
power or geographic location. Also, the Concept will influence the 
international global or regional security bodies such as the UN, EU and 
OSCE. 

In the opinion of NATO’s Secretary General Anders Fogh 
Rasmunssen, the increasing need of a new strategic concept, started from 
the obsoleteness of the former document (dated 1999), appeared before 
events as 11 September 2001, the Afghanistan conflict, cyber attacks and 
piracy. Then NATO had only 16 members, and today has 28; moreover, the 
world has changed, threats have changed and also has the North-Atlantic 
Alliance. Therefore, the Secretary General of the Alliance declared “we 
need and will have a strategic concept to take into consideration the 
nowadays realities, and also the challenges of the future”. 

A thinktank of 12 was tasked to draft the new Concept; they worked 
in a transparent manner and were supported by the public opinion in the 
Alliance’s member states. There were many consultations over “the subject” 
among the NATO member states’ representatives. The thinktank submitted 
a report suggesting that the New Strategic Concept views at least a 10-year 
applicability period and a NATO transformation based on the lessons 
learned in Afghanistan, the end product being an organization with 
enhanced power and numerous partners. 

Prior to adopting the New Strategic Concept, there were many 
debates, at different levels, among expert groups or political-military 
decision-makers, justified by the document’s importance and complexity, 
and also by its adoption procedure on the consensus principle basis. 

The Romanian decision-makers organized some work sessions to 
adopt a scientific and political-military point of view concerning this 
Strategic Concept. These work sessions were hosted by the National 
Defense College (8 October 2009), the National Ministry of Defense 
headquarters (19 October 2009), the Foreign Affairs Ministry (15 October 
2009) and, finally, by the Parliament Palace (23 October 2009). 
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Based on the document elaborated by the group led by Madeleine 
Albright, the NATO Secretary General Anders Fogh Rasmussen issued the 
final version of the New NATO Strategic Concept which was further 
submitted for analysis and debate to the NATO 28 member states 
ambassadors, being analyzed by all the 56 Foreign and Defense Ministers 
upon a reunion organized in Bruxelles on 14 October 2010. The final draft 
was presented to the chiefs of states and governments participating in the 
NATO Lisbon Summit, between 19-20 November 2010. 

In May 20106, in Bucharest, NATO’s Secretary General stated “My 
ambition is to reform the Alliance”, an ambition transmitted to all the people 
involved in the drafting and adoption of the Strategic Concept, including the 
NATO member states. Everyone acted in order to offer original, useful and 
viable ideas to earn all members’ interest and to grant the basis for the 
elements needed for compromise in order to buld consensus over the final 
draft. We think that the will, as already stated, to adopt the document and 
the consensus principle application determined the formulations 
characterized by a certain degree of generality that, afterwards, allowed the 
identification and application of solutions for special, particular situations. 
The New Strategic Concept’s value is obvious as a programmatic document 
where the objectives and positions sustained by the member states are 
synthesized and also because of the political message clarity of the allies 
from both sides of the Atlantic regarding the solidarity and common action 
strengthening. The 1999 Strategic Concept offered general instructions for 
the application and development of some detailed policies and military 
plans for military allied forces’ missions and Alliance’s force position and, 
also, characteristics of conventional and nuclear forces7. 

In exchange, the 2010 Concept impresses by an emphasized policy 
of the Alliance which will continue to play its “unique and essential” role by 
“political and military means”, firstly by non-violent actions, and this, in our 
opinion, gives the decision-makers the possibility to know better and to use, 
in the first instance, political means to eliminate the causes of terrorism in 
order to stop their attacks. The idea is not new: it comes from the Romans: 
“durante causa, durat effectus”, Latin adagio meaning: as long as the cause 
lasts, its effect lasts as well. The chiefs of state and government of NATO 
nations expressed in Lisbon the will for NATO to remain “the essential 
                                                 
6http://www.adevarul.ro/interviurile_2_plus_1/Anders_Fogh_Rasmussen,,Invit_Rusia_sa_intre__in_ 
lumea _reala-_0_256774807.html  
7 Manualul NATO 2001 Office of Information and Press NATO – 1110 Brussels – Belgium, p.43. 
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source of stability”, the same “unparalleled community of freedom, peace, 
security and shared values”. Moreover, NATO will remain the unique 
Trans-Atlantic Organization for consultations on all the problems affecting 
its members’ territorial integrity, political independence and security, as 
provided by Article 4 of the 1949Washington Treaty. 

Within the NATO Strategic Concept – 2010 there are also some 
continuity elements from the 1999 variant, but this represents only the 
starting point; where necessary, nuances were added along with needed 
definitions.  

In order to ensure their security, the Alliance members must and will 
continue to fulfill effectively three essential core tasks, all of which will 
contribute to safeguarding the Alliance members, in full accordance with the 
international law, i.e., 1) collective defense; 2) crisis management; 3) 
security by cooperation8. 

In our opinion, the first task overlaps with the provisions of Article 5 
of the Washington Treaty referring to the collective defense against any 
attack and should be called “collective defense and security” because the 
Alliance committed itself in Lisbon to take strong measures “to deter and 
defend against any threat with aggression and against any emerging security 
challenge jeopardizing the basic security of one or many of the allies or the 
Alliance as a whole”9. Consequently, the North-Atlantic Alliance remains 
the unique and essential transatlantic forum for consultations on all matters 
that affect the territorial integrity, political independence and security of its 
member states, as expressed in Article 4 of the Washington Treaty; any state 
can submit for discussion, within the Alliance’s framework, any security 
issue of interest, any information and can exchange concerns in order to 
build a common approach. 

In this context, all the allied states should elaborate following the 
NATO Strategic Concept new provisions, their own official documents 
regarding their national security and defense and, mainly, their new national 
strategic concept for defense and security. Consequently, there is a need also 
for Romania to eliminate the conceptual confusion in the National Defense 
Strategy and the Defense Planning Law and to adopt urgently a New 
National Strategic Concept for Defense and Security. Also, we consider for 

                                                 
8 Mirela Atanasiu, Conceptul Strategic pentru Apărare şi Securitate al statelor membre ale 
OrganizaŃiei Tratatului Nord-Atlantic, adoptat de şefii de state şi guverne la Lisabona, Impact 
Strategic Nr. 4/2010. 
9 Idem. 
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the same reasons that “Carol I” National Defense University’s name should 
be changed into “Carol I” National Defense and Security University. 

As regards crisis management, we underline the Alliance owns an 
unique and strong range of political and military capabilities needed and 
sufficient in actions specific to every crisis (pre-conflict, during conflict and 
post-conflict). In this respect, NATO contributes to crisis management 
susceptible to jeopardize its security by active commitment to an adequate 
set of political and military instruments prior to those crises susceptible of 
affecting the Alliance’s security, before they escalate into conflicts in order 
to stop them effectively if they compromise NATO’s security and to 
strengthen the stability in the post-conflict period. But this peculiarly 
complex and difficult task as regards the consensus fulfillment needs more 
initiative from the members and more determination to settle the capabilities 
in an opportune and proper manner for every distinct situation, in order not 
to repeat the Iraq errors. Also, “… Persistent members of the US Congress, 
the media and non-government lobbying groups have, for the umpteenth 
time, dogged the US Secretary of Defense, … for explanations of why they 
have gone to war, sustained casualties, maimed the enemy and, 
unfortunately, spawned collateral damage that hurt numerous Iraqi civilians 
and destroyed non-military facilities. Also, they have again been queried as 
to why the US military year after year costs so many billions of dollars, and 
where has that money been going? … The questions were as follows: Why 
were US military personnel still being attacked and killed in Iraq? What was 
the sense of going to war in Iraq if there cannot be any WMD there?”10 This 
is the reason we consider in the crisis management performed in Tunisia, 
Egypt, Yemen, Bahrain, Iraq and Libya, the Alliance did not have proper 
mobilization and, consequently, the crisis could get out of control at any 
moment and unbalance the entire Middle East. Moreover, the series of 
revolutions and insurgencies bursting out for different reasons among them 
being dictatorship, corruption and poverty by all means trespassed the 
Mediterranean and reached Albania, and there is uncertainty over the future 
developments and outcome of these crises. We are sure they have common 
features and also specific traits, particular for every country, as regards the 
means of action of the raged masses and the governance’s reaction manner. 

                                                 
10 Eugen BĂDĂLAN, Floriean TUCĂ, Eugen SITEANU, Patrie, Oştire, Eroism – cuvinte de 
învăŃătură, Culegere de texte româneşti şi străine, Editura Academiei Oamenilor de ŞtiinŃă din 
România, Bucureşti, 2010,   p. 166 (apud: Marvin LEIBSTONE, “Information Gap” – US Congress 
& the US Military, Military Technology, Vol. XXVII, Issue 7/2003, p. 5). 
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  The third main and essential task, i.e., security by cooperation, is 
not new but is emphasized by the political-military and security evolutions 
taking place outside the Alliance’s territory. Therefore, NATO will take 
active measures to strengthen the international security into a partnership 
framework with partner states and international organizations for weapons’ 
control, nonproliferation and disarming, and also for the preservation of the  
“open door policy” for all the European democracies expressing their will to 
become members of the North-Atlantic Treaty Organization and gathering 
the Alliance’s norms. 

In order to fulfill all the missions into a more effective and efficient 
manner, NATO members engaged, at Lisbon, into a continuous process of 
Alliance reform, modernization and transformation initiated long before the 
November 2010 Summit. 

If, at the end of 2010, the threat of a conventional attack against the 
NATO territory was low, today, after the Tunisia, Egypt, Syria, Algeria, 
Yemen and Libya crises, the situation has changed; for the future a new 
security environment assessment is needed. We estimate that in 2011 the 
conventional threat in the vicinity of the NATO territory, especially in the 
southern part, can have consequences hard to predict for the Euro-Atlantic 
security. 
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EUROATLANTIC SECURITY AND CRISIS MANAGEMENT 

 

Major General (ret) Professor Constantin MINCU, PhD*  

 
 

This article briefly presents the international security environment 
developments, evaluated in a realistic way in the new „Strategic Concept – NATO 
(Lisbon 2010)”; potential threats and hazards, both military and non-military, are 
present on a global, regional, national scale, determining an adequate NATO and 
EU reaction, and also from the member states. States and organizations currently 
pay and will pay special attention to building up and strengthening viable and 
effective systems of „Emergency Situations (Crisis) Management”. This is also the 
case of Romania which has started this complex and expensive process in 2004, 
with satisfying results until now. 

 

Keywords: Euro-Atlantic security; management; crisis; NATO; EU. 
 

he developments in the political, military, economic, financial, 
demographic, technological and environmental field 
manifested at global, regional, zonal, and state level urgently 

call for an ongoing and multidisciplinary review of the international security 
environment both in the existing multinational structures and in each state. 

Romania, in its capacity of responsible member of the international 
community, member of NATO (April 2004) and member of the European 
Union (January 2007) is bound by multilateral and bilateral treaties and 
agreements to efficiently implement in good faith in its domestic law and 
practice all the necessary provisions, including those regarding crisis 
management: 

� The Regulations and Resolutions of the UN and other bodies of 
which Romania is a member state;  

� The North Atlantic Treaty (Washington, April 04, 1949); 
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� The Principles and objectives mentioned in the NATO Strategic 
Concept, approved by the heads of states and governments in Lisabon in 
November 2010; 

� The responsibilities and objectives of the NATO bodies and 
operational headquarters, such as: the North Atlantic Council; the Defense 
Planning Committee; The Political Committee; The Military Committee; 
The Civil Emergency Planning Committee; Strategic and operational 
headquarters of NATO in Europe, other agencies and NATO committees; 
The NATO Situation Centre; 

� The obligations of the European Union regulations for each 
Member State (in background documents and plans mention EDA / EU and 
specific rules of crisis management and critical infrastructure protection - 
Directive 2008/114/08 December); 

� Romania’s obligations as a result of the multilateral and bilateral 
treaties where Romania is a member state;  

� Regulations and actions regarding the environmental protection; 
� Regulations and obligations for Romania for the protection of 

human rights. 
The complex, dynamic, fluid, often having unpredictable and 

contradictory developments issue of global security in general has long been 
the object of analysis and study of the above mentioned bodies, and also of 
the authorities and think-tanks in our country, especially in the past ten 
years. I would like to mention here research structures in the academic field 
(The Romanian Academy, the Academy of Romanian Scientists, „Carol I” 
National Defense University, Bucharest Politehnica University, “Dimitrie 
Cantemir” Christian University, through the Institute for Security Studies, 
etc.), as well as foundations (Eurisc) and associations (e.g. „Ion Conea” 
Association of Geopolitics), etc. 

For those interested, an inventory is necessary as well as thorough 
knowledge of numerous studies, articles and documentary material 
published or communicated in books, journals, symposia, round tables, etc1. 

                                                 
1 The military Magazine, issued by the Military Sciences Department of the ARS, issued every three 
months; Strategic Impact Magazine, issued by the Center for Strategic Studies on Security and 
Defense – issued by “Carol I” NDU, every three months; “Strategic Universe” Magazine, issued by 
“Dimitrie Cantemir” Christian University - Institute for Security Studies, issued every three months 
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The effort is worth making, particularly by representatives of state 
executive, with direct obligations in the field of security and crisis 
management established by law and other regulations.  

NATO Approaches in the “Strategic Concept” - Lisbon 2010” 
Taking into account that in NATO’s recent “Strategic Concept” 

adopted in Lisbon in November 2010 the Strategic Concept is being 
evaluated, and this evaluation is estimated as accurate and accepted by the 
member states, I find it necessary to underline those paragraphs having 
impact on the collective security as well as on the crisis management 
systems of all member states, including Romania, as follows: 

�  “Although there is peace in the Euro-Atlantic zone, and the threat of a 
conventional attack against the NATO territory is low, the risk is there”: 

� Many countries in different regions have lethal capacities; 
� Proliferation of ballistic missiles as well as of nuclear weapons 

and of other weapons of mass destruction  is a real threat to security; 
� Terrorism is a direct threat for the citizens of countries of the 

Alliance as well as to the international stability and prosperity;  
� Modern technology causes an increased destruction potential on 

behalf of the terrorists; 
� The dependency on computer networks makes governments and 

economies vulnerable to cyber attacks, which are becoming increasingly 
frequent; 

� Countries are more and more dependent on communication, 
transport and transit routes for commercial activities, including energy 
supply. This fact adds more vulnerabilities for NATO member states; 

� The advance of technology, including the electronic spectrum, 
the use of laser and the possible limitation of access in the outer space can 
also limit NATO military planning and operations; 

� Instability or conflict beyond the Alliance borders can threaten 
the security of NATO nations and global factors such as high competition 
on resources, climate changes and the influence of health factors can 
negatively affect the security environment. 

The risks presented in the “NATO Strategic Concept” also affect 

                                                                                                                            
(see 2nd issue, June 2010); Geopolitics Magazine, issued by “Ion Conea” Geopolitics Magazine 
(www.geopolitic.ro).  
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Romania directly or indirectly, a fact for which the analysis of global, zonal 
and regional relations has to be the object of attention of the responsible 
factors who, using legislation and practical actions, involve human, material 
and financial resources, to protect the lives of the citizens and their 
belongings. The establishment and consolidation of a “National System of 
Emergency Situations Management” (N.S.E.S.M.) is the key element, 
without which, in this moment, the Romanian state can be confronted with 
serious problems (on this topic we will try to present some strong points but 
equally some weak ones at the level of  2011). 

We will not insist further on the military capabilities of the Alliance 
presented in the “Strategic Concept”, but we will point out those 
provisions that are relevant for crisis management, mainly in non military 
aspects, which should be taken into account from an organizational, human 
and financial point of view by each member state. 

� The Alliance will have to respond to each emerging threat or 
challenge. 

� The Alliance will have to be prepared to operate a range of 
instruments and to cooperate with other factors in order to contribute to a 
comprehensive approach combining efficiently political, civil and military 
elements to fully meet its security goals.  

� The Alliance will have to support the reform efforts in the security 
and defense fields; this can include engaging support for the contractors; 

� Reconstruction efforts are also possible for stability and in all the 
stages of the crisis. Consequently, the Alliance should have the capacity to 
plan, prepare and carry out reconstruction and development activities.  

� C3 capabilities are pivotal enablers in the flexible and efficient 
meeting of the security objectives of the Alliance. This requires the 
definition and implementation of a clear C3 strategy enabling consistent 
consultancy and robust, flexible and measurable control functions. C3 
systems should benefit from the cutting-edge technologies, as well as from 
those foreseen to be developed in the future. However, such arrangements 
will be efficient only if they are widely adopted by the allies, using the same 
underlying philosophy, especially as far as the extent to which they are 
prepared to share sensitive information or to allow access to these through 
mechanisms depending on the technological access between network 
federations. At the end of the day it is about the availability of nations to 
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allow for a NATO Network Enabled Capability.  
� NATO planning, and also that of the nations, should take into 

account the potential effects of the allies’ access to the vital communication, 
transport and transit routes, energy supply, the likelihood of cybernetic 
attacks against the information systems or of other vital systems of the 
Alliance; the probability for the terrorists to be capable to use more and 
more sophisticated means in meeting their objectives in the future.  

� NATO will have as a goal to reduce the strategic impact of the 
asymmetric threats with improvised explosive devices (IED). 

� Interoperability is a multiplying factor enabling the Alliance to 
develop in partnership a package of capabilities/forces, able to carry out 
combat actions in any environment. 

� NATO will systematically monitor restricted access and the energy, 
natural, water/food resource, information and human deficit. 

� The Alliance must have its own capability for impact assessment 
and control technology, technical expertise and scientific community, the 
challenges and capabilities of international information security community, 
with reference to the operational environment, the catastrophic potential of 
emerging technologies, and the influence on defense and deterrence 
capabilities of the Alliance. 

� Membership in the Alliance entails a fair distribution of roles, risks 
and responsibilities. In this context, the defense budget within the national 
GDP and Membership in the Alliance entails a fair distribution of roles, 
risks and responsibilities. In this context, the defense budget as a percentage 
of the national GDP and the percentage of the budget expenditure allocated 
to procurement are indicators of a State effort for defense. In principle, it is 
recommended that Member States should consistently allocate 2% of GDP 
or more for defense (where is Romanian from this point of view?!!).  

Member countries that usually allocate less than this percentage are 
advised to stop this and to increase budgetary allocations in accordance with 
their commitments. 

� Cost-effectiveness will continue to be a particularly important 
factor. This requires (from Romania too) prioritization of investments, 
increased efficiency in terms of operations and maintenance costs, and 
redirecting resources to other structures and programs outdated priorities. 

� To increase efficiency in terms of costs, it also recommends to use 
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multinational cooperation in the rigging and use of funds allocated for 
producing some that are unachievable by a single member. It will encourage 
multinational approaches and cooperation in equipping, training and 
education, logistical support, creating large multinational units and the 
development of civilian capabilities, which help increase interoperability 
and operation planning and execution, even if in this context there are some 
technical and legal obstacles in this regard (e.g. regulatory requirements, 
different provisions on industrial offset, the existence of different terms in 
the agreements and cooperation between the armed forces of other countries 
and the armed forces and civil society of the same country, etc.), to develop 
capabilities at low costs. 

� Effective uses of critical resources require NATO member states 
and the EU to identify / develop common capabilities of both organizations. 

The institutional, operational and technical situation in Romania, 
in the field of crisis management 
a. Romania, being in full process of transition, could not pay enough 

attention on building a coherent and effective crisis management system. 
This reality has been added to the chronic lack of resources and the disputes 
between institutions over the place and role of institutions in these tasks. 

However, studies and analysis of risk factors to national security (e.g. 
military, non-military, economic, etc.) have been made, on areas such as  
limitedly developed infrastructure and civil works, communications and 
computing, special means of intervention at the Ministry of Interior, 
Ministry of Defense, the National Romanian Intelligence Service, Special 
Telecommunications Service (but not yet a coherent and unified character). 

Remarkable progress in fixed and mobile networks under the 
regulatory authority of the Ministry of Communications and Information 
Technology can be highlighted. Thus, after 1995 Connex mobile networks, 
Orange, Zapp, Cosmorom, came in, and in 1997 the National 
Telecommunications Company, Romtelecom SA, was privatized, with 
positive effects on the modernization of networks. 

Communication networks and computer capabilities of the state (MIA, 
Ministry of National Defense, STS) and commercial networks, already 
allow, with little cost and effort, achievement of management technical 
support, cooperation and notice under the "National System of Emergency 
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Situations Management "(conditions in which these institutions are obliged 
to cooperate). 

b. In some documents produced after 2003, the Romanian authorities 
and some political and military analysts have identified the main risk factors 
to the security and stability of Romania, as follows: 

� the existence of regional or sub-regional tensions and military 
conflicts that can escalate, uncontrolled and destabilizing accumulation of 
forces and combat equipment in the area of strategic interest for Romania; 

� uncontrolled proliferation and dissemination of technologies and 
nuclear materials, means of mass destruction, lethal unconventional 
weapons and other means;  

� extension of domestic economic difficulties, financial and social 
operation affecting critical and vital areas of the Romanian society (in 
particular due to amateurism in major economic decisions); 

� expansion of terrorist networks and activities and transnational 
organized crime (e.g. political terrorism, terrorism in ethnic, economic and 
financial crime, illegal border trafficking of persons, illegal drugs, 
radioactive materials and strategic weapons and ammunition, etc.)  

� environmental damage by non-compliance with environmental 
regulations and the existence of national borders in the vicinity of high-risk 
targets; 

� natural disasters (e.g. earthquakes, floods, fires, etc.); 
� limited access for the Romanian state to some resources that are 

vital for the population and for the economy (especially energy  sources); 
� actions that may affect the Romanian state and its democratic 

institutions, leading to separatism, xenophobia, intolerance, ethnic and 
religious conflicts. 

Certainly the political, economic and lately the social factors, among 
which we can mention Romania’s integration in NATO (April 2004) and its 
integration in the European Union (January 2007), require review of the risk 
factors in the new context. It is worth mentioning that the importance of 
some of them is decreasing, while for others is rising and new risk factors 
and new threats appear, like terrorist attacks. In fact, these changes are 
partially reflected in EO no. 21/15.04.2004 (Law no. 15/2005). 
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c. In Romania, on April, 14th 2004 (before the adoption of E.O. no. 21/ 
15.04.2004) the following institutions had responsibilities in the crisis 
management area: 

� The Romanian Presidency; 
� The Supreme Council for Defense of the Country; 
� The Romanian Government; 
� The Ministry of Administration and the Interior with its 

subordinated structures: 
-The General Police Inspectorate; 
-The General Border Police Inspectorate; 
-The National Command of the Gendarmerie; 
-The Civil Protection Command; 
-The National Command of the Firefighters; 
-Public community services for emergency situations. 

� The Ministry of National Defense, with large units and the 
subordinated units of the Land Forces, Air Force and Navy and the forces 
and means for implementation and operation of communications and 
strategic information (STAR);  

� The Ministry of Foreign Affairs; 
� The Ministry of Transport, Construction and Tourism; 
� The Ministry of Economy and Trade; 
� The Ministry of Agriculture, Forests and Rural Development; 
� The Ministry of Environment and Water Administration;  
� The Ministry of Health; 
� The Ministry of Communication and Information Technology; 
� The Romanian Intelligence Service; 
� The Special Telecommunications Service; 
� The Protection and Guard Service; 
� The State Central Office for Special Problems. 
d. The responsibilities of the institutions referred to in paragraph 3 in 

the emergency management have been and are still governed by laws, 
orders and decisions of the Government Emergency (within 180 days after 
publication of Ordinance no. 21/15.04.2004, respectively on 26/10/2004, 
would be changed, rejected or supplemented). This process has not yet been 
completed until 2011. About 20 laws still need to be harmonized. 
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e. From a comparative analysis of laws and other regulations referred 
to in paragraph d, as well as from laws governing the organization and 
operation of institutions referred to in paragraph c, a number of conclusions 
can be drawn: 

� there is an excessive number of rules (tens), often confusing and 
contradictory; 

� the framework refers only to part of the emergency situations that 
may occur (e.g. natural disasters, fires, accidents, others); 

� it established a series of committees that have permanent activity, 
with little discretion and without specific resources; 

� the current legal system delegates too many responsibilities to the 
institutions; 

� institutional relations, communications and computer systems, 
organization and preventive actions are poorly defined. There is still no 
specific equipment for a wide range of interventions; 

� one cannot really speak of any form of coherent institutional 
system, with well defined responsibilities, even though Law 15/2005 would 
take effect; 

f. in terms of operational and technical responsibilities, ministries and 
central agencies have some civil works (specific buildings and facilities), 
command centers, communications and digital systems for voice, data and 
video, which, through joint effort, can be used to provide the necessary 
technical leadership, cooperation and notice of the "National System of 
Emergency Situations Management”; 

g. the domestic realities summarized in Section 2 and the evidence 
presented in the explanatory memorandum to the Emergency Order 
21/15.04.2004 (Law 15/2005) could constitute an argument for 
strengthening the organizational and technical aspects of the new "National 
System of Emergency Situations Management”. The action began in 2005 
and is still ongoing, with limited financial and material resources (the 
process in its main elements is far from being complete). 

In this process of consolidation the following will have to be taken 
into account too: 

� the emergence of new risk factors and threats that can affect 
Romania, including major terrorist actions; 



 
 
 

EUROATLANTIC SECURITY AND CRISIS MANAGEMENT 
 

 
23 

� changes in importance and in the likelihood of critical events in the 
range of risk factors measured; 

� the existence of a cluttered and confusing legal framework that, 
based on their experience and the European one, has changed, but  operation 
is very difficult; 

� the existence of a stable institutional framework (i.e., ministries, 
central agencies, public services, local government) that can receive, by law, 
specific roles within a unitary "National System of Emergency Situations 
Management" and may be required to cooperate in reaching the targets, 
even if they do not want to; 

� the persistence, to date, of an incoherent institutional system, in 
prevention and emergency management, which refers only to certain 
institutions and actions; 

� favorable material conditions, due mainly to the existence of: 
�civil works in ministries and central agencies (i.e., buildings, 

operational centers); 
� systems and data communication networks and modern 

government, military and commercial operators; 
�specific equipment for various interventions, but old and of 

limited quality; 
� managerial and technical capacity to properly capture system 

requirements, to establish information flows and to develop specific 
software for database management and development plans, currently 
undergoing development. 

 
Defining the objectives to consolidate “the National System of 
Emergency Situations Management” 
a. Taking into account the complexity of the “the National System of 

Emergency Situations Management”, the great number of institutions, 
forces and means involved, the international regulations in the field 
Romania is part of (i.e., UN, NATO, EU, treaties), the domestic realities 
(i.e., legal, institutional, operational and technical) and the available 
resources for short and medium term the following main objectives should 
be taken into account: 

� to study and evaluate the legislation in member countries of NATO 
and the European Union; 
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� to re-evaluate the domestic legislation to amend, supplement, or, if 
necessary, to reject certain provisions; 

� to study the local experience of intervention in case of natural 
disasters, critical accidents, other situations (lessons learned); 

� to draw an inventory of the human, material and financial 
institutions responsible for crisis management, in order to avoid unnecessary 
expenses (I have already indicated that more resources are to be 
considered); 

� to design and accomplish the interoperability of systems and data 
communication networks and to set up, where appropriate, quantitative and 
qualitative additions. Proper trial centers, as well as operational and high-
performance software are needed; 

� to define the relationship between institutions, information flow 
and content of key documents that will be developed and circulated in the 
system (this requires very difficult analysis and coordination work); 

� to analyze, develop and implement databases needed to run the 
system: 

�flood areas and dams; 
�developing, as a rough draft, regulations, plans, programs, 

operational documents, working instructions for staff intervention; 
�re-operation of the system after six months of the commissioning 

of the main elements in order to introduce the necessary corrections; 
�continuous adaptation to the realities of international and 

domestic crisis management. 
�seismic zones; 
�hazardous industrial facilities; 
�nuclear facilities in Romania and neighboring countries 

potentially dangerous; 
� forces and means of intervention for likely scenarios and 

emergency situations, including specific equipment requirements; 
�data required for operation and data communications systems 

(i.e., capacity, layout, working data, telephone, e-mail address books and 
other documents); 

�any other data crystallized over time (lessons learned); 
b. In conclusion, those objectives, but also others that can be 

identified when designing the "National System of Emergency Situations 
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Management " (particularly in defining institutional interrelationships and 
communications and computing platform, databases and application- 
specific software); these can and must be addressed in the international 
context in which Romania activates (i.e., UN, NATO, EU), in order to 
achieve the required objectives of efficiency and interoperability. 

Defining risk areas: 
a. We believe that, before defining the areas of risk specific to this 

period in Romania, it is good to define the terms used, according to the 
Emergency Order no. 21/2004 (Law 15/2005), as follows: 

� The "National System of Emergency Situations Management " is 
set up, organized and operated to prevent and manage emergency situations, 
providing for and coordinating human, material, financial and other 
resources necessary to establish a state of normality; 

� The "National System of Emergency Situations Management” is 
organized by the government and consists of a network of bodies, organs 
and structures authorized in emergency management, based on levels or 
areas of expertise, infrastructure and available resources to accomplish the 
tasks prescribed by law; 

� The emergency situation – an exceptional event, non-military in 
nature, scale and intensity that threatens the lives and health of the 
population, environment, material and cultural values important to restore 
normality and requires urgent measures and actions, resource allocation. 
Additional forces and assets management are involved; 

� Emergency magnitude - the size of the area showing the destructive 
effects or affected persons, operation of democratic state institutions, values 
and community interests; 

� Emergency intensity – the speed of development of destructive 
phenomena and the degree of disruption of the normal state; 

� Potential state of emergency - a set of risk factors uncontrolled by 
their evolution and imminent threat which could affect life, important 
cultural and material values and environmental factors; 

� Impending threat - parameters for determining the status and the 
inevitable onset of an emergency; 

� Alert status – declaration of the law and immediate concerns as to 
the implementation of action plans and prevention measures, warning the 
population, mitigation of the consequences of emergency; 
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� Crisis management - all activities and procedures used by policy 
makers, institutions and public services and the ability to identify sources of 
risk monitoring, evaluation and information analysis, development of 
forecasts, establishment of alternative courses of action and their 
implementation in order to restore normality; 

� Emergency monitoring - the process of supervision requiring 
systematic assessment of the situation dynamics parameters, knowledge of 
the type and magnitude of the event, of its social implications, and of the 
way to fulfill the measures taken for emergency management; 

� Risk factor - a phenomenon, or complex process matching 
circumstances, in the same time and space, which can cause or foster certain 
types of risk; 

� Emergency management - identifying, documenting and assessing 
the types of risk factors and their determinants, notifying stakeholders, 
public warning, limitation, mitigating the risk factors and negative 
consequences of these exceptional events ; 

� Operative intervention - action taken in a timely manner by 
specialized structures to prevent aggravation of the emergency, mitigation 
and removal, as appropriate, of its consequences; 

� Evacuation - protective measures taken against an imminent threat, 
the alert status, or production of a state of emergency in the areas affected or 
likely to be affected in organizations, public institutions, businesses, groups 
or groups of people or goods and their disposal in the areas and towns which 
provide conditions for the protection of persons, goods and values, 
functioning public institutions and businesses; 

b. The risk domains (factors) defined by law are:  
� fire, referring to the large forested areas, industrial parks, cities, etc. 
� earthquakes, with reference to the potentially destructive seismic 

areas identified in Romania (i.e., Carpathian Arc bend - Vrancea, Banat). 
There are critical earthquakes in the east and south, as demonstrated by the 
1940 and 1977 events; 

� major floods on rivers lacking hydro-technical or satisfactory work 
(i.e., the Mureş River, the three rivers Somes, Prut, Siret, Bistrita and 
sometimes the Danube); 

� accidents of different scale; 
� accidental explosion caused to industrial units during the transport 
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of dangerous substances; 
� damage to industrial facilities, water works, civil works, etc. 
� landslides or collapse of land due to floods or earthquakes; 
� epidemics due to external causes or domestic phenomena related to 

the environment and living conditions; 
� collapse of some buildings, installations or facilities as a result of 

construction errors or natural disasters or terrorist attacks; 
� shipwreck or crashlanding of vessels or aircraft, as a result of 

various events; 
� objects falling from the atmosphere or the cosmos; 
� tornadoes; 
� avalanches; 
� major failures of public utilities; 
� other natural disasters; 
� critical or major public events caused, or contributed to, by specific 

risk factors; 
� terrorist actions targeted on the Romanian territory, including the 

hostage taking, in-country or abroad; 
� nuclear objective accidents in-country or in the neighboring 

countries (especially Ukraine and Bulgaria); 
� other events that cannot be foreseen at this time;  
c. In conclusion, the Law no. 15/2005 defines risk domains (factors) 

based on the experience gained so far and on nowadays realities worldwide. 
Risk factors change over time, but their scope and likelihood of becoming 
real threats is increasingly imminent. 

The making and adoption of the decision on major responsibilities 
for each area of risk defined above: 
a. In Romania, during 1990-2009 there were several attempts to 

legislate and implement a standardized crisis management system. These 
steps have been completed for several reasons: 

• the Parliament and Government have not considered the issue as a 
priority;  

• various political groups and parties have opposite views on certain 
principles and rules; 

• ministries and central agencies have sought (and unfortunately still 
want) to enhance, strengthen and perpetuate specific tasks in this area, 
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regardless of the realities and international experience in the field (i.e., they 
still lack the will to cooperate in the best interest of the country and its 
citizens);  

• the ministries and central bodies have not exchanged information to 
set a "common basket" resources needed to achieve the minimum cost of 
"National System of Emergency Situations Management; 

• NATO’s experience has been studied superficially or not at all and 
relevant conclusions have not been drawn into an authoritarian system 
application; 

• numerous institutional changes, especially in the area of responsibility 
of the Ministry of Administration and Interior have created the necessary 
climate of stability, but the Romanian specialists are not allowed to propose a 
valid "National System of Emergency Situations Management "; 

• the material and financial resources available have been insufficient. 
b. In the spring of 2004, following political developments in the 

international and domestic areas, as well as NATO and EU requirements, 
the Romanian government asked ministries and central bodies to reach 
consensus on the principles, objectives and actions to be taken to make the 
"National System of Emergency Situations Management” effectively 
integrated and operational. 

The result was the development effort and the adoption of the 
Emergency Order no. 21/2004, the "National System of Emergency 
Situations Management”, which at this time is the basic legal act in this 
field. Although the GEO 21/2004 sets deadlines for legislative changes and 
practical actions, they have not been observed so far. 

c. With regard to achieving consensus and making decisions on 
accurate and widely accepted primary responsibility for each domain 
(factor) of defined risk, efforts and actions are expected in the next period, 
resulting in the development of regulations, plans, instructions, etc.; the 
western experience in this approach is very important, in addressing the core 
problems and their representation in form of documents. 

d. Depending on the nature, extent and effects of emergencies, the 
institutions and structures defined by law as part of the "National System of 
Emergency Situations Management" perform the following tasks: 

�RED – for general coordination – the Prime-minister; 
�GREEN – for operational coordination at national level – the 
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National Committee for Emergency Situation, under the control of the 
minister of administration and the interior; 

�BLUE – for coordination at department and local level – 
ministerial, municipal, town and village committees; 

�YELLOW – for execution, having a main role – ministry 
(organization) having access to forces and means tailored to the event; 

�BROWN – for execution, having a secondary role – ministries 
(organizations) providing human and logistic support to the secondary 
execution factor. 

e. An example of certain emergency situation generating critical events 
and which impose institutional cooperation according to the law could be: 
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f. A schematic representation of the NSESMS composition and its 
interrelationships are presented as follows: 

 
National System of Emergency Situations Management Structure 

[NSESM] 
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As a final conclusion, analysis and evaluation of complex issues of 
crisis management of any kind should remain in the attention of the 
authorities designated by law, and also the concern of specialists in the 
scientific environment, able and willing to make a real contribution to the 
benefit of the community. However, Romania's compliance in good faith 
with its commitments as a member state of the UN, NATO and EU in the 
field of security and crisis management is a prerequisite of the prestige of a 
modern democratic country. 
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Broadly speaking, globalization represents the general process of 

development of the social and economic environment including liberalism and 
norms. Globalization is naturally perceived as a benefit in the fields and contexts 
where it is supposed to trigger social content. Where it is about the reversed 
situation, globalization is perceived as responsible for all the evil and suffering 
which others are guilty of. Mankind has undoubtedly made great progress in 
accordance with the technological, economic and social growth. In this context, 
globalization is perceived both as cause and effect of the contemporary advances, 
becoming outstanding provided that the general moral values are taken into 
account. If thought of as useless, these general life principles intentionally 
accompany the social present and future world. 

 
Keywords: Globalization; society; state; political forces; national 

institutions; global institutions; global phenomena; global interests; global norms;  
quality standards. 

 
 

reliminary remarks. Some words are believed to have been 
frequently used lately. By means of these words, some people 
are trying to explain, in many cases, situations and statuses 

that are only suggested and less explained. From this perspective, 
globalization and logistics are two notions of everyday use. 

According to Zigmunt Bauman, „the word GLOBALIZATION is in 
everybody’s mouth; an obsession that soon became a buzzword, a magic 
incantation, a passepartout able to open the gates of all present and future 
mysteries. For some people, globalization is something we must achieve if 
we want to be happy; for others, the source of our unhappiness is precisely 
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globalization. However, everybody is certain that globalization is the 
implacable fate of mankind, an irreversible process affecting all of us, 
equally and similarly“[1]. 

Logistics in its turn is considered to cover the technical and material 
aspects underlying important human actions. We speak of the logistics of 
education, military logistics, marketing logistics, logistics of negotiations, 
logistics of the criminals, etc. Famous experts in economics try to persuade 
us that „successful managers of logistics will be those who will have an 
overall vision of the strategic plans of their own companies and will 
understand the role of logistics in implementing these plans… logistics will 
have a significant strategic role in the companies’ gaining competitive 
advantage on a competitive global market“[2]. 

Globalization has economic effects not only upon individuals, 
businessmen, but also upon nation-states and state unions, with clear impact 
upon labour markets, financial markets, economic growth and convergence 
of national economies. As any political-social process, globalization cannot 
be either seen as an unlimited source of happiness for mankind, especially in 
sectors where labour productivity and labour efficiency are very low, or 
blamed for all the evils that certain social structures face. 

The main features of globalization result from the main findings: 
significant decline of the mass production because of the location and 
because of the increased diversification of markets; increased importance of 
services within the framework of economic activities; more and more 
percentages of the value of individual products are represented by design, 
marketing, legal and financial consulting; standardization of products 
associated with widely spread economies is replaced by increased 
differentiation from the point of view of the local demand or of the specific 
demand; the national level of economic organization losses importance 
while the global levels of organization expand because of the global nature 
of finance and technologies; more and more governmental activities are 
regulated through international agreements; significant development of non-
governmental and informal cross-national networks etc. 

Attempts to define the term. Undoubtedly, the history of mankind 
means the history of evolution of the trinomial space-speed-time set. Big 
and small social events are both cause and effect of the combination of the 
three components in the equation of becoming. 
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Given this context, globalization has become not only one of the 
trendy words for academics, politicians, businessmen, but for any 
participant in the performance staging the human transformations. 

In the latter’s case, globalization fills their life, for better and worse, 
especially for worse. It comes from nowhere and acts implacably, especially 
when the time comes for the many to tighten their belt and accept new 
sacrifices. They wonder who causes it, for what and for whom, in whose 
name, and why it comes up in all discussions justifying the decisions that 
are made without them and especially against their interests. 

Globalization has become ubiquitous; for some people, it equals 
general progress, while for others it has become a scapegoat, the cause of 
everything that goes wrong, especially in areas where poverty expands. 
Economic and financial crises start taking place because of globalization. It 
is not human actions, speculative capital and governments that trigger 
crises, but globalization. 

Some governments blame globalization for the loss of national 
sovereignty, others justify their political actions of giving up their national 
sovereignty by integration into supra-state entities, justifying that local 
power diminishes when the confusing influence of financial markets and 
supra-state structures increases. For many political leaders, globalization is 
to blame because it drastically cuts the number of jobs, increases social 
inequity and the working conditions become sadistic. 

Many people, even if they do not fight against globalization, fiercely 
oppose to the United Nations Organization, the International Monetary 
Fund, the World Bank, the World Trade Oorganization, the G7+1, the  G-
20, etc., but their actions become chaotic and destructive. 

On the other hand, there are many politicians and economists who 
defend globalization, but question the practical way in which global 
organizations and advanced countries act in order to impose the 
requirements of globalization. Although the peoples affected by 
globalization were presented it as actions meant to increase their general 
living standards, the attempts to impose total freedom of movement of 
capitals in developing countries, where institutions able to manage the huge 
financial flows did not exist, resulted into financial crises, followed by 
increased poverty and general discontent. Thus, in many developing 
countries in Asia, Europe, Africa and South America, people’s hopes in a 
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better life created by global policies of global institutions crashed. People 
realize they live worse than before, or at least similarly,  and they are at the 
same time unable to fight the overwhelming pace of globalization which 
becomes ubiquitous as local power combines with the globalizing power, 
everywhere and in all social sectors. 

Consequently, many voices have been heard, not necessarily against 
globalization but definitely against the way in which the International 
Monetary Fund and the World Bank exported globalization in many 
developing countries where the initial purposes were deviated from as a 
result of financial engineering actions accompanied by corruption. 

At the same time, many theoreticians and organizers of the socio-
economic practice are on the side of those who claim that, in general, 
globalization has positive effects for the world’s population because of its 
social convergence; they strongly believe that costs and benefits will not be 
the same for everybody: some people will gain more, others will lose more, 
but they hope that most of the people will be satisfied. These points of view 
start from convictions that globalization undoubtedly carries high efficiency 
and productivity requirements combining beneficial effects with the 
negative effect of all those disregarding the laws of quality and morality.  
Consequently, the globalization process currently undergone is believed to 
have more positive than negative effects and to comply with the general 
laws of economic and social progress. For the supporters of globalization, 
„in fact, the main losers of globalization are those people and countries that 
are not able to join the globalization process and lag behind, mainly because 
they do not possess credible institutions – political, legal, economic or 
social. On the other hand, the winners are those who enjoy the consequences 
of the fact that they have been able to be open towards globalization and 
attracted trade, capital and foreign technology”[3]. 

Globalization followers claim that markets, supra-national 
institutions and companies with global interests are the frontline of 
globalization expansion much more than most governments. For them, it is 
easy to understand that markets develop efficiently where governments 
interfere less; however, the significant role of the governments in 
maintaining a certain economic stability and ensuring social protection is 
still admitted.  That is why „globalization and technology nowadays are an 
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unfinished revolution. They lack social regulations. Until a new global 
framework of social rules is established, the current concerns will exist“[4]. 

When we try to define the agent responsible for the general 
framework of social rules, everything becomes general, without excluding 
the existence of a global government, above all governments. The speeches 
of two important statesmen at the Davos summit in January 2000, Tony 
Blair and Bill Clinton, are significant in this respect, as they supported 
globalization without involving their governments. 

The press insisted at that time that Tony Blair was a supporter of an 
open global economy and of a global society, a view possible only in the 
next century if the world wisely makes use of the benefits of globalization 
and ethical rules are created to involve all countries in this effort while, 
through an international ethical involvement, countries will help the poor, 
remove the causes of genocide and the main environmental problems. 

According to Bill Clinton, „it is essential that workers and families 
in advanced countries and those in developing countries make use of 
globalization. Industrialized countries should make sure that the poor and all 
those who face difficulties during the changes are not neglected and all 
workers have access to the benefits of education and professional training 
for the application of new technologies. The leaders of developing countries 
should reduce the gap between the rich and the poor and make sure that both 
governments and institutions are open and transparent. This is crucial to 
attract foreign investments in order to improve the development parameters 
and to solve social problems. Industrialized economies can help developing 
countries that do not take the necessary measures up to a certain limit. They 
can, however, reduce the burden of debt of these countries, make trade with 
these countries, invest in these countries and support education and training 
policies in these countries“[5]. 

For the representatives of the big economies of the world, 
globalization is obviously needed; its objective is a sum of pragmatic ideals, 
excluding any dogmatic, ideological ideals. For Tony Blair and Bill Clinton, 
globalization is the “direction of the water to flow”; all progress-incurring 
countries will go along this direction; the others, if they want to be helped, 
will have to make sustainable efforts themselves in order to reduce the 
differences between themselves and the top countries. 
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Globalization seems to be practically a certainty with a lot of 
uncertainties. It is certain that we now speak of globalization, of a 
globalized economy, of a global environment, of global policies, of global 
terrorism, etc. Consequently, the definitions of globalization are as many as 
the various approaches to globalization that determined these definitions. 

Thus, for the Romanian economic environment, globalization is, as 
the case may be, „a long-term way or system to receive and deal with the 
crucial contemporary problems, caused by the interaction of multiple 
economic, technical, political, social, cultural, ecological processes and 
phenomena and the forecasting of the solutions to these problems, in a 
broader perspective, by the international community. In such a globalist 
approach, the whole acquires properties and features that the components do 
not possess“[6]. The definition suggests the intricate process of inter-related 
planning of the big problems of mankind by the international community, 
understood as an important international „actor“. The biggest difficulty is 
the fact that the international community does not act in a synergetic way, in 
an optimal way, but as a sum of entities, in many cases having various 
interests and very often, divergent interests! It is however obvious that the 
object and the subject of globalization are represented by states, some of 
them initiating and supporting globalization phenomena that are favourable 
to them, others only suffering from the negative effects of these phenomena. 

From another perspective, „globalization is a dynamic process of 
liberalization, openness and international integration into a wide range of 
markets, from labour markets to goods and services and capital and 
technologies. Eventually, globalization is based on freedom: freedom to 
make trade with the rest of the world, and to capitalize to the relative 
advantage of each and every country, freedom to invest where capital profits 
are high at a tolerable risk level, and freedom to open businesses in a 
country you can choose, for higher profits or for larger percentages of the 
markets, or, at the individual level, for better salaries and/or better working 
conditions“[7]. The definition insists on liberalization, openness and 
international integration; freedom of action is the key word; the object of 
globalization is the large global geographical areas covered by states while 
the subject of globalization remains undefined: it can be successful 
companies from anywhere. 
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In our view, globalization is the international institutional framework 
through which companies promote their own interests with no need of 
protective and mediation actions from the states. Given such a context, 
capital can move freely, companies can do business everywhere, citizens 
can move freely, the national legislative framework is subordinated to the 
global legislative framework, and the fundamental principles of human 
action are subject to criteria of efficacy, efficiency and profit. 

The current globalization is the expression of enhanced multiple 
inter-connections, i.e., political, economic, cultural and, last but not least, 
military. The globalization trend noticed after 1980 is perceived as a 
superior progress of social evolution, a consequence of the real revolution of 
IT and data processing. This process of aggressive intensification of inter-
connections has a contradictory nature, implying both integration and 
fragmentation, the process of rendering homogeneity as well as 
diversification, globalization and localization, enrichment, and rendering 
poor, of course, only some to the advantage of others. 

Looking back into history, we can state that global ideas and actions 
have always accompanied the evolution of society. For any individual, 
global actions are those that go beyond one’s concrete space and time. We 
believe that, for the primitive human being, the regulations regarding the 
hunting areas and the areas to pick up fruits and roots were the preliminary 
conditions of „ globalization“. Making vassal the population of the feuds 
was also a preliminary condition of globalization. The great empires of 
ancient times and feudal times can be understood as trends to expand and 
strengthen the power of a state over large territories because of global 
interests – globalism according to the times lived in. during the large 
process of global expansion, as a proof of balance, states and boundaries 
imposed themselves and the global power belonged to well-determined 
individuals, like the king, the emperor, etc., in their capacity of recognized 
representatives of national entities. In ancient and feudal times, the state, 
represented by its leader, had unlimited power over citizens, properties and 
goods that were placed within certain boundaries and frontiers. Even wars in 
those times were waged as a result of the will and in the name of the 
emperor, the king of the military leader.  

The dawn of capitalism appeared when the private property in 
workshops, factories, big enterprises and companies strengthened, and 
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financial property increased as well; big owners and central public 
authorities started cooperating, especially with respect to property. 
However, these economic-political entities, becoming aware of the need of a 
central protective authority, initiated the removal of the state run by an 
autocrat, in order to replace it with a representative state, a regulatory state, 
based on democracy understood and enforced at their level of big owners: 
the so-called „bourgeois-democratic“ stage, in order to give an image and to 
justify their political advance and to remove the autocrat and the big feudal 
masters, their supporters (e.g. the stage of the revolutions led by Cromwell, 
Robespierre, etc). From now on, national states become instruments of the 
private and financial property, meant to ensure the legislative framework to 
develop property. The wish to remove external competition and to develop 
their own business in peace made the domestic companies expand their 
activity from a certain local range towards a national one, under the 
protection of the state, which constitutes a form of manifestation of the 
monopolist interests of companies and their expansion to the the latter’s 
national level; afterwards, through colonial wars and domination, they 
became international – expressly helped by the national state – then 
acquired a transnational nature, but this time to the detriment of national 
states which they turned into their economic vassals. 

Beneficial consequences of globalization. Globalization is, at the 
same time, a process and a state of affairs. It is a process which incurs major 
quantitative and qualitative changes in time, and is a state of affairs because 
it allows comparison of the constituting components for each evolutionary 
moment. 

Beyond its political reasons, globalization can be justified through 
two major components: technological development and evolution of the 
exchange markets. 

Technological development caused major mutations in all sectors of 
activity, while development of transport and communications 
(telecommunications) resulted in spectacular reduction of costs. Generally 
speaking, we can say that „not only the price of transport decreased, but also 
the importance of goods trade in the global economy. Transport of raw 
materials and of raw food products has been replaced to a large extent with 
finite manufactured goods, made from light materials and taking less space. 
In other words, the products traded currently have a higher value per unit 
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while the cost of transport decreased, thus reducing the proportion of the 
previous items as against the following items. The natural barriers of time 
and space between countries diminished and the costs of delivery goods, 
services, people, capital, technology or information from one country to 
another has decreased as well. Global distances diminished through 
internationalization of economy and the level of interdependency 
increases“[13]. 

The second parameter, liberalization of the exchanges of goods, 
services and capital took place worldwide through the General Agreement 
of Trade and Tariffs, resulted from the coordinated action of the World 
Trade Organisation, the Organisation for Economic Cooperation and 
Development and the International Monetary Fund and is implemented 
through many bilateral and regional agreements. 

The neo-classical economic models consider that internal financing 
is the major engine of development. Countries that make more savings can 
invest more and, consequently, can develop faster. The well-desired 
convergence is reached to various degrees however, because social 
productivity and the ratios of the saved amounts of money are not the same 
everywhere: they differ from one region to another, from one country to 
another. In these models, trade liberalization can indirectly speed up 
economic growth, thus generating higher economic efficiency by allocating 
productive resources to those sectors that have a higher advantage; 
international competition makes companies become more open to 
innovation and assimilation of foreign technologies, while closed economies 
lack the basics needed for innovation and enhanced productivity[14]. 

We can therefore understand why globalization does not cause the 
same levels of satisfaction, since technological and scientific knowledge is 
not the same. Consequently, the income per capita of the countries included 
in the waves of globalization does not necessarily tend to converge towards 
equilibrium since the countries do not possess technical knowledge to the 
same extent; however, we can establish a link between the progress of the 
endogenous productivity and the external influence. If goods are 
manufactured in a country that is better placed from the economic point of 
view, those goods become assets for the global market in terms of quality 
and costs. Examples in this respect are the microprocessors, cars, planes, 
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mobile phones, etc., goods whose quality has increased in time but whose 
prices decreased proportionally with experience. 

Most theoretical and empirical analyses however reveal a strong 
positive correlation between the financial system and economic growth in 
time. Consequently, loans are considered to have a major role and to be an 
engine of research, innovation and entrepreneurship; this engine becomes 
very useful when investment opportunities promise profit. In principle, the 
growth rates of developing countries are subject to two kinds of constraints: 
their own ability to save and to invest and their ability to attract foreign 
money to finance imports meant to support economic growth. It is worth 
noting that in the case of these processes, capital savings are inevitably 
directed towards profitable sectors of activity where countries and 
companies that accumulated more and invested more can make more 
money. The capitals available in developing countries can be attracted in 
these flows; thus, poor countries can become creditors of advanced 
countries, which means more freedom for capital flows, instead of rendering 
homogenous the various living standards, on the contrary, which will 
increase discrepancies [19]. 

More and more opinions about the benefits of globalization are being 
heard anyway: “Global capitalism is the most promising institutional 
arrangement for the world’s prosperity that mankind has ever seen. The long 
expected hopes of convergence between rich and poor regions are 
eventually about to come true. Mankind will need wisdom and diligence to 
enjoy the big potential benefits. Mankind must be prepared to deal with the 
regions lagging behind with honesty and courage by paying attention to the 
critical issues, still unsolved, of the tropical development. Mankind must 
learn how to run an open system based on the rule of law, in virtue of the 
common principles across the world“[20]. 

Obviously, globalization, real convergence and allocation of income 
depend on technical progress which underlies labour productivity and inter-
relates salaries and profit. That is why globalization is seen as a mechanism 
to spread technical progress across the world. Through the goods and 
services imported from advanced countries once trade becomes liberalized, 
the developing countries adapt themselves to the new technologies thus 
becoming more productive and yielding higher performance. Through 
liberalization of capital, direct foreign investments are facilitated in less 
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developed countries a transfer of high performance technology towards 
these countries being thus achieved. Through liberalization of the labour 
market, immigrant workers acquire new knowledge that can become useful 
for them in their countries of origin. This judgement leads to the conclusion 
that globalization can help global convergence, especially because the less 
developed countries are given the chance to import and export competitive 
goods through an appropriate technological transfer. 

Basically, convergence, justified by globalization, supports the 
mirage of eradicating poverty and generating incomes similar to the 
incomes of the populations in economically developed countries. 

Globalization has consequences upon the territorial distribution of 
the economic activity according to the comparative advantage of countries 
and companies. Undoubtedly, redistribution leads to changes in the 
workforce management, especially in salaries, with implications in 
understanding the impact of globalization upon the labour market. In most 
cases, theoretical models claim that globalization causes mankind to get 
involved in international competition thus inducing a better allocation of the 
labour force, capital and technology, by giving the chance to each state 
involved in the globalizing competition to specialize in production by 
adding value to comparative advantages that are typical of the production 
factors. In developed countries, the demand of highly qualified workforce is 
increasing, while the demand of low qualification workforce is decreasing. 
Consequently, the chances that less qualified workers receive lower paid 
jobs are increasing and this can cause growing discontent and 
unemployment. 

At the same time, the demand of workforce in developed countries, 
both qualified and less qualified, is increasing and, although foreign and 
domestic investment companies have the capabilities to compete on the 
international market, in the sense of attracting workforce at lower salaries, 
unemployment is decreasing which reveals a convergence trend. By 
liberalizing labour and increased international competition, the strength of 
national markets diminishes, and employers can react faster to the changes 
in the labour costs. This means that higher mobility of capitals makes it 
possible to reallocate production in cases where there is better correlation 
between labour costs and productivity, and more hope of economic profit. 
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The convergence processes typical for the labour force and related to 
globalization are justified by the propensity to efficiency, given, as the case 
may be: by increased trade – goods manufactured in underdeveloped 
countries with low costs of the labour force and low prices, compete with 
good manufactured in advanced countries with higher labour costs; direct 
foreign investments – companies relocate their business in areas where 
labour costs are lower than in the countries of origin; emigration – workers 
from developing countries emigrate to advanced countries and compete with 
their domestic labour force. 

Beyond any criticicism, it seems that multinationals and 
governments need each other and normally reach a compromise solution 
where companies maximize a certain reasonable profit and governments 
maximize a certain reasonable level of fiscal income and employment. It is 
generally becoming more and more obvious that, as a result of the 
globalization processes, companies rather than states become the main 
players of the world economy. However, states are still preserving their 
regulatory role in reducing the negative effects that may be incurred from 
uncontrolled competition. 

Economic globalization has been accompanied by the emergence of 
bodies that monitor the behaviour of the states from the point of view of 
complying with the free market regulations. Thus, when governments make 
decisions, they not only must comply with domestic political and economic 
forces but also with the international and regional agencies that register and 
monitor all domestic decisions. Thus, governments that enjoy international 
credibility also enjoy privileged financial flows while those governments 
that do not manage to comply with global or regional regulations can 
become subject to restrictive actions. Significant withdrawal of funds can 
influence the citizens’ living standard and political stability and the 
reliability of the government can be hugely eroded. Thus, globalization 
becomes a major tool to run the domestic political life by arbitrating, 
through the public opinion, the behaviour of governments. 

The real revolution caused by globalization on international markets 
forced the states to re-think their functions and to adapt the latter to the new 
realities, characterized by the fact that investors, that is financial capital and 
global companies make states compete in the beginning and later on reveal 
the public opinion where they will invest. Since the macroeconomic 
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component diminishes, they are objectively directed towards more 
involvement in improving their own human capital and the general domestic 
market conditions: a high-performance educational system, good 
infrastructure, a well structured financial system, a non-partinic legal 
system, etc. become ingredients that help states to attract funds for big 
projects. 

At the same time, a certain social reality characterized by a 
combination of institutional corruption and legal and political insecurity 
appears in many underdeveloped countries and also in some developed ones 
and encourages speculative financing and investments that, instead of 
improving the living standards, bring about more poverty and frustration of 
the employees. 

That is why the countries enjoying international recognition are 
those which overtly contribute to the proper operation of the markets 
through clear cooperation between the public sector and the private one, 
either at the domestic or at the international level. These countries make 
sure their own regulations are well understood and sanctioned, in full 
compliance with international standards and the guidelines sent by 
international bodies to each separate country  and favour development of 
practical systems of education, health, social protection and violence 
prevention. In response to the requirements imposed by globalization, the 
states give up certain macroeconomic prerogatives and focus more on 
microeconomic policies and balanced cooperation between the state and the 
civil society. 

Globalization is generally accompanied by obvious success in many 
areas and also by many economic and financial crises. Globalization seems 
to favour everybody but is perceived as responsible for increasing 
discrepancies between the poor and the rich, by rendering even poorer those 
who were already poor and by allowing significant differences in 
development among various countries. 

The engine behind globalization is the increased competition 
between companies, triggered by the openness of economies which 
facilitates expanded mobility of goods and services, of financial capitals and 
labour force; the states are compelled to comply with international standards 
in order to have access to the competition for funds and investments meant 
to ensure higher development. 
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The theories supporting globalization claim that countries with 
strong democratic institutions and economic policies that focus on education 
and training and are open to international business enjoy better access to 
foreign investments than countries that lack such institutions and 
development policies. Given the context of increased globalization, the 
winners are the consumers all around the world because they see prices go 
down and have the feeling that their real income is increasing; these aspects 
take place as soon as important mutations occur in the sovereignity 
component of each state. 

This beneficial image of globalization is supported by the following 
facts: the amount of trade increases as a result of trade development and 
liberalization and of the cuts in general transportation costs which makes the 
supply of goods and services increase; an impact will be the increased 
quality and lower prices; once capital flows increase, capital costs decrease 
which facilitates easier access to loans for consumption and investment; 
capital transfers are followed by modern technology transfers which impact 
upon the general professional training and education, with major 
implications, in the sense that it incurs growth, upon labour productivity, 
salaries, consumption and exports; labour force migration from 
underdeveloped countries towards developed countries allows increased 
family income and increased consumption and economy growth in their 
countries of origin. 

People across the world, if they work and make loans, can have 
goods and services at lower prices, lower interest rates, easy access to 
education, professional training and migration. Obviously, the labour force 
in countries with high globalization rate, stable democratic institutions and 
high competition, namely in advanced countries, has better acces to the 
benefits of globalization than in other countries. Given the context of this 
equality accompanying globalization, in fact, differences in salaries 
increase, for the wealthy population as well, and the percentage of poor 
people actually increases. 

The free movement of capitals allows investments wherever there is 
comparative advantage, thus their responsibility towards the national labour 
force diminishes. The rule in the diversification of activities, in the 
relocation of industries and services etc. is given by the profit aimed at by 
companies, not by reasons pertaining to public policies. Through these 
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actions, multinational companies diminish union actions requesting salary 
increase in the countries of origin and meet the need of higher salaries in 
underdeveloped countries. Thus, the labour force becomes more obedient, it 
can be disciplined strictly according to economic criteria, and the main 
objective will be to increase labour productivity and to maximize the profit 
of the global company. 

Although the political economy looks like an elitist topic, meant for 
connaisseurs only, in everyday life economic policies that are well 
conceived can improve people’s lives. To achieve that, states must adopt 
policies that should trigger economic growth and ensure at the same time an 
even distribution of this economic growth. For instance, privatization of 
companies makes them more efficient but becomes profitable only if the 
market is competitive and well regulated. 

There are many examples all over the world that prove that imposing 
economic policies recommended by the IMF aimed at privatization and 
drastic reduction of social expenses did not lead to the results expected by 
the poor countries. However, „although everybody was dissatisfied with the 
suffering that usually accompanied the IMF programs, the IMF simply 
believed that it was part of the pain that countries should undergo on their 
path to a functional market economy and that the measures proposed by the 
organization would be alleviated in the long run. A little pain was obviously 
necessary but, in my opinion, the pain caused in the developing countries by 
the globalization process and development, in the way they went under the 
supervision of the IMF and other international economic organizations was 
much too big. The reaction against globalization was increasing because of 
the obvious damage caused in the developing countries by the policies 
adopted on ideological grounds and by inequities in international trade”[50]. 

Almost 50 years after its creation, the IMF has representativity 
problems because, instead of reducing the crises, the economic and financial 
crises became more frequent and deeper. Even more serious is the fact that 
„many IMF policies that imposed the premature liberalization of the capital 
market have contributed to global instability. When the crisis started in 
country, the IMF funds and programs not only did not stabilize the situation 
but also worsened it, in most cases, to the disadvantage of the poor. The 
IMF did not fulfil its initial mission to promote global stability and was not 
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more successful in the new missions either, like for instance the 
coordination of the transition process from Communism to the market 
economy in former Communist countries“[51]. 

The origin of all problems of the international institutions seems to 
be the morals of the leaders because it is the leaders who decide what 
institutions do, why they do what they do and what the states and the public 
institutions pertaining to them should do. 

The first question mark regards the way in which the leaders of these 
international bodies are appointed. For instance, although the International 
Monetary Fund and the World Bank perform their activities mainly in 
developing and in poor countries, they are run only by representatives of 
rich countries. The head of the IMF is traditionally a European and the head 
of the WB is an American; they are appointed behind the closed doors 
which may mean that the respective institutions are not actually 
representatives of the nations they serve. 

Some question marks regard those who represent countries in their 
talks with these international institutions. Thus, with the IMF, this role is 
played by the ministers of finance and governors of the central banks while 
with the WTO, the role is played by the trade ministers. Each minister, 
elected or appointed, sooner or later is involved in local business 
communities. Consequently, the leaders of the international institutions 
come mainly from rich countries and represent groups of financial and 
commercial interests from these countries,  and the ministers of finance and 
trade reflect the concerns of the business communities of the countries they 
come from and not only. Consequently, the decisions of these institutions 
normally reflect, in many cases, the conceptions and the interests of those 
who make these decisions, the policies of the international economic 
institutions are too often subordinated to the commercial and financial 
interests of the dominant business communities. 

The groups of interest in the advanced countries and in the countries 
requesting assistance reach agreements through international institutions but 
„for the peasants in the countries under development who struggle to pay 
the debts of their countries to the IMF or for the businessmen affected by 



 
 
 

 GLOBALIZATION – A NATURAL COMPONENT OF THE SOCIO-ECONOMIC 
 DEVELOPMENT 

 

 
49 

high VATs enforced as a result of the insistence of the IMF, the current 
system managed by the IMF is a tax system without representation. The 
disappointment regarding the international system of globalization under the 
aegis of the IMF is increasing because the poor (…) enjoy less subsidies for 
fuel and food (…) and see AIDS spreading because of less expenditure with 
the healthcare systems as a result of the recommendations of the IMF, while 
families in developing countries are compelled to pay the tuition for their 
children within the so-called programs  «to recover costs», and choose not 
to send their children to school any longer“[52]. 

Many years ago, Charlie Wilson, former president of General Motors 
and US Secretary of Defense, who stated that „what is good for General 
Motors is also good for the country”, defined the symbol of the specific 
conception of American capitalism. The IMF in its turn seems to have a 
similar conception, strongly claiming that the financial community 
considers what is good for itself is also good for the world economy and for 
national economies, and therefore this is how they should act. These 
directives were successful in many cases but positive results have not been 
seen yet because the international financial community believes that what is 
in its own interest actually is directed againt it because the ideology 
dominated by the liberalization of the markets and of the capitals corrupt the 
judgements regarding the ways to solve problems of national economies. 

Globalization gives workers from the advanced countries the chance 
to adapt themselves faster to a new scientific revolution, to become experts 
in high technology services, which can result into a relative increase in 
salaries. From this point of view, low qualified workers are forced to accept 
jobs with rather low productivity and lower salaries. 

In general, most workers in developing countries hope to gain 
something as a result of globalization, in the sense that they could get rid of 
unemployment, could be hired according to their qualification, could avoid 
emigration because they would find more jobs in their countries of origin, 
etc. At the same time, workers in advanced countries hope their income 
would not diminish through preferential access to higher and higher 
technologies. 
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The big challenge for our century is implacably to find ways to use 
the benefits of globalization and technological discoveries, to create 
institutons that should add value to the promises of globalization and to 
avoid huge global crises because, beyond any criticism, globalization is a 
multidirectional component that accompanies the economic and social life 
of mankind. 
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In November 2010, the North Atlantic Treaty Organization (NATO) adopted 
a new Strategic Concept that will serve as the Alliance's roadmap for the next ten 
years, adopting new approaches in international engagement and aiming to further 
develop its capacity to defend against the threat of chemical, biological, 
radiological and nuclear weapons of mass destruction (WMDs).  As the world’s 
leading international security organization, NATO is well-positioned to take a 
more visible role in combating terrorism and WMD proliferation. However, 
consideration of such a role also involves addressing the challenges faced by its 
new Members in terms of meeting the required readiness levels for NATO 
operations and also their national preparedness goals.   
 

 
Countering Biological Threats and NATO’s Strategic Concept  

atural outbreaks of disease could pose significant challenges 
to global security by undermining national economies, 
international trade and travel, public health and safety, and the 

trust of populace in its own government, potentially leading to ineffective 
governance or fragile state collapse. Such weakened or failed states could 
become a source of global security threats including regional instability, 
organized crime, terrorism, and the proliferation of WMDs and related 
materials.  

                                                 
* CPT Dana Perkins, PhD, serves as a Microbiologist with the US Army Reserve and participated in 
the BIOEX ’09 as an observer. 
** Mrs. Manuela Sârbu, JD, is the legal advisor of the Romanian Center of Higher Studies on 
Preventing Bioterrorism, the co-sponsoring organization of BIOEX ’09. 
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The global biological threat environment is compounded by the 
possibility of rogue states and/or terrorists deliberately using biological 
agents as weapons of war. Any such use of a biological agent (whether 
overtly or covertly) is a low-probability event with potentially devastating 
consequences (from “mass effects” to “mass destruction”) on public health 
or the environment (by requiring costly cleanup and denying use of land). 

Not one country is fully prepared to respond effectively to a large 
scale bioterrorism event especially if it involves a contagious agent. 
National preparedness and the ability to rely on regional or global networks 
of support in case of needed surge in response capabilities are therefore 
critical factors to consider in consequence management planning. 

In 2009, NATO started working on revising its strategic concept. The 
revision was an opportunity to define NATO’s role in combating terrorism, 
not only in offering assistance post-event but also in positioning itself as a 
network for support and assistance in national preparedness planning, civil-
military integration in emergency response, and empowering civil society to 
get involved in national security policy development, public education, 
promoting a culture of security awareness, and strengthening communities’ 
resilience to terrorism. The Strategic Concept emphasizes the Alliance’s 
goal to “enhance the capacity to detect and defend against international 
terrorism, including through enhanced analysis of the threat, more 
consultations with our partners, and the development of appropriate 
military capabilities, including to help train local forces to fight terrorism 
themselves”; however, the role of military and public preparedness in 
defense and deterrence against biological threats is somewhat overlooked. 
Deterrence, which is called “a core element” of NATO’s overall strategy, is 
discussed in the Strategic Concept only in the context of nuclear and 
conventional capabilities. It remains to be seen whether the commitment to 
“ensure that the Alliance is at the front edge in assessing the security impact 
of emerging technologies” will be applied to dual-use biotechnologies 
which, as the Strategic Concept states (when referring to modern 
technology), may also have the potential to “increase the threat and potential 
impact of terrorist attacks”. 

Arguably, the most significant shift in NATO’s strategy is a focus on 
prevention instead of response (“the best way to manage conflicts is to 
prevent them from happening”) and international partnerships. It is in these 
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two areas where countering biological threats could stand as a core and 
cross-cutting element of NATO’s strategy. By addressing non-state threats 
in synergy with other relevant organizations and stakeholders, NATO could 
strengthen the array of mutually enforcing elements that comprise the global 
web of bioterrorism deterrence.  

Some of the critical elements in this web of deterrence are: the 
Biological Weapons Convention (BWC), the United Nations Security 
Council Resolution 1540 (UNSCR 1540), and the World Health 
Organization (WHO). BWC and UNSCR 1540 are the most important 
norms against the proliferation of biological weapons and related materials 
and delivery systems. The World Health Organization (WHO) is combating 
infectious diseases whether caused by a deliberate release of pathogens or 
natural outbreaks; its Global Outbreak Alert and Response Network 
(GOARN) and 2005-revised International Health Regulations (IHRs) 
provide early warning, response capabilities, and international standards 
with regard to public health systems’ capabilities needed to detect and 
respond to biological threats. While not specifically spelled out in the 
Strategic Concept, the BWC, UNSCR 1540 and the WHO IHRs offer the 
basis for enhanced UN-NATO cooperation and integration of civilian-
military efforts in consequence management and counter-proliferation.  

While at the national level, most if not all countries plan on utilizing 
military resources to assist civilian authorities in emergency planning and 
response, there is not one international organization to facilitate and 
strengthen the civil-military cooperation by energizing international 
partnerships and sharing lessons learned from real or simulated events 
involving joint civil-military response. Thus NATO, as a political-military 
organization could effectively act to fill this gap and provide 
complementary means or niche capabilities to widen and strengthen the web 
of prevention and international response capabilities supporting both NATO 
collective-defense and its crisis management operations. 

A lot of progress has been made already by integrating the counter-
terrorism and counter-WMD areas into the Alliance’s engagement (e.g. per 
Military Concept for Defence against Terrorism adopted at the Prague 
summit in 2002); its activities for Civil Emergency Planning (CEP); the 
establishment of the WMD Centre at NATO Headquarters in May 2000 (to 
improve coordination and strengthen consultations on non-proliferation, 
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arms control, and disarmament issues); and the Comprehensive Political 
Guidance- endorsed by Allied leaders in 2006. However, addressing 
biological threats (whether natural, accidental, or deliberate) require a 
customized strategy and not one that conflates them with chemical, 
radiological, and nuclear threats.  

The World at Risk report released in 2008 by the US bipartisan 
Commission on the Prevention of WMD Proliferation and Terrorism, 
predicted that it’s more likely than not that a WMD terrorist attack will 
occur somewhere in the world by 2013 and the likelihood of a biological 
attack is higher than that of a nuclear attack.  

The WMD Commission’s recommendations, especially the one asking 
the US to enhance the nation’s capabilities for rapid response to prevent 
mass casualties due to biological attacks, should also prompt NATO 
Members and Partners to ask how prepared is the Alliance to respond to a 
bioterrorist attack and if there areas that should be further analyzed to 
ensure that their capabilities meet the needs of mitigating the risk and 
executing consequence management operations.  

Last but not least, the inherent features of a biological incident 
(including the difficulties associated with attribution) should also prompt a 
dialogue that addresses the potential limitations and/or obligations of NATO 
Article 5 in this new global threat environment as well as the consideration 
of the UN Secretary General’s Mechanism for Investigation of Alleged Use 
of Chemical and Biological Weapons on NATO’s approaches to counter-
terrorism and WMDs. 

A parallel could be drawn between the BWC transformation during 
the past five years and NATO’s possible aspirations for its new Strategic 
Concept. BWC Member States overcame their divide after the failure of the 
negotiations on the verification protocol, by implementing an inter-sessional 
process aiming not to reach binding agreements but common understandings 
and possible solutions to issues of concern to all (e.g. biosafety/biosecurity, 
codes of conduct in life sciences, disease surveillance and response). In 
addition, there is a strong undercurrent in the BWC forum to leverage 
synergies between BWC and the activities in other areas and/or other 
bilateral or multilateral obligations that lie at the nexus of public health, 
science, and security. Such synergies in implementation and compliance 
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have been discussed in the BWC inter-sessional process and other fora in 
relation to the WHO IHRs and UNSCR 1540 implementation. 

Similarly, the implementation of NATO’s new Strategic Concept 
could also offer the opportunity to refocus the alliance on the current 
strategic environment and its security challenges (including those related to 
biosecurity), assessing existing capabilities to counter biological threats, 
identifying areas of improvement, facilitating cooperative activities to 
increase its members and partners’ emergency planning and response 
capabilities, and ongoing assessment of life sciences and technology 
developments that may pose emerging security threats. These are issues of 
concern to all Members and Partners and they go beyond the geopolitical 
consideration that sometime impede reaching consensus for action. 

In addition, NATO’s Science for Peace and Security Programme 
which offers grants to scientists in NATO, Partner and Mediterranean 
Dialogue countries to collaborate on priority research areas, should also 
assess how research in the life sciences might inadvertently or intentionally 
facilitate the development of biological or chemical weapons, and promote a 
vigorous campaign aimed at building a culture of responsibility and 
awareness of dual-use research of concern in the life sciences community. 

There is an ongoing trend in international biological nonproliferation 
activities to build a more effective and stable bridge between traditional 
“hard” security assistance and the “soft” security assistance that might be 
provided in support of specific nonproliferation initiatives’ objectives. 
Moreover, the current global threats cannot be addressed by a pure military 
solution neither could the civil authorities address them effectively without 
leveraging the military resources.  

The “one-size-fits-all” approach is losing ground in favor of a more 
flexible model that recognizes, for instance, the extreme differences 
between implementing security measures in regions as diverse as Europe, 
Latin America, Asia, Middle East, or Africa. The military and political tools 
that NATO has in its arsenal could contribute to strengthening the national 
biosecurity measures as they refer to the overall “readiness” of national 
public health systems to deal with natural outbreaks because they also 
constitute the requisite capacity necessary to prevent the proliferation of 
biological WMD.   
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The Romanian Framework for Countering Biological Threats  
Romania is actively involved in promoting of regional and 

international initiatives and cooperation aimed at preventing terrorism and 
the proliferation of weapons of mass destruction and their means of 
delivery.  

Romania signed the Geneva Convention on 17 June 1925 and ratified 
it on 23 August 1929 with two reservations (which were withdrawn in 
1991). Romania is a State Party to BWC (1979) and a member of the 
Australia Group export control regime (1995). All international obligations 
undertaken by Romania as a BWC Member State are fully translated into 
domestic legislation, including the export control regulations and Penal 
Code. Romania participates in the BWC Meetings of Experts and Meetings 
of States Parties and in the annual Confidence Building Measures reporting. 

The Inter-Ministerial Council for Export Control of Dual Use Goods 
and Technologies, the Inter-Departmental Group for Non-Proliferation, and 
the Inter-Ministerial Council for Counter-Terrorism are the relevant 
structures for Romania’s non-proliferation activities, both at policy and 
technical levels. They also ensure Romania’s implementation of UN 
Security Council Resolution 1540 (2004). 

The governmental institutions which comprise the National System for 
Preventing and Combating Terrorism (established in 2004) have 
memoranda of agreement in place to delineate their responsibilities and the 
framework of collective action.  

Of note, an agreement was signed in 2008 between the Ministry of 
Administration and Interior, Ministry of Health, Ministry of Environment, 
the National Sanitary Veterinary and Food Safety Authority, and the 
National Authority for Consumers Protection, to establish a Biological 
Emergency Support Team (BEST). BEST consists of technical experts from 
the participating agencies and their role is to offer, upon request, scientific 
advice and guidance on consequence management operations to the Incident 
Commander as well as facilitating the information exchange between 
agencies. In accordance to the signed agreement, the agencies also agree to 
exchange of information on best practices and specific scientific methods 
and technological approaches to biological incident investigations, sharing 
relevant domestic and international statistical data, and participation in 
common training activities (workshops, conferences, exercises, etc). 
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Within the National System for Preventing and Combating Terrorism, 
the Romanian Intelligence Service (SRI) has the legal responsibility for 
preventing and combating bioterrorism (Public Law 335 of 25 November 
2004). 

In November 2001, the SRI established the Department for Liaison 
with Public Authorities and Non-Governmental Organizations (DLAPON), 
in order to promote a dialogue, education, and public outreach on national 
security objectives. 

Recognizing the role of civil society in national security, the SRI 
established the Center for Information on Security Culture (CICS) on 30 
September 2003, to actively pursue partnerships with non-governmental 
organizations and public engagement. One of the Center’s initiatives (a 
partnership between SRI, EURISC Foundation, NATO House and the All@ 
Student Team) is the Campaign for the promotion of security culture among 
the youth, suggestively entitled “Terrorism … near us”. The campaign is 
intended to promote threat awareness and build a culture of responsibility in 
academic institutions. 

In 2008, CICS established a partnership with the Center of Higher 
Studies on Preventing Bioterrorism Center (a Romanian non-governmental 
organization) in order to enhance the society’s preparedness and resilience 
against biological threats and pursue scientific research topics in the area of 
preventing bioterrorism. 

In collaboration with the Romanian Government (SRI, Ministry of 
Foreign Affairs, Ministry of Administration and Interior, Ministry of 
Education, Ministry of Health, and the Ministry of Agriculture), the Center 
of Higher Studies on Preventing Bioterrorism has organized in Bucharest, in 
2004, 2005, and 2007, a series of international conferences and forums 
addressing the challenges of bioterrorism.  

This series of events were also attended by national representatives (of 
Austria, Bulgaria, the Czech Republic, France, Georgia, Italy, Norway, 
Poland, the Republic of Moldova, Russia, USA, Serbia, Turkey, and 
Hungary), inter-governmental organizations [such as NATO, UN Office of 
Disarmament Affairs, UN Interregional Crime and Justice Research 
Institute, the Council of the European Union, Food and Agriculture 
Organization (FAO), WHO, World Customs Organization, World 
Organization for Animal health (OIE), Interpol, Europol, the European 
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Center for Disease Prevention and Control (ECDC), UN Office on Drugs 
and Crime (UNODC), and the Organization for Security and Cooperation in 
Europe (OSCE)] as well as other non-governmental organizations (such as 
the Sloan Foundation – New York, the US Defense Strategy Legislative 
Consortium, the Mc Arthur Foundation – USA). 

The NATO-sponsored forum, organized in 2007 by the Center, on 
Identification of the methods of regional cooperation for ensuring the 
population’s capacity of response and defense against bioterrorist attacks, 
emphasized that:  

•The national authorities cannot successfully prevent or mitigate the 
consequences of bioterrorism without a strong and sustained support of the 
civil society and scientific research;  

•National experience, cooperation, technical assistance, and 
information exchange are some of the critical factors to consider for 
countries’ implementation of the resolutions of the European Union and all 
other legislative documents related to countering biological threats;  

•An interdisciplinary approach is critical in mitigating the risk and 
consequences of terrorism;   

•A regional and international approach is beneficial in consolidating 
resources and maximizing efforts in combating terrorism.   

Of note, in 2010, the Center also established a partnership with the 
National Defense University “Carol I” to contribute to the development of a 
curriculum and specific courses on bioterrorism preparedness and response 
for the post-graduate education of enrolled civilian and military students.    

The Romanian National Security Strategy (NSS) of 2001 
acknowledged the increased complexity and diversity of issues which may 
impact national security (including biological and cyber terrorism) and it 
addressed both external threats and domestic vulnerabilities. The NSS 
emphasizes Romania’s participation in cooperative security initiatives and 
collective defense missions as well as the importance of integration into 
NATO and EU structures to guarantee its integrity, independence, and 
sovereignty. 

The Romanian Military Strategy emphasizes the main missions set by 
the NSS for the military: defend Romania and its allies, promote regional 
and global stability, and provide domestic support in case of civil 
emergencies.  
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Romania was the first country to join NATO’s Partnership for Peace 
(PfP) Program and later joined NATO (29 March 2004) as a full member. 
As a NATO member, Romania is working to meet the interoperability 
requirements and operational capabilities (by 2012) in order to effectively 
perform NATO full-spectrum operations including counterterrorism, 
biological defense, and force protection. Romanian’s military capabilities 
transformation also aims to meet the security challenges posed by terrorism 
and proliferation of WMDs. 

The armed forces transformation to that effect began with joining the 
PfP in 2004 and initiation of its Individual Partnership Program and had a 
significant contribution to Romania’s admission into NATO. The Romanian 
Army adopted the NATO CBRN Defense Doctrine, Joint Allied CBRN 
Defense Doctrine, and NATO system for force generation, training, and 
deployment; and is actively seeking to develop deployable capabilities to 
detect and mitigate biological threats whether as a stand-alone force for 
Article 5 (collective defense) or non-Article 5 consequence management 
operations in response to biological events. These capabilities include 
mobile biological laboratories (to provide expert sampling, analysis, and 
scientific advice to support operational requirements) and modeling assets 
(NBC-Analysis software which is in compliance with STANAG 2103). In 
addition, the Romanian Ministry of Defense also operates a Biosafety Level 
4 laboratory (not yet commissioned). 

The Romanian Army addressed the NATO requirements for rapidly 
deployable capabilities by establishing a CBRN Defense Battalion and 
CBRN companies organic to each brigade, and it is aiming to address the 
required collective defense force capabilities (one division) by 2012. 

The biological defense readiness is addressed by STANAG 2150, 
which regulates personnel training and establishes the competency standards 
for units and personnel, with regard to attack early warning procedures and 
equipment; collective and individual protection measures; contamination 
control measures; and intelligence collection and dissemination.  
Recognizing that education and training are critical tools in increasing the 
interoperability and mutual understanding among the armed forces of 
different countries in multi-national operations, in addition to participating 
in NATO-coordinated training, the Romanian Ministry of Defense offers its 
partners the opportunity to educate and train military and civilian personnel 
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of their armed forces through courses organized in the Romanian academic 
and training institutions. 

Responding to a biological attack to mitigate its effects would entail 
the combined use of medical surveillance, detection/identification, medical 
countermeasures, physical protection, and/or restriction of movement. The 
capabilities developed by the Romanian military to meet NATO 
requirements are also significant assets in the national preparedness to 
prevent and respond to biological incidents, whether natural, accidental, or 
deliberate. For instance, components of these units were part of the NATO 
CBRN Defence Battalion and/or NATO Response Force, were deployed to 
Iraq, but have also been involved in the response to the 2005-2006 H5N1 
Highly Pathogenic Avian Influenza (HPAI) in domestic poultry in South-
Eastern Romania, assisting civil authorities with decontamination and 
infection control measures. 

 
BIOEX ‘09 
On 29-30 September 2009, SRI and the Regional Center for Higher 

Studies on the Prevention of Bioterrorism (a non-governmental 
organization) co-sponsored BIOEX ’09, the first national exercise to assess 
the whole-of-government Romanian response to a deliberate biological 
incident. The specific goals of BIOEX ’09 command post exercise (CPX) 
were to exercise Romanian inter-agency coordination and communication in 
preventing and combating bioterrorism, command and control in civil 
emergency consequence management, and interoperability of agencies 
responsible for consequence management. About 50 participants from 
various Romanian ministries and agencies were in attendance, including 7-8 
participants were from the Ministry of National Defense (MOD). Also in 
attendance were international observers from the Federal Bureau of 
Investigation (FBI) and the US Army Reserve. 

The BIOEX ’09 CPX scenario consisted of a simulated foodborne 
cholera terrorist attack during an international conference at Hotel “Delta” 
in Tulcea, Romania. The targets were conference participants (Romanian 
and foreign tourism operators and Ministers of Tourism from EU Member 
States). Biological agent was produced in a domestic clandestine biological 
laboratory. Concomitant attacks occurred using improvised explosive 
devices (IEDs), one thwarted, and one successful. 
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The CPX was followed by a capabilities demonstration/mini-field 
training exercise (FTX) [carried out by the SRI Antiterrorism Brigade and 
the Ministry of Administration and Interior (MAI) NBC Special Unit] and a 
demonstration of medical triage, biological sample collection, and transport 
capabilities as well as a static display of equipment in use by the Romanian 
first responders (civilian and military). Specialized military CBRN response 
units in attendance were components of SIBCRA (Sampling and 
Identification of Biological Chemical and Radiological Agents) teams and 
NBC decontamination companies and/or decontamination platoons. The 
MAI-General Inspectorate for Emergency Situations has additional 
specialized assets that could be deployed in response to a biological 
incident, such as the CBRN First Research & Assessment Team, the Special 
Unit for Intervention in Emergency Situations (with various components 
such as the Pyrotechnical/EOD Detachment, CBRN Protection Detachment, 
Search & Rescue Detachment, and the Assistance & Maintenance 
Detachment), and decontamination capabilities for personnel, equipment, 
and terrain. The Romanian Police NBC Unit also participated but its 
capabilities only include sampling and transportation of biological agents 
and not detection/identification. 

At the conclusion of BIOEX ’09, participants agreed that the CPX 
accomplished its goals of evaluating the command and control functions 
within the Romanian National Crisis Management System. 

There were also lessons learned upon BIOEX ’09 execution and 
recommendations from participants for future action, as summarized below:   

�Sustain the inter-ministry/inter-agency dialogue and training on 
bioterrorism crisis and consequence management 

�Increase awareness and joint training to familiarize agencies with 
each other’s capabilities 

�Continue and develop the dialogue with academia and private sector 
technical experts to better inform the responder community 

�The threat of diversion of biological materials from commercial or 
legitimate sources should be addressed with high priority 
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�Gaps have been identified in dealing with mass media and informing 
the public 

�Formal educational programs should be instituted to promote greater 
public awareness of bioterrorism and biological weapons, to ensure the 
community engagement in prevention, and build civil society resilience 

�Institute training programs on public health-law enforcement joint 
investigations 

�Gaps have been identified in capabilities at the national level both in 
logistics (detection and decontamination of biological agents) and 
information sharing  

�BIOEX ’09 highlighted the need for more joint training and 
planning on bioterrorism crisis and consequence management  

Arguably, the most significant achievement of BIOEX ’09 was the 
increased awareness of security and law enforcement personnel of the 
benefits of consulting with the technical experts from the National Sanitary 
Veterinary and Food Safety Authority and the Ministry of Health, and 
understanding the capabilities and responsibilities of the National Institute 
of Research & Development on Microbiology & Immunology “Dr. I. 
Cantacuzino” and those of the Bucharest Health Institute (i.e. the Special 
Events and Early Alert Office which is the National Focal Point for the 
WHO IHRs). 

The US observers also provided significant input to BIOEX ’09 by 
reviewing the US concept of operations for biological consequence 
management under the National Response Framework (including a 
discussion of the Emergency Support Function # 8- Public Health and 
Medical Services and the Biological Incident Annex). The US observers 
also noted the historical significance of BIOEX ’09 (as the first national 
exercise to assess the whole-of-government Romanian response to a 
deliberate biological incident) and the need to sustain the inter-ministry 
dialogue and training on bioterrorism crisis and consequence management 
while considering the participation of relevant inter-governmental 
organizations (such as WHO, OIE, FAO, NATO EADRCC, INTERPOL, 
UNODA) and regional organizations and partners in future training events. 
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Conclusion 
The implementation of its new Strategic Concept could potentially 

place NATO in a more visible role in combating terrorism and WMD 
proliferation, as the world’s leading international security organization.   

However, it is these authors’ opinion that addressing the biological 
terrorism and biological weapons requires a customized approach that 
involves building a more effective and stable bridge between traditional 
“hard” security assistance and the “soft” security assistance that might be 
provided in support of specific nonproliferation initiatives’ objectives. 
Integral to this approach would be NATO’s participation in concert with 
other inter-governmental organizations on strengthening the national 
biosecurity measures which address the preparedness needs of their public 

BIOEX ’09: MOD and MAI joint 
demonstration of medical triage, 
MedEvac, and biological sample 
collection and transportation. GIES 
NBC Teams, Police NBC Units, 
SMURD (Mobile Emergency Service 
for Resuscitation and Extrication), and 
the MOD Mobile Biological Laboratory 
were featured. 

BIOEX ’09: demonstration of 
response capabilities of 
SRI/Antiterrorism Brigade and MAI/ 
Special NBC Unit. The scenario 
consisted of chasing/detaining a 
suspected terrorist transporting 
biological materials; vehicle search & 
survey (radiological, chemical, 
explosive), and materials seizure; 
decontamination of suspected terrorist 
and response personnel. 
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health systems but also the requisite capacity necessary to prevent the 
proliferation of biological WMD.   

The threat of bioterrorism is of concern to all NATO Members and 
Partners and issues addressing it or biological threats in general, go beyond 
the geopolitical consideration that sometime impede reaching consensus for 
action. Addressing non-state biological threats as a matter of security may 
also require an evaluation of Article V implications and in particular the 
definition of an “attack” as well as consideration of related issues such as 
the UN Secretary General’s Mechanism for Investigation of Alleged Use of 
Chemical and Biological Weapons. 

Matching needs with capabilities, facilitating cooperative and joint 
training activities to increase emergency planning and response capabilities, 
and ongoing assessment of life sciences and technology developments that 
may pose emerging security threats, should be complemented by a vigorous 
campaign led by NATO’s Science for Peace and Security Programme, 
aimed at building a culture of responsibility and awareness of dual-use 
research of concern in the life sciences community. 

As a Member of the Alliance, Romania is focused on meeting its 
operational requirements at the military level while strengthening its 
national response capabilities.  Intrinsic to Romania’s national preparedness 
goals, is the public outreach and empowering the civil society to be an 
active participant in ensuring national security. 

During World War I (roughly 1915-1916), Romania was the target of 
German sabotage operations when German agents infected animal 
shipments sent to the Allies with anthrax and glanders bacteria either by 
injected them directly into their blood or feeding them bacteria-laced sugar 
cubes. A year or so later, on 17 April 1917, the German Army used 
chemical weapons on the Romanian territory against the Romanian 1st 
Mountain Ranger Regiment followed by another attack on 5 July against the 
Romanian 24th Artillery Regiment. Attacks with chemical and biological 
weapons on the battlefield are heinous but even more so when threaten the 
civilian populations as well. Countering biological and chemical threats 
should therefore be a major contemporary global security priority. 
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POWER IN THE CONTEXT OF THE GLOBAL ECONOMIC CRISIS 
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Starting from the present security environment developments, this paper 
highlights some dangers to the international security generated or multiplied by 
the global economic crisis. In this respect is presented the manner in which the 
military power, one of main powers of humankind, is able to adjust itself to a crisis 
situation in order to meet the state’s security needs. 

 
Keywords: security environment; dangers; military power and economic 

crisis. 
 

 

Developments of the Present Security Environment  
e are now witnessing a global economic trauma which will 
probably re-set fundamentally the geo-political 
configuration of our planet. The collapse of Lehman 

Brothers Holdings Inc. revealed the fragility of our world and now mankind 
is living an economic crisis which is described by most economists as the 
second Great Depression. This crisis forces old power factors to diminish 
their weight or to disappear from the international stage, and other state-type 
factors, political-economic and military integrated systems, corporations and 
cross-border NGO’s, local, continental and global organizations to compete 
in order to achieve global supremacy. A new World Order is anticipated, 
even if the frontiers of the old societies are still marked. As a consequence 
of the deep economic-financial crisis, the traditional industrial societies and 
particularly the national and local economies, the conceptions and social 
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behaviors are being re-shaped, civilizations make efforts with a view to 
passing as quickly and smoothly as possible through this difficult period. 

The present security environment is marked by deep changes in the 
main fields of the social existence and cannot remain unaffected by these 
mutations. The Cold War ended by 1990-1991, the Soviet Union an 
Yugoslavia tore apart, NATO and EU extended towards the East to the 
Black Sea Basin, the Caucasus and the Near East region, EU tends to 
become a world actor, competing in this respect with the US, the Russian 
Federation diminished its political and military influence, China and India 
aim at the status of “political and economic superpowers”, the US remain 
the sole “Hyper power”, globalization is making steady progress, 
revolutions have occurred in information technology, biology, exact 
sciences, technology of “exploiting the outer space”, weapons have become 
more and more powerful and “intelligent”, etc. 

The evolution of the political-military phenomenon is mainly 
influenced by the military activities still carried on in the theaters of 
operations in Afghanistan, West Balkans and Iraq, by the nuclear dossier 
and domestic crisis of Iran, the global economic recession, the growing 
competition between the states in order to control the energy resource areas 
and the strategic routes of their transportation, by the increase of the risks 
and cross-border conventional and asymmetric threats (i.e., terrorism, 
organized crime, WMD proliferation, invigoration of separatist movements, 
extension of the Islamic fundamentalism, global clime changes). 

From the political-military point of view, the security environment can 
be characterized as follows: 

� the trend of increasing tensions between the various power centers 
continues, due to the different points of view concerning the manner to 
solve conflicts and manage crises, the so-called  “crisis of the perception 
asymmetry”; 

� the expanding competition in promoting the own interests, 
particularly as concerns the free access to the sources of hydrocarbons, raw 
materials and water; 

� the increasing importance of negotiations and talks, by bilateral 
summits and also by meetings of international structures; 

� the continued process of NATO consolidation and reorganization 
within NATO, and the redefinition of the inter-relations within EU as well. 



 

 
 

Major General (ret) Visarion NEAGOE, PhD 

 
68 

� the increased pressure some states put with a view to reforming 
NATO and the architecture of the present security system. 

The adhesion of Romania to NATO and the European Union, its 
major projects after 1989, made it possible that our country became part of 
the process of global integration; this process is more and more coagulated, 
accelerated by technological progress, the expansion of the consumer 
markets and the labor migration, etc. In the framework of this general trend, 
Romania could not avoid the serious effects of the economic crisis, this 
financial “tsunami”, which hit first the economies of the main industrialized 
countries and then affected all the economies worldwide. 

 
Vulnerabilities in the context of the economic crisis 
The dangers threatening the world, worsened by the world economic 

crisis, are related to the existent material resources, environmental 
conditions, with multiple natural aspects and with the behavior of statal and 
non-statal actors.  

The resources of energy and raw material are generally limited and 
irregularly spread on our planet. The industrial expansion and the economic 
globalization act as factors which “swallow” raw materials and energy 
products. The energy industry relies upon fossil and nuclear fuel and not on 
resources which can be regenerated.  

The biggest consumers are the US, China and the EU. In the Gulf 
region there are 70% of the oil reserves of the planet, while Saudi Arabia 
possesses 25% of the world reserves, Iraq 10%, the Caspian area and 
Central Asia 7%, the Russian Federation about 5%. As to the resources of 
natural gases, the Russian Federation is the leader, followed by Iran, Qatar, 
Saudi Arabia, the United Arab Emirates and Algeria.  

The development rate of the new-type energies (i.e., atomic, eolian, 
solar, based on hydrogen, etc.) is lower than the production necessities. The 
competition for hydrocarbons seems to prevail in the early third millennium, 
focusing the attention on the Gulf States, the Caspian area, Eastern and 
Western Siberia, Western Africa, South-Eastern Asia, the north of South 
America, Canada. One can easily notice that the competitions and the 
international conflicts are concentrated in these areas. 

The chaotic industrialization and the irrational exploitation of the 
energy resources, based exclusively on the necessities of the consumption 
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market led to the permanent degradation of the environment, which 
critically affects the natural balance ofth Earth. Global warming, caused by 
the dangerous accumulation in the atmosphere of some gases (e.g. carbon 
dioxide, methane gas, nitrogen and sulphur dioxide, chlorofluoro-
carbonates) gradually led to the “greenhouse effect”, the catastrophic 
thawing of the polar ice caps, to the sea level rise, the damage of soil 
fertility. The thinning of the ozone layer makes it possible that the 
ultraviolet rays cause effects similar to global warming. 

The lack of food is a particular problem of the overpopulated 
countries or of those poor in natural resources from Africa and South Asia. 
Together with the lack of school education and qualified medical assistance, 
starvation endangers the life of over one billion people. 

The poor resources of water are a danger which affects especially the 
states of Saharan Africa, the Near and Middle East or Central Asia. The 
most important water resources are in Canada (2.850 cubic km), Papua New 
Guinea (810 cubic km), Norway, New Zealand, the Democratic Republic of 
Congo, etc. Minimal or poor water resources are found in Kuwait, the 
United Arab Emirates, Mauritania, Libya, Jordan. 

Population growth. The population growth trend is significant in 
China, India, Southeastern Asia, the Near and Middle East. Towards 2050, 
the present population of six billion people will double. This demographic 
expansion (having as consequence economic effects, political and military 
shocks) takes place in the same time with the ageing and decrease of 
population in the Russian Federation and even in the US or the EU.  

The overpopulation of some countries and regions, corroborated with 
the worsening of poverty in the same areas stimulates the waves of 
emigrants who threaten to “flood” the EU and the US.  

The lack of balance between the rich countries and the majority of the 
poor countries affects not only the world economy but also the social 
stability in vast areas in Latin America, Africa, Asia, etc. 

Diseases, poverty, education degradation, amplified by the economic 
crisis, are dangers which menace the present times; by combination with the 
present systems of wealth redistribution, they will affect further the local 
and regional stabilities. Similarly, the depopulation of some vast territories, 
rich in natural resources, situated near states undergoing demographic 
expansion, also generates instability. The West-European population 
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registers a trend of decrease and ageing, which stimulates the emigration 
afflux from the developing countries and gives rise to a lot of risks, 
including the impossibility of ensuring pension payment. 

Some authors promote the thesis according to which there are three 
levels of crisis expression: 

� a systemic level, when the stability of the international system is 
endangered; 

� a confrontation level, when two or more actors are involved in 
creating and extending the crisis. 

� a decision level. 
According to the geographic criteria, there are local and national 

crises (domestic ones), but also continental and global crises (external ones). 
C.F. Herman defines crisis as a situation when objectives of 

fundamental interest are endangered, and the subjects are taken by surprise; 
Jean Luis Dufour defines it as a moment of breach within a well organized 
system. In all cases, crisis creates risks for the national and international 
security and requires adequate decisions to be made. 

An economic crisis can lead to a political crisis and, even more 
seriously, to a social domestic crisis, with extremely dangerous ways of 
expression: 

� violent demonstrations and meetings; 
� aggressive internal activities prepared in time, launched and 

directed against the independence and integrity of the country; 
� attempts against the country; 
� interethnic tensions ; 
� terrorist activities; 
� internal armed conflicts, etc. 
The ways to surpass the crisis are different and depend, first of all, on 

the ability of political factors to manage this kind of situation.  
In order to analyze the international crises, which could be generated 

by an economic crisis, the same reasons can be taken into consideration, 
except the fact that the referencing system is different, mainly as concerns 
the framework, the aim, the extent, the participants and the consequences. In 
this context, one can identify the elements of the international crisis concept, 
relevant for the economic, geopolitical and geostrategic tackling of the 
elements which refer to the political-military field, elements whose 
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expression would critically affect the values of the international right, peace 
as well as the regional, continental or global security. 

 
Military power adapting to the challenges of the security 
environment 
The military and political planners all over the world are divided 

between two apparently contradictory requirements: to decrease the military 
expenses with a view to restraining the financial decline, or to increase the 
military expenses with a view to slowing down the increase of the global 
instability and the alteration of the military balance of power. 

The British army, very extensive and poorly budgeted, passes through 
a difficult period: political and military planners are struggling in trying to 
balance the perceived needs of the very real budget reductions. Meanwhile, 
the British army is steadily decreased, while the commitments in Iraq and 
Afghanistan are increasing the constraints on equipment, representing 
reasons of tension and, with an economy in a state of emergency, both 
voters and politicians do not want to hear about the need to spend billions 
on what many view as a misguided help for America’s imperial ambitions. 
As a result, the British defense budget as a percentage of GDP is the highest 
in the EU, far from that of many neighboring countries. 

The Russian economy is falling into the midst of what began to seem 
like an unbridled race for expansion and completion of the military machine 
that was in a coma for several decades after the collapse of the Soviet 
Union. Funds from oil, supposed to finance a newly equipped Russian army, 
fell, leaving big plans at the intentional level due to the lack of funds. And 
as a shame, Russian arms exports, a major source of foreign exchange are 
declining fast, while the global financial crisis is strangling the credit 
sources of potential customers. 

Without being a race, China's military budget has all the hallmarks of 
a hundredfold increase in the long term. It is difficult to give exact figures, 
but experts estimate China's military budget for 2010 at between 100 and 
180 billion dollars (officially being about $ 60 billion). Countries such as 
India find links on their own and have plans for military expansion, 
approaching a catastrophic decline in the economic activity, a combination 
that could lead to internal destabilization and an increase in external 
vulnerabilities. 
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Over the last decade, military funders around the world have spent as 
much as they could: the base budget of the U.S. Department of Defense, 
except funds for nuclear weapons and about $ 12 billion per month for the 
"Global War on Terror" has increased by almost 70% between 2001 and 
2009. Trends in economic climate, globalization, global war on terror and 
the rapid rise of India and China have provided all the reasons and resources 
both to policy and military experts. 

But like any good thing it has come to an end. The global economic 
crisis, coupled with falling oil prices, has forced both policy and military 
planners to take a tough line against future military spending. They must 
make some hard decisions and, as all important decisions in life, the 
arguments are far from being concluded. 

Of the approximately 200 existing nations in the world, seven of them 
have over 50% of GDP (only California is stronger economically than 193 
of them) U.S. own 50% of the military potential of the planet. 

The American superiority has always relied on its military 
infrastructure and its ability to project military power to thousands of miles 
from its shores, causing fear to any entity. That military industrial complex 
required a massive productive and successful economy to be maintained. In 
the past eight years, while replacing its ability to create goods that people 
needed with complex financial instruments and secured the mortgages as 
prime export product, America has relied on foreign lenders to supplement 
the American military establishment and the cost of its foreign wars. 
However, America cannot act outside the established institutional 
environment, and lately it has been noticed that the transatlantic relationship 
is significantly influenced by the following developments: 

� lower strategic relevance of Europe as a central area of competition 
for power at global level and as main concern for security and defense 
policy of the U.S.; 

� strengthening of the European Union and the increase of its  
economic and political role; 

� increased globalization and its influence on perceptions of political 
and military decision-makers regarding international security features and 
the use of tools of power and influence in relations between states             
and NGOs; 
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� U.S. imposition as hegemonic power in the international system and 
the increasing imbalance of power at transatlantic level. 

These developments have led to a change in the structure of relations 
between the U.S. and its European allies, as stressed out by the fact that 
foreign and security policies of the U.S. and European members are much 
less focused on NATO (the transatlantic relationship) compared with the 
Cold War period. Moreover, the former Secretary of the U.S. Department of 
State, M. Albright, emphasized that the psychology of partnership that 
characterized the transatlantic relations in recent decades has been replaced 
in recent years, by a psychology of U.S. ignoring the European allies, on the 
one hand, and a competition with the United States by the main EU 
countries, on the other. From a different perspective, Stanley Hoffman 
considers that the main cause of this crisis, in fact, of transatlantic relations 
is driven by the dramatic change of the American concept regarding 
international relations and foreign policy. 

However, in this context, highly influenced by global economic crisis, 
achieving security in its many instances is an essential condition of survival 
and further development of the social systems. In high centers of decision, 
security is addressed in terms of national interest and international 
cooperation/competition, defense of territorial integrity, welfare, reducing 
vulnerabilities, risks, dangers, and threats to local, regional or global level. 
Great traditional consumers of military equipment, such as the Gulf States, 
feel the effects of lower oil prices and reconsider their major military 
projects. Their decisions strike the British, American, French and other 
traditional arms exporters. If the crisis continues, reconsiderations will turn 
into cancellations, affecting both the income of the providers of defense 
systems, and also the income of workers in defense industries throughout 
the western hemisphere. 

As long as the economic crisis continues, countries around the world 
have become accustomed to the idea that its impact will affect economies 
and it is reasonable to believe that defense budgets will stagnate if not 
decline for the next few years in the hope that economic downturn will not 
turn into a military crisis. 
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Conclusions 
It is increasingly obvious that the economy is one of the main sources 

of military power because it produces means to materialize it. Information-
technological power will prevail in the armed conflict of the future and 
become a real military power multiplier, and the physiognomy of the new 
threats and new conflicts, influenced by the financial power, will lead to 
reshaping the military power of the armies of the world, both in terms of 
organization and force structure as well as of changes in the modus 
operandi, technique and means of waging the war . 

The modernization of NATO continues in the direction of 
transforming it in an alliance with global calling, even if it is still burdened 
by the gap in capabilities, while the EU continues to develop its military 
component. 

The U.S., as the main pole of world power, has shown lately to be 
more willing to dialogue, cooperation and compromise with other major 
actors on the international arena, especially as regards the interests 
identified as common. As a result, it appears that the U.S. administration 
intends to build a relationship "on equal footing" with the RUSSIAN 
FEDERATION, which remains a state with significant potential to maintain 
global stability; political leaders in Washington have confirmed, through 
statements and high-level meetings, that the United States considers the 
Russian Federation a great power. Bilateral relations include negotiations on 
the new START-2 treaty, which will replace the Strategic Arms Reduction 
Treaty START-1, the Iranian and North Korean nuclear dossiers 
consultations, security situation in Afghanistan and the peace process in the 
Middle East. In this respect, the dynamics of the politico-military 
phenomenon might be influenced by: the implementation of the new 
directions for U.S. foreign policy in the Obama Administration's approach, 
the new NATO Strategic Concept, the adoption of the EU Constitutional 
Treaty, the developments in the Iranian and North Korean dossiers of 
nuclear armament, the depth of the global economic downturn and the 
management by the G8, G20 of its impact on the political, social and 
military level, the developments of the security situation in theaters of 
operations, foreign policy, energy, climate, and military steps/actions 
promoted by some major international players in relations with NATO, EU, 
AU, ASEAN as well as within UN, OSCE, CIS, CSTO, SCO, etc. Even if 
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the economic crisis makes large holes in the budgets and great efforts are 
made to strengthen peace, security and cooperation between security 
organizations, the number of conflicts has not changed, stressing again the 
need for a credible military power, able to cope with the multitude of risks, 
dangers and threats to overall security.  Russia, though no longer has the 
economic capacity to support a major military power, yet has significant 
military capabilities. China has not actually shown its military power, but its 
economic development effort can any time support a major armed 
confrontation. India and Japan are trying to develop modern military 
capabilities to deal with regional problems. The United Kingdom, Germany, 
and France continue the process of reshaping their own army, both within 
NATO and the EU. 

* * *  
According to some sources, today we are witnessing one of those rare 

epoch-making events that occur perhaps once in a millennium, i.e., the 
disintegration of an empire. It is said that this economic crisis, by its 
consequences and global valences will proclaim as the last victim the 
hegemony of the American Empire. 

For over a year, while the U.S. economy was buried in recession and 
exporting its economic disasters around the globe, the main political and 
business leaders of U.S. institutions were declaring that the fundamentals of 
the economy were strong, while throwing money on corporations and 
financial institutions "too big to fail" in a desperate attempt to make the flow 
of financial failure not invade the whole economy. Since nobody can predict 
exactly what the final result will be, the likely outcome of this economic and 
financial apocalypse can be practically the end of the American power as 
ruler of the planet. 

In a world where the U.S. dominance is still a condition of stability 
and security, the armies of the contemporary world are striving to adapt to 
the new conditions of the security environment, depending on the financial 
capacity of states, and are still not sufficiently prepared to prevent and 
counteract all new types of threats. 
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GREAT UNIFICATION MONUMENTS 

 
Brigadier General (ret.) Floriean TUCĂ 

Colonel (ret.) Eugen SITEANU 
 

 

ew years after Great Romania was set up, when Nicolae 
Iorga participated in the unveiling of some monuments 
dedicated to the historic event from 1st of December 1918, 

he appreciated that “the monuments and memorial sites represent the vivid 
history of the country and its people”. By this heartfelt and brief statement, 
the Romanian scientist expressed a concluding truth because, basically, that 
historic monuments, no matter what they look like – imposing and beautiful, 
or simple and modest – have the purpose to evoke reference pages regarding 
the Romanian Homeland and Nation’s history, the manhood and sacrifice 
spirit of the past generations in their fights to protect the ancient legacy, our 
state’s independency and unity. Consequently, the thousands of monuments 
and memorial sites over the entire Romanian territory – from Tisa to 
Nostrum, and from the Black Sea to beyond the secular forests of our sweet 
Bucovina, constitute a part of the spiritual wealth of inestimable value of the 
Romanian people, their existence being an acknowledgement of the 
Country’s history for our citizens’ national-patriotic education. A great 
number of historically interesting monuments on the Romanian land evoke 
and glorify the crucial event which took place 90 years ago, i.e., Great 
Romania’s coming into being, and all the heroes’ fights and sacrifices for 
this high ideal, desired by our people for centuries. As regards our 
investigations, inclusively on land, on Romania territory and also Basarabia, 
North Bucovina and the Quadrilateral, as in the entire area of Romanian life, 
there are, as spots of our national history, heroism and sacrificed country’s 
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sons, about 11,000 monuments and memorial sites (mausoleums, statues 
and statuary groups, obelisks, monumental busts, memorial crosses and 
crucifixes, etc.). A representative number of monuments, dedicated to 
World War I heroes and to the Great Unification, are splendidly built, also 
beyond the country’s border, especially in France, Italy, Germany and 
Bulgaria. Their history and significance can be read in the work entitled 
“Romanians in Europe and worldwide. Confessions for eternity,” signed by 
General Floriean Tucă, PhD and Colonel Gheorghe Cristache. 

Over one third of them, about 4,000 are dedicated to significant 
personalities and heroes from World War I or, better stated, heroes from the 
War of the Nation’s Reunification, a wide military action being closed, 
happily, on 1st of December 1918, with the accomplishment of Great 
Romania. The majority were built, unveiled and sanctified in the first two 
decades after the Great Unification accomplishment. The blood shed by our 
people’s sons and the extremely great number of casualties was registered in 
Romania during the world conflagration, when Romania entered with the 
declared goal to free their brothers for centuries under the harsh foreign 
power. The casualties reached about one million combatants (dead, 
wounded and lost in action); this gave way in the country to an exceptional 
and unprecedented trend of building monuments and memorial sites, 
commemorative war works, to honour those who had disappeared in 
different war situations for the highest goal of reunification of our country. 
There was almost no town or county in Romania without a monument built 
in honour of the soldiers, many giving their supreme sacrifice, to built Great 
Romania. Regarding this fact, in the pages of Our Heroes Cult magazine, 
the September 1922 issue, was written among other things: “Everywhere, 
from Nostrum to Tisa, are built memorials, crosses, crucifixes or 
monuments, some expensive costing hundreds of thousand lei, other modest 
and short that are hardly seen over peoples’ heads to their unveiling. There 
is no Sunday or celebration without a monument, a commemorative cross 
unveiling in memory of the natives dead for the country ... for the Great 
Romania fulfilment”. 
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A special role in the action of building monuments and memorial 
sites dedicated to our heroes of the War of the Nation’s Reunification and 
all their struggle in different and multiple ways to accomplish Great 
Romania was played, in their honour, by our great historian Nicolae Iorga 
along with the representative members of “The Heroes’ Cult” Society, set 
up after the Great Unification fulfilment on 1st of December 1918. The 
scientist and the society leaders considered a duty of honour, for every 
locality leaders all over the country, to honour their heroes of the War of the 
Nation’s Reunification by building monuments and memorial sites. 

The historian Nicolae Iorga attended the laying of the foundation 
stone of all the representative monuments dedicated to the Great 
Unification. Moreover, he personally edited texts or inscriptions for the 
most representative monuments. Upon these events, he would make a 
speech to evoke, in distinguished words, the significance of Great Romania 
and the blood sacrifices of the Romanian Army in the War of Nation’s 
Reunification, to accomplish the Great Union on 1st of December 1918 and 
to remind about all the soldiers contributing to this epochal historical 
moment. On every monument is written the historical event it evokes and 
everyone is individualized in words. Usually, these inscriptions are heartfelt 
and warm, charged with a real national-patriotic emotion. 

We reproduce, as follows, some inscriptions written on some 
monuments of our country, some of them in verse:  

“Heroes never leave us, 
Their steps are heard profound through the century, 
We all pass but they remain vibrating  
Always contemporary with all their ancestors. 
History is written silently and restlessly, 
With unnumbered dead and their captains,  
In every fight there’s an immortality thought, 
And in all our present, everybody’s pain ...”(inscription from the 

heroes’ monument from Alba Iulia, the town of the 1918 Great Unification). 
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Built in memory of the heroes who died for the People’s unification 
during the 1916/1918 campaign. With our blood was made the Union of all 
the Romanians /// For the people and country we shed our lives ... 
Passenger, don’t pass without reading the names of the ones who gave their 
blood Great Romania’s accomplishment ... – reading from the grave built in 
Albeşti, Argeş County. 

 
We bow in front of the fighters for people’s reunification and their 

holy sacrifice we honour and appreciate. (inscription from the heroes’ 
crucifix from Azuga, Prahova County).  

 
Whoever masters the land, masters the Country. 
Romanians from the four angles, now or never, unite your souls... 
One people’s existence is never discussed, but  is asserted 

(inscription from the heroes’ monument built in Bania, Caraş-Severin 
County). 

 
The holy places to confess, 
And also the rows of crosses 
Safeguarding the graves, 
Where sleep the heroes, 
Compounding the ground 
With their own blood’s sacrifice. 
Reuniting the land. (Inscription from the heroes’ sanctuary in 

Bucharest, Ghencea military cemetery). 
 
Tell the future generations that we shed our supreme sacrifice on 

the battle field to reunite the people (inscription from the Engineers’ 
monument, “The Lion”, Bucharest). 

 
In this place, on 8th of November 1918, were burnt at the stake, 

upon the order of our peoples’ enemies, 45 Romanians. 
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Let Romania for all Romanians be created from their ashes. 
(inscription from the heroes’ crucifix from Beliş, Cluj County). 

 
This temple of ancestors’ virtues was built for you, heroes from 

RomanaŃi, and to you goes our respectful thought of today and tomorrow’s 
people; to you, we should thank for a reunited people, accomplishing the 
whole Romania reunification (inscription from the heroes’ monument from 
Caracal, Olt County). 

 
Traveller, tell your successors that we, the braves from CiupelniŃa 

village, perished in battles to fulfil Great Romania. (inscription on the 
monument from CiupelniŃa village, Dumbrava, Prahova County). 

 
Don’t forget the ones keeping the country’s faith, 
Fighting for the country’s rising, 
We built a Great Romania. (inscription on the obelisk from 

Floresti, Prahova County). 
 
1916-1918, for the Heroes from the 2nd Chivalry Division. The 2nd 

Chivalry Division in respect for the people’s sacrificing for the country in 
the war to reunite the people (inscription from the heroes’ monument in 
Iaşi, Iaşi County). 

 
Lay over their graves 
The laurel leaves of victory, 
For heroes to have 
A better sleep (inscription from the heroes’ monument situated in 

Ilia, Hunedoara County). 
 
Dear heroes of Romania, 
You made by your deaths, 
A symbol of braveness. 
Glory, the Country shouts to you, 
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For the shed blood, 
Glory, shouts the village, 
Nobody forgot you. 
You live by our death, 
And in the mother icon, 
You live in the children, 
That still call for you. (Inscription on the heroes’ monument from 

Povorinca, Covasna County). 
 
Year by year, the entire century will pass, 
And all your friends will also perish, 
But, to your grave successors will come to bow, 
With memories vivid in the soul. (Inscription from the heroes’ 

monument in RădăuŃi, Suceava County). 
 
Here rest the soldiers who died in these places in the 1916-1918 

war... 
The soldiers fell for the country, 
Brave men of the faith, fighters, 
Wherever you lie in your graves, 
May you ever rest in peace. (inscription from the mausoleum from 

Soveja, Vrancea County). 
 
 Romanians from the fourth angles, now or never united in thought, 

united in senses ... Don’t shed tears on the heroes’ graves, but rather 
honour them in songs, as for the fame of their names to remain an echo by 
centuries’ legend ... 

Happy is the one stepping over the ground, 
Seeing in its country the freedom reborn, 
Happy and great is the one under the sun, 
Who dies for Romania, gaining immortality (inscription on the 

heroes’ monument from Sescova, Braşov County). 
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We dearly sacrificed our lives to the most beautiful ideal: the 
unification of all Romanians and this is to serve as an example of how  to 
keep the country’s holy ground shed with our blood (inscription from the 
heroes’ monument in Târgu Lăpus, Maramureş County). 

 
Heroes soldiers from the old kingdom! Blessed was the moment 

when you stepped in our brothers’ Ardeal, releasing them by your sacrifice. 
Everybody’s recognition laid you in this honourable place for eternal rest 
as unforgettable examples of patriotism and love for the country, today and 
always. Ardeal bows to you! (inscription from the Monument-mausoleum 
from the Gura Secului, TopliŃa, Harghita County). 

 
This is in remembrance over the centuries of the ones who died for 

the people’s reunification. In front of this temple of national glory, lower 
your head and bow (inscription from the heroes’ monument from Vaslui, 
Vaslui County). 

 
To remember the heroes from Zalha, dead in the great war; 
Nothing in the world is more holy, 
And more beautiful on this Earth, 
Than dying as a fighter, 
Wrapped in the colours (inscription on the heroes’ monument 

situated in Zalha locality, Sălaj County). 
 
By the multitude of monuments and memorial sites of the 1st 

December 1918, the Great Unification is evoked and glorified; fighters and 
heroes’ names from the great and epoch-making, strategic event are 
engraved there. Many of the monuments, by their location, by their 
appearance, architectural and artistic value and the messages they convey 
are not only places of local interest, but also of a national one. In front of 
them, on Romania’s National Holiday, the Armed Forces’ Day or in other 
circumstances, there are military, popular and religious ceremonies; during 
them the peoples’ heroes are evoked solemnly and wreaths are laid or 
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flower bunches in memory and for the glory of the ones being honoured by 
the respective monuments of national interest. 

In this memorials category are listed, among others: the complex of 
monumental busts of the brave fighters for the Great Unification fulfilment, 
situated in front of the “Unification” Museum building in the historic town 
Alba Iulia, the Unknown Warrior’s Grave, from Carol Park in Bucharest; 
the heroes’ mausoleums from Buzău, Braşov, Giurgiu, Focşani, Mateiaş, 
Mărăşti, Mărăşeşti, Soveja, Târgu Ocna and TopliŃa; the monument up the 
Caraiman Mount; the heroes’ monument from Prunaru; the statuary 
(sculptural) complex from Târgu Jiu, the exceptional work of Constantin 
Brâncuşi, made up of the Kiss Gate, the Silence Table and the Endless 
Column or Infinite Column; the Arch of Triumph from Bucharest, etc. Very 
important, interesting and useful information regarding these memorials, as 
many others dedicated to the Great Unification are comprised in many 
works which also formed the background for our documentation in order to 
produce this article. We speak about the following volumes: Alma, Dumitru, 
Heroes were, heroes still exist; Tucă Florian, Argeşanu T., Ucrain 
Constantin, The Triptych of the Romanian braveness 1877-1878, 1916-
1919, 1944-1945; Bălescu Valeria, The mausoleum from Mărăşeşti; 
Colonel (rez.) Cucu Mihai, Romanian battalions Cross the Carpathians; 
Colonel (rez.) dr. Gheorghe Cristache and Iosif Ion Batali, The monumental 
ensemble from Valea Mare – Mateiaşi; Nicolae Iorga, Our war in daily 
notes. 1916-1917; KiriŃescu Constantin, The war history for Romania’s 
reunification. 1916-1918; Pascu Ştefan, Member of the Romanian 
Academy, The Romanian state building. 1918; Scurtu Ioan, Lay over their 
graves the laurel leaves, Colonel dr. Tucă Floriean, Cociu Mircea, 
Monuments of the years of fight and sacrifice; dr. Tucă Floriean dr. 
Costache Gheorghe, The altars of the people’s heroes. Monuments and 
memorial sites in the area of Romania. A Short Dictionary; Dr. Tucă 
Floriean, Dr. Scrieciu Liviu, Constantin Brâncuşi, the Lucifer of the 
Romanian and world sculpture; Brigadier General (rez.) Dr. Tucă Florian, 
Brigadier General Dr. Zisu Cătălin, Monuments and memorial sites from 
Prahova County. Encyclopaedic Dictionary in two volumes; prof. Ionescu 
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Nicolae, The fire triangle from Mărăşeşti, Oituz; Dr. Tucă Floriean,  Prof. 
Ionescu Nicolae, Prof. Raicu Romulus, The saga of the 1916-1918 years. 
The war for Great Romania’s fulfilment; Heroic Romania magazine, new 
series (issues for 1997-2008 years). It would be praiseworthy if NGO or GO 
granted some funds to manufacture 1,460 crosses for the Heroes of Mărăşti 
and another 3,000 for the other two battlefields from Mărăşeşti and Oituz, 
following the French example (they already have tens of thousands of 
crosses aligned as in a parade, to honour their heroes). We should do the 
same with our nation’s heroes. 

Into the closing part, we will quote some verses from the immortal 
Heroes’ Hymn, exceptionally created after the Great Unification: 

Scatter on their graves 
Laurel leaves, 
For the happy heroes to have 
Sweeter rest. 
Raise their fame 
On the immortality pyramid.    
Write down in the golden books, 
Their immortal song. 
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OBJECTIVE METHOD FOR ASSESSING THE INFORMATION IN 

CONTEMPORANY INFORMATION OPERATIONS 

 
 

Captain Assistant Professor Sorin TOPOR, PhD* 
 
 

The general theme of the present work is based on some reflections resulted 
from studying the impact of terrorism on military science in the “global 
information era”. It is known that one of the priority objectives in the modern 
military operations is achieving information superiority, especially in the main 
effort directions. Should this mission be transposed in a strategic objective, then 
the information interest direction may become a priority domain over which 
international domination will be pursued. We consider that the impossibility to 
identify the relevance level of the information may lead to real social catastrophes, 
of which disinformation or misleading information to the public would represent 
the effects easiest to undertake by mankind.  

In this work we will propose an alternative method to assess information 
referenced on the general pattern of information operations. 

 
Keywords: Information operations, Intelligence, Management. 

 
 

owadays more and more people speak about “the need to 
secure something”. That “something” may be a real, 
material objective (e.g. a building, group of buildings or 

any other objective with material limits possible to touch), and also a virtual 
one (e.g. a theory, strategy, environment, etc., elements which cannot be 
strictly delimited in the physical environment). Knowing this “something” 
represents the capacity to understand the reality in which it exerts its 
existing functions, under a systemic approach, all efforts to adapt 
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“something” to the progressive conditions will generate information for 
itself and also for the elements it relates to in establishing the place, role and 
prospects. These considerations fully justify the statements that 
“information means power… information is a weapon” and that “in modern 
world everything is translated in information” [1]. 

Information represents the perfect tool to ensure an unconscious 
dependence of the population on the society values based on knowledge. 
The military structures, as part of the civil society, identify this reality by 
creating and using information technology in information capabilities of 
forces’ command and control, the effect inventing and modernizing 
interoperable patterns, which succeed, from a huge amount of outdated 
information, to get useful estimates for the decision-making processes. 
Nothing prevents us from considering that if this pattern can function within 
a specific microclimate, such as a military organization, it will not work in a 
bigger “lab”, as the civil society. It is strange that in contemporary literature, 
specialized in training or retraining, most works teach us how to persuade 
others to do what we want and how to make them accept our idea as being 
more attractive while convincing them that they themselves created it. 

Starting from these premises, in the present work we intend to identify 
some landmarks to establish a framework for predicting the value of 
information. 

 
General pattern of information operations 

Our scientific approach will have as starting point the military concept 
of “information operation”. This concept is widely debated, in academic or 
non-academic environments, for which a series of norms included in 
doctrines and specific regulations have been designed. NATO line 
documentations define information operations as: 

“… co-ordinated military activities within the information domain to 
affect information and information systems to achieve desired effects on will 
and capabilities of adversaries and others in support of mission objectives 
while sustaining own information and information systems.” [2] 
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As it can be noticed, regardless of the type, dimension and kind of 
information society, the international conflict aims to obtain the desired 
effects for reaching the target, through coordinated activities executed 
against the information and information systems of the opponent, the final 
end being affecting his will and information capabilities. In other words, 
information operation means the act of obtaining and maintaining control 
over the information environment through perception modifying methods, 
information flow influencing, and modifying information parameters. 

Therefore, information could or could not reflect reality. Control 
over the opponent’s perceptions will be accomplished only as soon as 
information would outline a favorable image of the dominant side, being a 
sequence of reality or “an artificial reality”. 

NATO concept of information operations is based on a series of 
coordinating and integrating principles, classified on specific information 
parameters on which they exercise their function, components which, 
essentially, hold the same persuasive aims over: 

1.  the human element - represented by the enemy’s staff: 
commanders, opinion leaders, other decision factors, troops, civilians who 
support the enemy, etc. 

2.  Automated sensors and all information processing elements, 
such as: receivers, automated command equipment, hardware included or 
not in the weapons, communication equipment, decision assisting 
equipment, etc. 

3.  Information networks - respectively components which ensure 
communication: components of communication and computer networks 
(conductors, transmitters, maintenance equipment), intra and inter-systemic 
information flows, other elements which allow information exchange and 
communication between leaders, between leaders and the public, between 
forces in lead or cooperation. 

The in-depth study allowed us to identify some general aspects 
which fit in the general principles of any conflict. We can enumerate:  

- In any type of military act the information operation is a function 
of a force structure. Planning of information operations is drafted 
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by the planning structure in a command or a temporary structure 
with counseling or support duties for mission planning; 

- In a command, at any hierarchy level, information operations are 
organized, planned and executed focused on objectives and not in 
relation with the available amount of force and means or estimated 
enemy force; 

- The command intention and operation conception are key elements 
to which objectives, targets and priorities are subordinated; 

- The specific actions of information operations must be 
synchronized and integrated in the command processes at all 
hierarchy levels and adjoining leadership. 

Their integration must be accomplished in two directions, namely: 1. 
horizontal-information operations must be coordinated with and integrated 
in similar activities, planned strategically, operationally and tactically; 2. 
vertical activities specific to information operations must be integrated in 
any military act whose development may produce a certain message. (Any 
action must contain a message and suggest information, especially for the 
decision element of the adversary). 

We can state, on a real basis, that regarding information operations, 
the elements based on which a classification which has as reference the 
conflict escalation point differ substantially. Thus we can distinguish three 
types of information operations, namely: 

-Information operations preceding the conflict; 
-Information operations executed during the armed conflict; 
-Information operations performed post-conflict and in an 

environment of relative peace. 
Periods and acts when one of those prevails are difficult to separate 

due to the specific objectives of each stage. In addition, we have to 
understand that their typology differs, mainly, regarding information 
demand and processing patterns (i.e., limitation of redundancy level and 
information mining). All these aspects demand a certain period of time, a 
situation which does not allow realizing a strictly defined time pattern, 
transition from a stage to another being extremely ambiguous. 
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We consider that only from the development point of view can we 
accept as general classification pattern for information operations the one 
showed in picture 1 in which the basic reference is given by the conflict 
escalation curve. 

 
 
 
 
 
 
 
 
 
 
 
 
 Legend: 
                  Information acts of estimate and challenge 
                  Direct information acts 
                  Information acts of effect assessment and correction 

 
 

Picture1 – Interdependency of information operations on their typology  
and conflict escalation curve   

 
We consider that, as a rule, during pre-conflict or crisis stage, 

information operation objectives are concentrated on the adversary’s 
deterrence to initiate any type of actions which may have effect on own or 
allies’ information system. Carefully designed, coordinated and executed, 
these information operations may contribute to crises priming, consolidation 
for diplomatic relationships, as well as economic, military, social and other 
activities of support, eliminating the cause of military involvement. 

During the war, information operations support any type of action of 
own forces and prepare future schemes, completing the panoply of activities 
in the operational information environment. The specificity of this type of 
operations is determined by gaining advantage over the adversary’s decision 
making process, by holding control over the available time. In this respect, 
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ending the OODA loop (observe, orient, decide and act) before the 
adversary is materialized in introducing new information in his information 
systems, a situation which will make him continuously resume the OODA 
loop, at the level of observation and orientation in the event he is searching 
for optimal action. Continuous re-initialization of the decision making 
process equals a firewall over information flows through which the 
adversary has to start action. In other words, a well organised and executed 
information operation will paralyze all driving elements of the adversary’s 
structures, regardless of how well he thinks or how well prepared he is to 
perform a certain maneuver. 

In the third stage of the conflict, together with settling peace and 
restoring order, information operations must support ceasing of military 
force development and actions of its retreat from the conflict area. In this 
situation the information operation will represent the key element in small 
conflicts. As a rule, information operations of this type focus on influencing 
the perceptions of the adversary and his supporters in order to adopt 
favorable attitudes towards the implementation of the new policies 
necessary to maintain peace. Through the reality demonstrated by the 
contemporary combat area we may conclude that the power granted by 
information constrains the execution and exercise of physical power. 

To apply these conceptual patterns a specific technology of 
information operations is required of which, by far, that of communication 
can be noticed. That is why together with the implementation of global 
communication technologies, physical power does not represent the 
essential indicator for the armed forces. The power of information allows, 
by using small and extremely flexible structures, but with fast access to 
connect to various information flows, to get fast control over any surface on 
earth. Thus any force located anywhere on the planet may become invisible 
not in the sense of the principle of physics, but by cultivating the 
perceptions of its presence necessity to ensure individual and collective 
security. 

Since ancient times, peasants used to take refuge in walled cities 
which offered safety against invaders. It did not matter whether the fort 
could be subject to long sieges or to systematic bombing, a situation in 
which people were extremely vulnerable by being increasingly wounded, ill 
or starving; the population under siege lived with the feeling that the 
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soldiers would protect them. Historical sources show that most of the people 
hidden in woods or underground huts could escape from being captured if 
the enemy chose to confront the adversary in the final battle. 

The illusion of security offered by the fort walls is still present 
today; the modern man adores to be tricked even if he fully understands 
reality. In these circumstances, how the vanity of a commander is not to be 
satisfied when he has the perception that he understands everything without 
a thorough judgment of the situation and to be given the information that he 
wishes for. The study of all wars can offer enough relevant examples, in 
which the end of a battle was decided the moment when the commanders 
misjudged the realities of the battle field. 

Nowadays we can notice the tendency of modern armies to use 
automated means in direct confrontation, which work according to well 
defined algorithms and do not allow the decision making process to be 
affected by human emotions. But the number and diversity of these modern 
sensors does not change the above mentioned theory. Using any 
contemporary technology of collecting information other than quantitatively 
will only raise the fort walls, as well as the security perceptions, until the 
attacker innovates something or implements a new weapon. In addition, the 
necessity to be aware of the real situation and its dependency on the sensors’ 
higher quality is real, but we cannot help asking ourselves: How relevant is 
that piece of information delivered by own sensors? 

 
What is relevant information? 
As a rule, it is considered that holding more relevant information 

brings along a higher value of the information product or even of the 
decision itself. We consider this conception, although very spread in the 
military environment, as wrong, especially in today’s information 
operational environment. The error is induced by the uncertainty caused by 
the information relevance degree. The present conception used mainly in 
military commands accepts the variant that information becomes relevant 
when linked to certain objectives in an investigation. 

Our opinion is that information becomes relevant when has the 
power to argue or deny at least one theory of the investigation in question. 
To justify this approach we present two theories, namely: 
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1. The information which confirms or supports a hypothesis is not 
relevant. Psychologically speaking, an element of decision tends to 
be influenced by the evidence supporting the initial information, 
satisfying the belief underlying the above mentioned theories. 

2. The lack of information about a hypothesis may represent the 
relevance of it. To understand this theory, we have to introduce the 
pattern of information double processing. This essentially 
maintains that a piece of information can be processed 
simultaneously by several receivers able to perceive it correctly 
depending on their instructions in the field. Thus an information 
structure will be correctly assimilated, the information adding 
extra quality, while an individual will report the information to his 
system of assessment determined by his previous instruction. 
However, both ways of information processing will determine 
actions generating new information. Thus, after a certain period of 
time, it can be noticed that a single piece of information initiates 
two complex, totally different action processes. According to this 
algorithm/pattern, we can notice that the lack of information on the 
specialised channel may determine a high level of hypothesis 
relevance by avoiding the information “cascade” with 
misunderstood or distorted information. 

The method that we are suggesting, namely that one should not look 
for information to support the theory in question and to argue against it is 
supported by the level of experience of the information system in the field. 
A long experience will cause the information filtering along the information 
flows to be more complex and repeated due to the correlation to other 
indicators which support the hypothesis in question. In other words, the 
multitude of apparently inexistent information becomes relevant information 
necessary to a correct assessment of a situation. Without the method of 
debating and questioning information the real information would not be 
distinguished in the multitude of global and globalised information 
characteristic in the contemporary information environment. 

In addition, we must admit that real information in contemporary 
military operations is extremely hard to identify due to the complexity of the 
protection measures. Once identified, it can be processed in almost real 
time, the generating element being located, intercepted and neutralised fast. 
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The information assessment meant to establish its relevance should 
be based on two stages, namely: 

- A first stage should be generating hypotheses. To do this, very useful 
are the simulating devices based on the “game theory”. No matter 
how large the number of hypotheses, depending on the initiators’ 
creativity degree, contemporary computer technology allows to 
solve any problem whose virtual reflection corresponds to 
significant patterns of the situation under analysis. 

- The second stage comprises negation of each hypothesis based on 
solid information. An advantage of this task is using experienced 
people who possess strong knowledge. These experts should be able 
to cover a very large number of fields, be human and not belong to 
the respective information system. The request that the experts be 
human and not information algorithms is supported because only the 
human being has emotions, uncontrolled and logically unexplainable 
reactions. History has many times witnessed that, and there have 
been moments when commanders made a difference through 
illogical decisions at that moment, but which changed the course of 
wars. On the other hand, an information programme holds a number 
of routines which, no matter how fast and performant, are limited to 
conditions not previously estimated.  All this, completed with the 
lack of the sense of belonging to the analyzed system will make the 
resulted product able to identify as many logical errors of the 
analyzed hypothesis as possible. 

 
Conclusion 
We estimate that one of the immediate results of such an approach 

will cause the emergence of new information assessment techniques. This 
idea is based on using the techniques of debating the proof with solid 
arguments for which data mining methods should be used. 

The advantage and novelty of using this method resides in the fact 
that it is not necessary to wait for the information operation to end and to the 
lesson learned stage to prove that someone was wrong when elaborating a 
decision or during a scenario analysis. 

In addition, the advantage of using this method may offer new 
prospects and alternatives to the initial estimates. These hypotheses test by 
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comparing them with counter proof takes a long period of time depending 
on the magnitude and effects of the information operation. In this respect, 
we consider that at tactical level the time for using such a method will not 
be very long considering the targeted objective and the constraints imposed 
by the mission received. 

Though, we conclude that using this method at the operational and 
strategic levels may lead to eliminating collateral damage, neutralizing 
insurgent ideologies, as well as containing any threats to critical 
infrastructures. 
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In addition to positive effects in terms of economic and political integration, 
the unprecedented spread of modern technologies and the easy access to culture 
and civilization, globalization also has certain negative aspects. These consist 
mainly in facilitating the spread, the proliferation of cross-border networks and 
new transcontinental criminal activities even the most virulent, with destabilizing 
effects on both internal and international security and stability of states. 
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lobalization has become, perhaps, the hottest issue of our 
times and "the 21st century will be the first truly global 
century.1" 

In a world of interdependence, generated by the globalization process, 
any significant change in the political, economic, social, military and 
environmental domains will have influence on international security. 
Security and how to preserve it in the context of globalization must be 
redefined in order to adapt properly to the international security 
environment trends. 

The complexity of globalization is indirectly highlighted by the 
positive and negative effects they generate; it affects different countries in 
the world, on all levels - economic, cultural, social, political, military and 
environmental. 

                                                 
* PhD Candidate, National Defense University “Carol I”, valentingiupana@gmail.com 
1 Teodor Frunzeti, VulnerabilităŃi, ameninŃări şi riscuri în sistemul global în Lumea 2007, 
Enciclopedie politică şi militară, Editura C.T.E.A., Bucureşti, 2007, p.39. 
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Globalization has exposed us to new threats, has changed the way the 
former threats acted upon our interests and values but, at the same time, it 
has visibly improved our ability to counter them. 

The influence of globalization on the security issue has generated in 
recent years one of the greatest debates of the contemporary world. It has 
become the object of interest of politicians, experts and policy analysts and, 
last but not least, professors and researchers from academia and scientific 
research institutions in the fields of international relations, irenology and 
polemology. Naturally, an extensive and impressive literature has also 
appeared. 

We consider that the drive of some theorists and specialists in security 
to find a common ground for the scientific research in this area is more than 
useful. Otherwise, at some point, different issues will be addressed as 
security issues. This goal will not be easily achieved if we consider that the 
definition of security may be misinterpreted because of its core elements 
belonging to morals, ethics, philosophy, religion or ideology. 

Besides the requirement of acknowledging and constantly reflecting 
on this process, globalization also causes some concerns and even fear. 
Concerns arise from the chaotic character of this process, making it 
impossible to control and manage, while fear relates to what we call 
"negative globalization", that is, the dangers and threats that become cross-
border. 

Criminal organizations operating internationally make profits from 
illegal transactions, which they use afterwards in order to expand their 
influence upon politics, the economic sector, mainly in finance, trade, 
industry, and especially upon the media. 

The growing umber of studies in this area can be helpful in 
determining the content and prospects of international relations, which in 
the current period are characterized by complexity, diversity and even 
uncertainty2. 

In generic terms, cross-border organized crime in its various forms 
occurs continuously over a period of time, determined by illegal goals. It is 
represented by structures deliberately set on the territory of two or more 

                                                 
2 Daniel Ghiba, NATO – Între succesul transformării şi transformarea succesului, în Univers 
Strategic, Ed. Universitatea Creştină „Dimitrie Cantemir” Bucureşti, 2010, pp. 91-104. 
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states, where they perform illegal activities, which, by scale and 
consequences, become a threat to national security. 

Reducing the impact of organized crime, cross-border crime, and 
terrorism is a strategic objective placed on the public agenda in the list of 
priorities of European Union integration process3. The main areas of 
intervention are specific to this strategic objective: combating drug 
trafficking and consumption and also improving victim assistance services; 
ensuring consistent and effective policies to combat illegal migration; 
preventing and combating human trafficking and eliminating the negative 
effects it may have on individuals and society; preventing and combating 
cybercrime; and not the least the fight against money laundering and 
criminal activities including terrorism. 

Within security environments, organized crime is considered one of 
the most important threats to security and stability. The means and methods 
available allow it to infiltrate in the economic, political, financial and 
governmental actions and to influence economically competitive legal 
markets, the decision making process, and control mechanisms at the local, 
regional and even global levels. 

The evolution of contemporary societies shows that although the 
measures taken and the intervention of specialized agencies in reinstating 
the social control against acts of delinquency and crime have increased, in 
many countries there is a resurgence and a multiplication of crimes 
committed with violence and aggression and also of crimes committed in 
the economic and banking fields, such as fraud, extortion, bribery and 
corruption. 

Organized crime and violence are not, however, a new phenomenon; 
the emergence of various trends is closely related to the development of 
individuals, groups, organizations and societies. 

The activities performed within organized crime have a secret and 
well-organized character, which make them have a very negative social 
impact. In many countries, it represents the "insidious cancer4" which 
weakens the power of society, threatens the integrity of government, 
increases taxes added to the price of goods, jeopardizes the jobs and security 

                                                 
3 National Strategy of Defense, Bucharest 2010, p. 21 
4 www.descopera.ro, 11.01. 2010. 
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of citizens, harms the competing economic agents, through their money 
control unions, finally achieving a strong influence in the economic, social, 
and especially political fields. 

An undeniable truth is that history has witnessed no other case of 
violent actions at such a large scale, and such serious consequences than the 
violence performed within organized crime occurring today, although 
organized time has existed as a phenomenon since ancient times. 

There are no written proofs of instances of organized crime in Sumer, 
the first known civilization of the world, six millennia ago, although they 
certainly existed in those days too. Hammurabi’s Code, the first code of law 
ever published, however, hints at the fact that such crimes were as real as 
possible in Babylon 4,000 years ago. 

It must be mentioned that the first forms of organized crime that were 
ever written are those of ancient Egypt. When teenage Pharaoh 
Tutankhamen’s tomb was disclosed, namely in 1922, the world was amazed 
at the treasure hidden in the royal crypt. It took Howard Carter many years 
to make an inventory and categorize everything that had been discovered. 
Yet, Tutankhamen was only a minor pharaoh, who died mysteriously at the 
age of 18, which is probably why the final resting place had gone unnoticed 
by tomb raiders. However, no other royal tomb was discovered intact, which 
can only ignite the imagination of those who seek to understand the huge 
amount of treasure deposited there, by the side of powerful rulers, over time. 
Apparently, the profanation of tombs does not fall into the pattern of 
organized crime. Interestingly, however, there is an account of something 
which happened during the reign of Pharaoh Ramses IX (1129 - 1111 BC). 
The document is called the Papyrus Abbot and includes the testimonies of 
Grand Vizier Khaemuaset and the two administrators who were 
subordinated to him, Paser and Paur, about the capture of a group of grave 
robbers. The action seemed taken from a thriller, as the authorities of the 
time secretly pursued the movements of a genuine gang of robbers, 
succeeding in capturing eight of them. Moreover, the testimony of one of 
the defendants is even more interesting, testimony given in the two other 
ancient documents (Amherst Papyrus and Leopold II Papyrus). Here, the 
accused confesses, probably under torture, that the whole group was 
organized and guided by a local mayor, a character who certainly had 
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accurate information on the amount and quality of artifacts deposited in the 
grave5. 

Another sample, perhaps better organized, was that of the priests who 
officiated royal burials. Under the pretext of moving the Pharaoh’s treasures 
to safer places, they pretended to have lost a large part of them. As 
expected, gangs which had been well advised in advance did the whole 
deed, leaving priests out of any suspicion. 

In Ancient Greece and Rome, the phenomenon was already well 
known. It was not seldom that the trafficking and smuggling of grain, slaves 
and luxury goods almost threw the two powers into economic collapse. 
Even then, organized crime tended to affect the highest levels of power, and 
the phenomenon itself could already be found at every social level. 

It was not for nothing that organized crime and particularly the Mafia 
as one of its representatives, was always associated with southern Italy. The 
first mention of a criminal organization in the classical sense of the word 
was made in the ninth century in Sicily during the Arab domination of the 
island. Other historical sources set this phenomenon 200 years later, in the 
same place, during the Norman occupation. In fact, Sicily has been a colony 
exploited in turn by Greeks, Carthaginians, Romans, Arabs, Normans, 
Germans, French, Aragonese, Spaniards, Bourbons, and especially the 
Inquisition6. 

Sicily thus became the land suitable for the development of the 
phenomenon of banditry as a struggle against the oppressors. "Vendetta" – 
revenge and the mafia were only a few weapons the helpless could use in a 
world where justice was at the mercy of the feudal lord. 

Over time, the rapid pace of technology has radically changed 
economic and social life and the working arrangements at all levels, giving 
rise to new expressions of organized crime. 

The term Mafia, characteristic of Sicily, is as controversial as the 
beginning of the phenomenon itself. Some researchers say that the origin of 
this word is the Arabic expression Maha'Fat – protection, immunity, 
privilege – or the word: Mahias, from the same language, which means 
haughtiness, pride, arrogance. Other historians believe that the Mafia would 

                                                 
5 Ibidem 
6 Ibidem 
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be short formula „"Morte ai francesi Italia anelai!" ("Death to the French, 
cries Italy!") the motto of the clandestine movement which appeared in 
Palermo in 1282, in response to the oppression of the Norman domination7. 

The mafia type organizations in Sicily have radically changed starting 
with the eighteenth century. During that period the embryonic structures of 
the so-called "black mafia" or "dark mafia" appeared. It began with the 
recruitment by the local barons of armed guards and supervisors, by which 
they tried to prevent the deterioration of their feudal rights. The Mafia 
apparatus, consisting of "gabellotti" – middlemen between peasants and 
nobles, were soon able to deal from positions of power both with the former 
and with the latter. This fact was also mentioned by Michele Pantaleone, an 
Italian8 journalist: "A rough justice imposed by terror, not by respect for the 
law, as the desire to avoid at all costs the intervention of public power in its 
affairs. Mafia was able to impose itself as referee and peacemaker and as a 
quick and quiet instrument executing acts of justice based on the old law of 
retaliation." 

If the Mafia was able to persist over many generations, if today it is 
still strong enough, this is due to the famous law of silence – Omerta. 
Dictum "Chi tace campa!" - Who is silent lives!, is a general rule that has 
become typical for any group anywhere in the world of mafia9. 

In the same Middle Ages and for similar causes, Asia experienced a 
strong resurgence of organized crime. In Japan, the dreaded Yakuza 
organization had its origins in the Japanese feudal system, where the bandits 
turned samurai (ronin) coming to the aid of the poor or trying to profit from 
them. Moreover, even in the current structure, Yakuza still has many aspects 
of Japanese feudalism, in point of behavior, rituals and  symbolism10. 

In China, the current criminal associations find their origins about 
three centuries ago, in the shape of revolutionary-nationalist groups created 
in order to remove the Ch'ing dynasty, originating in Manchuria, and to 
reaffirm the leadership of Ming Dynasty Chinese empire. The term Triads 
by which Chinese criminal groups are identified today, was first used by the 

                                                 
7 Michele Pantaleone, Mafia şi politica, Ed. Politică, Bucureşti, 1964, p. 76. 
8 Ibidem, p. 56 
9 Ibidem, p. 81. 
10 www.descopera.ro, 12.01. 2010 
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British to individualize the three fundamental forces of the universe 
recognized by members of these groups: heaven, earth and human being. 

Russia is the latest entrant among black elites and organized crime; 
however, criminology experts argue that Russian mafia has gained world 
supremacy in less than 20 years. Structures torn from former KGB and 
Soviet authorities or born in the camps of Siberia, the Russian mafia 
organizations soon came to overthrow the Chinese Triads and Japanese 
Yakuza, even in their areas of influence. With their extreme force, Russian 
gangsters have occupied most of the Asian black market (trafficking in 
drugs, arms, people, etc..) gradually advancing to the Americas, Africa, 
Australia and Europe11. 

The Promised Land for most of the immigrants of the nineteenth 
century and early twentieth century, the United States proved, as expected, 
an ideal ground for gangster refugees from the Old World. If certain ethnic 
groups (Czechs, Greeks, English, Spanish, French, Romanians, Ukrainians, 
Scandinavians, Russians and Chinese) had been harnessed to the plow 
colonization and development of America, many members of the Sicilian, 
Irish and Hebrew community showed a permanent distrust for slogans that 
preached "the virtues of work" in the industry. They remained on the same 
positions that discriminated groups adopt to fight from. They created a 
mafia in order to exploit their kin and then the representatives of other 
ethnic groups living in their areas of influence. 

The Irish band "White Hand" was the first form of organized crime on 
American soil. Founded around 1860, it began by exploiting poor Irish 
families and continued by moving its area of influence the Italian 
community which had become more numerous. In response, in 1890, Mano 
Nera – Black Hand arose, the first manifestation of the Sicilian Mafia in 
America. At the same time, the Purple Gang appeared, the ethnic group of 
Hebrew Mafia. A long and bloody war began between Irish and Italians 
ended, under the strong influence of Al Capone, with the Italian victory. As 
for the Hebrew Purple band, it sided with each group in turn, winding up in 
a symbiosis with the Italian-American Mafia completed during prohibition 
years. 

                                                 
11 Ibidem 
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As an interesting detail, we need to mention the fact that the structure 
of Italian-American Mafia was a secret guarded so closely that the 
authorities did not manage to reveal it until 1962 when they learned that it 
was called La Cosa Nostra (LCN) and it was a conglomeration of mafia 
cells (Families), based on a well-established hierarchy. So, after more than 
three decades since Lucky Luciano had created this evil system, originally 
called the National Commission12. 

Although relatively new, the organized crime groups in Africa are 
already in close contact with Russian factions as well as with Sicilian or 
Asian ones. On the Black Continent, the most influential mob originating 
from Nigeria came to control the largest part of the African black market. Its 
interdependence with the juvenile delinquency from other countries (Ghana, 
Sierra Leone, Benin, Somalia, etc) became evident when local authorities 
tried to identify the extent of the phenomenon. The Moroccan mafia is 
particularly dangerous, as it is one of the pillars of drug trafficking from the 
Middle East (Golden Crescent – Pakistan, Iran, Afghanistan) to Europe or 
Asia, the largest drug consumer after the United States of America13. 

Central and South America occupy a rather sad first place worldwide 
in terms of drug trafficking because of the Mexican, Colombian, and 
Brazilian cartels or of those from Venezuela. As expected, the Italian-
American mafia, the Sicilian, Chinese, Japanese and more recently, the 
Russian, could not miss the opportunity to take a small portion of 
unimaginable funds moving on the market of "white death." Thus, in 
exchange for cocaine, cartels in Latin America receive money or arms from 
all over the world, thus ending the bloody circle of groups that make up the 
effects of activities performed under the generic name of "organized crime". 

In conclusion, we wish to emphasize that everything mentioned above 
is only a brief overview of the phenomenon that has already seized more 
than a third of the global economy, organized crime. 

In 1988, at the first International Symposium regarding organized 
crime, held at the Interpol General Secretariat in Saint-Cloud/France, the 
following definition of organized crime was accepted: "any enterprise or 

                                                 
12 Ibidem 
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group of persons engaged in continuous illegal activity, aimed mainly at 
making profit, regardless of national borders." 

Additional elements to defining organized crime were brought by the 
Global Plan of Action against Transnational Organized Crime, adopted by 
the UN Ministerial Conference held in November 1994 in Naples14. 
According to section 12 of this plan, the phenomenon can be characterized 
by the following aspects: organizing groups for the purpose of criminal 
activities; hierarchical links or personal connections that allow certain 
individuals to lead their group through stringent internal sanctions; using 
violence, intimidation and corruption in order to achieve profits or to obtain 
control over some territories or markets; recycling illegal profits to the 
benefit of a criminal activity and in order to go beyond the legal economy 
and national borders; establishing cooperation with other organized 
transnational criminal groups. 

A particularly relevant feature of the organized criminal group is the 
constant need for legal protection of its activities and its ability to infiltrate 
governmental institutions, including customs services, police, judiciary 
system, and even national parliaments. 

A reputed organized crime analyst defines the phenomenon as "the 
purposeful committing of crimes, motivated by obtaining profits and the 
struggle for power, with particular relevance either for each individual or for 
all of them together, if this deed involved the actions of more than two 
people, over a long or indefinite period of time; using commercial or similar 
business structures; using violence to intimidate and exert its influence in 
politics, mass media, public administration, judiciary or economic sectors15. 

The Recommendation Draft on basic principles in the fight against 
organized crime, issued by the Council of Europe / Committee of Experts on 
issues of criminal law and criminology, organized crime, the criminal 
organization is defined as "a structured association established over a period 
of time, of more than two persons acting deliberately to commit crimes that 
are punishable by deprivation of liberty or detention order of at least four 
years or a more serious penalty, no matter whether such crimes are a goal or 

                                                 
14 Nations Unies - Conseil Economique et Social - Conférence Ministérielle Mondiale sur la 
criminalise transnationale organise, Rapport du Comite Plénier, 1994, pp.1 şi 7  
15 Michael Feile-Spălarea banilor-o provocare la adresa politicii internaŃionale, Ed. Anssenopolitik, 
Paris, 1997, p.14. 
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a means of material gains themselves or, where applicable, of adversely 
affecting the actions of public authorities16." 

In the United Nations Convention against transnational organized 
crime, a organized criminal group is defined as a structured group of three 
or more persons, performing over a certain period of time and acting 
concentratedly with the aim of committing one or more serious crimes 
stipulated in this Convention, in order to obtain, directly or indirectly, a 
financial or other material benefit. 

Finally, attempting a comprehensive understanding of the 
phenomenon, we can say that organized crime represents the activities of an 
organization, association, or of a group consisting of at least three people, 
with a fixed structure, undertaken in order to obtain material or other 
benefits as a result of acquiring and exercising control over some villages, 
districts, areas, markets or economic, political or social sectors, by making 
use of the criminals’ economic power or the force resulting from their 
connections with other members of the organization, association or group, 
or by using violence, intimidation, corruption, blackmail or other such 
fraudulent means. 

In this context, organized crime has particular relevance as a global 
phenomenon which, because of the negative consequences, forced the 
specialized bodies of state or international level to take more decisive 
measures of prevention and control. Organized crime has as targets 
objectives which, if accomplished, will seriously affect national security, as 
clandestine networks act systematically, fully covered, seeking to control 
and influence by means of corruption, blackmail and violence, the decision-
making process at the state level. Scientific research and especially the 
research bibliography allowed us to highlight the main features of organized 
crime17, as shown in conceptualizing the phenomenon. 

Performing constant criminal group activities (organization, 
association), determined by the need to: extend the reach and ability to 
market competitive illegal products and services; ensure the security of law 
offenders with respect to the police and rival business groups. 

                                                 
16 http://book.coe.int,  15.01. 2010 
17 Bujor V., GuŃuleac V., Metodologia cunoaşterii şi clasificării grupărilor criminale, Chişinău, 
1998, pp. 102-129  
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Specialization and distribution of roles among the organization 
members and among members of criminal groups which make up such a 
criminal association. The segmentation of criminal activities creates 
difficulties difficult to overcome in the evidentiary law enforcement 
activity, given that often the same criminal group members do not know 
each other and do not have an exact idea about the organization of the group 
as a whole. 

The strict hierarchy within the criminal group which includes the 
establishment of strong relationships upright routing, in which the superior’s 
orders are an absolute authority, criminal group leaders do not come into 
direct contact with those who are immediately subordinated hierarchically. 
This makes it difficult to expose the heads, undermining police efforts to 
destroy the criminal group, which is reconstituted every time its leaders are 
left free. 

The rules of behavior are strictly observed. The existence of so-called 
codes of conduct and the adoption of specific rules within the group are a 
necessity which offers it order and automatism. The strict regulation of the 
relations among its members also increases its security. These rules are 
strictly applied and any violation is severely punished.  

The activity of the organized crime groups is always targeted at 
making profit. This feature, that is, getting considerable income can be 
placed in the foreground, being one of the main characteristics of organized 
crime. 

The production or delivery of illicit products or services, specific to 
organized crime, speculates an objective social demand, which cannot be 
met legally. The provision of goods (merchandise or products) include 
illegal drug trafficking, trafficking in alcoholic beverages and tobacco 
products, weapons and explosives trafficking, smuggling cars and works of 
art, smuggling nuclear (radioactive) material, human trafficking (slavery, 
human organs, etc) and unskilled labor, counterfeiting currency, kidnapping 
and murdering people. 

As an object of activity of organized crime in the sphere of providing 
illegal services, the following are significant examples: sexual services and 
pornography, usury and gambling, underground arbitration and conflict 
resolution. Performing these activities, as well as the involvement in legal 
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affairs are aimed at acquiring maximum profits and, not least, at the creation 
of mechanisms of political influence. 

Obtaining power, in the sense of real opportunities to determine the 
actual making of certain political, economic, financial decisions, influencing 
the media, government etc in the interest of the underworld. 

The involvement in legal business. Having more cash than the other 
entrepreneurs, which they can keep under control through corruption and 
violence, the members of organized crime are able to subordinate important 
fields, acting like a virus capable of seriously affecting the economy. 
However, this involves the use of illegal methods such as monopoly, 
extortion, tax evasion, unfair competition, etc. 

Corruption of public officials. Indeed, in order to safely carry out 
activities, without fear of intervention by state institutions, the members of 
organized crime try to bribe officials of all ranks and at all levels. 

By making a special note of the fact that through corrupt officials, 
decisions are adopted (or rejected) in the interest of the criminal world18, we 
are also highlighting a new trend, that of ensuring the security of the group, 
the evasion of legal responsibility, and the promotion of interest through 
officials. 

As a conclusion of everything listed above, we can say, looking at 
statistics, that lately the leaders of organized crime have become aware that 
they are able, without corrupt intermediaries, to promote their interests, to 
control power. Therefore, organized crime does its best to avoid any threat 
to its interests, infiltrating and promoting its people into the state structures, 
political parties, and trade unions. By  growing and growing, this trend can 
lead to the establishment of a cleptocratic society. 

At present, organized crime operates without any transparency, hiding 
in a nearly perfect clandestinity19, as stated by J. Ziegler, maximizing profits 
and its accumulated capital gains at a dazzling pace, operates the optimum 
cartelization of its activities, while cartels share their territories and institute 
to their advantage a monopoly domination and even more than that, create 
oligopoles. Organized crime is involved in legal and illegal economic 

                                                 
18 Dobrinoiu V., CorupŃia în dreptul penal român, Ed. Lumina Lex,  Bucureşti, 2001, p. 6 
19 Jean Ziegler, Seniorii crimei - organizatiile secrete contra democratiei, Ed. Antet, Bucureşti, 1998, 
p. 68  n 
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activity, using aggressive and criminal methods that promote criminal 
interests, by resorting primarily to violence and other forms of intimidation. 

The threat posed by organized crime to the rule of law lies not in the 
criminal act itself, but in the possibility that criminal organizations, by their 
enormous financial power may influence democratic processes in a 
sustainable manner. The immediate and visible consequence of this situation 
is the rapid progression of corruption among politicians and other decision 
makers in our society. By its enormous financial power, organized crime is 
secretly gaining an increasingly important influence in our economic, social 
and political life, but also in public administration, including justice. 
Organized crime can destabilize spiritual life, politics, and social life, and 
can gradually lead to the disappearance of judicial independence, the 
credibility of politicians, and, not the least, the confidence in the protective 
power of values and the rule of law. 

All the facts presented in this chapter reflect in our vision the essence 
and social dangers of organized crime. Other features of this phenomenon 
can also be highlighted, but as they have a high degree of generality, are not 
absolutely invariable, constant. They already refer not to the essence of 
organized crime, but to its manifestation. Still, for most of the shapes taken 
by organized crime, the characteristic aspect is the existence of all nine 
features mentioned above. 

It is important to note that the phenomenon of organized crime 
constitutes a distinct type of crime, despite its intimate correlation with 
other types of crime, such as professional crime, recidivism, and group 
crime. Yet, organized crime coincides only in part with these types of crime 
and should not be mistaken for them. 

According to The Explanatory Dictionary of Romanian Language 
(DEX)20, the term "crime" designates: “an offense that has a high degree of 
social danger and is sanctioned by law with the most severe punishments". 
According to the same bibliographical source, the term "crime" shall include 
"all offenses committed on a given territory in a given period". In our view, 
the latter definition is more appropriate for designating the criminal 
phenomenon. 

                                                 
20 DicŃionarul Explicativ al Limbii Române, Editura Univers Enciclopedic, Bucureşti, 1998, p. 239. 
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The concept of cross-border organized crime is therefore determined 
by the connection between organized crime and committing an offense with 
a pregnant transnational character. Basically, the criminal activity of such a 
network becomes international, as it uses regional, continental, and 
intercontinental circuits. 

The phenomenon of cross-border organized crime has emerged and is 
still expanding together with the development of globalization; the influence 
upon economic activities, finance and banking, transportation and especially 
technologies and communications determining its consolidation, all the 
more so as the harmonization of national legislations in the sphere of 
countering cross-border organized crime is still a goal to be reached. 

Acknowledging the phenomenon of cross-border organized crime as 
the main threat to security21 must generate from the major responsible 
factors an important reaction of working together in order to counter the 
extremely serious effects that may occur in society as a whole and on the 
regional and global levels. 
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